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The following thoughts and best practices are the end result of an upgrade, experience
with the necessary clean up after the cutover and review of best practices offered by
third parties. In our upgrade, we implemented some additional levels of security from
both a technical and process perspective. During the months that followed, we learned
what mistakes and omissions we made as well as some things that we had
implemented very well. We are currently working to tighten security on an on-going
basis and have limited the enterprise’s exposure to a manageable acceptable level.
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is not
intended
focus
on the
technical
aspects
creating
access for users but rather on the implications on designing a loose, difficul t to manage
security environment. Accordingly, the technical discussion will be limited and at a fairly
high level. Although the specifics in this discussion are directed to SAP, the premise
can be applied to any software system.
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One of the critical components of keeping a company’s information secure is to ensure
that employees are only able to view or change the financial, production, sales or
master data necessary to perform their duties. User access to view or manipulate key
data inappropriately presents a risk to the enterprise i f the data is misused or causes
actions to be taken that are unnecessary. Since data and processes are linked within
one system in an Enterprise Resource Planning (ERP) environment, there are inherent
risks that users will be able to access more information than they were able to access in
the legacy systems previously used by most companies. Legacy systems offered
controls over data simply because the sales, production and financial information was
often on completely separate systems and users were only allowed access to the
system necessary to perform their assigned tasks. Failure to appropriately restrict
access to data may affect the data integrity and impact subsequent decisions based on
that data.
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As an ERP system, SAP can be used to link all facets of the organization together. A
basic example of an ERP system can start with an order being placed. Once the order
is in the system, the finished goods are automatically verified and, if necessary, a
production order can be initiated to complete the customer’s order. If a production order
is initiated, raw materials can be reserved and an order placed with the supplier to
replenish the stock on hand if the production order caused the stock on hand to fall
below a pre-specified minimum level. Once the sales order is complete and shipped to
the customer and the raw materials are ordered, accounting entries can be made to
accurately reflect the activity in the corporate records. A customer invoice and payment
for materials can be made automatically if the system is set up to do so.
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SAP may be best used in a process-centered organization. Process centered
organizations deliver the best value to the customer and enable the organization to
outperform its competitors. One of the reasons a process centered organization can
outperform competition is that the organization has analyzed the processes necessary
to deliver product to customers as ordered, order product from vendors and track those
transactions in the accounting records so that customer invoices and vendor payments
are accurate. The newly designed processes retain only the value-added tasks and
eliminate those that do not serve a purpose. By eliminating non value-added tasks, the
employees are more efficient and can provide better service to their internal and
external customers. There may also be cost savings associated with fewer employees
or expansions into new areas by refocusing the efforts of existing employees.
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In order
to be effective
and
accurate,
processes
must F8B5
be designed
across
organizational boundaries. Process teams must be developed which consist of
enterprise experts in their respective sub processes. The process teams are
responsible for defining the most effective process and identifying the tasks necessary
to complete their process, whether it is order fulfillment, asset management or quality
control. The enterprise experts should be assigned to the implementation project on a
full-time basis until it is complete. This reduces the amount of catch-up that must be
performed and ensures that the experts are able to focus completely on the project.

tu

te

20

02

,A

ut

All employees in the organization must understand how performance of their assigned
tasks impacts other employees within their process and the impact their process has on
others within the organization. By providing employees with the process information,
the enterprise is increasing the risk that those same employees will be able to obtain
and understand information they may not have been aware of while using a legacy
system. Access to the additional information makes employees more autonomous and
better equipped to make independent decisions but also substantially increases the
company’s risk that the information will be used in an unauthorized manner.
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SAP is one of the most complex ERP systems in use globally. It offers a multitude of
options to limit the activities employees can perform or information they can access
without negatively impacting their ability to perform their assigned tasks. In order to
enable system users access to perform their jobs, the enterprise must understand what
their jobs are and the processes employees follow to successfully complete their tasks.
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In an upgrade or implementation of SAP, one of the most critical, and often overlooked,
aspects is the impact that security will have on the final process design. The process
teams are responsible for identifying the tasks necessary to complete their process and
the most effective way to perform those tasks. As they identify the tasks, they also
need to specify exactly how each activity should be transacted within the system. In
SAP, each activity is called a transaction and each transaction has one or more
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necessary transaction codes in order to build the security access assigned to users.
Assigning transaction codes to users allows them to perform their assigned tasks. In
order to create a control-focused security design, the process experts must understand

© SANS Institute 2002,

As part of the Information Security Reading Room.

Author retains full rights.

and implement internal controls and actively question requests for additional information
or transaction codes. They must understand the risks to the organization associated
with allowing users too much access to critical data.
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The time allocations to the process and security design phases are consistently under
budgeted by project teams. The time allocated and thought involved in developing the
security design will have a long lasting and significant impact on the success of the
implementation.
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The process and sub process teams should also divide the transactions between
themselves and retain ‘ownership’ of those transactions. For example, it may not be
appropriate for the order entry sub process to include transactions that are specific to
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The shipping
sub process has the responsibility to ensure that all of the shipping transactions are
performed according to their design and applicable training and if they allow another
process to assign the transactions without their approval or knowledge, the entri es may
not be entered correctly or contain all of the information that is required to actually ship
the product to the customer. Each process or sub process should have the
authorization to refuse the use of one of their transactions to another process’ security
design although they can allow it if they so choose. The processes, sub processes and
security teams must work closely together to make sure the out-of-process transactions
in the security designs have been reviewed and approved by the process which ‘owns’
the transaction.
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The process teams should have a vision of the final security access design desired by
the enterprise. There should be an emphasis placed on defining the enterprise security
design well in advance of actually creating the security access. Without an end-design
in mind, the process teams could take widely divergent paths and impact enterprise
security without being aware of the exposures being put into place until the testing
phase or after implementation. Redesigning security after implementation is time and
cost intensive.
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Since SAP is an integrated system, there will be overlap between most of the processes
and sub processes within the enterprise. A weak design in one process or sub process
may compromise a stronger design when assigned to users. SAP operates on the
principle of greatest authorization meaning that the user will be able to access data
according to the most permissive authorization assigned to their user ID rather than
limiting access to the least permissive authorization. Enterprise management should
provide guidance to the process teams on at least a high level to ensure that all process
teams take a consistent approach. Management should provide input into the security
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• Organizational restrictions, such as limitations at the plant level;
• User access to direct table queries;
• Limitations around reporting capabilities; and
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Functional restrictions such as material types.
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At a high level, the basic premises underlying SAP security are that user access to data
is governed by the transaction codes and the related authorization objects required to
process the transactions that are assigned to their user ID. Every transaction code
requires at least one authorization object to process within the system. Without the
transaction code, generally the user cannot even access the initial processing screen.
This is considered the first level of security – by not allowing a user access to the
transaction, you have effectively limited his ability to process data within the system.
The authorization objects can be used to implement additional levels of security, such
as limiting the user to a specific plant or company code. The authorization objects
actually determine the level of access a user will have within the transaction code.
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The transaction codes and authorization objects are assigned to ‘Activity Groups’.
Activity groups contain one or more transactions and related authorization objects
depending on the purpose of the activity group and how it fits into the overall security
design. Activity groups can be assigned to ‘Composite Activity Groups’. The
composite activity groups can hold one or more activity groups depending on the overall
security design. Users can be assigned access at both the activity group and
composite activity group levels.
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Each of the process teams should know and be required to comply with the enterprise
security design in order to limit ‘permission creep’. ‘Permission creep’ occurs when the
user is assigned two or more transactions that share authorization objects and one or
more of the authorization objects allow access in excess of the user’s needs. For
example, the enterprise design may require that receiving clerks only be allowed to
receive materials at their specific plant. If one of the authorization objects required to
process the transaction code used to receive raw materials allows all plants or plants in
addition to the user’s location, the user will be able to enter a goods receipt at any of the
allowed plants. ‘Permission creep’ is a known risk associated with the SAP security
environment.
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An effective SAP Security implementation incorporates an internal control perspective
into the process-designed activities. Once the process has identified the related tasks
that a user is intended to perform on a daily basis, or the job responsibilities, they
should communicate with the internal controls group to determine whether any
segregation of duties issues exist within each newly defined activity group or composite
activity group.
The internal controls group is responsible for identifying conflicts between assigned
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sets of
conflicts
depending on the
critical business processes performed. There are generally some standard guidelines
such as limiting a single users’ ability to ship and write-off product or create and pay a
vendor but often the conflicts are specific to the activiti es performed within the
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organization. There may be some conflicts that are discussed, understood and
accepted by the organization but they should be well documented and approved by
management.
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The process teams also should provide the internal controls group with a summary of
typical users. For example, a typical receiving clerk may be assigned certain activity
groups in order to be able to perform receiving clerk tasks or defined job. The internal
controls team must be able to review the typical security access assignments in order to
assess the exposures the enterprise may have after users are assigned all of the
activity groups necessary to perform their job.
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By reviewing every layer of the security design, the internal controls team can limit the
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groups and jobs. After the job responsibilities are modified to correct any internal
control concerns, the security team should build the approved activity groups and
composite activity groups to be assigned to users.
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The security team, in conjunction with the process and other technical teams, should be
responsible for identifying key transactions and authorizations that need to be closely
monitored. Many transactions within SAP are used for technical purposes, such as for
database management or for technical development that should not be assigned to the
general user population. The security team should review all of the transactions
submitted for inclusion in the various process jobs to ensure there are no technical
transactions included. Additional approval should be obtained from the technical teams
if a process does request one of these transactions.
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There are also powerful authorization objects that should be actively tested and
scrutinized prior to adding them to an activity group. In security table SU24, the security
team can inactivate key authorization objects so they will not be automatically added to
the activity groups when using the SAP tool Profile Generator. These authorization
objects should be identified through discussion with the process and technical teams.
The authorization objects that are considered critical may vary at every enterprise
depending on the activities performed. Some companies may consider the ability to
create master data to be one of the most critical functions or they may consider direct
table change a high-risk activity.
Based on the discussions with the process, technical and security teams, the
authorization objects should be identified and inactivated before any activity groups are
created. Inactivating the authorization objects will ensure that the activity groups are
fully tested before they are assigned to users. The testing will allow the authorization
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grant any additional access. By requiring testing to be performed, the security team can
ensure only the most specific values are included in the authorizati on objects, thereby
limiting ‘permission creep’ to the extent possible.
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Once the activity groups are created, they should be assigned to test IDs and the
process teams should perform positive testing to make sure the activity groups are
functioning as designed. A key aspect to testing that is often ignored is to perform
negative testing as well. Negative testing ensures that the test ID cannot perform a
function that was not intended. For example, if the enterprise design is to limit by plant,
the process team should negatively test each activity group to ensure that it only allows
processing at the specifically identified plant.

rr

eta

ins

After each activity group has been thoroughly tested, the process teams must identify
the activity groups that will be assigned to every user in the system. In many cases, a
user will perform more than one job. If users are to be assigned multiple activity groups,
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issues. They can also identify potential control concerns such as incompatible job
assignments, which do not cause specific segregation of duties concerns but may
present internal control concerns that should be addressed by the organization.
Negative testing should also be performed when users are assigned multiple activity
groups to ensure the user has not unintentionally been assigned more access than
intended.
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All of the components of the security design and creation and the user assignments
should be documented and approved to provide a baseline for the access assigned as
of the implementation date.
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Users must be properly trained so they know how to enter the data into the SAP
system. A data entry error can flow all the way through an ERP system and negatively
impact data integrity and the decisions made based on that data. Each organization
must determine the best way to train its users and ensure every end-user has
completed at least the minimum training requirements.
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After the implementation, there has to be a documentation tool to track and obtain
approval for changes to the user access and the activity groups. If the enterprise is
going to maintain tight control over the access that users have within SAP, there must
be a rigid approval process for any changes to the activity groups. Activity groups are
assigned to numerous users and any change made to the activity group will impact the
access allowed to all of the users with that activity group. The process teams still retain
ownership to the activity groups created to perform the tasks within their process. They
also retain ownership to the transactions that pertain to their process.
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
The security team is the main point of contact when a process wants to make a change
to their activity group. One of the first checks that should be made is whether that
process owns the transaction or not. If it does not, the appropriate approvals must be
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obtained and documented prior to adding the transaction to the activity group. Since
changes to activity groups will have an impact on every user with that activity group
assigned to their user master record, each change must be assessed for compliance
with the enterprise security design.
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All changes must be tested in a development or quality assurance system to validate
the change is working exactly as intended and negative tested to make sure that it
doesn’t allow more access than intended. Even with the negative testing, there may be
‘permission creep’ because the process team cannot test every combination of that
activity group with others as they are assigned to users in the system. The change to
the activity group should be reviewed for segregation of duties issues. If it is not
reviewed prior to making the change and a conflict is built into the activity group, all
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Changes to user access should also follow a strict approval process. As a user
requests access to a specific transaction, the security team should determine which
activity group contains the transaction. Once the activity group is identified, the security
or internal controls team should perform a segregation of duties analysis to verify there
will not be any additional segregation of duties issues when the access is assigned to
the user. If there are no additional issues or concerns, the user’s request should be
forwarded to the appropriate approver for the activity group. Once the approval is
obtained, the security team can assign the additional access to the user.
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On a regular basis, the internal controls team, internal audit or external audit should
review the security design and user access from an overall perspective. Since many of
the changes to activity groups may be made without an overall review of the impact on
the users assigned the activity group, the internal control environment may degrade
over time. As the environment degrades, users will be allowed more access to data
than they actually need. A looser security environment will eventually erode the
enterprise’s ability to keep its information secure and accurate.

SA

NS

Sources
[1] Hammer, Michael. Beyond Reengineering. New York: Harper Collins Publishers,
Inc., 1996

©

[2] ASAP World Consultancy. Special Edition Using SAP R/3: The Most Complete
Reference. Que Corporation, 1996. 743 - 780
[3] SAP AG, “Data protection and security in R/3”, R/3 note no. 30724
URL: http://www.ciudadfutura.com/sap/sap/oss/0030724.htm (September 6, 2001)
fingerprint
= AF19
998DBusiness?”
FDB5 DE3D
F8B5 06E4
[4] Key
CIO.com,
“Does
ERPFA27
Build2F94
a Better
February
15,A169
20004E46
URL: http://www.cio.com/archive/021500_excerpt.html (September 21, 2001)

© SANS Institute 2002,

As part of the Information Security Reading Room.

Author retains full rights.

fu
ll r
igh
ts.

[5] Foster, L. Annette and Herndon, Billy T. “Implementation of a Reengineered
Procurement Process at Duke University, Using Technology and Work Process
Redesign”. 1997
URL: http://www.educause.edu/ir/library/html/cnc9708/cnc9708.html (September 6, 2001)

©

SA

NS

In

sti

tu

te

20

02

,A

ut

ho

rr

eta

ins

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2002,

As part of the Information Security Reading Room.

Author retains full rights.

Last Updated: May 22nd, 2018

Upcoming SANS Training
Click Here for a full list of all Upcoming SANS Events by Location
SANS Atlanta 2018

Atlanta, GAUS

May 29, 2018 - Jun 03, 2018

Live Event

SEC487: Open-Source Intel Beta Two

Denver, COUS

Jun 04, 2018 - Jun 09, 2018

Live Event

SANS Rocky Mountain 2018

Denver, COUS

Jun 04, 2018 - Jun 09, 2018

Live Event

SANS London June 2018

London, GB

Jun 04, 2018 - Jun 12, 2018

Live Event

DFIR Summit & Training 2018

Austin, TXUS

Jun 07, 2018 - Jun 14, 2018

Live Event

Cloud INsecurity Summit - Washington DC

Crystal City, VAUS

Jun 08, 2018 - Jun 08, 2018

Live Event

Cloud INsecurity Summit - Austin

Austin, TXUS

Jun 11, 2018 - Jun 11, 2018

Live Event

SANS Milan June 2018

Milan, IT

Jun 11, 2018 - Jun 16, 2018

Live Event

SANS Cyber Defence Japan 2018

Tokyo, JP

Jun 18, 2018 - Jun 30, 2018

Live Event

SANS Oslo June 2018

Oslo, NO

Jun 18, 2018 - Jun 23, 2018

Live Event

SANS Philippines 2018

Manila, PH

Jun 18, 2018 - Jun 23, 2018

Live Event

SANS ICS Europe Summit and Training 2018

Munich, DE

Jun 18, 2018 - Jun 23, 2018

Live Event

SANS Crystal City 2018

Arlington, VAUS

Jun 18, 2018 - Jun 23, 2018

Live Event

SANS Minneapolis 2018

Minneapolis, MNUS

Jun 25, 2018 - Jun 30, 2018

Live Event

SANS Cyber Defence Canberra 2018

Canberra, AU

Jun 25, 2018 - Jul 07, 2018

Live Event

SANS Paris June 2018

Paris, FR

Jun 25, 2018 - Jun 30, 2018

Live Event

SANS Vancouver 2018

Vancouver, BCCA

Jun 25, 2018 - Jun 30, 2018

Live Event

SANS London July 2018

London, GB

Jul 02, 2018 - Jul 07, 2018

Live Event

SANS Cyber Defence Singapore 2018

Singapore, SG

Jul 09, 2018 - Jul 14, 2018

Live Event

SANS Charlotte 2018

Charlotte, NCUS

Jul 09, 2018 - Jul 14, 2018

Live Event

SANSFIRE 2018

Washington, DCUS

Jul 14, 2018 - Jul 21, 2018

Live Event

SANS Malaysia 2018

Kuala Lumpur, MY

Jul 16, 2018 - Jul 21, 2018

Live Event

SANS Pen Test Berlin 2018

Berlin, DE

Jul 23, 2018 - Jul 28, 2018

Live Event

SANS Cyber Defence Bangalore 2018

Bangalore, IN

Jul 23, 2018 - Jul 28, 2018

Live Event

SANS Riyadh July 2018

Riyadh, SA

Jul 28, 2018 - Aug 02, 2018

Live Event

Security Operations Summit & Training 2018

New Orleans, LAUS

Jul 30, 2018 - Aug 06, 2018

Live Event

SANS Pittsburgh 2018

Pittsburgh, PAUS

Jul 30, 2018 - Aug 04, 2018

Live Event

SANS August Sydney 2018

Sydney, AU

Aug 06, 2018 - Aug 25, 2018

Live Event

SANS San Antonio 2018

San Antonio, TXUS

Aug 06, 2018 - Aug 11, 2018

Live Event

SANS Boston Summer 2018

Boston, MAUS

Aug 06, 2018 - Aug 11, 2018

Live Event

SANS Hyderabad 2018

Hyderabad, IN

Aug 06, 2018 - Aug 11, 2018

Live Event

Security Awareness Summit & Training 2018

Charleston, SCUS

Aug 06, 2018 - Aug 15, 2018

Live Event

SANS Amsterdam May 2018

OnlineNL

May 28, 2018 - Jun 02, 2018

Live Event

SANS OnDemand

Books & MP3s OnlyUS

Anytime

Self Paced

