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Quantifying Business Value of Information Security
been difficult to measure.  For this reason some organizations forgo implementing security controls that could
bring a positive return on investment to their organization.  The goal of this paper is to familiarize the
reader with risk management terminology, discuss how it can be applied to risk management and budgeting
situations and present a quantitative risk management valuation process to show the benefit of a security
control to the business.  Using the methodology outlined in this paper the reader will be able t...
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! a!

#4!.M8?A(.!';!3<+7!3EA.!';!('77!,84!6.!7..4!+4!3<.!*.,.43!)838!6*.8,<!83!Dj!

L8MMR!!"4!3<+7!,87.!3<.!,'?A84E!+7!;8,+4@!8!(8:72+3!;*'?!7.9.*8(!684>+4@!

@*'2A7Z["4!8!(8:72+3!A.4)+4@!+4!V%!B+73*+,3!$'2*3!+4!G'73'4U!3<.!

L8778,<27.337!G84>.*7!#77',+83+'4!84)!3*8).!@*'2A7!;*'?!'3<.*!7383.7!7..>!

247A.,+;+.)!*.,'9.*E!;'*!)8?8@.7!3<.E!).7,*+6.!87!6.+4@![+4!3<.!3.47!';!

?+((+'47k!';!)'((8*7!;'*!3<.!,'737!*.(83.)!3'!*.A(8,+4@!,'?A*'?+7.)!

,8*)7R_Fl.*6.*U!0``e5!&9.4!+;!Dj!L8MM!:+47!3<.!,'2*3!,87.U!3<.E!:+((!<89.!

<8)!3'!+49.73!7+@4+;+,843!;24)7!+4!3<.+*!(.@8(!).;.47.!3.8?!87!:.((!87!

72;;.*+4@!8))+3+'48(!*.A2383+'48(!+?A8,3!;*'?!3<.!)838!6*.8,<!73'*E!<89+4@!

7A.43!8))+3+'48(!3+?.!+4!3<.!4.:7A8A.*!<.8)(+4.7R!!D<+7!3EA.!';!('77!+7!

)+;;+,2(3!3'!=2843+;ER!!D<.!42?6.*!';!(8:72+37U!<'2*7!+49.73.)!+4!.8,<!84)!

A'3.43+8(!K2)@?.437!8@8+473!3<.!627+4.77!8*.!8((!<+@<(E!98*+86(.!).A.4)+4@!'4!

3<.!7A.,+;+,7!';!3<.!.9.43R!!&9.4!7'2*,.7!72,<!87!3<.!B838!D<.;3!I'77!

,8(,2(83'*!FB8*:+4!-*';.77+'48(!V4).*:*+3.*7U!0``e5!).,(+4.!3'!.73+?83.!3<.!

,'73!';!,+9+(!)8?8@.7!*.72(3+4@!;*'?!8!)838!6*.8,<U!)2.!3'!(+?+3.)!)838R!!

$(.8*(E!(.@8(!,'737!';!8!)838!6*.8,<!8*.!)+;;+,2(3!3'!A*.)+,3!84)!8*.!726K.,3!

3'!<+@<!98*+86+(+3ER!

• G27+4.77!('77!)2.!3'!*.A2383+'48(!+?A8,3!Q#4!.M8?A(.!';!3<+7!3EA.!';!('77!

:'2()!6.!8!,273'?.*!:<'!4'!('4@.*!7<'A7!83!Dj!L8MM!)2.!3'!3<.+*!<+@<(E!

A26(+,+S.)!)838!6*.8,<R!!D<+7!('77!+7!)+;;+,2(3!3'!=2843+;ER!!G27+4.77!+?A8,3!

';!,273'?.*7!*.8,3+4@!3'!8!7.,2*+3E!.9.43!F)838!6*.8,<!+4!3<+7!,87.5!+7!

)+;;+,2(3!3'!A*.)+,3R!!%.9.*8(!;8,3'*7!72,<!87!A26(+,+3EU!7.9.*+3E!';!3<.!

.9.43!84)!*.72(3+4@!).3*+?.438(!+?A8,3!3'!,273'?.*7!8*.!8((!<+@<(E!98*+86(.!

84)!)+;;+,2(3!3'!A*.)+,3R!!B2.!3'!3<.!(8,>!';!+4;'*?83+'4!84)!98*+86+(+3E!';!

+?A8,3!3<+7!3EA.!';!('77!,'2()!6.!,'47+).*.)!?'*.!=28(+383+9.!3<84!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /`!

=2843+383+9.R!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! //!

 bRJ2843+;E+4@!3<.!98(2.!';!8!A*'K.,3 !

 "4!3<+7!7.,3+'4!8!7A*.8)7<..3!8AA(E+4@!3<.!*+7>!?848@.?.43!;'*?2(87!

)+7,277.)!3<*'2@<'23!3<+7!A8A.*!:+((!6.!A*.7.43.)!3'!<.(A!=2843+;E!3<.!98(2.!';!8!

7.,2*+3E!,'43*'(R!!GE!27+4@!8!7384)8*)+S.)U!*.A.8386(.!A*',.77!3'!K2)@.!A*'K.,3!

A*'A'78(7!687.)!'4!3<.!78?.!,*+3.*+8U!+3!+7!A'77+6(.!3'!.(+?+483.!.?'3+'4!84)!

?+7,'4,.A3+'47!;*'?!3<.!A*'K.,3!98(283+'4!84)!7.(.,3+'4!A<87.R!!"3!+7!+?A'*3843!3'!

>..A!+4!?+4)!3<*'2@<'23!3<+7!A*',.77!3<83!k3<.!A'+43!+7!3'!A*'9+).!8!7.3!';!@2+)+4@!

A*+4,+A(.7!;*'?!:<+,<!F3<.!627+4.775!,84!?8>.!@'')!).,+7+'47!86'23!:<83]7!

8,,.A386(.R!"4!'3<.*!:'*)7U!3<.!$&1!)'.74]3!F'*!7<'2()4]35!,8*.!+;!8!*.32*4!+7!

A*.,+7.(E!fNR/N!;'*!.9.*E!f/!7A.43!'*!f0RaeR!Y.!,8*.7!3<83!+3]7!8,,2*83.!3'!72@@.73!

86'23!8!N^3'^/!*.32*4U!84)!4'3!8!/^3'^/!*.32*4!'*U!:'*7.U!8!/^3'^N!*.32*4Rk!

FG.*+483'U!0``05!!%I&!84)!#H1!.73+?83.7!8*.!';3.4!3+?.7!'9.*848(ES.)!:<.4!3<.*.!+7!

4'!A.*;.,3!847:.*R!!D<.!@'8(!<.*.!+7!3'!?8>.!8!*.87'486(.!.73+?83.!687.)!'4!3<.!

)838!898+(86(.R!!&9.4!+;!3<.!.73+?83.7!';!%I&!'*!#H1!8*.!+?A.*;.,3U!8((!A*'A'7.)!

A*'K.,37!8*.!73+((!K2)@.)!6E!3<.!78?.!7384)8*)!:<+,<!7<'2()!A*')2,.!84!8,,2*83.!

,'?A8*+7'4!';!*.(83+9.!98(2.!6.3:..4!3<.!A*'K.,37R!!!

! D<+7!A*'K.,3!98(283+'4!7A*.8)7<..3!:+((!27.!3<.!.M8?A(.!';!84!843+^9+*27!

A*'K.,3!;'*!:'*>7383+'47!84)!7.*9.*7!+4!84!.43.*A*+7.R!!D<.!,'73!84)!6.4.;+3!

7.,3+'47!';!3<.!7A*.8)7<..3!8*.!7<':4!83!3<.!.4)!';!3<+7!7.,3+'4U!8('4@!:+3<!8!

6*+.;!)+7,277+'4!';!<':!3<.!*+7>!877.77?.43!;'*?2(87!)+7,277.)!+4!3<+7!A8A.*!8*.!

8AA(+.)R!!!

D<.!,'73!7.,3+'4!';!8!A*'K.,3!98(283+'4!7A*.8)7<..3!(+737!+?A(.?.4383+'4!84)!

'4@'+4@!,'737!';!3<.!A*'K.,3!+4,(2)+4@m!

• %.*9.*!<8*):8*.!84)!7';3:8*.!,'737!Q!3<.7.!7A.,+;+,83+'47!,84!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /0!

2728((E!6.!'638+4.)!;*'?!9.4)'*!)',2?.4383+'4R!

• !"?A(.?.4383+'4!(86'*!Q!3<.!<'2*7!';!.?A('E..!(86'*!4..).)!3'!

,'?A(.3.!8!,'?A84E^:+).!+?A(.?.4383+'4!';!3<.!843+^9+*27!

7'(23+'4R!!$'472(3+4@!<'2*7!+;!4..).)!,84!6.!+4,(2).)!+4!3<+7!

7.,3+'4!87!:.((R!!D<.!<'2*7!';!(86'*!4..).)!+7!3<.4!?2(3+A(+.)!6E!

3<.!89.*8@.!<'2*(E!*83.!';!.?A('E..7!'4!3<.!A*'K.,3!3'!).3.*?+4.!

3<.!(86'*!,'73!';!+?A(.?.4383+'4R!!"4!3<+7!.M8?A(.!fP`!A.*!<'2*!

<87!6..4!27.)!87!3<.!<'2*(E!*83.!;'*!.?A('E..!(86'*R!!

• !14@'+4@!(86'*!Q!3<.!<'2*7!';!(86'*!';!.?A('E..7!4..).)!3'!

?8+438+4!3<.!;24,3+'48(+3E!';!3<.!843+^9+*27!7'(23+'4!'4!84!

84428(!687+7R!!D<.!<'2*7!';!(86'*!4..).)!+7!3<.4!?2(3+A(+.)!6E!

3<.!89.*8@.!<'2*(E!*83.!';!8!7E73.?7!8)?+4+73*83'*!3<83!:'2()!6.!

?8+438+4+4@!3<.!7E73.?R!

D<.!6.4.;+3!7.,3+'4!';!3<.!7A*.8)7<..3!,8(,2(83.7!3<.!,'73!789+4@7!;*'?!3<.!

).,*.87.!+4!98*+'27!627+4.77!('77.7!87!8!*.72(3!';!3<.!A*'K.,3R!!T'*!.M8?A(.U!3<.!

B.,*.87.)!&?A('E..!-*')2,3+9+3E!I'77!7.,3+'4!7<':7!,8(,2(83+'47!3<83!).?'473*83.!

<':!3<.!#H1!';!843+^9+*27!+4,+).437!).,*.87.7!87!8!*.72(3!';!3<.!843+^9+*27!7E73.?U!

*.72(3+4@!+4!8!A*')2,3+9+3E!+4,*.87.!;'*!3<.!627+4.77R!!D<.!8,*'4E?7!27.)!+4!3<+7!

7.,3+'4!8*.!).;+4.)!+4!#AA.4)+M!"R!

• #H1!^!3<.!42?6.*!';!9+*27!+4;.,3+'47!*.72(3+4@!+4!27.*!)':43+?.!.8,<!

E.8*R!!D<+7!42?6.*!,'2()!6.!.73+?83.)!687.)!'4!<+73'*+,8(!)838!;'24)!+4!

<.(A!).7>!3+,>.37!;*'?!A*.9+'27!E.8*7R!!!

• %I&!^!3<.!%I&!+7!3<.!.73+?83.)!,'73!3'!3<.!,'?A84E!;'*!.8,<!+47384,.!';!

3<+7!+4,+).43R!!Y.*.!:.!8*.!.73+?83+4@!3<83!3<.!.4)!27.*!:+((!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /N!

.MA.*+.4,.!N`!?+423.7!';!)':43+?.!'4!89.*8@.!84)!3<83!3<.!<.(A!).7>!

:+((!8(7'!7A.4)!N`!?+423.7!6.3:..4!3*'26(.7<''3+4@!'*!*.+?8@+4@!3<.!

:'*>7383+'4R!

• #I&!Q!3<.!#I&!+7!,8(,2(83.)!6E!?2(3+A(E+4@!#H1!84)!%I&R!!D<+7!

).3.*?+4.7!3<.!84428(!('77!)2.!3'!3<+7!3EA.!';!.9.43R!

• ?#H1!Q!3<+7!+7!84!.73+?83+'4!';!#H1!'4,.!3<.!7.,2*+3E!,'43*'(!<87!6..4!

+?A(.?.43.)R!!!!

• ?#I&!Q!3<+7!+7!84!.73+?83+'4!';!#I&!8;3.*!3<.!7.,2*+3E!,'43*'(!<87!6..4!

+?A(.?.43.)R!!!

• -*')2,3+9+3E!,'73!789+4@7!A.*!E.8*!Q!?#I&!?+427!3<.!#I&R!!D<+7!+7!3<.!

98(2.!';!3<.!7.,2*+3E!,'43*'(!+4!).,*.87+4@!A*')2,3+9+3E!('77R!

D<.!,'73!789+4@7!,8(,2(83+'4!+7!*.A.83.)!;'*!.8,<!3EA.!';!627+4.77!('77!3<.!

A*'K.,3!+7!.MA.,3.)!3'!8))*.77R!!D<.!?#I&!.73+?83.7!8*.!3<.4!8)).)!3'@.3<.*!3'!

).3.*?+4.!3<.!3'38(!,'73!789+4@7!87!8!*.72(3!';!3<.!7.,2*+3E!,'43*'(U!3<+7!*.72(3!

+7!7<':4!+4!3<.!hD'38(!$'73!%89+4@7W!;+.()!';!3<.!7A*.8)7<..3R!!!

14,.!3<.!,'737!84)!6.4.;+37!';!3<.!A*'K.,3!<89.!6..4!,8(,2(83.)U!H'%"!,84!6.!

).3.*?+4.)!6E!7263*8,3+4@!3<.!,'737!';!3<.!A*'K.,3!Ff00UP``!;'*!3<.!;+*73!E.8*U!

+4,(2)+4@!+?A(.?.4383+'4!,'7375!;*'?!3<.!?#I&!FD'38(!$'73!%89+4@7!';!fO/`U```5!

:<+,<!*.72(37!+4!fNceUP``R``R!!"3!+7!?2,<!.87+.*!3'!A*.7.43!8!A*'K.,3!A*'A'78(!3'!

3<.!627+4.77!:<.4!E'2!,84!7<':!3<83!3<.!A*'K.,3!<87!7+@4+;+,843!H'%"!;'*!3<.!

627+4.77R!!#))+3+'48((EU!A*.7.43+4@!3<+7!+4!7A*.8)7<..3!;'*?!8((':7!,<84@.7!3'!6.!

?8).!'4!3<.!;(E!84)!3<.!+?A8,3!';!3<.7.!,<84@.7!3'!6.!7..4!=2+,>(ER!!T'*!+47384,.!

3<.*.!?8E!6.!'3<.*!A*'K.,37!'*!'237+).!;8,3'*7!6*'2@<3!2A!6E!?848@.?.43!3<83!:'2()!

+?A8,3!3<.!#H1!'*!%I&!';!3<.!*+7>!8))*.77.)!6E!3<.!A*'K.,3R!!$<84@.7!?8).!3'!3<.7.!
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!"#$!!%&$!!'()!

&*+,!-''(.! ! /O!

.73+?83.7!,84!6.!?8).!.87+(E!84)!3<.+*!.;;.,3!'4!3<.!98(2.!';!3<.!A*'K.,3!+7!

+??.)+83.(E!7..4R!

!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /0!

 12$'3,(45+'3!

6.7'358*98+3:!8;.!<9(4.!8;98!"3='*798+'3!%.,4*+8>!?*+3:5!8'!9!?45+3.55!+5!3'8!

9(@9>5!9!5+7A(.!895B2!!"3!8;+5!A9A.*!5.<.*9(!*+5B!7939:.7.38!='*74(95!;9<.!?..3!

)+5,455.)!8;98!,93!?.!;.(A=4(!+3!.58+798+3:!8;.!*+5B!.CA'54*.!'=!?45+3.55!

'A.*98+'35!93)!8;.!7+8+:98+3:!<9(4.!'=!5.,4*+8>!,'38*'(52!!#!A*',.55!@95!)+5,455.)!

='*!A*.5.38+3:!*+5B!7939:.7.38!.58+798.5!+3!8;.!='*7!'=!9!5A*.9)5;..8!@;+,;!;.(A5!

A*.5.38!8;.!+3='*798+'3!+3!9!,(.9*D!43+='*7!='*798!93)!9(('@5!='*!,;93:.5!8'!?.!

79).!'3!8;.!=(>!8'!#EFD!%G&!'*!'8;.*!<9*+9?(.5!@+8;!8;.!+7A9,8!'=!8;.5.!,;93:.5!'3!

*+5B!.CA'54*.!8'!?.!5..3!+77.)+98.(>2!!!

"8!+5!'=8.3!45.=4(!8'!:'!8;*'4:;!8;.!.C.*,+5.!'=!).8.*7+3+3:!8;.!?45+3.55!

<9(4.!'=!+3='*798+'3!5.,4*+8>!3'8!'3(>!@;.3!A*'A'5+3:!9!3.@!A*'H.,8!8'!8;.!?45+3.55!

?48!9(5'!95!9!*.<+.@!'=!@;98!<9(4.!.C+58+3:!"3='*798+'3!%.,4*+8>!895B5D!5>58.75D!

5.*<+,.5D!93)!'8;.*!).(+<.*9?(.5!A*'<+).!8'!8;.!?45+3.552!!I>!798,;+3:!4A!

+3='*798+'3!5.,4*+8>!@'*B!8;98!A*')4,.5!8;.!;+:;.58!A'5+8+<.!E'%"!93)!;.(A+3:!8;.!
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Upcoming SANS Training
Click Here for a full list of all Upcoming SANS Events by Location

SANS San Diego 2017 San Diego, CAUS Oct 30, 2017 - Nov 04, 2017 Live Event

SANS Seattle 2017 Seattle, WAUS Oct 30, 2017 - Nov 04, 2017 Live Event

SANS Gulf Region 2017 Dubai, AE Nov 04, 2017 - Nov 16, 2017 Live Event

SANS Milan November 2017 Milan, IT Nov 06, 2017 - Nov 11, 2017 Live Event

SANS Amsterdam 2017 Amsterdam, NL Nov 06, 2017 - Nov 11, 2017 Live Event

SANS Miami 2017 Miami, FLUS Nov 06, 2017 - Nov 11, 2017 Live Event

SANS Paris November 2017 Paris, FR Nov 13, 2017 - Nov 18, 2017 Live Event

Pen Test Hackfest Summit & Training 2017 Bethesda, MDUS Nov 13, 2017 - Nov 20, 2017 Live Event

SANS Sydney 2017 Sydney, AU Nov 13, 2017 - Nov 25, 2017 Live Event

GridEx IV 2017 Online, Nov 15, 2017 - Nov 16, 2017 Live Event

SANS San Francisco Winter 2017 San Francisco, CAUS Nov 27, 2017 - Dec 02, 2017 Live Event

SANS London November 2017 London, GB Nov 27, 2017 - Dec 02, 2017 Live Event

SIEM & Tactical Analytics Summit & Training Scottsdale, AZUS Nov 28, 2017 - Dec 05, 2017 Live Event

SANS Khobar 2017 Khobar, SA Dec 02, 2017 - Dec 07, 2017 Live Event

SANS Austin Winter 2017 Austin, TXUS Dec 04, 2017 - Dec 09, 2017 Live Event

SANS Munich December 2017 Munich, DE Dec 04, 2017 - Dec 09, 2017 Live Event

European Security Awareness Summit & Training 2017 London, GB Dec 04, 2017 - Dec 07, 2017 Live Event

SANS Bangalore 2017 Bangalore, IN Dec 11, 2017 - Dec 16, 2017 Live Event

SANS Frankfurt 2017 Frankfurt, DE Dec 11, 2017 - Dec 16, 2017 Live Event

SANS Cyber Defense Initiative 2017 Washington, DCUS Dec 12, 2017 - Dec 19, 2017 Live Event

SANS Security East 2018 New Orleans, LAUS Jan 08, 2018 - Jan 13, 2018 Live Event

SANS SEC460: Enterprise Threat Beta San Diego, CAUS Jan 08, 2018 - Jan 13, 2018 Live Event

SANS Amsterdam January 2018 Amsterdam, NL Jan 15, 2018 - Jan 20, 2018 Live Event

Northern VA Winter - Reston 2018 Reston, VAUS Jan 15, 2018 - Jan 20, 2018 Live Event

SEC599: Defeat Advanced Adversaries San Francisco, CAUS Jan 15, 2018 - Jan 20, 2018 Live Event

SANS Berlin 2017 OnlineDE Oct 23, 2017 - Oct 28, 2017 Live Event

SANS OnDemand Books & MP3s OnlyUS Anytime Self Paced

http://www.sans.org/info/36919
http://www.sans.org/link.php?id=46390
http://www.sans.org/san-diego-2017
http://www.sans.org/link.php?id=46395
http://www.sans.org/seattle-2017
http://www.sans.org/link.php?id=47942
http://www.sans.org/gulf-region-2017
http://www.sans.org/link.php?id=50620
http://www.sans.org/milan-november-2017
http://www.sans.org/link.php?id=46555
http://www.sans.org/amsterdam-2017
http://www.sans.org/link.php?id=47117
http://www.sans.org/miami-2017
http://www.sans.org/link.php?id=49297
http://www.sans.org/paris-november-2017
http://www.sans.org/link.php?id=49187
http://www.sans.org/pen-test-hackfest-2017
http://www.sans.org/link.php?id=48677
http://www.sans.org/sydney-2017
http://www.sans.org/link.php?id=51355
http://www.sans.org/gridex-2017
http://www.sans.org/link.php?id=46897
http://www.sans.org/san-francisco-winter-2017
http://www.sans.org/link.php?id=46560
http://www.sans.org/london-november-2017
http://www.sans.org/link.php?id=49357
http://www.sans.org/siem-tactical-analytics-summit-2017
http://www.sans.org/link.php?id=46565
http://www.sans.org/sans-khobar-2017
http://www.sans.org/link.php?id=46902
http://www.sans.org/austin-winter-2017
http://www.sans.org/link.php?id=50345
http://www.sans.org/munich-december-2017
http://www.sans.org/link.php?id=49292
http://www.sans.org/european-security-awareness-summit-2017
http://www.sans.org/link.php?id=49825
http://www.sans.org/bangalore-2017
http://www.sans.org/link.php?id=46032
http://www.sans.org/frankfurt-2017
http://www.sans.org/link.php?id=45592
http://www.sans.org/cyber-defense-initiative-2017
http://www.sans.org/link.php?id=50095
http://www.sans.org/security-east-2018
http://www.sans.org/link.php?id=51360
http://www.sans.org/sec460-enterprise-threat-beta
http://www.sans.org/link.php?id=50335
http://www.sans.org/amsterdam-january-2018
http://www.sans.org/link.php?id=50115
http://www.sans.org/northern-va-winter-reston-2018
http://www.sans.org/link.php?id=50965
http://www.sans.org/sec599-defeat-advanced-adversaries
http://www.sans.org/link.php?id=46535
http://www.sans.org/berlin-2017
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

