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"SET" to Pull Down the Insecurity
Barrier in Front of E-commerce

Thousands of people use their credit cards everyday, to make payments over the Internet, although many feel
insecure and others even reluctant to use the Internet. This paper addresses the topic of Secure Electronic
Transaction (SET).
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Introduction:

Thousands of pegple usethdr credit cards everyday, to make paymerts over the Intend. But
still giving ou their credt card nu mbas makemany of them fed inseaure and others even
rluctant to usethe nea athough dl technica possibilities aethere

For this reason to encourage even more customers far € ectronic commerce they should be
asured tha the aedit cad numbers are totaly safe and not seen by anybody al through the
process. Andthisis exactly what “ Secure Electronic Transaction” (SET) is far.

Brief Higory of SET:

SET is atechnical gecificaion for securing the financid transactions on the Inteng. On
Feoruay 1, 19%, Visa Inernational add MaterCad amounced together with othes
(including M icrosoft, IBM, Netscape, SAIC, GTE RIA, Terisa §/stems ad VeriSon), the
develgpment of asingetechnicd standard for saf eguarding aedit card purchases made over
open networks. This standad was to be cdled the SET Secure Eledronic Transadion ™
specification. Prior to this effort, Visa and M agerCard w e pursuing separ ée ecificaions,
and the nev SET spetification represented a conver gence of those individua | efforts. In mid
December 197, a new corporate entity called SET Secure Hectronic Transaction LLC
SETCo was formed by Visaand M asterCard to provide a strucure tha would govern ad
direct thefuture devdopment of the SET Secure Eledronic Trasaction pratocd, & wdl &
other key functions that are required to support the implementation of this standard. In

conjunction to this, agreements with Ameaican Express and JCB Co., Ltd to bewome full
patnasin SET Co have been negotiated

The Roleof SETCo Today:

SETCo is an organisaion to manage the Specifi cation, ovasee Software Compliance Testing
and coordinate efforts related to the adoption o SET & the gobd payment standard. SET Co
paticipants are severd companies committed to the advenceament o the SET protocol who
ae working together to encourage paymert brands, financial institutions merchants,
cadhd ders, and software vendors to adopt SET as the most camprehensive pay mert solution
for ddbal Internet conmerce A list of vendorsto provide SET ceattificates interoperability
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reaults technicd standad gpecs and extensions, paticipation agreements evollment for
compliancetests and much moreare d|l accessible & SET Co webste.

What is SET?

SET hesicdly is a system for ensuringthe seau rity of finandd transactions on the I nternd.
The highlight tha SET brings to on -line security sydems isthe use of Digtal Catificates.
With SET adgital wdléd is gven to each customer. Digtal wallet is afileor st o records
for a user that contains all acoount information, such & aedit -cad numbers ad digita
catificate When the cusomer hes the eectronic walé the payment transaction is conducted
and verified using a cambination of digtal certificaes and digtd signatures among the
purchaser, a merchat, and the purchaser's bank. Therefore, privayy ad confidertidity is
seaured among dl paties

Security Levds o SET:

SET protocol provides enhancemerts mainly a three sewrity aeas Therdore much more
complete and better sifety isachieved over other payment methods. Theseare

Privacy, via ayptogaphy thet rende's intercepted messages unreadal e
Integrity, viaheshingand si gning assures that messages sent are received without ateration.

Authentication, via digtd cetificates which assures that the parties involved in the
transadion are who they dam to be, and prevents then from dewying that they sent a

messace.

The privacy a oconfidertiality of transactions is achieved by cyptogrgphy. There are two
foomsof cryptog gphy used in SET protocol. RSA andDES

RSA is an asymmetric algorithm used for Sgnatures and public -key encryption of symmetric
enayptionkeys and bank card numbers D ES on the other hand issymmericand it takes care
of theencry ption of the detathat isto betransmitted duringthetransadion

Sothe SET protool combi nes two best two enay ptionmehods toachieve SET cryptogaphy
leve. It does so by encrypting the message data usng a randomly generaed symmetric DES
enayption key. Thiskey is, i n turn, enaypted using the message recipient’s RSA publickey.
The second one isthe" digitd envelogpe’ of themessage and issent totherecipient dongwith
the encry pted message itself. After reaeiving the digta envelope, the recipient decrypts it
using hisown private key and obtans therandomly generated symmetric key and then uses
thesymmetrickey tounlock theorignd message.

The integrity is assured by using one-way ayptogaphic hashing algorithms and digita
signaures A hashingal gorithm is afunction used to cd culate a niqueintegity vaue, callel
thehash valueor message digest, from the original dataie. themessage. But the hash function
by it sdf does nat guarantee absolute dataintegrity. For thisit needs to be combined with a
sex et enayptionkey. Haeis wheredigta signingcomesintothepicure
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Authentication deals with assuring tha the message was in fact sent by the party who daims
to hae snt it. Each paty in a SET transaction is authenticated by the use of dgi td
catificates. These cetificaes ae issual by atrusted third party known as a Cetification
Auhaity (CA), which vouches for the idettity of the certificate holder. Each digitd
catificate contains both owner identification infomation, and acopy of ore of theowner's
public keys. Furthermore esch cettificae is digtdly signed by the Cetificae A uhority to

endureit’s vdidity. To adminidrate the vaidity o al catificates an hierarchy of trus hes
been ongruded.

SET in Action ;

| nternet >

Certificate
Authority

Issues & ceriiicate 1o each party

Cad
Holder
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Abovefigure depicts the components and phases of  SET proaesses. There are severd parties
involved each having arole for an end to end secured transaction. First, thae is the
cusomer/carcholder and the mercha nt this cadhd de wishes to purchase something from.
Then there is the A cauirer, which isa financid ingitution tha suppats the card brand/s thet
the me chant accepts as payment. The acquirer is respongblefor dl the necessary financid
transadions between the cardholder’s and merchant’s banks, and makes sure the merchant

gets pad. Firdly thee is the Certificae Authority, who issues digtal certificaes to dl the
patiesinvolved S0 that they can idertify each ather propery.

The cardholder, & ter browsing the dectronic sore and made the purchasng dedsion, sleds

SET & the faom of payment ad dartsthe transaction. Then the SET protocol initiates the
followingsteps:

1. The merchat’s softwae sends the carcholder the digitd certificate of the
meachant for the card s brand

2. Then the cadhdder’s software the “wallet” identifies correppondant parties,
enaypts cardholder’s digtd cettificate and the payment agreement and sends this
information tothemerchent.

3. The merchant issues an authoriz ation request to the amquirer dter deaypting only
the payment agreement fields and meanw hil e the use's account infarmation stil|
enaypted This is impotat becasse FET praoool keeps the cardholder’s card
information hidden from the merchant, which mak es SET shopping safer than
face-to-face shopping and no doult much safer than mal or telephone ordering
(MOTO). Thecugomer informationwith SET isonly avalabletotheBark.

4. Upon receipt of the autharization reques from the merchant, the acquirer dec rypts
it and requeds aitharizaion from the cadhdder's bank for the amount o the
puchase. Geting the confirmation, the acquirer encrypts the message ad
forwads it tothemerchant.

5. Themerchant’'s sdftwarethen, checks faor the autharization, encrypts and sends the
reponseto the cardholda’ swdlet gplication.

6. The merchant requests pay ment from the car dholder’ s bank viatheacouirer.

SET sems towark aut many problams both for the merchent sdling goods over the Internd,
and far the austomes purc hasing goods from online storefronts. The fraud posshility is
significantly minimized and cardholders ganed confidence to shop on the net. Beddes it is
excd lent for the merchart, a hewill know na only that he can releasethe goods, but dso

tha he will receive pay ments for those goods. SET brings the biggest advartage probady to
thecard issuer who have othawise the most tolosefrom fraud

Digita Certificate and Digital Signature:

Digtd catificate is an dectronic identification tha prove s the user is redly the one who he
or shedamsto be. It's issued by abank, clearinghouse or a recognized Certificate Authority
and contains informeati on about the user.

Digtd Cetificates dlows the cugomer's transadion to be indvidually authent icated by

maching unique card numbers to custome -unique informaion like dae o birth, mather's
madden name, and so on, heldwithinthePC. Whenthe eis nomatch the transactionis nat
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authorized. Digtd Certificate dso cntains bas ¢ financid inf ormation, the issuer's financia
information, and some encryption daa

For SET to work, not only cadholdesbut dsom erchantsrecave unique Digitd Catificates.
In this case, with the aetificate the transactions betwean the merchat and the financia |
ingitution thet issued the card are athanticated Certifi cates will be trangmitted to mercharts
dong with purchese requests and enaypted payment instructions. The merchant can, on
receiving a catificate be asaured at a minimum that the account num ber hes been validated
by thecard sponsor or itsagent.

It should be noted that, a certificae does nat stand by itsdf. In fact, related with every
catificate granted by a Certificaion A utharity (CA) thereis the CA s own dgitd signagure -
and behind thet Sgnauremay be an associdion sighature, and so on, badk to a root signature

known and aknowledged by dl implementors of SET software. This méekes spoofing of
catificates exremely unlikely.

The digitd signature on theother hand is acode, that guarantees a sender's identity. Within
the SET description it is noted thet the Digtal Sgneturethet gpliesto a particular cardholder
will nat change ad it is permanent infarmaiontha isdirectly coupled with the physicd card
itdf. Theefore if an unauthorized person decryptsit, thedigtal signature will be altered and
theredpient will know o theintrusion. SET method for Digita Sgnauresfirst encry pts only
adgest (hash vaue) of amessage with the senders private key, and gppendsit to the origind

message. Then the whole message, including the signature, is encrypted with the recipiens
publickey.

SET brings anew concept of Digtd Signatures; thet isthe” Dud Sgratures’. Whentheeare
more than one messagewithin a transaction w hich are to be handled as seperde seps two

signaturesare generaed a onceto cove each gep. For exanple an order message linkedwith
apay ment indrudion is avery specific goplication areaf or thistednique

How safeis SET?

The encryption dgorithm SET uses 1,024 -hits. This is really a very strong encryption
technique especidly in public use. Thetime it wauld taketo bresk this encryption especidly
with dl the various leve of enayptiontha are occurring is upwards to 2,800,000,000,000
years using 100 computers each able to process 10,000,000 indrudions per second. Even

then, only a ande message coud be broken and with the next message, the entire process
wauldneed tostat over.

SET hes been gpproved for export from the US provided that it's only used in financid
transadtions, and not as amechanism to pass scrd or sersitive informati on to those outside
theUS

With &ET, patiesinvolved in atransaction only gd information that is necessary for them to
complete their side of the transaction. The online merchart does not get the credit cad
numbe. This goes directly tothe credit i nstitutionwhojug informs the merchant w hether the
transadtion has been approved or nat. SET reduces therisk of the machant misusing a cr edit
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cad o accidentdly giving access to a hadker. This makes EET payment, much sfer than
face-to-face shopping

The credit ingitutions areusudly vay reputable institutions operaing at the highest levels o
seaurity. EET hasbem endorsed by mog of themg  or banking ingitutions

Concdlusion:

All throudh the years since it was first announced by Visa Internationd and M asteCad in
beginningof 1996, ET today hes maturetechnicd specificationsand has avery wide market
acaeptance. Today dl comporents of T, have the ahlity to process ET secured

transadtions. There are dready productsfor each component; Certifi cae Authorities, Payment
Gaeways machantsand cardholders, which makethesy gem suacesful ly run.

SET is safer than other pay ment mehad s and the inseaurity barrig infront of e -commeceis
gettingpuled down.
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