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* Simon Vernon, Certified Instructor, SANS

e Christina DePinto, Product Marketing Manager, Tenable

* Bob Hansmann, Sr. Product Marketing Manager — Security, Infoblox

e Ashish Malpani, Head of Product Marketing, Corelight

 Tamer Salman, Partner Director of Research, Microsoft

e Aidan Walden, Global Director, Cloud DevOps, Architecture & Engineering, Fortinet
* Oz Wilder, Partner Director of PM, Microsoft
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Analyst Program Jl

The Most Trusted Source for Information
Security Training, Certification, and Research

a2 slack

Join the SANS Analyst Program Slack Workspace
https://sansurl.com/forums

- Having technical difficulties? Let us know here, we're ready to help!

# discussion - Chat with our SANS authors, sponsor speakers and fellow attendees to discuss
presentations and post questions!
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Analyst Program Jl

The Most Trusted Source for Information
Security Training, Certification, and Research

Code of Conduct

SANS strives to create an atmosphere of learning, growth, and community. We value the
participation and input, in this event and in the industry, of people of all genders, sexual
identities, cultural and socioeconomic backgrounds, races, ethnicities, nationalities,
religions, and ages.

Please support this atmosphere with respectful behavior and speech. This applies to all
online interactions including the event Slack channel and in Zoom.

If you witness or experience anything contrary to these guidelines, please tell us at:
analyst@sans.org
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Today’s Agenda

e Survey Key Findings and Insights — Kenneth Hartman and Simon Vernon

e Gain Control of Multicloud Complexity - Ashish Malpani

* Fortinet Presentation - Aidan Walden

* SANS 2024 Multicloud Survey: An Infoblox Perspective - Bob Hansmann

e Panel Discussion 1

e SANS Multicloud Security Defender for Cloud - Tamer Salman and Oz Wilder
* Becoming a Cloud Security Expert with CNAPP - Christina DePinto

e Panel Discussion 2
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The Most Trusted Source for Information
Security Training, Certification, and Research

Questions or Comments?

Connect with Kenneth Hartman,
Certified Instructor, SANS

Connect with Simon Vernon,
Certified Instructor, SANS

For General Event Discussion:
#tdiscussion
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Executive Summary

e Cloud services are evolving rapidly, increasing cLOUD

SECURITY

the complexity of multicloud environments.

* AWS and Azure dominate, while Google Cloud
lags in growth.

* There are significant challenges in cloud
security, with many organizations reporting
gaps.

* Adoption of various cloud security tools is
growing, but awareness and usability vary.

EXECUTIVE SUMMARY
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Dominance of AWS and Azure in ~ Aralst Program.il
Multicloud Environments

¢ AWS and Azure h0|d Which cloud service providers do you use? Select all that apply.
more than 80% market 100%
share among survey a5 -
respondents. 50%
* Google Cloud has 55%, 60% 55
with other providers .
such as Oracle Cloud and
IBM trailing behind. 20% o
. 9.2% 8.9% 5.3%
0% Azure AWS Google Cloud  Oracle Cloud Alibaba IBM Other

Security expertise is critical for all platforms used by the organization

©2024 SANS™ Institute | www.sans.org
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Rapid Growth of Cloud Storage

How many buckets and storage containers

Pt ot o G ks * Cloud storage is widely adopted, with
AWS and Azure leading the way.

e Diverse usage patterns indicate
dynamic and evolving storage needs.

0%

AWS 53 Buckets Azure Storage Containers  Google Cloud Buckets

How many buckets and storage containers does your organization
use across all AWS S3 Buckets, Azure Storage Containers,

* Organizations need to adapt to
S fluctuating demands in cloud
storage.

75.5%

0%

AWS S3 Buckets Azure Storage Containers  Google Cloud Buckets
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Gaps in Cloud Security Analyst Program il
Capabilities
* Confidence in cloud security teams is
high, but significant gaps are reported.

* Gaps are particularly noted in skills
and resources, especially with AWS

and Azure. | I
Does your security team have the requisite skills and training to ensure that your
* Continuous investment in e e me
training and leadership

%
3%
s S 62%

5%
T - 20%
1% 1% -t
. ;m ol 0 0%
loud Alibaba Oracle Cloud Other

Google Clou IBM

education is essential. o J ‘

re

©2024 SANS™ Institute | www.sans.org

10



Challenges in Managing User Analyst Program il

ldentities
* Over 90% of respondents use Single Sign-On (SSO).

e 44% of those use multiple SSO providers due to different
team preferences and mergers.

Table 1. Reasons Organizations Use Multiple SSO Services

. erent

We use multiple SSO services because different teams support different services. 55.2%
We use multiple SSO services because of mergers and acquisitions. 461%
We use m_ultiple SSO providers, rather than_ a sipgle SSO solution, .because our 23.3%
organization lacks a central authority that is driving us toward a single solution.

We are in transition toward a single SSO solution, but currently use more than one. 16.8%
Other 1.7%

©2024 SANS™ Institute | www.sans.org 11



Cloud-Only Directory Services?

©2024 SANS™ Institute | www.sans.org

Do you believe that many organizations are considering
the decommissioning of their on-premises Active Directory
in favor of cloud-based directory services?

5.6%

B Yes, many organizations are actively
planning to decommission their on-
premises AD in the near future as cloud
legacy support improves.

B Some organizations are considering it,
but it is more of a long-term goal rather
than an immediate plan.

B Few organizations are considering it at
this time, because on-premises AD still
offers unique advantages that are not
fully replicated in the cloud.

m No, the majority of organizations
remain committed to their on-premises
AD due to security, regulatory, or other
operational concerns.

m Unknown/unsure

Analyst Program alil
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Increasing Adoption of Analyst Program i
Workload Identity Federation

o L] L]
¢ 44 A) Of O I"g a NI Zat I O N S What is the state of your organization's adoption of workload identity federation?
. 3.8% h lled kload identity federati
are using wor kload 21% | " ross the enterprise and use it for all crose-cloud

l authentication.
H d H f d H ® We are actively rolling out workload identity
I e nt Ity e e rat I O n o federation across the enterprise and plan to use it for
all cross-cloud authentication.
R . e . ®m We implement workload identity federation for new
° A f ‘ projects that require cross-cloud authentication. We
S Ig n I I Ca nt p O rt I O n consider older implementations that use long-lived
credentials for cross-cloud authentication to be

o 25.8% technical debt, with no active projects to address it.
( 2 9 . 9 /0) a re U n awa re m We have done a proof-of-concept or are very early in
planning our rollout.
1 h busi it does thei hing.
or unsure about its ™ ack an architectural mandate to implement workload

identity federation across the board.

use ® Unknown/unsure
L]

Opportunity for education and better awareness of its benefits.

©2024 SANS™ Institute | www.sans.org



Adoption of Cloud Security Analyst Program il
Services

o Va ri O U S tO O | S b e i n g a d O pte d : Does your organization use a cloud access security broker (CASB)

or a secure access service edge (SASE)?
CNAPP, CASB, SASE, CSPM, o e——
V4 V4 V4 ) do not plan to use this technology. e
i e
CI E M a n d I a C Sca n n I ng but are evaluating this technology. 30.5%
’ L]

We use a CASB or a SASE but are

not yet using it to restrict access _ 18.0%

. . to unauthorized services.
® Adoptlon rates Va ry Wlth We use a CASB or a SASE to control access _2“%
) to some cloud services (1aaS, PaaS, SaaS).
We use a CASB or a SASE to control access - 7%

opportunities for providers to eifewaiamsss
enhance awareness.

* The need for improved
usability and integration of
these tools.

0% 10% 20% 30%

©2024 SANS™ Institute | www.sans.org
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Cloud-Native Application Analyst Program il
Protection (CNAPP)

At what stage is your CNAPP solution?

b * 65.8% of organizations are
Proof of concept _1 .2
B e using or considering CNAPP.

accounts are covered.
ot o oo I .
u u covered. . . .
50% but less than 75% of our _TQT% ¢ Adoptlon IS In the early
cloud accounts are covered. ’
sl than 100%of o | stages, highlighting growth
accounts are coverad I s
u Y b
opportunities.

0% 5% 10% 15% 20% 25%

©2024 SANS™

Confusion in the market due to overlapping features of CNAPP components.
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CNAPP Component Solutions

Are you using any of the following solutions?

Analyst Program alil

40%

31.0%

30%

20%

10%

0
0% CSPM

29.9%

CWPP

CIEM

39.4%

Infrastructure as
Code Scanning
(1aC Scanning Solutions)

M Ves
M No, we are evaluating this technology
B No, but planning to

1 No, we have no plans

©2024 SANS™ Institute | www.sans.org
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The Rise of CASB and SASE

* T h e re I S g rOWI n g I nte re St Does your organization use a cloud access security broker (CASB)

i n C AS B a n d S AS E or a secure access service edge (SASE)?
h I . \é’\fe do ml)t use a CA?LI@ or aHSASlE and _15 19,
o not plan to use this technology. :
technologies. e o mocy. I
but are evaluating this technology. ’
e Ado ption Is sti Il in the ot yet bsing 1 0 restrict accoss I
to unauthorized services.
I f t
early stages tor many We use s At or 2S4Sk o sortrol acess | 7 -
H H W CASB or a SASE |
organizations. |0 ALL cloud services (1aa5, PaaS, Saa5). ~ N

0% 10% 20% 30%

 Barriers include lack of
awareness, cost concerns,
and technical challenges.

©2024 SANS™ Institute | www.sans.org 17



Security Information and Event  Analyst Program
Management (SIEM)

* P refe rence fo r Cl ou d - Does your organization use a security information and event management
h o) ste d S I E M SO I u t | ons | S (SIEM) solution for cloud operations?

M single-vendor SIEM solution

in CreaSi ng- Multi-vendor SIEM solution

M No SIEM/unknown/unsure

¢ Hyb rid deployments are We use a multi-vendor SIEM solution _15 1%
that is hosted on-premises. :

a I SO O n t h e ri Se . We use a single-vendor SIEM solution — 23.3%

that is hosted on-premises.
We use a single-vendor SIEM solution that is _ 5%
hosted both in the cloud and on-premises. :
We use a multi-vendor SIEM solution
that is hosted in the cloud.

Hosted in the cloud

® e o e e e e Hostedin the cloud & on-premises

sesssesenee )49

We use a multi-vendor SIEM solution that is 67%
hosted both in the cloud and on-premises. :

Integrated and cloud-centric 1w sngeendorsicusolution a2
security strategies are Tor it lou operaionss I
needed ! | Unknown/unsure -3.1%

0% 5% 10% 15% 20% 25%
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DNS Security in MUItiClOUd AnalystProgram.nlll
Environments

* DNS security adoption is growing but remains inconsistent.

* Asignificant portion of organizations are unprotected or
unsure of their DNS security measures.

* The need for increased awareness and tailored solutions.

Are you using DNS for visibility across How are you using DNS as a security defense across the
the multicloud environment for threat . .
investigation and incident response? multicloud environment? Select all that apply.

A

Cloud service provider solution _ 416%
DNS add-on to existing _ 2%6.0%

NGFW, SWG, etc. :

 No DNS layer security tool _ W.2%

B Unknown/unsure

Other Bz
0%  10%  20%  30%  40%  50%

©2024 SANS™ Institute | www.sans.org 19



The Growing Role of Al
in Cloud Security

e Strong interest in Al for multicloud
security, but implementation
varies.

* Alis used for threat detection,
security automation, and
compliance.

* Challenges include lack of
expertise and concerns about Al’s
effectiveness.

©2024 SANS™ Institute | www.sans.org
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Conclusion

* Multicloud environments present both challenges and
opportunities.

e Security requires continuous investment in skills, tools,
and leadership education.

* A combination of cloud-native and third-party solutions is
key to a robust security posture.

©2024 SANS™ Institute | www.sans.org
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The Most Trusted Source for Information
Security Training, Certification, and Research

Questions or Comments?

Connect with Ashish Malpani,
Head of Product Marketing

For General Event Discussion:

(, corelight #tdiscussion

©2024 SANS™ Institute | www.sans.org 22
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Gain control of multi-cloud complexity

Ashish Malpani




Cloud Security Challenges

Shallow threat detection

Detections using flow log analysis are limited, e.g. flow logs
can only detect C2 communication with known command
and control server.

"N

Attackers evade EDR

APTs find ways to bypass EDR and CNAPP solutions by using
LOTL techniques, such as PowerShell scripts or WMI tools,
that mimic legitimate system activities.

L)

o)

Inconsistent telemetry
Cloud logs are not exhaustive, often have inconsistent

schemas, and sometimes are not designed for security
use cases, multiplying the cost of downstream analytics

L and automation.

More tools means more learning

From AWS GuardDuty to GCP Security Command
Center, adopting multi-cloud strategy results in tool
sprawl and training needs for the security team
which impacts automation and incident response.

@

corel Ighi OPEN NETWORK DETECTION & RESPONSE 24 (O(®)



Security teams waste precious cycles
plumbing incompatible tools for visibility
and correlating shallow datasets —

both impossible tasks.

EU[E' Ighi OPEN NETWORK DETECTION & RESPONSE 25 (O (®)



How can we solve it?

Identify and mitigate risks faster from across your entire network

Complete visibility across
Q( hybrid & multi-cloud

No retraining
and upskilling

Drive more value
e ore
from existing tools

(_ corelight

Identify all services across cloud environments along with
consistent network telemetry

Empower security teams with traditional and cloud-
specific detections to disrupt attacks by detecting lateral
movement and data exfiltration behaviors specific to the
cloud.

Detect when a host is reaching out to multiple services in an
attempt to see which ones it has access to, a common
indicator of a compromised host.

Fill the coverage gaps and transform cloud traffic to deliver
detailed logs, files, and insights for faster triage in SIEM/ XDR
architectures.

Extend security teams’ capabilities to cloud without new resources
with insights from cloud traffic already integrated into your
SIEM/XDR solutions.

OPEN NETWORK DETECTION & RESPONSE 26 @@



TTPs that Map to MITRE ATT&CK Matrix for Cloud Based
Techniques

Detecting a host during discovery of a role
permissions through service enumeration is
Cloud Matrix iaws 0ot the ATTACHK® Navigator = immutable and a powerful way to detect and
remediate a compromised host.

Below are the tactics and techniques representing the MITRE ATTECK® Matrix for Enterprise covering cloud-based techniques. The Matrix contains
Version Permalink

for the Azure AD, Office 365, Google Workspace, SaaS, laaS.
+ Network service discovery
layout: side ~ show sub- hide .
* T1046, used widely
Initial Access Execution Persistence FF'.'l'J.IIegP Defense Evasion Crden!lal “l ateral Caollection Exfiltration Impact Cl d . d
aiatton eens Movemnent o
5 teonniques 5 toonniques 7 technia . 12 techniques 11 techniques 5 tecnnicus Stechniques |  Stechniques 3 techni oud service discovery
Bompromise | Adminiswation | |Wariputation s Conrol [achaniarm o - Dlscevary Spaaphishing Removal + T1580, used in Pacu and Scattered spider
Comimand Cregermars from
Creme Accoumt 1 o e Clowa —I“ .
and and Policy Modification (1) Stores Infrastructure Services
o [ L

Event Triggered Discowery

Explotiation for rr— + System network connections discovery

or

Explaitaticn for
< al Clowd Serdce
Dashbaard

Dafacamant

oo Garsal + T1049 used widely

Cloud Service

ass A clicy Accass
Exscution mage Modification Hide Artifacts x
Forge Wab
Safiware Modify " impair Defenses
Austhenitic
| Austheniic.

c
- Bt o S
Fogirer Procassin Impersonation Clowd Storage
bt
Vaia Accouts roces o = —— Nemap Dania ] ‘ ]

Modiy Clowd Compute Lo Fr—— Detection of network-level collection techniques
. B oonsamag | ity firreemies o
Unusedrunsupported st Appicarion | aswork is immutable and a powerful way to stop data
ne Atermate o exfiltration before it occurs.

valid Accounts

+ Data collection

T1530, many examples including
scattered spider

Data staging

T1074, many examples including Shark,
QUIETCANARY

Data exfiltration techniques

C BU[ElighT OPEN NETWORK DETECTION & RESPONSE 27 (OO



Expand
Cloud native ViSibiIity

tools

& Detect &
OPEN NETWORK DETECTION & res pO n d

RESPONSE FOR CLOUD

CWPP

Drive
€3
efficiency

CLOSE CLOUD VISIBILITY GAPS WITH NDR

In multi-cloud environments, achieving comprehensive visibility and rapid threat detection is essential. NDR is a key solution for effective threat detection in these environments.

With NDR, you gain the ability to identify all services and activities within your environments, marrying network telemetry with host data enrichment for a complete view.



Thank you!

Scan the QR code to learn more about
Corelight Cloud Security Solutions

https://corelight.com/solutions/cloud-solutions




Analyst Program Jl

The Most Trusted Source for Information
Security Training, Certification, and Research

Questions or Comments?

Connect with Aidan Walden,
Global Director, Cloud DevOps,
Architecture & Engineering

F:=RTINET For General Event Discussion:
f#tdiscussion
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Securing Access to the
Hybrid Cloud

MM



Traditional Networking is Built on Trusting Everyone \ANN
and Connecting Everything
125+

8 4 % Distributed applications
used by enterprise

Companies are hybrid

0
m % 42 B (?egt)erp{s(zs will have

experienced a security incident
) l@l loT devices related to the edge network by
2026



Current Technology Requires Transformation

Coffee
Shop

Branch,
Campus

Factory

©O)
D
©,/ %

NN

Direct Internet Access

&

No Security Enforcement

VPN

Connecting to Office Network

Routing

O

Lack of application steering.
MPLS lock-in

.\
D —ep -
o Direct Internet Access is not secure

Internet

@ O vicroson 365 *——=o Low visibility and control for

data
SaaS
aWs 3 *——~0 User Experience Challenges
Public
Cloud
E=E pata &——@ Implicit access to all applications
=== Center

Private Cloud



Unified SASE delivers Single Vendor Approach

&
\; Secure Internet Access
o— Internet
Coffee
hop @ & s Secure SaaS Access
ﬁ SSE SaaS
FortiSASE

O——0
Branch, A
Ci .
ameee aws 3 Secure Private Access
S
Public
SD-WAN Cloud
FortiGate
Factory — i
o o— Data Secure Private Access
@//\‘@ = Center

NN

Private Cloud

Unified olicies, Agent) Simple (ntuitive U1, Simplified Pricing) Flexible (one os across SSE,sD-



Zero Trust Mindset

Never Trust, Always Verify for resource protection

[5

>

m ]
0
m ]

Grants network access only after
identity is authenticated and
authorized

Limits network access only to
necessary resources/applications

Continuously adjusts network
access in near real time, based on
device/user context




Hybrid Mesh Firewall

Centralized and unified management simplifying cybersecurity operations

Multi-Cloud and Cloud NGFW for Data-Center
Native Firewall and Segmentation

NGFW for Campus,

Branch, and OT Firewall-as-a-Service

a = © Fortinet Inc. All Rights Reserved. 36



Extend Protection Across the Entire Network with

mj Secure Networking
Hybrid Mesh Firewall

Unified Security

Evolution of NGFW to Hybrid Mesh Firewall for unified
management that simplifies operations, reduces risk,
and ensures compliance at scale

1M == ==

llllll

Branch Campus Data Center Cloud Native Virtual FWaaS
Accelerated ASIC
Al-Driven
Technologies
FortiOS FortiGuard
Labs

6

FortiLink

Al for Networking
(AIOPS)

FortiLink converges networking and security for secure
WLAN/LAN equipment to provide security and automation,
improve visibility and control, and reduce TCO.

(@)

FortiAP

i

Unified
Management

@

FortiNAC

FortiSwitch FortiExtender

MAN



FortiSASE — Cloud Deli dS ity Service Ed
orti oud Delivered Security Service Edge §

Secure access for the hybrid workforce

< Zero Trust Security Posture >
X
b?g?'“ <x
I % Remote Users .
S Secure SaaS servicenow
4] [ ]ETIEL’ ® @ 1) Office 365
-
S Unified
%Oint pmteo’i\°° Manageme
nt ©O% ee 7
L]
* Secure Internet {\(0 k2
. Access (4]
? \N\releSS L"W - ® . 8
2 Thin Edge Internet <
@ ((®) 9
c Al-powered T
8 o — ]ﬁ —() security 9o
— [N
% Z x O 5 Secure Private A 3
3= 00'( & Access ™
k5 W ® aws 5
[ - > 3
Digital n
Experience
© WA/VQ Monitoring
& )
g ° %% Branch, Campus Secure Private T
= =
'é ° Access EEE m
[} [ _—
Data NGFW
‘&{_ ° :(%’ Center
% &
(/,;b &
9 ZY\‘“"
L 1Y .- . .
=_m SecliciS WA etvork © Fortinet Inc. All Rights Reserved. | 38



Unified SASE Use Cases

Secure SD-WAN for Branch

and Campus

Transitioning from MPLS to Broadband via SD-
WAN reduces cost and enhance application
performance. This shift optimizes user
experience along with providing security for
direct internet access

Clear ROI, Controller-less, Convergence

Secure Remote Users for
Internet Access

Enable secure web browsing for remote users
to protect from known and unknown threats
along with providing seamless user experience

Al-Powered Security, Unified Agent,
Unified Management

\.

Upgrade Remote Access for @

&

Private Applications

Transition to explicit application access under a
zero-trust mindset to ensure secure application
access avoiding lateral movement of threats

Real-time, Universal Enforcement, Clear ROI

J

SaaS Control and Data
Protection

Address Shadow IT visibility challenges by
deploying SaaS application control. Safeguard
sensitive information using data loss prevention
for hybrid workforce

Single SASE License, Unified Management,
Data Protection

J

Thin Edge for Secure Access

i

Deploy and manage Access point as a
hardware agent to connect with SASE and
enable secure access for users and unmanaged
devices

Industry’s Only, Secure Access, Flexible
Connectivity

Protect Web

Applications and APIs

Secure applications and APIs from web attacks,
zero-days, and sophisticated bots.

Al/ML and Automation, Minimum False
Positives, Flexible Deployment

J

© Fortinet Inc. All Rights Reserved. ‘ 39



Fortinet
Security
Fabric

Broad

visibility and protection of the entire
digital attack surface to better
manage risk

Integrated

solution that reduces management
complexity and shares threat
intelligence

Automated

self-healing networks with Al-driven
security for fast and efficient
operations

FortiGuard Threat
Intelligence

Zero Trust
Access

Fabric Management
] ... Center

Adaptive Cloud
Security

) : Open
Security-Driven Ecosystem
Networking

© Fortinet Inc. All Rights Reisgived. 40
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Analyst Program Jl

The Most Trusted Source for Information
Security Training, Certification, and Research

Questions or Comments?

Connect with Bob Hansmann,
Sr. Product Marketing Manager - Security

For General Event Discussion:

infoblox #tdiscussion
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SANS 2024
MULTICLOUD SURVEY:

Navigating the Complexities
of Multiple Clouds

AN INFOBLOX PERSPECTIVE

Bob Hansmann
Security Products Team
Infoblox, Inc
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MULTICLOUD CHALLENGES

Inconsistent and Lack of Centralized
Complex Network Visibility
Management
Manual DNS management Ineffective resource
tracking

Human error

. Fragmented automations,
Unsustainable processes

Unmonitored resource
Fragmented deployments

Over-reliance on trouble
tickets

Inefficient DNS
Deployments

Legacy systems
Complex maintenance
On-site hardware burden

Complex upgrades

infoblox.



Why DNS Security for Multi-Cloud Environments?

DNS is not just a component-

IT'S THE
BACKBONE

of your network, the linchpin
that holds your operations
together, can be the source of
critical intelligence, and not
only sees enterprise networks
but also adversary
infrastructure.




Are You Using DNS for Visibility in Your
Multi-Cloud Environment?

Are you using DNS for visibility across the multi-cloud environment for threat investigation and
incident response?

M Yes
M No

& Unknown/Unsure




Are You Using DNS for Security in Your
Multi-Cloud Environment?

Does your organization use a DNS security solution for your multi-cloud operations?

B Yes, we use a DNS security solution for our
cloud operations.

B No, we do not use a DNS solution for our
cloud operations.

® Unknown/Unsure




Are You Using DNS for Security in Your
Multi-Cloud Environment?

Does your organization use a DNS security solution for your multi-cloud operations? 0

25.0%

B Yes, we use a DNS security solution for our

cloud operations. 40-7%

B No, we do not use a DNS solution for our
cloud operations.

® Unknown/Unsure

34.3%

* Source: SANS 2023 Multi-cloud Security Survey



How Are You Using DNS as a Security Defense?

How are you using DNS as a security defense across the multi-cloud environment? Select
all that apply.

Cloud Service Provider solution DNS add-on to existing NGFW, DNS layer security tool
SWG, etc.




Securing DNS vs PDNS vs DNS DETECTION AND RESPONSE

L

infoblox.



Securing DNS vs PDNS vs DNS DETECTION AND RESPONSE

Blocks known Phishing,
DGA, C2, Malware,
Ransomware, Exfiltration
and Suspicious Domains

The first line of defense

Detects and Blocks unknown
malicious DNS with Threat
Intelligence and Algorithms,
and Application Discovery

Maps DNS queries to
user/device activity using
IPAM (what device
connected to what domain)

Automate for better protection

Automates remediation
actions via ecosystem
integrations and shares of
DDI data to SOC (NIOS)

infoblox



What is the DNS Visibility Status for Different Devices?

Based on your multi-cloud environment evolution, what is the status of your DNS visibility for the
following kinds of devices?

M Implemented

M Planning (<1 year)

u Considering (>1 year)

On-prem Digital Devices Remote ICS/OT systems  Edge devices
endpoints and (107) like users/devices
servers surveillance
cameras

infoblox




DNS Within the KEY TAKEAWAYS:
XDR ARCHITECTURE 2023:

Although most
organizations have
implemented DNS security

DATA SOURCES

NN I solutions, a significant
oL (@0 | e portion remains
INGEST & IDENTIFY unprotected or uncertain,
Normalization & User & Device Context highlighting the need for

Correlation Al/ML-driven increased awareness and

4 education.
DETECT & RESPOND

NDR | | ITDR | EDR
@ Investigation
Mitigation
Remediation
Recovery

infoblox



DNS Within the KEY TAKEAWAYS:
XDR ARCHITECTURE 2023:

Although most
organizations have
implemented DNS security

DATA SOURCES

NN I solutions, a significant
e O D portion remains
e o S unprotected or uncertain,
Nor R, highlighting the need for
| Comelation  AUML-driven increased awareness and
DETECT & RESPOND Mtlon'
R Consider adding DNS
Remediation security as part of your

strategy.

infoblox
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Questions or Comments?

Connect with Tamer Salman,
Principal Research Manager

Connect with 0z Wilder
Partner Director of PM

BE Microsoft For General Event Discussion:
#discussion
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Agenda

»

1. Therise of storage
2. The challenges with securing Al application

3. Security tools proliferation and lack of skills



How many buckets and storage containers does your organization use across all

Cloud storage container usage is widespread and growing across all

AWS accounts, Azure... - Usage major providers, with AWS and Azure leading the market.
355
305
255
=1-10
20%
W 11-100
15% = 101-1000
108 W 1000+
S5
05
AWS 53 Buckets Azure Storage Containers Google doud Buckets
How much data does your arganization sbore stross all AWS secounts, fzure subscriptions, and
Gaopg... - Usage
3%
Cloud storage volume is experiencing significant growth across the major providers e, e 9.0

W &5 than I

BATIGN 718
= 1TE- IDOTE

B More Lthan 100 T2

AWS 52 Bucknts Azuro Storage Containess Goagle Clowd Buckets




Top Challenges

Would you know if sensitive
data were stolen from your
cloud environment?

101010
010101

0‘0|0|0

How do | know where's the Can files make their way into your
sensitive data? organization without being
scanned for malware?




Sensitive data detection

How do I know where's the sensitive data?

Sensitive data detection Cloud Storage

» A cloud-native scanning
architecture guarantees

O'ololo

.. ) ) ) < N < N O
low-friction onboarding, light N—" — N~—1 N— S\-/
ensitive ensitive

scan in economic costs

» Ability to detection sensitive data
AN N O O Y

N—]

by different classifications ~1 M~ MM M M -
standards (e.g. Pll, HIPPA, resource st

Sensitive

f\qf‘\/—\f\

\ A resource



Multiple access options

Would you know if sensitive data were stolen from your cloud environment?

The control plane
is the hallway of the cloud where
everyone has an identity

Identities

0 Entities without identities
65 /0 enter the data plane

\
\
\
4

@ Access with
keys and

tokens

@,

Identities

The data plane

20 Use authorization to
3 A) enter the data plane

Public
(anonymous) access



Malware scanning

Can files make their way into your organization without being scanned for malware?

Near-real-time malware scanning
across file types upon content
upload

Storage account
v/ Defender for Storage enabled

@,
—— Configure your apps to only
% read non-malicious files

— % Automatically move or

delete infected files

om User App

Malware scanning



Al adoption for multicloud security is on the rise, with diverse use cases
emerging. Although interest is high, implementation levels vary, and
organizations face challenges such as and concerns

about effectiveness.



Al based application

Modern Application / New Challenges

Predictability, Permissions and Scale

.............

|||||||||

mmmmmmmmmm

..............

nnnnnnnnnnn



Generative-Al threat landscape

Generative Al models change the nature of cloud native applications Cloud Al Services

(Azure OpenAl, GCP Vertex Al, and AWS Bedrock)

D Speech — '@ Al Model
Images
A$ Text .
User Generative Al app Al Model
% odel
» Direct Prompt injection (UPIA) T
+ Denial of service
‘ »  Wallet (GPU abuse)
o> Al Model

External app

N

*  Model theft
« Data poisoning

v v
+ Data poisoning f U J [ L \ (4 . Data sources
« Indirect prompt Web Data sources Applications Functions
injection (XPIA)
— In: Task In: Request
Attacker Out: Fresh data Out: Org data ' Out: Task Out: Response
completion
- X
- Tasks completion Skills/
@ — Plugins Data
Web @
Training
Grounding Data Agents AOAI




Secure Gen Al Apps




Disconnected tools -> Disconnected view

Does your security team have the requisite shills and training te ensure that your arganizetion can
wse your Clowd Service Providers securely?

SEA% 7 6%

A

pRin

2%

S Azure Googio Clhoud Alibaba Drack Cloud IBKA Orhas

Wlacks

Wllas

The survey reveals a mixed perspective on cloud security resources and staffing.
(See Figure 17.) Although the majority of organizations believe their teams are
adequately equipped, a notable portion report lacking the necessary resources

and personnel to maintain robust security measures in their cloud environments.

G

Does your security team have the resources and staffing to maintain your Clowd Service Providers
security
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The Versatility of the Cloud; Breaking the Silos

Virtual machines

Containers

Databases

Cloud Storage

Websites

iz
(o)
% Cloud provider

O

Q}S\k
$

-

Code toruntime

L.
s
2 % ) % 4
‘90 Of‘ i %6 d} %
5, < (s}
/¢ 00 5:5‘ ’%‘ m’/‘
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Vulnerability
Malware
Sensitivity

Secrets



It takes a suite to secure you cloud estate

Vulnerability

Sensitivity

Malware

Secrets

Vulnerabilities in code /
image repositories
Sensitive data in code

Malware in code

Secrets in code

Vulnerabilities in
compute resources

Sensitive data on disks

Malware on machines /
models

Secrets on disks

Sensitive data in
storage/databases

Malware in storage

Secretsin
storage/databases



Going full suite; an enterprise look on cloud security

SQL server Function app
@
. data
Device )

App service Virtual machine

‘ ' ()
@ - Storage

account

Device Identity e _
, oG

i
—
App service

@ PublicIP Virtual pnachine
. Internet
Device exposed

StOrige—
account
It

Device

service group

Device

Function app

account -
@ SE-DEV-081

@ Virtual machine Network

Network
service group

v (2 A / (=)

Identity

Storage account @
Device

Virtual machine

Device
)
[( 3 App service _ %
— Internet
exposed @
SQLon VM
Device

Public IP

Device

Device
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Questions or Comments?

Connect with,
Product Marketing Manager

@ For General Event Discussion:
Otenable #tdiscussion
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Christina DePinto, Tenable
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Are you using a Cloud-Native Application Protection Platform (CNAPP) solution?

Survey says ...

CNAPP is gaining traction in the
cloud security landscape, with a o
combined 65.8% of

organizations either using it or 1%
actively considering it.

14

B No, but we are planning to/evaluating this
technology.

i No, and we have no plans to use this
technology.

B Unknown/Unsure

33.9%

- SANS 2024 Multi-Cloud
Survey

Otenable



What is a CNAPP? CsPM

Cloud infrastructure
security, governance and

compliance CIEM +JIT

A Cloud Native Application Protection CwP

Platform (CNAPP)consolidates point
security tools to assess cloud risks in
context.

A CNAPP should analyze all your cloud
resources — infrastructure, workloads,
data, and identities — to prioritize the most
consequential risks across hybrid and multi-
cloud environments.

Otenable
Cloud Security

Vulnerability
management across
all running cloud
workloads

KSPM

Kubernetes and
container security
and compliance

CDR
Cyberthreat

identification through

service and host
activity analysis

Identities and
entitlements
security and least-
privilege access

DSPM

Data security,
including
discovery and
classification

1aC / DevSecOps

Infrastructure as
Code security and
DevOps workflow

support

Otenable




A CNAPP should help you
answer...

Otenable cioud security

#1) is running in my cloud
environment?

#2) are my cloud resources being
accessed?

#3) Where am | at risk? is it risky?
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Multi-cloud increases complexity
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How do you know what to fix first?

OS vulnerability Over Privileged Misconfiguration
Identity

RISK CVE SQL Injection

SCALE CVSS 0-10

SCORE 8.2
v

What represents a greater risk?

Otenable
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Security starts with business focused visibility

R Context .................. .
: (Risks + Relationships)

&)

Vulnerability Misconfiguration Excess Privilege EXPOSURE
(CWP) (CSPM) (CIEM) Data Privacy & Compliance
Violations

...that breaks down silos and reduces exposure

Otenable



is running in my CIOUd Public resources
environment?

.4

300 public S3 Buckets 7 CosmosDB Accounts 86 public KMS keys

Continuously discover infrastructure, . e
Workloadsl identitiesl data and more 13 Lambda Functions 300 Cloud Run Services S‘j‘g
across multi-cloud environments. 300 KMS Keys
2,058

Kubernetes Resources

6,406

aws  Aws 283 2 GCP A Azure

Cluster Role Bindings 68 Cluster Roles AKS Clusters
Cluster Roles 32 Config Maps Cluster Roles
Config Maps 30 Daemon Sets Config Maps
Daemon Sets Deployments Daemon Sets

Deployments 3 GKE Clusters Deployments

Otenable
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are my cloud resources beinggs
accessed?

verview

Discover who can access what, when,
for how long - for all human and service

identities.

Unusual Data Access

Gain critical context, such as the
relationships between resources
and identities.

elasticbeanstalk-us-east

Otenable
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Toxic Combinations @

Where am | exposed? T

? ’ high privileges
(]

54 public wo 2 n unpatched 0S

es with high privileges
Prioritize ‘toxic
combinations’ of
highest risk to your
organization. Fomion 18 Voron | i

Workload Protection Critical CVES

1 public App se vith high privileges

Has Exploit

Get a list of all risks o e | i san 4 s 0
and violations, and
. Found on 2 Workloads | First Seen 12 days ago
detailed data about
Critical i CVE-2022-3786
each. e e lvos | rovaen o

CVE-2022-3786

Found on 15 Wo

Otenable



Scaling cloud adoption and security with CNAPP

Optimize business outcomes with an
exposure management strategy

2SN

Scale cloud adoption and accelerate
security with intuitive tools the whole
organization can use

Understand WHY you’re at risk in the
cloud and how to prevent it
Otenable
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Q&A
Please use Zoom’s Q&A window to
submit questions to our presenters. Welcometaici

here. Only host and panelists
will be able to see all questions

Type your question, tell us if it’s
for a specific presenter, and then
click Send.

Type your question here...

an see your questions?
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