
1© Copyright 2022 SANS Institute

How to Build a Risk Register That Accounts for 
Internal and External Risk

IN THIS WEBINAR, YOU WILL LEARN HOW TO:
• CREATE A STRONG FOUNDATION FOR YOUR CYBER AND THIRD-PARTY RISK 

MANAGEMENT
• UNDERSTAND YOUR RISK LANDSCAPE THROUGH A HEATMAP
• DEVELOP ACTION PLANS FOR VULNERABILITIES IDENTIFIED IN YOUR RISK REGISTER
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Brian Ventura

• 30+ years’ IT experience, 10 

years focused on 

CyberSecurity.

• SANS Certified Instructor

• IANS Faculty

• CISSP, GSLC, GCCC…
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Andrew Egoroff

• 25+ years' international 

experience providing cyber 

and cloud security advisory 

services

• Cybersecurity advisor for 

Process Unity's Cybersecurity 

Program Management (CPM) 

service offering

• CISSP, CCSP, CCSK, CISM, 

CRISC
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Risk Overview

• Why measure risk?

• Assess risk

- Risk Assessment for the purpose of Control Selection

- Risk Assessment for the purpose of Gap Analysis

• Treat risk

- Fix it now!

- Accept risk

- Plan/Budget for future work
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Risk Assessment

• General risk 

assessment flow
Context Establishment
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Risk Treatment

Risk Acceptance

Risk Assessment

Risk Identification

Risk Analysis

Risk Evaluation
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Internal risk and 3rd party risk

• 1st party risks – Directly address risk

- Missing patch 

- Insecure communication

- Insider threat

• 3rd party risks – Rely on 3rd party to address risk or stop 

doing business with 3rd party

- Solarwinds

- Log4Shell

- Cloud / outsourced services
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Qualitative risk prioritization

• Heat Map

- Impact

- Likelihood

• Calculate risk Level

Source: NIST 800-30 Table I-2
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Quantitative and Qualitative

• Heat map shows qualitative

- Quickly compare

• Quantitative risk overlaid

- More specific understanding 

of risks
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Risk Register

• Track risks over time

- Severity

- Remediation plan/options

- Budget requests

• Identify mitigations

• Prioritize risks

- Qualitative - High, Medium, Low

- Quantitative - $$
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Risk Register - Example

• Spreadsheet example. Hard to track details



Leader in Third-Party and Cybersecurity 

Risk Management Automation

The Top-Rated 

Third-Party & 

Cybersecurity Risk 

Management Platform

The Most Successful 

Customer 

Implementations 

in the Market

Pre-configured, 

content, workflows 

and processes

Unparalleled 

subject 

matter expertise

The shortest 

implementation 

times 
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Today’s Agenda
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• Create a strong foundation for your cyber 

and third-party risk management

• Understand your risk landscape through a 

heatmap

• Develop action plans for vulnerabilities 

identified in your risk register

• Create a strong foundation for your cyber 

and third-party risk management

• Understand your risk landscape through a 

heatmap

• Develop action plans for vulnerabilities 

identified in your risk register



Reliance on 3rd Parties and Supply Chains



• PwC 2018: 63% of all cyber attacks can be traced to an organization 

third party (either directly or indirectly)1

• EY 2020: 35% of all organizations have experienced a data breach 

caused by a 3rd party2

• Deloitte 2021: More than half (51%) of organizations faced one or more 

third-party risk incident since March 20203

1 Rasner – Cybersecurity & Third-Party Risk

2 EY Global Third-Party Risk Management Survey 2019-20

3 Deloitte – TPRM Global Survey 2021

3rd Party Risk – Something to be concerned about?



Sunburst Attack Analysis

INFECTED 

PRODUCT/SERVICE

CUSTOMERS

MALICIOUS CODE



The Biggest Risks Companies Face
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Third-Party 
R I SK

Cybersecurity 
R I SK

The biggest third-party 

risk is cybersecurity.

The biggest cybersecurity 

risk comes from third parties.



“Treat your 3rd parties as an extension of your internal 
environment.”
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“Assess your 3rd parties’ cybersecurity with the same set of 
controls as your internal environment.”

The Biggest Risks Companies Face



The Challenges

MANAGING THIRD-PARTY & CYBER RISK



Top 5 Challenges

INADEQUATE RISK ASSESSMENT

FRAGMENTED RISK MANAGEMENT

LACK OF VISIBILITY

LIMITED COLLABORATION

NON-COMPLIANCE ISSUES



The Solution

MANAGING THIRD-PARTY & CYBER RISK
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The Risk Register

RISK

REGISTER

THIRD PARTY 

ASSESSEMENTS

INTERNAL 

ASSESSMENTS

INCIDENTS

INTERNAL AUDITS

VULNERABILITY 

SCANS

COMPLIANCE 

AUDITS



The Risk Register

FEATURES AND FUNCTIONS



Risk Register – Key Features & Functions

Centralized Repository

Mitigation tracking

Risk assessment and rating

Stakeholder collaboration

Reporting and analytics

Integration with other systems

Compliance support



The Risk Register

IMPROVED RISK MANAGEMENT

WELL-INFORMED DECISION MAKING

INCREASED VISIBILITY

ENHANCED COLLABORATION

COMPLIANCE SUPPORT



The Risk Register

REAL-WORLD EXAMPLE
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• Create a strong foundation for your cyber 

and third-party risk management

• Understand your risk landscape through a 

heatmap

• Develop action plans for vulnerabilities 

identified in your risk register

• Create a strong foundation for your cyber 

and third-party risk management

• Understand your risk landscape through a 

heatmap

• Develop action plans for vulnerabilities 

identified in your risk register



Heat Map
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Reporting & Analytics
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• Create a strong foundation for your cyber 

and third-party risk management

• Understand your risk landscape through a 

heatmap

• Develop action plans for vulnerabilities 

identified in your risk register

• Create a strong foundation for your cyber 

and third-party risk management

• Understand your risk landscape through a 

heatmap

• Develop action plans for vulnerabilities 

identified in your risk register



Risk Management
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Action Plans
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Benefits: ProcessUnity Risk Register
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Understand your risk 

landscape through a heatmap

Create a strong foundation for 

your third-party and cyber risk 

management

Develop action plans for 

vulnerabilities identified in your risk 

register



Third-Party Risk

End-to-End, Integrated 

Third-Party Risk Management

Onboarding to 

Offboarding

Artificial Risk 

Intelligence

KPIs, Metrics 

& Reporting

Reduce Cycle Times

Improve Savings

Mitigate Contract Risk

Improve Board Visibility

Orchestrate Compliance

Ensure Cyber Resiliency

Procurement Cybersecurity

▪ Due Diligence

▪ Sourcing (RFx)

▪ Contract Risk

▪ Performance Management

▪ ERP Integration

▪ Program Governance

▪ Control Certifications

▪ Policy Management

▪ Client Due Diligence

▪ Application Risk

Assessors DataThird-Parties

Accenture, CastleHill, Crowe, 

CyberGRX, Deloitte, EY, Genpact, 

HCL, KPMG, TruSight, etc.

BitSight, Dun & Bradstreet, 

EcoVadis, RapidRatings, Refinitiv, 

RiskRecon, SecurityScorecard, etc.

Ease Response Burdens

Improve Response Quality

The Vision
THE ENTERPRISE THIRD-PARTY + CYBERSECURITY ECOSYSTEM

Vendor 

Collaboration

Framework Agnostic

53 © ProcessUnity, Inc. All Rights Reserved.
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For More Information

Automate Your Third-Party 

Risk Management Program:

www.processunity.com/automate

Gartner Report Evaluates 

Top Vendor Risk Tools:

www.processunity.com/gartner

Contact ProcessUnity:

www.processunity.com/contact

Contact Andrew Egoroff:

andrew.egoroff@processunity.com

http://www.processunity.com/automate
http://www.processunity.com/gartner
http://www.processunity.com/contact
mailto:andrew.egoroff@processunity.com
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