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* What is a Purple Team!? \‘& %’Eﬁ?‘?l\éﬁs
* Purple Team Poster —

 |ntroduction
e Tools: Red Team & Blue Team

*  Framework: ATT&CK EHREIETE:TS
* Threat Actors: Fl N6, APT28, APT33 BRIDGING THE GAP

* Emulation & Detection
* Tracking
* Purple Team Exercise Framework

Introduction »

e Resources to Learn More
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WHAT IS A PURPLETEAM?

A collaboration between various information security skill sets

A virtual, functional team working together to test, measure and
improve defensive security posture (people, process, and technology)

* Cyber Threat Intelligence - research and provide adversary tactics, techniques,
and procedures (TTPs)

* RedTeam - offensive team in charge of emulating adversaries and TTPs

* Blue Team - the defenders. Security Operations Center (SOC), Threat Hunting

Team, Digital Forensics and Incident Response (DFIR), and/or Managed Security
Service Providers (MSSP)
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DEFINING ADVERSARY EMULATION

TTP

Adversary emulation is an activity where security experts emulate how an
adversary operates. The ultimate goal, of course, is to improve how resilient the
organization is versus these adversary techniques.

Both Red and Purple Teaming can be considered as adversary
emulation.

Adversary activities are described using TTPs (Tactics, Techniques & Procedures).These are not as
concrete as, for example, |IOCs, but they describe how the adversary operates at a higher level.
Adversary emulation should be based on TTPs.As such, a traditional vulnerability scan or internal
penetration test that is not based on TTPs should not be considered adversary emulation.

Adversary emulation should be performed using a structured approach, which can be based on a
kill chain or attack flow. MITRE ATT&CK is a good example of such a standard approach.
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PENETRATIONTEST VS.ADVERSARY EMULATION

PENETRATIONTEST VS. ADVERSARY EMULATION
|dentify and exploit vulnerabilities on a (series of) Assess how resilient an organization is versus a
system(s) to assess security certain adversary / threat actor
Focused on a specific scope Focused on the execution of a scenario
(typically an application or network range) (typically defined by a number of flags)
Primarily tests prevention, Typically tests both prevention and detection
typically less focus on detection (so is less valuable if there is no Blue Team)

Both Penetration Tests and Adversary Emulation engagements have value.
However, it’s important to know the difference and the results you can expect!
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RED TEAMVS. PURPLETEAM

RED TEAM . PURPLETEAM
A Red Team involves emulation of A Purple Team involves emulation of
a realistic threat actor (using TTPs) a realistic threat actor (using TTPs)
In a typical Red Team, interaction with the In a typical Purple Team, interaction with the
Blue Team is limited (red vs. blue) Blue Team is maximized (collaboration)
The goal of the Red Team is to assess how well the The goal of the Purple Team is to improve how
Blue Team prevents and detects well the Blue Team prevents and detects

Both Red Team and Purple Team engagements have value. However, it’s
important to know the difference and the results you can expect!
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PURPLE TEAM EXERCISE

https://github.com/scythe-io/purple-team-exercise-framework

Exercise

Coordinator Red T Detection
ed feam Engineerin
(o)) g g

Present Tabletop Emulatethe Follow process Can any Repeat
adversary, discussion of TTP while todetectand adjustmentsor procedure and
TTPs, and security sharing the respond to tuning to record new
technical controls and screen so TTPs,share security controls results, move

details expectations  everyone sees screen to and/or logging tonext TTP

for TTP and learns confirm be made to
execution what an attack identification increase
looks like of artifacts visibility
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https://github.com/scythe-io/purple-team-exercise-framework

PURPLETEAM POSTERWALKTHROUGH

https://www.sans.org/posters/purple-concepts-bridging-the-gap/

) DA

¥ OFFENSIVE
OPERATIONS

POSTER

Purple Concepts:
Bridging the Gap
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MORE RESOURCES

* SANS Purple Team: https://www.sans.org/purple-team/

* Blogs: https://www.sans.org/blog/?focus-area=purple-team

e SANS Courses

* SEC599: Defeating Advanced Adversaries - Purple Team Tactics &
Kill Chain Defenses

* SEC699: Purple Team Tactics - Adversary Emulation for Breach
Prevention & Detection
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https://www.sans.org/purple-team/
https://www.sans.org/blog/?focus-area=purple-team
https://sans.org/sec599
https://sans.org/sec599
https://sans.org/sec699
https://sans.org/sec699

SANS PURPLETEAM COURSES

SEC504 -> SEC599 -> SEC699
What are the key differences?

SEC599 SEC699

Defeating Advanced Adversaries Advanced Purple Team Tactics
Purple Team Tactics & Kill Chain Defenses Adversary Emulation for Breach Prevention & Detection

Purple Team class: Focus on Red (20%) & Blue (80%) Purple Team class: Focus on Red (50%) & Blue (50%)

20% emulation, 50% prevention, 30% detection 50% emulation, 0% prevention, 50% detection

50% lecture - 50% hands-on 40% lecture - 60% hands-on
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Thank You!
Questions!

M

@)JorgeOrchilles
@ErikVaBu



