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Welcome to the
SANS Threat Analysis Rundown

Our goal is to bring you the inside scoop on what you need to know about cyber
threats. We'll bring you differentvoices from around the community to ensure

you’re up-to-date on what’s happeningin the threat landscape so you can take

action.




Today’s Agenda

 Rundown - (January Was Long)

 Deep-Dive— (“The” Electric System)

*  Wrap-Up — (Defense is Doable)
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Rundown: February 12, 2020

Recovering from a rough January
A new indictment: Equifax
Ransomware everywhere

Stayingvigilanton Iran

_—
- Rick Holland A
s @rickhholland

Happy Friday #infosec friends! January is almost over
and it was a BUSY month. 0-days, Iran/US tensions,
Travelex, Bezos' phone, UN popped, Ring a privacy
disaster, Avast monetizing their customers data. Did |
miss any big story? What will February have in store for
us?

11:00 AM - Jan 31, 2020 - TweetDeck
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Cyber Threats tqg the,
Electric Indtistry

Tim Conway & Robert M. !e'e.

Deep-Dive




The Electric Grid is Under Attack!

U.S. Government Makes Surprise

. . L . L ) ] Move To Secure Power Grid From
entire power grid," Martini said. "It’s not just the lights, it's also the internet which Cyberattacks

In the worst-case scenario, Iranian hackers "could instantaneously shut down an

Kate O'Flaherty Senior Contributor ©

shuts down communication systems. Without shooting a single bullet or missile,
you can shut down an entire county or nation." USA Today g

Security News This Week: An Unprecedented
Cyberattack Hit US Power Utilities

Exposed Facebook phone numbers, an XKCD breach, and more of the week's top security news.

WIRED Forbes
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Nuance Matters
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* Over 1,500 Registered Entities
comprise the North American BES
* With thousands more distribution

utilities
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Context Specific Actionable Threat

I

North American Electric Cyber Threat

Intelligence

Perspective

January 2020

Summary

The electric utility industry is a valuable target for adversaries seeking to exploit industrial control systems
. (1Cs) and operations technology (OT) for a variety of purposes. A power disruption event from a cyberattack

B u S I n e SS can occur from multiple components of an electric system including disruptions of the operational systems
used for situational awareness and enerqgy trading, targeting enterprise environments to achieve an enabling

attack through interconnected and interdependent IT systems, or through a direct compromise of cyber digital
. assets used within OT environments. Attacks on electric systems — like attacks on other critical infrastructure
E t sectors — can further an adversary’s criminal, political, economic, or gecpolitical goals. As adversaries and their
n Vl ro n | | I e n S sponsors invest more effort and maney into obtaining effects-focused capabilities, the risk of a disruptive or

destructive attack on the electric sector significantly increases.

The number of publicly known attacks impacting ICS environments around the world continues to increase,

- and correspondingly the potential risk due to a disruptive cyber event impacting the North American electric

sector is currently assessed as high. This report highlights multiple threats and adversaries focusing on critical

infrastructure and their capabilities. Dragos anticipates the threat landscape associated with the sector will
remain high as the detected infrusions continue to rise.

0Of the activity groups that Dragos is actively tracking, nearly two-thirds of the groups performing ICS specific
targeting and disruption activities are focused on the North American electric sector. Additionally, existing
threats to ICS are expanding and establishing new interest in electric utility operations in North America. For
example, the Dragos tracked activity group XENOTIME — the most dangerous and capable activity group —
initially focused its targeting efforts on oil and gas operations before expanding to include North American
electric utilities. Dragos also identified the MAGNALLIUM activity group expanding targeting to include electric
utilities in the US. This activity group expansion and shift 1o the electric sector coincided with increasing
political and military tensions in Gulf Coast Countries (GCC)

Dragos research of the CRASHOVERRIDE attack indicates ELECTRUM targeted recovery operations. Such
activity, if successful, could prolong outages following a cyberattack and cause physical damage to equipment
or harm to operators. These findings suggest the group had greater ambitions than what it achieved during its
2016 attack, and represent worrying possibilities for safety and protection-focused attacks in the future,

Historically, adversaries have demonstrated the capabilities to significantly disrupt electric operations in large-
scale cyber events through specialized malware and deep knowledge of targets’ operations environments
Although North America has not experienced similar attacks, ICS-targeting adversaries exhibit the interest and
ability to target such networks with activities that could facilitate such attacks.
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Know Thy Threats

* Activity Groups are clusters of intrusions Meta-Features Adversary
to meet a requirement you have ;:"E“amp
ase
* Intrusions are the individual [R)?SU':_
. . Irection
events at organizations Methodology
Resources
* The Diamond Model (right) Infrastructure Capability
is used to express events
* Specific 2+ correlations
equate an activity group
Victim

THREAT
ANALYSIS
RUNDOWN

= =
U\



Covellite

» Legitimate infrastructure
compromised by the
adversary

» Specific university IPs
for C2

COVELLITE

- Sophisticated implant with
secure communication channels

 Similar features to malware
used against South Korean
targets

« Specific session key used for
payload and second encrypted
layer

« 41 minute and 30 second sleep

North Korean
State
Interests

Electric utility companies in the
United States
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Collection Management Framework
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Current CIP Standards

CIP-002-5.1"

CIP-003-6

CIP-004-6

CIP-005-5"

CIP-006-6
CIP-007-6
CIP-008-5"
CIP-009-6

CIP-010-2

CIP-011-2
CIP-014-2

BES Cyber System Categorization

Security Management Controls
Personnel & Training

Electronic Security Perimeter(s)

Physical Security of BES Cyber Systems
System Security Management

Incident Reporting and Response Planning

RecoveryPlans for BES Cyber Systems

Configuration Change Management and Vulnerability
Assessments

Information Protection

Physical Security

eGeneration resource, transmission s ubstation, transmission line, control center,
control room, blackstart asset

Impact Rating Criteria

eldentified as High, Medium, Low, or non-BES

Programmable electronicdevices

eDetermineifthereare cyberdigitalelementsinvolvedinoperatingthe asset that
could be used to impact the assets function

Communications pathstothe cyberdevices

eRoutable communications, serialcommunications, wireless, uni-directional
communications, communications externalto the electronic perimeter
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Operationalize the Threat Intel

PARISITE XENOTIME DYMALLQOY

Leverages known Demonstrated SIS Long term persistence
VPN Vulnerabilities manipulation inITand OT




Operationalize the Threat Intel

ELECTRUM CHRYSENE

Demonstrated DPR Demonstrated IT manipulation
manipulation and OT targeting




ICS ATT&CK

MITRE ATT&CK" ForICS

« Akey milestone in ICS cybersecurity
« A globally-accessible knowledge base of adversary tactics
and techniques based on intelligence-driven insights




ICS ATT&CK and Activity Groups
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Takeaways and Action Items

* Be the voice of reason when you hear FUD

* Take a look at activity groups:

https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf

https://dragos.com/adversaries/

* Check out ATT&CK™ for ICS: https://attack.mitre.org/ics



https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf
https://dragos.com/adversaries/
https://attack.mitre.org/ics

References

* The Equifaxindictment: https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-

espionage-and-wire-fraud-hacking

* Ransomware

e Snake/EKANS: https://twittercom/VK_ Intel/status/1214333066245812224

https://dragos.com/blog /industry-news/ekans-ransomware-and-ics-operations/

https://nakedsecurity.sophos.com/2020/01/13/snake-alert-this-ransomware-is-not-a-game/

* RobbinHood: https://news.sophos.com/en-us/2020/02/06/living-off-another-land-ransomware-borrows-

vulnerable-driver-to-remove-security-software/

* MailTo: https://www.carbonblack.com/2020/02/07/threat-analysis-unit-tau-threat-intelligence-notification-mailto-

netwalker-ransomware/
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https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://twitter.com/VK_Intel/status/1214333066245812224
https://dragos.com/blog/industry-news/ekans-ransomware-and-ics-operations/
https://nakedsecurity.sophos.com/2020/01/13/snake-alert-this-ransomware-is-not-a-game/
https://news.sophos.com/en-us/2020/02/06/living-off-another-land-ransomware-borrows-vulnerable-driver-to-remove-security-software/
https://www.carbonblack.com/2020/02/07/threat-analysis-unit-tau-threat-intelligence-notification-mailto-netwalker-ransomware/

References

Possible Iranian activity

https://www.fireeye.com/blog /threat-research/2020/02/information-operations-fabricated-personas-to-promote-

iranian-interests.html

https://blog.certfa.com/posts/fake-interview-the-new-activity-of-charming-kitten/

https://www.reuters.com/article/us-iran-hackers-exclusive/exclusive-iran-linked-hackers-pose-as-journalists-in-

email-scam-idUSKBN1ZZ1MS

https://www.recordedfuture.com/pupyrat-malware-analysis/

https://intezer.com/blog-new-iranian-campaign-tailored-to-us-companies-uses-updated-toolset/
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https://blog.certfa.com/posts/fake-interview-the-new-activity-of-charming-kitten/
https://www.reuters.com/article/us-iran-hackers-exclusive/exclusive-iran-linked-hackers-pose-as-journalists-in-email-scam-idUSKBN1ZZ1MS
https://www.recordedfuture.com/pupyrat-malware-analysis/
https://intezer.com/blog-new-iranian-campaign-tailored-to-us-companies-uses-updated-toolset/

References

Resources to get started

https://dragos.com/adversaries

https://dragos.com/year-in-review/

https://dragos.com/resource/collection-management-frameworks-beyond-asset-inventories-for-preparing-for-and-

responding-to-cyber-threats/

https://www.robertmlee.org/a-collection-of-resources-for-getting-started-in-icsscada-cybersecurity/

SANS ICS410, ICS456, ICS515, 1CS612 — Do it!
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https://dragos.com/adversaries
https://dragos.com/year-in-review/
https://dragos.com/resource/collection-management-frameworks-beyond-asset-inventories-for-preparing-for-and-responding-to-cyber-threats/
https://www.robertmlee.org/a-collection-of-resources-for-getting-started-in-icsscada-cybersecurity/
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Thank you for coming! *

For the recording and slides] please visit

https:waw.sans.org/w‘ebcastw 035




