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Defensible Network Architecture Intro (2004)

A defensible 

network is an 

information 

architecture that is 

monitored, 

controlled, 

minimized, and 

current.



DNA Implementation (2005)

Extrusion Detection

offered 

implementation 

guidance using 

open source tools.



DNA 2.0 (2008)

TaoSecurity Blog expanded DNA with v 2.0: 

A defensible network is an information 

architecture that is monitored, inventoried, 

controlled, claimed, minimized, assessed, and 

current. 

A comment to the blog by Göran Sandahl 

suggested adding “measured,” which I liked.



DNA 2.1 (2013)

The Practice 

of NSM

published 

DNA 2.1 in 

2013.



DNA 2.1. Monitored

CIRTs can view all assets at the host, 

network, and application

log levels.



DNA 2.1. Inventoried

CIRTs can access an inventory 

identifying asset location, purpose, data 

classification, criticality, owner, and 

contact method.



DNA 2.1. Controlled

The security team enforces access 

control at the host, network, and 

application levels to permit authorized 

activities and deny everything else.



DNA 2.1. Claimed

The asset owner listed in the inventory 

exerts active control of the system.



DNA 2.1. Minimized

The assets provide the minimum surface 

area required to perform their business 

function; unnecessary services, 

protocols, and software are disabled.



DNA 2.1. Assessed

The CIRT routinely evaluates the 

configuration of the assets to determine 

their security posture.



DNA 2.1. Current

The IT team keeps the assets patch 

status and configuration up-to-date with 

the latest standards.



DNA 2.1. Measured

The IT team and CIRT measure their 

progress against the previous steps.



DNA 2.1. Why?



DNA 2.1. Relationship to NSM 



DNA 2.1. Monitored with Zeek

CIRTs can view all assets at the host, network, and 

application log levels.



DNA 2.1. Monitored with Zeek

CIRTs can view all assets at the host, network, and 

application log levels.



DNA 2.1. Inventoried with Zeek

CIRTs can access an inventory identifying asset location, 

purpose, data classification, criticality, owner, and contact 

method.



DNA 2.1. Controlled with Zeek?

The security team enforces access control at the host, 

network, and application levels to permit authorized activities 

and deny everything else.

Credit: https://www.bro.org/brocon2014/brocon2014_sharma_active_defense.pdf



DNA 2.1. Controlled with Zeek?

The security team enforces access control at the host, 

network, and application levels to permit authorized activities 

and deny everything else.

Credit: https://www.bro.org/brocon2014/brocon2014_sharma_active_defense.pdf



DNA 2.1. Claimed with Zeek?

The asset owner listed in the inventory exerts active control of 

the system.



DNA 2.1. Minimized with Zeek

The assets provide the minimum surface area required to 

perform their business function; unnecessary services, 

protocols, and software are disabled.



DNA 2.1. Minimized with Zeek

The assets provide the minimum surface area required to 

perform their business function; unnecessary services, 

protocols, and software are disabled.



DNA 2.1. Assessed with Zeek

The CIRT routinely evaluates the configuration of the assets 

to determine their security posture.



DNA 2.1. Current with Zeek

The IT team keeps the assets patch status and configuration 

up-to-date with the latest standards.



DNA 2.1. Measured with Zeek

The IT team and CIRT measure their progress against the 

previous steps.

This one is dependent on your team. 

Keep metrics, measure team visibility, and effectiveness.
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