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Vince background
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Matt Bromiley

● Incident responder/forensicator
○ Disk, network, memory forensics

○ A little bit of malware

● SANS instructor
○ FOR508

○ FOR572

● A lover of making network analysis easier - aka Bro!
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Life before Bro

IDS Alerts Netflow Full packet syslog / other logs
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● Software flow generator, netflow replacement

● Easy to deploy

● Suite of command line tools for analysis and graphing

● High level metadata (no protocol analysis)

● Search for bad IPs, check connection details, etc.
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● Great for matching packet signatures

● LOTS of tuning

● After a year or so I had a good system running

● Alerts + PCAP snippets

But that left me in the dark a lot!
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Other logs

○ DHCP

○ DNS

○ SMTP

○ AAA/LDAP

○ RADIUS

○ etc.
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● Possible privacy concerns

● Storage problems

● How to do large-scale search and analysis?
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Discovery!
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Wait….what is Bro?

Open-source network monitoring project created more than 

22 years ago

● A standalone network monitor

● A programmable framework

● A community of operators and users

bro.org
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Life after Bro

> bro -i eth0

[ … wait … ]

> ls *.log

app_stats.log

communication.log

conn.log

dce_rpc.log

dhcp.log

dns.log

dpd.log

files.log

ftp.log

http.log

irc.log

known_hosts.log

known_services.log

modbus.log

notice.log

ntlm.log

rdp.log

reporter.log

signatures.log

smb_files.log

smb_mapping.log

smtp.log

socks.log

software.log

ssh.log

ssl.log

syslog.log

tunnel.log

x509.log

weird.log
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Bro’s Log Files
Rich, structured, protocol specific real-time activity streams that are 

policy neutral.
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Just right…

NetFlow Full PCAP
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Connection Log (selected fields)
ts 1393099415.790834 Timestamp

uid CSoqsg12YRTsWjYbZc Unique ID

id.orig_h 2004:b9e5:6596:9876:[…] Originator IP

id.orig_p 59258 Originator Port

id.resp_h 2b02:178:2fde:bff:[…] Responder IP

id.resp_p 80 Responder Port

proto tcp IP Protocol

service http App-layer Protocol

duration 2.105488 Duration

orig_bytes 416 Bytes by Originator

resp_bytes 858 Bytes by Responder

conn_state SF TCP state

local_orig F Local Originator?

missed_bytes 0 Gaps

history ShADafF State History

tunnel_parents Cneap78AnVWoA1yml Outer Tunnels
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DNS Log (normalized)
ts 2017-10-27T20:26:04.156295Z Timestamp

uid CSoqsg12YRTsWjYbZc Unique ID

id.orig_h 192.168.1.108 Originator IP

id.orig_p 59258 Originator Port

id.resp_h 192.168.1.1 Responder IP

id.resp_p 53 Responder Port

trans_id 62789 Transaction ID

query www.test.com Query

qclass and 

qclass_name
(1)C_INTERNET Query class and name

qtype and 

qtype_name
(1)A Query type and name

rcode and 

rcode_name
(0)  NOERROR Response code and name

answers 69.172.200.235 Answers

TTLs 977.0 TTL for answers

rejected FALSE Rejected?

flags
"AA":false,"TC":false,"RD":true,

"RA":true,"Z":0
DNS flags
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HTTP log (selected fields)
ts 1393099291.589208

uid CKFUW73bIADw0r9pl

id.orig_h 2a07:f2c0:90:402:41e:c13:6cb:99c

id.orig_p 54352

id.resp_h 2406:fe60:f47::aaeb:98c

id.resp_p 80

method POST

host com-services.pandonetworks.com

uri /soapservices/services/SessionStart

referrer -

user_agent Mozilla/4.0 (Windows; U) Pando/2.6.0.8

status_code 200

username anonymous

password -

orig_mime_types application/xml

resp_mime_types application/xml



Copyright 2017, Corelight



Copyright 2017, Corelight



Copyright 2017, Corelight

Ways to use the logs

● Incident response

● Forensics

● Threat hunting

● Tracking vulnerable software

● and more...
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Bro fundamentally changed the way I did incident 

response

● Connection log for confirmation

● Protocol logs provide context

● UID to track connections

● Files log is amazing

● SSL log for encrypted traffic
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Use case: incident response scenario

● User came back from a break and saw the machine was 

logged in as administrator (rarely used)

● saw a run window with a command in it

● called the security team
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Use case: Forensics

● Since Bro is not alert based

● Same data available back in time

● ALL of your connections, files, protocols!!!

● Query for a URI, hash, domain name, whatever
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General threat hunting with Bro

Examples:

- What are rare user agents?

- How many local servers answering on port 8080?

- How many clients are using TLSv1?
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Dynamic Protocol Detection (DPD)

● DPD means that you’ll see the protocol no matter what 

ports are used

● Don’t need to be limited to searching ports

● Find off port protocol usage easily
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File extraction

● Bro can optionally extract all the files it sees

● This can be done for forensics or integration with static or 

dynamic analysis

● Gets a lot closer to getting what you want out of PCAP
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Use case - tracking vulnerable software

● software.log provides rich data about local software seen

● easy to search and script for response

● software log to monitor for strange versions and names
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Bro scripting

● Bro is an event engine

● Bro scripting gives you a domain specific language to 

express simple and complex policies (scripts)

● Bro Package Manager

● So many possibilities - time for another webcast!

Visit try.bro.org for a quick intro to Bro scripting
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All aboard!

● Visit bro.org for docs and training

● Come to Brocon 2018 or other events!

● Most of all, install Bro and use the logs for IR

● Write or edit a Bro script

● Corelight for enterprise Bro deployment
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Questions??

Thank you!

vince@corelight.com

corelight.com

Bro Log Cheat Sheets:

https://github.com/corelight/bro-cheatsheets

mailto:vince@corelight.com

