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A Nerds Eyes View of Two Malware Frameworks
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Agenda
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Agenda

ÁOverview of payment card data breaches

ÁRawPOS and ModPOS: Compare and Contrast

ÁRawPOS and ModPOS artifacts

ÁForensic Analysis of POS Malware

ÁBest practices on securing the environment
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Point of Sales (POS) 

Environments

A High Level Overview

1
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Á Found in Hotels, Casinos, Restaurants, Retail

Á Payment methods: cash, credit, debit, phone, et al

Á Not always properly secured

The what and the why

Point of Sale (POS)
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https://www.vantiv.com/credit-card-processing/what-is
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Which one is more vulnerable?

Point of Sale (POS)
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Track Data vs EMV

https://wahospitality.org/blog/the-nitty-gritty-on-emv-vs-magnetic-stripe/


