
S(un)SZ
Samsung (un) Secret Zone
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what is it?

SSZ (Samsung, now Seagate, Secret Zone is “a software
program that protects personal information by creating a
secure, password-protected folder on the Samsung external
drive.” [http://www.seagate.com/gb/en/support/downloads/item/samsung-secretzone-master-dl/]

• A software...

• Secure... (well, you can’t simply say that)

• Folder? Ancient versions, maybe...
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the software program

• The software if provided as free tool with 
Samsung/Seagate/Maxtor portable devices (e.g. the M3 USB disk)
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executing Portable SecretZone
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popcorns incoming
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where the secured data is?

Please show me the hidden and the system files!
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msr files and vi.dat

vi.dat seguro.msr
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demo results

• Indeed, when unlocked, it does create a virtual disk (usually 
NTFS) which uses an encrypted file to read/write data.

• The encrypted file (container) is stored on the Samsung 
(Seagate/Maxtor) device.

• Who said Truecrypt?
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demo results

• Anyway the data looks like it’s encrypted…

• … as specified in the user manual
• http://www.seagate.com/files/www-content/support-

content/documentation/samsung/downloads/ENG_Samsung%20SecretZ
one%20User%20Manual%20Ver%202.0.pdf

• “ […] Have the confidence that your data is secured using 
software-based 128-bit AES, 256-bit AES, or Blowfish 448 
encryption. You can think of Samsung SecretZone as a safe within 
your computer. […]”
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cool but... why bother?

• I have no statistics...

• ... but SSZ does not seem widely used

• So, why bother?

• Because I had to 

• During two criminal cases

• So, how could a DFir  guy handle it?
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hurry up!
the 1st SSZ case
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the hurry up case

• A domestic violence case

• I was asked from the Prosecutor to analyze the suspect’s seized 
devices

• Four pc / laptops and many USB devices
• guess one of them was a Samsung pendrive?

• I focused on the pc / laptops for chat / emails / web artifacts
• Searching for evidences of personal threats

• No evidences

• Did not spot anything useful on USB devices too. BUT…
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check the checklist!

• I have a checklist of steps to do for such cases

• One of them is to check for encrypted files (known formats)

• One is the entropy check
• to spot encryption or weird-ness

• Cool, but I did not update the checklist for every devices

• I did not perform entropy test on a Samsung USB pendrive

• When I realized that, one day before the milestone, I did it…
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ODI!

• “OMG, what is that (high) entropy on that 4GB msr file?”
• This is how I discovered the existence of SSZ…

• How to decrypt an unknown uber-secure safe?
• Googling? Just the manual and complains…

• ODI (Offensive Digital Investigation)!
• To access protected data/system

• To “exploit” passwords re-use or their schema

• See “ReVaulting! Decryption and opportunities”

- LSA secrets
- hiberfil
- {ȅǎǘŜƳΩǎsecrets(dpapi)
- (maybe) rainbowtableattack on 

NTLM
- AppsΩ credentials(LaZagnestyle!)
- ¦ǎŜǊΩǎcredentials/ vaults

- Χ whatevercan be achievedin 
predeterminedǘƛƳŜΧ

- LSA secrets
- hiberfil
- {ȅǎǘŜƳΩǎsecrets(dpapi)
- (maybe) rainbowtableattack on 

NTLM
- AppsΩ credentials(LaZagnestyle!)
- ¦ǎŜǊΩǎcredentials/ vaults

- Χ whatevercan be achievedin 
predeterminedǘƛƳŜΧ
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minidumps

• I got a bunch of good credentials from the suspect’s system

• And two juicy minidumps of the (installed) SecretZone!
• %LOCALAPPDATA%\CrashDumps

• %SYSTEMROOT%\Minidump

• Strings on the minidumps

• grep to see if the password candidates were there
• to order the candidates
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the need of a Samsung device

• Is it possible then a dictionary attack? … Yes.. By hand!

• Internals unknown… no automation

• Need to use the SSZ software… with a Samsung device

• Could we use the original devide? Guess not…
• Tic tac tic tac…

• I had an expendable pendrive and an expendable PC
• The former for changing its Pid & Vid
• Both annihilated after

- using a write 
ōƭƻŎƪŜǊΧ ŜŦŦŜŎǘƛǾŜƭȅ 
ōƭƻŎƪŜŘΧ ƴƻǘ ǿƻǊƪƛƴƎ

- fast patching SSZ  
ŎǊŀǎƘŜŘ ƛǘΧ ƳƻǊŜ 
time needed

- using a write 
ōƭƻŎƪŜǊΧ ŜŦŦŜŎǘƛǾŜƭȅ 
ōƭƻŎƪŜŘΧ ƴƻǘ ǿƻǊƪƛƴƎ

- fast patching SSZ  
ŎǊŀǎƘŜŘ ƛǘΧ ƳƻǊŜ 
time needed
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finally the data!

• The suspect re-used one of his Windows login passwords
• By the way one of his email accounts passwords (source: his Thunderbird)

• What did I find? … suspence …

• Just music!

• It looks like he just did a test
• Files timestamps
• Files looked legit

• Not proud but finally I did it. 
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(a word about ODI)

• ODI could work 
• Just remember we are working post-mortem

• OS must expose something

• Still it needs some “wrong” user behavior
• Password re-use, schemas, etc.

• The 500 Encrypted Archives case

• The FDE (Luks) case

• Never give up!
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the spy case
the 2st SSZ case
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the spy case

• Well, not real a 007 case… The suspect was charged with taking photo 
and video of his neighbors… without them knowing.

• Basically he was spying on the female neighbors.

• When he was discovered LE was involved.

• One of the seized device was a M3 Samsung USB disk

• This time I immediately spot a 200GB MSR file…

• … with enough time to work on it.
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automatic cracking

• The goal was to understand how encryption was used

• To make possible automatic cracking
• with our ripper friend john, hashcat, whatever

• Virtual disk… a driver should be in place

• Expect a user-land application with one driver at least

• My first hypothesis was to work on the userland, but first…
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who did it?

Portable SecretZone version
Certificate:

Data:

Version: 3 (0x2)

Serial Number:

7c:12:97:b5:46:91:be:5c:26:6e:74:3a:7c:a2:18:bf

Signature Algorithm : sha1WithRSAEncryption

Issuer : C=US, O= Thawte, Inc ., CN= Thawte Code Signing CA - G2

Validity

Not Before : May 5 00:00:00 2012 GMT

Not After : May 5 23:59:59 2013 GMT

Subject : C=KR, ST=SEOUL, L= Seocho- gu, O= Clarus , Inc ., CN= Clarus , Inc .

Subject Public Key Info:

Public Key Algorithm : rsaEncryption

Public - Key: (2048 bit)

[...]

X509v3 extensions:

X509v3 Basic Constraints : critical

CA:FALSE

X509v3 CRL Distribution Points:

Full Name:URI:http ://cs - g2- crl.thawte.com/ThawteCSG2.crl

X509v3 Extended Key Usage:

Code Signing , Microsoft Commercial Code Signing

2.5.29.4: [...]

Authority Information Access: OCSP - URI:http ://ocsp.thawte.com

Netscape Cert Type:

Object Signing

Signature Algorithm : sha1WithRSAEncyption [...]
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clarus

www.clarussoft.com (Korean, default) www.clarussoft.com (English language)
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the drivers

mdf16.sys filter driver x86

mvd23.sys virtual disk driver x86

mdf16.sys filter driver x64

mvd23.sys virtual disk driver x64

Note: different drivers 
versions depending on 
the main exe version 
(es: mvd22.sys)

Note: different drivers 
versions depending on 
the main exe version 
(es: mvd22.sys)
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the kernel path

Errormessage

Errorreporting

• These drivers are full of useful error messages

• Many clues of what routines will do

• So I started looking at drivers, IOCTL first
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the mvdnn driver

• From the error messages, is clear that great part 
of the job is done by the virtual disk driver
• Creation of the container, mounting, setting 

password id (?), AES and BlowFish algorithms etc.

• So I started looking at the driver, which did look 
promising

• Both static analysis and kernel debugging

IOCTL_MVD_CREATE_VOLUME
IOCTL_MVD_DELETE_VOLUME
IOCTL_MVD_CONNECT_VOLUME
IOCTL_MVD_DISCONNECT_VOLUME
IOCTL_MVD_GET_VOLUME_COUNT
IOCTL_MVD_GET_VOLUME_INFO
IOCTL_MVD_GET_ALL_VOLUME_INFO
IOCTL_MVD_GET_VOLUME_MSR_INFO
IOCTL_MVD_CREATE_SYMLINK
IOCTL_MVD_DELETE_SYMLINK
IOCTL_MVD_SET_TIMER
IOCTL_MVD_GET_IDPASS
IOCTL_MVD_SET_IDPASS
IOCTL_MVD_SET_VOLUME_REMOVED
IOCTL_MVD_WRITE_IMAGE_FILE
IOCTL_MVD_READ_IMAGE_FILE
IOCTL_MVD_RESET_VOLUME_SIZE
IOCTL_MVD_SET_FILE_INFO
IOCTL_MVD_SET_VALID_DATA
IOCTL_MVD_SET_VALID_DATA_DEV
IOCTL_MVD_SET_IMAGE_PWD
IOCTL_MVD_GET_IMAGE_VERSION
IOCTL_MVD_UPDATE_VERSION0
IOCTL_MVD_ADD_MSR_LIST
IOCTL_MVD_OPEN_EVENT
IOCTL_MVD_CLOSE_EVENT
IOCTL_MVD_CREATE_EVENT
IOCTL_MVD_MOUNTMGR_MOUNT
IOCTL_MVD_MOUNTMGR_DISMOUNT
ƛƚ

IOCTL_MVD_CREATE_VOLUME
IOCTL_MVD_DELETE_VOLUME
IOCTL_MVD_CONNECT_VOLUME
IOCTL_MVD_DISCONNECT_VOLUME
IOCTL_MVD_GET_VOLUME_COUNT
IOCTL_MVD_GET_VOLUME_INFO
IOCTL_MVD_GET_ALL_VOLUME_INFO
IOCTL_MVD_GET_VOLUME_MSR_INFO
IOCTL_MVD_CREATE_SYMLINK
IOCTL_MVD_DELETE_SYMLINK
IOCTL_MVD_SET_TIMER
IOCTL_MVD_GET_IDPASS
IOCTL_MVD_SET_IDPASS
IOCTL_MVD_SET_VOLUME_REMOVED
IOCTL_MVD_WRITE_IMAGE_FILE
IOCTL_MVD_READ_IMAGE_FILE
IOCTL_MVD_RESET_VOLUME_SIZE
IOCTL_MVD_SET_FILE_INFO
IOCTL_MVD_SET_VALID_DATA
IOCTL_MVD_SET_VALID_DATA_DEV
IOCTL_MVD_SET_IMAGE_PWD
IOCTL_MVD_GET_IMAGE_VERSION
IOCTL_MVD_UPDATE_VERSION0
IOCTL_MVD_ADD_MSR_LIST
IOCTL_MVD_OPEN_EVENT
IOCTL_MVD_CLOSE_EVENT
IOCTL_MVD_CREATE_EVENT
IOCTL_MVD_MOUNTMGR_MOUNT
IOCTL_MVD_MOUNTMGR_DISMOUNT
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pizza connection?
No, volume connection

• I isolated an interesting routine I called
VolumeConnect

• With parameters, but apparently nothing
related to a password or to a password 
derivation

• Still, when finished, the volume was
accessible!

• Weird
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header decryption

• The routine decrypts a sort of an header

• First 16KB of the MSR file

• Using AES 128 in CBC mode

• Guess what? With a fixed key

• At least for version 1 & 2
• Version 0 should be cleartext

HEADER_KEY = 
' \ x06\ x42\ x21\ x98\ x03\ x69\ x5E\ x
B1\ x5F\ x40\ x60\ x8C\ x2E\ x36\ x00\

x06'
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header decryption

• But the routine does not stop after
parsing the header

• The real header starts after 8KB

• It does not return back some data from 
the header, it continues…
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header decrypted

ƛ
00002000: A7 B2 62 5A 00 00 00 00 - 00 C0 FF 3F 00 00 00 00 |  bZ ?    |
00002010: 01 00 00 00 41 64 6D 69 - 6E 00 00 00 00 00 00 00 |    Admin |
00002020: 00 00 00 00 20 D1 3F D3 - 1B 86 81 0D 4C 98 34 0F |      ?     L 4 |
00002030: 73 BD 84 10 00 02 00 00 - 01 00 00 00 11 7C 00 06 |s            |  |
00002040: 11 06 0C E0 AB 00 0F 00 - 29 75 02 AD 00 00 00 00 |        )u      |
ƛ

magicv2 Volume size(1GB)

unknown, just keepan eyeon it

unknown

It’smultiuser, anyuser can 
havehisown MSR file
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surprise!

• The routine continues and when it finishes, the 
volume is unlocked

• What happens is that the routine will use the 
previous 16 bytes key (unknown) to decrypt the 
rest of the volume!

• Using AES 128 in ECB mode (default)

• Depending on the settings, issue holds

ƛ
00002000: A7 B2 62 5A 00 00 00 00 - 00 C0 FF 3F 00 00 00 00
00002010: 01 00 00 00 41 64 6D 69 - 6E 00 00 00 00 00 00 00
00002020: 00 00 00 00 20 D1 3F D3 - 1B 86 81 0D 4C 98 34 0F 
00002030: 73 BD 84 10 00 02 00 00 - 01 00 00 00 11 7C 00 06
00002040: 11 06 0C E0 AB 00 0F 00 - 29 75 02 AD 00 00 00 00
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put it in action

• I did not complete 100% the RE 
process 

• Still to look at special cases, different
configurations, etc.

• E.g. in the Python script on the right, 
I hardcoded the decryption key
position

• Didn’t test if it could change due to 
username length

from __future__ import print_function

from Crypto.Cipher import AES

import sys

CHUNK_SIZE = 4096

HEADER_SIZE = 16384

# AES key, for different crypto algorithms , different keys .

HEADER_KEY = '\ x06\ x42\ x21\ x98\ x03\ x69\ x5E\ xB1\ x5F\ x40\ x60\ x8C\ x2E\ x36\ x00\ x06'

def main():

with open( sys.argv [1], ' rb ') as input_file :

header_enc = input_file.read (HEADER_SIZE)

decryptor = AES.new(HEADER_KEY, AES.MODE_CBC, 16 * '\ x00')

header_dec = decryptor.decrypt ( header_enc )

body_decryption_key = header_dec [0x203c:0x204C]

print (' Decoding key: {}'.format( body_decryption_key.encode (' hex')))

if len ( sys.argv ) != 3:

print ('No output file specified , giving up...')

sys.exit (0)

decryptor = AES.new( body_decryption_key , AES.MODE_ECB, 16 * ' \ 00')

with open( sys.argv [2], ' wb') as output_file :

while True:

chunk_enc = input_file.read (CHUNK_SIZE)

if len ( chunk_enc) == 0:

break

chunk_dec = decryptor.decrypt ( chunk_enc)

output_file.write ( chunk_dec)

sys.stdout.write ('.')

sys.stdout.flush ()
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demo time
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conclusions

• 2nd case: 
• once decrypted the SSZ container I found many images and video
• Part of them already recovered from the seized devices

• delete files and file carving

• The SSZ software made by Clarus “suffers” a major vulnerability
• by design?

• The password (its derivation) is kept inside the container.

• Encrypted data (MSR containers)

can be decrypted without knowing the user password!
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let’s keep in touch

Francesco Picasso Reality Net System Solutions

@dfirfpi

blog.digital-forensics.it

https://github.com/dfirfpi
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Thank you!
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