
Open Source DFIR
Made Easy

The Setup

Alan Orlikoski
Stephen Hinck



Who we are

Alan Orlikoski
Security Engineer, Square Inc.
@alanorlikoski

◎ Over 11 years of Cyber Security 
Project Management experience

◎ Over 13 years of experience 
working with SOCs

◎ Over 17 years of experience 
working in Cyber Security

◎ Author of the Cold Disk Quick 
Response (CDQR), CyLR and CCF-
VM forensics tools 
(https://github.com/rough007)

Stephen Hinck
Sr. TAM, ICEBRG.IO
@stephenhinck

◎ >10 years’ experience in 
information security including:

○ Performing and running IR 
engagements

○ Designing and validating network 
security monitoring plans

○ Threat detection and hunting
○ Building and running SOCs

https://github.com/rough007/CDQR
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Why?

◎Get the right data 
in front of the 
analyst quickly and 
accurately
◎Make the process:

○Easy to use
○Scaleable
○Affordable

◎Tools designed to 
work together

○Ease “utility sprawl”

Digital Forensics and Incident 
Response is for everyone



Overview
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The Components
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Collection
CyLR



Collect: CyLR
https://github.com/rough007/CyLR

Collects forensic artifacts 
from hosts with NTFS file 
systems

Features:

◎ Fast collection

◎ Supports Raw file copy

◎ Supports “in memory”-only 
collection

a. Minimizes or removes the need 
to write additional information 
on the disk

◎ Built in SFTP capability



Factors in Artifact Collection

◎Minimize impact on target host
○ Process executions
○ Data written to:

◉ Disk
◉ Memory

◎Windows API
○ Bypass for block-level collection

◉ Prevents “file locking”
◉ Ensures collection of any data in slack space

○ Utilize when block-level fails



Live Response vs Cold Disk/Disk Image

Live Response:
Small collection of critical 
artifacts
◎ Enables quick investigation
◎ Initial set of artifacts

○ Requires subsequent 
collection of suspicious 
files

◎ Not a forensically sound 
collection technique

Cold Disk/Disk Image:
Block copy of the full file structure
◎ Creates a delay before 

investigation
◎ Collects all data on the 

target host
○ Does not require 

subsequent collection
◎ Required for forensically 

sound investigation



CyLR: Default Collection Artifact List

Ừ "%SYSTEMROOT%\ System32\ drivers \ etc \ hosts"

Ừ "%SYSTEMROOT%\ SchedLgU.Txt"

Ừ "%PROGRAMDATA%\ Microsoft \ Windows\ Start Menu \ Programs\ Startup"

Ừ "%SYSTEMROOT%\ System32\ config"

Ừ "%SYSTEMROOT%\ System32\ winevt \ logs"

Ừ "%SYSTEMROOT%\ Prefetch"

Ừ "%SYSTEMROOT%\ Tasks"

Ừ "%SYSTEMROOT%\ System32\ LogFiles \ W3SVC1"

Ừ "%SystemDrive%\ $MFT"



CyLR: Default Collection Demo

https://youtu.be/-qRLifQQMdI

https://youtu.be/-qRLifQQMdI
http://www.youtube.com/watch?v=-qRLifQQMdI
http://www.youtube.com/watch?v=-qRLifQQMdI


CyLR: Custom Collection Demo

https://youtu.be/LTNWFmChHNE

100% in Memory and SFTP collection built in

https://youtu.be/LTNWFmChHNE
http://www.youtube.com/watch?v=LTNWFmChHNE
http://www.youtube.com/watch?v=LTNWFmChHNE


Processing
CDQR



Process: CDQR

Enables the use of Plaso to 
parse data with emphasis 
on making it quicker and 
easier to use

Features:

◎ Based on host triage best practices in 
the “live response” model of 
investigation.

○ Meant to be a starting point, not 
the complete investigation.

◎ Parses:

○ Forensic images 

○ Individual artifact(s) as 
individual or collection of files

https://github.com/rough007/CDQR



Optimizing CDQR

◎ Processing system:
○ CDQR speed primarily CPU-bound assuming SSD/flash-based disk
○ More CPU cores = faster processing

◎ --max_cpu
○ Creates 1 worker process per available CPU core

◉ Default is $cpu_cores - 3, minimum of 1

◎ --nohash
○ Do not hash source files
○ Will significantly reduce processing time on full disk images
○ Tradeoff - Increases speed, but reduces available information

◎ -p
○ Provide appropriate parsers based on evidence
○ Running extraneous parsers increases processing time



CDQR Reports

◎ Why reports?
○ Default Plaso output creates a nearly unwieldy CSV output
○ Break up relevant information into smaller reports

◉ Improves triage time
○ Enable CDQR’s improved artifact parsing

◉ Over 550 Security related Windows EIDs translated to plain text
◉ CDQR parses additional artifacts from otherwise “non-parsed” fields
◉ Parsing of default log2timeline to make pivoting easier



CDQR Parsers

◎Parser Options
○ DATT (Do All The Things)
○ Win
○ Lin
○ Mac

◎Swiss Army Knife of DFIR:
○ Individual Artifacts: cdqr c:\Windows\System32\winevt\Logs\Security.evtx
○ Collection of Artifacts: 

◉ By Folder: cdqr case1234_artifacts
◉ Inside Zip file: cdqr case1234.zip

○ Disk/VM Images: cdqr suspect_vm.vmdk



CDQR Special Reports

1. Appcompat

a. appcompatcache

2. Login

a. dockerjson,ssh,winlogon,utmp,utmpx

3. Event Logs

a. winevt,winevtx

4. File System

a. filestat,recycle_bin

5. MFT

a. mft

6. UsnJrnl

a. usnjrnl

7. Internet History

a. binary_cookies,chrome_cache,chrome_preferences

11. Persistence

a. bagmru,mrulist_shell_item_list,mrulist_string,mruli
stex_shell_item_list,mrulistex_string,mrulistex_stri
ng_and_shell_item,mrulistex_string_and_shell_ite
m_list,msie_zone,mstsc_rdp,mstsc_rdp_mru,usera
ssist,windows_boot_execute,windows_boot_verify,
windows_run,windows_sam_users,windows_servic
es,winrar_mru

12. System Information

a. rplog,explorer_mountpoints2,explorer_programsca
che,windows_shutdown,windows_timezone,window
s_usb_devices,windows_usbstor_devices,windows_
version,network_drives,dpkg

13. AntiVirus

a. mcafee_protection,symantec_scanlog,ccleaner

14. Firewall

a. winfirewall,mac_appfirewall_log

15. Mac

a. mac_keychain,mac_securityd,mactime,plist,airport,



Example: Event Log Report.csv



CDQR Reports in Kibana

◎ --es [INDEX]
○ Assign desired index name during execution
○ Recommendation:

◉ Use individual indexes for each artifact set
◉ Use same prefix (such as case number) for all hosts in a case

17-018-$hostname

◎ Viewing reports:
○ Searches in Kibana: http://<serverIP>:5601/
○ Index Management in ElasticSearch/Kopf: 

http://<serverIP>:9200/_plugin/kopf/#!/cluster

http://10.1.0.26:5601/
http://10.1.0.26:9200/_plugin/kopf/#!/cluster


CDQR: CDQR to CSV Reports

https://youtu.be/VBMVjlgoOwY

https://youtu.be/VBMVjlgoOwY
http://www.youtube.com/watch?v=VBMVjlgoOwY
http://www.youtube.com/watch?v=VBMVjlgoOwY


CDQR: CDQR to ElasticSearch

https://youtu.be/yXgW9dORT4I

https://youtu.be/yXgW9dORT4I
http://www.youtube.com/watch?v=yXgW9dORT4I
http://www.youtube.com/watch?v=yXgW9dORT4I


CDQR: Verify ElasticSearch Creation



Investigation
CCF-VM + ElasticSearch + Kibana



Investigate: 
CSV Reports

SuperTimeline plus Special Reports

Process creates one 

SuperTimeline

CDQR parses the data into a 

maximum of 16 special 

reports

Special reports group 

similar data together to 

speed up analysis



Investigate: 
ELK

https://www.elastic.co/products

Elasticsearch: Search and 
analytics engine

Kibana: Visualization engine 
for Elasticsearch data



All in one: 
CCF-VM

https://github.com/rough007/CCF-VM

Provides an all-in-one 

solution to parsing collected 

host artifacts and making it 

easily searchable.

Features:

◎ Based on Ubuntu 16.04

◎ ElasticSearch and Kibana are 

installed and preconfigured

◎ Pre-packaged investigation start 

points:

○ Saved Queries (15)

○ Visualizations (15)

○ Dashboards (6)



Database and Web GUI

◎ General Advantages
○ Multi-user interface
○ Repeatable, fast searches

◎ Standardization / Repeatability
○ Custom Dashboards/Visualizations/Searches
○ Sharing what works with community (Everyone gets better/faster/stronger)

◎ Single Index
○ Isolate searches to one index

◎ Stacking Indexes
○ Combine sets of artifacts
○ Search across multiple indexes simultaneously



CCF-VM Kibana:  Dashboards Demo

Demo of CCF

https://www.youtube.com/watch?v=S6-ZM1SjFcY

http://www.youtube.com/watch?v=S6-ZM1SjFcY
http://www.youtube.com/watch?v=S6-ZM1SjFcY
https://www.youtube.com/watch?v=S6-ZM1SjFcY


CCF-VM Kibana:  Stacking Artifacts

Demo of CCF

https://www.youtube.com/watch?v=1IC9ojbM5bA

http://www.youtube.com/watch?v=1IC9ojbM5bA
http://www.youtube.com/watch?v=1IC9ojbM5bA
https://www.youtube.com/watch?v=1IC9ojbM5bA


Thank you!

Questions?


