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Abstract

Although pass-the-hash attacks have been around for a little over thirteen years, the
knowledge of its existence is still poor. This paper tries to fill a gap in the knowledge of
this attack through the testing of the freely available tools that facilitate the attack.
While other papers and resources focus primarily on running the tools and sometimes
comparing them, this paper offers an in-depth, systematic comparison of the tools
across the various Windows platforms, including AV detection rates. It also provides
extensive advice to mitigate pass-the-hash attacks and discusses the pros and cons of

some of the approaches used in mitigating the attack.
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1. Introduction
Passwords are the most commonly used security tool in the world today (Skoudis
& Liston, 2006). Strong passwords are the single most important aspect of information

security, and weak passwords are the single greatest failure (Burnett, 2006).

Password attacks, such as password guessing or password cracking, are time-
consuming attacks. Tools that make use of precomputed hashes reduce the time needed to
obtain passwords greatly. However, there is storage cost and time consumption related to
the generation of those precompiled tables; this is especially true if the algorithm used to
generate these passwords is relatively strong, and the passwords are complex and long

(greater than 10 characters).

In a pass-the-hash attack, the goal is to use the hash directly without cracking it,

this makes time-consuming password attacks less needed.

Pass-the-hash technique itself is not new. It was first published in 1997 when Paul
Ashton posted an exploit called "NT Pass the Hash" on Bugtraq (Securityfocus, 1997).
However, the knowledge of this attack and its severity remains poor. The author surveyed
thirty system administrators and security professionals about their knowledge of pass-the-
hash attacks, directly and through a web discussion hosted on a security website
(iSecurlty, 2010). Only one third of those who were questioned answered with a ‘yes’,
indicating they know pass-the-hash attacks. Although this sample is not representative, it

suggests a lack of knowledge and understanding of pass-the-hash attacks.

SANS "The Top Cyber Security Risks" report of 2009 demonstrates the use of the
pass-the-hash attack in combination with another very powerful attack (client-side
exploitation) against Acme Widgets Corporation (AWC). The attackers were able to
compromise the entire internal network of AWC which resulted in the loss of critical data

(SANS, 2009).

2. What Do We Need to Know About Passwords?

Passwords are a very important aspect of information security. To better protect

passwords we need to answer the following questions (Johansson, 2009):
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e How are they stored?
e How are they used?

e How can they be attacked?

The following sections provide an answer on each of these questions.

2.1. How are passwords stored?
Passwords are sometimes stored in plaintext or are reversibly encrypted, and are
sometimes stored in a hash form. A hashing function is designed to take an input and

convert it to an output that cannot be reversed (Lam, LeBlanc, & Smith, 2004).

In this section we will shortly introduce the five primary ways that the Windows

operating system uses to store passwords to authenticate users.

2.1.1. LM Hash

In earlier versions of Windows, the LM hash is typically stored and transmitted by
default. However, in Windows Vista and versions above, the LM hash is not stored by
default, nor is it used by default during network authentication (Johansson, 2009).

Instead, the newer versions use the NTLMv2 hash as the default authentication method

(Scambray & McClure, 2008).

The process to create the LM hash is relatively complex. When a user creates a
new password, this password is converted to all uppercase, then it's padded out to 14
characters. The password is then split into two 7-byte chunks. The two chunks then will
be used as a key in a Data Encryption Standard (DES) encryption to encrypt a fixed
value. The values of the two DES operations are concatenated and the result is stored as

the LM hash (Johansson, 2009).

This process shows that the LM hash has two substantial weaknesses. First, the
password length is limited to 14 characters, broken up into two independent 7-byte
chunks. Second, the password is case-insensitive which decreases the key space available

for the users to choose their passwords from (Lam, LeBlanc, & Smith, 2004).

Bashar Ewaida, bashar9090@live.com



Pass-the-hash: Tools and Mitigation = 4

2.1.2. NTLM Hash

The NTLM hash algorithm is much simpler than the LM hash. It takes the
password, hashes it using the MD4 algorithm, then stores it (Riley & Johansson, 2005).
It does not break up the password into chunks, the password is case-sensitive, and can

support very long passwords (127 characters on Windows 2000 and later systems) (Lam,

LeBlanc, & Smith, 2004).

2.1.3. Cached Credentials
Cached credentials is a term used to describe the process of storing the domain
login credentials so that a user can login locally to a domain member without being

connected to a domain controller (e.g. the domain became unavailable) (Riley &

Johansson, 2005).

2.1.4. Memory

Windows caches users' passwords hashes (NT hash, and LM hash) in a memory
location whenever a user logs on interactively or via terminal service. This location is
accessible only by the operating system, and any process acting as the operating system.
The operating system uses this cached hash to authenticate the user whenever the user
tries to access a network resource, and that resource requires authentication. This is done
transparently for the user, who otherwise would be entering her password every time she
tries to access a resource on the network. The memory location is purged as soon as the

user locks his system or logs off (Johansson, 2009).

2.1.5. Reversibly Encrypted
In this form passwords are stored reversibly encrypted. This encryption can be

reversed and the clear-text password(s) can be revealed. This form of password storage

is disabled by default (Johansson, 2009).

2.2. How are passwords used?

Perhaps more important than knowing how passwords are stored, is knowing how
they are used. Passwords are authenticators; they are used to authenticate a user to a
system (Johansson, 2009). This section will describe the four main protocols used in

authentication in Windows environments.
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2.21. LM and NTLM

Both LM and NTLM are very similar, but differ mainly in the hash used to
compute the response. LM and NTLM are used for authentication in workgroups. They
are also used in a domain environment if either the client, or the server is not a domain
member, or if a resource within the domain is accessed by its IP address instead of its
NetBIOS or DNS name. All Windows OSs prior to Windows Server 2003 send both LM
and NTLM responses by default. In Windows Server 2003 only the NTLM response is
sent by default, while the LM response field is mostly unused (Johansson, 2009).

2.2.2. NTLMv2

NTLMvV2 improves upon LM and NTLM hashes and their weaknesses. It uses the
NT hash; however, it also includes a client challenge in the computation. NTLMv2 also
includes timestamps which makes it immune to reply attacks (Minsai, 2008), and is the

default authentication method used from Windows Vista onward.

Some studies (Butler, 2007) claim that NTLMv2 is vulnerable to precomputed
hash attacks. This claim needs some clarification. NTLMv2 as a hash is vulnerable to
precomputed hash attacks just like any other hash when a salt is not used. However, an
NTLMV2 hash is not stored in Windows, it is generated on the fly. NTLMv2
authentication uses both the client nonce and the server nonce/challenge to calculate the
response, unlike NTLM authentication, which uses a fixed server challenge. This
calculation process eliminates the possibility of precomputed attacks against NTLMv2

(ISECPartners, 2005).

In his letter to Christopher Hertel the author of "Implementing the Common

Internet File System", Ronald Tschalar, wrote:

“You talk about the ‘client challenge’ a bit, but miss the point of it: the client
nonce (as it should really more correctly be called) is there to prevent precomputed

dictionary attacks by the server” (Ubigx, 2004)

2.2.3. Kerberos
Kerberos is a set of services only used in a domain environment when a NetBIOS

name or DNS name is used to connect. If a user connects to a resource via IP, then
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Kerberos will not be used (Johansson, 2009). LM, NTLM, or NTLMv2 will be used
instead to authenticate the user. Unlike NTLM authentication, Kerberos provides
authentication for both the user and the server. The client and server agree on the
encryption algorithm, the shared secret key, and the recognition data - the authenticator,
which can include the sender's name, domain, time, IP, and the MD5 checksum of the
authenticator. When the client and server decrypt the recognition data, the data let them

prove to one another that they know the shared 128-bit secret.

Windows versions prior to Server 2008 use the RC4 encryption algorithm,

Windows Server 2008 uses AES which is much more secure than RC4 (Minsai, 2008).

2.3. How can passwords be attacked?

There are various ways to obtain the clear-text password of users. The two
popular attacks against passwords are online and offline attacks. There are also other
forms of attacks against passwords, for example via key loggers, shoulder-surfing, social

engineering, etc. This section however, will focus on online and offline password attacks.

2.3.1. Online Password Attack — Password Guessing

An online password attack, also known as password guessing, is the process of
attempting to find passwords by trying to login. Online password attacks are relatively
slow, typically rated at about 50 password attempts a minute (Lam, LeBlanc, & Smith,
2004). A true brute force attack takes a lot longer. Under these conditions, trying millions
of passwords simply isn’t an option. In this attack, an attacker can either manually enter

passwords or use some software tools to automate the process.

There are some considerations attackers need to address when they conduct online
password guessing. First, avoiding account lockout. Lockout disables the account and
makes it unavailable for further attacks for the duration of the lockout period specified by
a system administrator (Scambray & McClure, 2008). Second, avoiding detection. This

will vary depending on the system and its configuration (Lam, LeBlanc, & Smith, 2004).

2.3.2. Offline Password Attack — Password Cracking
An offline password attack, also known as password cracking, is used when the

attacker has captured the password hash. The name “crack” came after a tool created by
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Alec Muffett called “Crack”. Crack was used to test passwords from UNIX systems’
password files (Lam, LeBlanc, & Smith, 2004).

In this attack, the attacker will start cracking the password by creating a hash of a
password or a challenge-response sequence and comparing it to the hash or response that

he captured. If a match is found, the attempt to crack the hash is considered successful

(Johansson, 2009).

The difference between online and offline attacks is that, in an online attack, the
password has the protection of the system in which it is stored on. However, in offline
attacks, passwords have no such protection (Burnett, 2006). For this reason, offline

attacks are in general much faster than online attacks.

To illustrate this point, the author used a tool called "CUDA-Multiforcer" which
utilizes the GPU of the video adapter (Cryptohaze, 2009). Using this tool, the author was
able to get 800 million passwords per second when trying to crack an NTLM hashed
password as shown in figure 2-1, compared to 50 trials per minute in online password
attack as in figure 2-2. There are some rumors about tools that can conduct 300 trials per
second (see (Riley & Johansson, 2005)) but even that is still very slow compared to the

rates achieved with offline attacks.

Figure 2-1: Using CUDA-multifactor to crack NTLM passwords
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Even when using such tools, password cracking is still rather time consuming. The length
of the password and the diversity of the character set, all substantially increase the time required
to crack passwords. Despite this fact, attackers still try to crack passwords, motivated by the hope

that the same account is used on multiple systems (Riley & Johansson, 2005).

BN Administrator: C:AWindows! = || B ER

(13:23:23.83>>for Af »i in {password.lst? do @net uwse “~192.168.1.20 xi Au:admind 2Z>nul
The conmand completed successfully.

(13:24:19.955>

Figure 2-2: Password guessing using for loop command. It took about one minute to find the
password after 50 attempts.

2.3.21. Precomputed hash attack

Precomputed attacks are a form of offline attacks. In this attack, also known as
‘rainbow table attack’, the password hashes are stored in a file. The size of this file can be
very large, for example storing all LM hashes requires 310 terabytes of storage. Using
Dr. Phillippe Oechslin time-memory trade-off drastically reduces the amount of storage

space required to hold the hashes, to 17 gigabytes (Riley & Johansson, 2005).

Precomputed hashes can greatly decrease the time needed to crack passwords. In
fact they can decrease the time required to find a password from months or weeks to just

a few hours or even minutes.

But what if attackers don't even need to find the clear-text password in order to
obtain access to your system? What if there is a more efficient way to circumvent

password mechanisms?

Such an attack technique exists, and it is called the “pass-the-hash attack”. It will

be covered in the next section.

3. Pass-the-hash — Attack and Defense

3.1. Introduction
Password hashes are equivalent to clear-text passwords (Johansson, 2009). If the

attacker manages to obtain the hash, he can simply use it to gain access to a system
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without the need to know the password used to create it. This type of attack is known as

"pass-the-hash" attack.

Pass-the-hash attacks are usually directed against Windows systems, however
they can be found in other systems, for example vulnerable web applications (SANS,
2008). In Windows, pass-the-hash attack depends on the Single Sign-On (SSO)
functionality in authentication protocols like NTLM and Kerberos (Scambray &
McClure, 2008). With SSO, users can enter their passwords once to be able to use
resources they have been given rights to, without prompting them for their passwords
again. This requires the system to have the users' credentials cached within the system
(see 2.1.3). By replacing this credential with a password hash (or a ticket) further
authentication will be done using this hash instead of the original credential (Scambray &

McClure, 2008).

Password hashes are loaded into the Local Security Authority Subsystem (Lsass).
Lsass runs as the executable %SystemRoot%\System32\Lsass.exe, which is responsible
for user authentication, among other things (Russinovich, Solomon, & Ionescu, 2009).
Using hash dumping tools, an attacker can dump the passwords' hashes for further use
(e.g. pass-the-hash attack). It is important to note that dumping password hashes from the

Windows SAM database or from memory requires administrative privileges.

Figure 2-3 illustrates how attackers can use password hashes in pass-the-hash
attack (SANS, 2008). Note that the described process assumes that the attacker was able

to compromise the system and gain administrative rights on it.

Obtaining

Attacker
Machine

Victim

Figure 2-3: Pass-the-hash attack in action. Courtesy of Ed Skoudis. (Skoudis, 2008)
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1) The attacker obtains the hashes, by dumping passwords hashes from

"Victim" server.

2) The attacker, using pass-the-hash tools, can place one of the hashes he
obtained (preferably for a user with administrative privileges) in his local

Lsass.

3) Going forward, Windows will automatically provide the new credentials on
the attacker’s behalf whenever the attacker tries to access the "Victim"

server without the need to provide a password.

Pass-the-hash eliminates the need for time consuming attacks such as password

cracking or password guessing (Johansson, 2009).

This section will discuss various tools used to facilitate pass-the-hash attack.

3.2. The Methodology

All pass-the-hash tools were tested in a lab environment sporting different
versions of the Windows OS. The tests included testing the behavior and functionality of
each tool on each OS (or similar OSs), once in presence of an anti-virus tool (AV), and

once without AV.
The pass-the-hash tools that were tested are:

e Pshtoolkit

e Msvctl

e Metasploit PSEXEC module

e Tenable smbshell

e JoMo-kun (FoFus pass-the-hash patch).

Other tools that were also tested are:

e Gsecdump
e pwdump?
e Metasploit hashdump module.

These tools were used to dump the hashes from different versions of Windows.
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The testing of tools is divided into two parts:

e The first part focuses on attacks using pass-the-hash tools. The use of the
tools, the features of each tool, and the chances of success in the presence
of AV will be presented.

e The second part will focus on defense against pass-the-hash attacks. Ways

to mitigate pass-the-hash attacks will be investigated.

There are several ways an attacker can use to acquire the password hashes. This
paper however, will focus on freely available tools used to pass-the-hash as well as some
of the tools used to dump the hashes. For a more extensive list of methods on how to get

the hash, readers are advised to refer to (Hummel, 2009).

3.3. Lab Setup

The lab was setup in a virtual environment using VMware workstation 7. It
included eight systems; four of them are part of the domain controller (PEMDOMAIN)

while the other four are standalone systems.

The Domain Controller (DC) is based on Windows 2003 SP2 32Bit, while the
members are running Windows XP SP3 32-Bit, Vista SP1 32-Bit and Windows 7 64Bit.

The standalone systems are: Linux Mint 7 (hosting Metasploit 3.3.3 and Nessus
4), Windows XP SP2 64-Bit, Windows 2008 32-Bit, and Windows 2008 R2 64-Bit.
Figure 3-1 shows the lab setup.

Four AVs were selected for this purpose:
e AVG Anti-Virus (free) (AVG, 2010)
e Microsoft Essentials Security (MSE) (free) (Microsoft, 2010)
e ThreatFire (TF) (free) (ThreatFire, 2010)

o Kaspersky Internet Security 2009 (commercial) (Kaspersky, 2009)
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’

WinxP P

Vista SP 32Bit

Windows 2003 SP2 32Bit

Windows 7 64Bit

Domain Environment

.

Windows 2008 Windows 2008
R2 64Bit 32Bit

Windows XP SP2 64Bit Linux Mint 7

Figure 3-1: Lab Setup

AVG and MSE were selected because the author uses them in his labs and they
both have positive reviews (Av-comparatives, 2009). Additionally, TF was selected

because, unlike other AVs, it implements real-time behavioral analysis.

The commercial AV used was Kaspersky Internet Security 8; it was selected

simply because the author uses it.

VirusTotal was also used to determine the detection rate of some of the tools

tested via its thirty-nine antivirus engines (VirusTotal, 2009).

3.4. Part1 - Attack — Tool Comparison

3.4.1. Pass-the-hash tool kit
The Pass-The-Hash Toolkit (pshtoolkit) developed by Hernan Ochoa, is a set of

tools used to manipulate the Windows Logon Sessions maintained by the Local Security
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Authority (LSA) component. These tools allow the attacker to list the current login
sessions credentials, and give him the ability to change them in runtime (CoreSecurity,
2008).

Whosthere.exe and Whosthere-alt.exe are used to list NTLM credentials
(username, domain name, LM and NT hashes) (CoreSecurity, 2008). Whosthere.exe tries
to find the addresses where the credentials are stored by default; if it fails the user then
has to provide the (-A) switch and the addresses for the /sasrv.dll. If wrong addresses are
used, the system may crash. During the authors tests whosthere.exe crashed indeed, as

shown in Figure 3-2.

whosthere.exe has encountered a problem and needs to
close. We are sony for the inconvenience.

If you were in the middle of something, the information you were working on
might be lost.

Please tell Microsoft about this problem.

We have created an error report that you can send to us. We will treat
this report as confidential and anonymous.

To see what data this eror report contains, click here.

Send Error Report Don't Send

Figure 3-2: Whosthere.exe crashed when wrong addresses we used.

The developer of pshtoolkit maintains a list of addresses of Isasrv.dll for several
Windows XP SP3 installations. Those addresses can be used with whosthere.exe, and
also iam.exe, which will be covered soon. None of the addresses listed worked during the
tests performed by the author. However, Mr. Hernan Ochoa was contacted, who very
kindly provided the correct set of addresses for the Windows XP SP3 installation used in
the test. (Addresses can be found in Appendix A.)

Whosthere-alt.exe does the same thing as whosthere.exe except that it does not
require the (-A) switch, which makes it more flexible in terms of which version of

Isasrv.dll is used, and a better choice for attackers who try to avoid system crashes.
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Whosthere.exe however, has a lower AV detection rate compared to whosthere-alt.exe

which makes it safer from AV avoidance perspective.

If a compromised system does not have any domain admin accounts stored,
Whosthere.exe and Whosthere-alt.exe have a feature that, when enabled, will allow the
tools to capture NTLM credentials and to log it to a file. An attacker can use this feature
in the hope that someone with administrative privileges will log into the system or run a

command as an administrator on the system.

Figure 3.3 shows a successful attempt to extract credentials from a Windows XP

32-Bit SP3 system using whosthere.exe.

crcommand Promp -5

spasswhosthere>vhosthere.exe —a 75753C20:7573FE43:757DAC98 :?757DACAA: ?57CFC6A:

b 7CFES4 I
OSTHERE v1.4 — by Hernan Ochoa <hocl Bcoresecurity.com, hernanBgmail.com> — <
2007-2008 Core Security Technologie

his tool lists the active LSA logon sessions with NILM credentials.

ise —h for help>.

e output format is: username:domain:lmhash:nthash

min4: PENDOMAIN:68EA69DD5261BFC7AAD3IB435B5 " &= —-DBB?6A1851DBAD39EDE4851
ictim: PENDOMAIN: B000000000NN0NARBNNONRANNNNORAN00 : D?D6 EFC?D714DBAABBF38B872CDSED

ig"KP$:PENDOHR[H:Bﬂﬂ@ﬁﬁﬂﬂ@ﬂﬂﬁ@ﬁﬂﬁﬁﬁﬂ@@@ﬂ@BEBBBBBB:73EB4E6B3482B89?DCDC23BB45C?C

Figure 3-3: A successful attempt to dump the hashes using whosthere-alt.exe on
Windows XP SP3

During the attempt to extract the credentials from Vista SP1 32-Bit and above,

whosthere.exe and whosthere-alt.exe failed as exhibited in figure 3-4.

Al ALITsUalol. Luitimanu ricimpt -

:\psti\pshtoolkit_wvl.4“whosthere—alt>vhosthere—alt.exe

WHOSTHERE-ALT vi.1 — by Hernan Ochoa <(hochoalcoresecurity.com, hernan@gmail.com?>
- (c)> 2007-2088 Core Security Technologies

his tool lists the active LSA logon sessions with NTLM credentials.

se —h for help.

he output format is: username:domain:lmhash:nthash

rror in InjectDllAndCallFunctionError in InjectDllAndCallFunctionError in Injec
D1lAndCallFunctionError in InjectDllAndCallFunctionError in InjectDllAndCallFun
tionError in InjectDllAndCallFunctionError in InjectDPllAndCallFunction
:Npsthpshtoolkit_vl . .4\whosthere—alt>

Figure 3-4: A failed attempt to dump the hashes using whosthere-alt.exe
The iam.exe and iam-alt.exe tools allow the change of the current NTLM

credentials (CoreSecurity, 2008). The tools receive the NTLM credentials and use them
to change the NTLM hashes associated with the current Windows logon session in
memory. All outbound connections to services that utilize NTLM authentication will use

the new (modified) credentials (CoreSecurity, 2008). It allows access to all available
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functionality of internal Windows tools, as well as any other tool that uses NTLM
authentication (Ochoa, 2008). This includes remote registry access, remote domain
administration remote MSSQL server administration, Exchange administration as well as

third-party application, and more (Ochoa, 2009).

As with whosthere.exe, iam.exe requires adding Isasrv.dll addresses using the (-A)

switch. Using the wrong addresses will result in a system crash as seen in figure 3-5.

This system is shutting down. Please save all
work in progress and log off. Any unsaved
changes will be lost. This shutdown was
initiated by NT AUTHORITYASYSTEM

Time before shutdown :  00:00:52

Message

The system process
'CAWINDOWS\system32\lsass.exe’
terminated unexpectedly with status code
-1073741819. The system will now shut
down and restart.

Figure 3-5: A crash in Isass.exe caused by supplying wrong set of addresses to iam.exe

Figure 3-6 shows a successful attempt to use iam.exe to replace the current local
admin (victim") credentials by the credentials of a domain administrator (admin4). This
process assumes that the attacker (username victim) has already gained administrative

rights on the compromised system.

e As demonstrated in the figure, first the attacker looks around using
whosthere.exe to see who logged on the system, and finds that admin4 has
logged in (e.g. ran the ‘runas’ command).

e The attacker then takes the admin4 credentials and uses iam.exe to change
the current user credentials in memory as shown in step 2.

e The attacker verifies that the changes were successful using whosthere.exe
again as show in step 3 even though iam.exe showed that they were

changed successfully.

1yye ae . . o .
Victim is an administrator whose system was compromised.
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¢ Finally, the attacker accesses a resource on the domain controller

successfully using the admin4 credentials.

iam-alt.exe works the same way as iam.exe, however, it does not require using the
(-A) switch which makes it more flexible than iam.exe. The author attempted to get iam-
alt.exe working, but failed due to a known bug in iam-alt.exe code. The bug can be fixed
by adding a backslash before ‘x00’ so that it looks like "x00'. The bug is demonstrated in
Listing 3-1 Without the °\’, the strtoul() function used to convert the hashes in ASCII to

their byte value causes the hashes put in memory to become "garbage" (Ochoa, 2008).

C:spasswhosthereXwhosthere.exe —a |VY57530C28:7573FE42:757DACYE = 75 7DACAA Y5 ?CFCeA:
7L 7CFELR4

WHOSTHERE wvi .4 by Hernan Ochoa (hochoalcoresecurity.com,. hernanlBgmail.comd> - ¢
c) 2007-2008 Core Security Technologies

Thisz tool lists the active L5A logon sessions with NILM credentials.

Cuze —h for help?.

the output format is: username:domain:lmhash:nthash

admin4 :PENDOMAIN:68EA6?DDS261BFCAADIB435B51484EE-DAB?6A1851 DADI?EDE4851825DDACY
;2
victim:PENDOMAIN: BAABRRAERRAARRAAERANARARAARAAARA: D?D6 EFCYD714DBBAEBBF38BE72CDEED
ES

LA4-R PS5 : PENDOMALH : B0AA000ARRAAAN0RARRRARN0AARARAAA : 73 EB4E6 B3482B899DCDC2 3BB45 CC
GA2

C-wpassswhosthere>. .~iam'.iam —h admin4:PENDOMAIN:6BEAG?DD5261AFCYAADIBE435851 484E
E: DBB9691851D3D39EDE4_'“LZSBBEC%CZ e TaTadeea- T 73FE43 - 75 7DBCYS - 75 7DACAA - 75 ?CFC)
608: 75 YCFES 4 .
1AM vi.4 — by Hernan Lihoa (hochoaPcoresecurity.com, hernanBgmail.com) — ¢c) 28A
72008 Core Security Technologies
Parameters:
Username: admin<4
Domainname: PENDOMAIN
LM hash: 68EA69DD5261AFC?AAD3IB435B51484EE
ET hazh: DAB?6A1851DBD3?EDE4851825DDACAC2
un :
LSASRU .DLL version: BBAA5BAA1h. A2816CAh
Checking LSASRU_DLL....0k?! uwusing supplied addresses.
The current logon credentials were sucessfully changed?

C: \pass\uhuothere)uhoﬂthere exe —a |7hYS3C2A:7573IFE43 S TDACYE -5 ?DACAR: 75 PCFCeA:
7L 7CFESR4

WHOSTHERE wvwil. 4"-hy Hernan Ochoa Chochoalcopesecurity._com. hernanBgmail.com) - (
c> 2087-2008 C{!} Security Technologies

Thisz tool lists the active L5A logon sessions with NTLM credentials.

Cuse —h for help?.

the output format is: username:domain:lmhazh:-nthaszh

admin4 :PENDOMAIN:68EA6?DD5261BFC7AADIB435B514A4EE-DBB?6A1851 DADI?EDE4851 825DDACH
;2
ggg—HP$:PENDOHHIN:BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB:73EB4E6B3432B899DCDC23BB450?C

C:~passswhosthere net use =z: ~~172.168.1 . 28test
The command completed successfully. g

/11

=

IC:spassswhosthererz=:
i

Figure 3-6: Successful attempt to change credentials using iam.exe.

pshtoolkit runs only on Windows systems. Based on the tests conducted by the

author it only ran on Windows XP SP3 32Bit.
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329 A4 convert char to bytes for LM & NT
330 for{in =0, j=0; n<32; n+=2, J++) {
331

332 memset (nums, "=x00", 3];'

333 nums=[0] = lmhashstr[n]:

334 num=[1] = lmhashstr[n+l]:

&S num = strtoul { &nums[0], NOLL, 16
236 out Imbwtes[§] = mnuam.

&7 memset (nums, "=x00", BJ;I

238 num= 0] — nthashstr o] .

339 num=[1] = nthash=stcr[n+l]:;

3240 num = =strtoul({ &nums[0], NHNOLL, 1&
3241 out_ntbytes[J] = num;

342

=S

Listing 3-1: Line 332 and Line 337 have a missing backslash before ‘x00°’.

Except for Kaspersky AV, pshtoolkit detection by AVs is low. Table 3-1

summarizes the result of running pshtoolkit on various Windows platforms. Table 3-2

shows the detection rate of the various pshtoolkit utilities by the various AV solutions

tested.
Windows
Linux XP SP3 32-Bit Vista SP1 32-Bit and 64-Bit All Platforms
Up
Works on NO YES NO NO
Against All Windows Platforms
Effect Changes the hash locally

Table 3-1: Summary of the lab's test results of pshtoolkit 1.4 on various Windows platforms.

Utilities
Detected by | WHOSTHERE.EXE IAM.EXE WHOSTHERE- IAM-ALT.EXE
ALT.EXE
Kaspersky YES YES YES YES
AVG NO NO NO NO
MSE NO YES YES YES
TF NO YES YES YES
VirusTotal 31.71% 52.5% 63.42% 46.35%

Table 3-2: Summary of the lab's test results of pshtoolkit 1.4 in the presence of AVs as

well as the detection rate via VirusTotal.

The detailed results from VirusTotal can be found in Appendix B.

3.4.2. MSVCTL Tool

msvctl.exe developed by Johannes Gumbel (Truesec, 2009) is similar to

pshtoolkit; it does both the listing and the utilization of NTLM credentials. Figure 3-7

shows a successful attempt to dump the hashes on a compromised system using the tool

on Windows XP 32-Bit SP3.
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<+ Command Prompt

sngsec>msvctl.exe list
uid B8-7261583
“wictim ac884745ee68ebea?d4chbh?626 :813h979d18d5ada%1cd4b3]

B-173185
~admin 80080000000HHBHEHEBAHEOHABOBHEHAAHB :d?7dbefc7d714dbBabbf38bh8"
B-68618
a8-997
Bn-996
00BN HBHNEBBDBRPVEBBOBBBB : ?3eb4e6bh3482b822dc

p-55080
BH0BNBNERNNERNBNBONBBREBNBBBBBN :7?3eb4e6b34B2b899dc:

8-9299

Figure 3-7: A successful attempt to dump the hashes using msvctl.exe

The attacker then can use the same tool to impersonate the user victim who

happens to be a domain administrator as shown in figure 3-8.

This will open a new command prompt session (cmd) with the domain admin
credentials of user victim, thereby providing the attacker with the ability to execute

commands on a remote system as domain administrator.

C:\gsec)mlsucltl-ﬁxe acBB4745eeb6B8ebea?ddchbh?626 :813]39'?91:1181:15::1-
da?1lcd4b3 866 »un cmd

info: »unning ‘cmd

Cosgzecl

Figure 3-8: Starting a terminal with domain administrator privileges by passing the hash.
If the attacker used the local admin credentials of user admin he won't be able to

run any command on the remote system as this user is a local administrator on the
compromised system only and not on the remote system. Figure 3-9 shows the attacker
running gsecdump.exe on the remote domain (using psexec.exe from Sysinternals
(Russinovich, 2009)), which allowed him to dump the users database of the entire

domain.
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AWINDOWS\system 32cmd. exe

Microzoft Windows HP [Uersion 5.1.268081
(C» Copyright 1985-2801 Hicrosoft Corp.

C:UWINDOWS~system32 *psexec ~~192.168.1_.20 —¢ c:ngsecgsecdump.exe —=

PsExec vl.?7 — Execute processes remotely
Copyright (<G> 2801-280%9 Mark Russinovich
Sysinternals — www.sysinternals.com

Hdministratur(current):SBB:aad3h435h514ﬂ4eeaad3h435'.'|” :d7d6efc?d?14dbBabhbf 38hE
Administrator(hist 015 :588:aad3b435hh1484eeaad3b435| 1 | 11} I:df4h4a434c858?4deaf5668u
Hdministratur(hist_ﬂ2):EEB:acBﬂ4745&eGBehea1aa81838|I |] :3008c8729451114279%deal
Administrator(hist_63):500:87177cc718dfB65haad3b435 ]!

Guest(current):531:aad3h435h514ﬂ4eeaad3h'i ii 'Wi J1decfeBdlbae?31b?3c52d7edBcBB? i
krbtgt{current? 502 :aad3h435h51484eeaad3| l,, | :,,:f1aB2h7fh9aa356f474c1914dﬂdad4:
SUPPORT_38824%aB(current ) 1801 :aad3h435bb1484eeaad3h [T :d3cf3IbadchYc3ibh4B694

testcurrent):1113:FBA412bd7645 £ e81aad3bd(|[[[[V 111/ :209c6174dad98c ach422f 3£ aba?aet 3]

regCcurrent?:1114:fAd412bd?64f feB8laad3bh43] | Al 2A%c61?4dad?Beach422f3fabalaehid
admin2k3{current?:1116:a5%49c28462h2dhedlaad | || L (11ll"ea?clabbld3d?d17858ePeb212418]
admin2Ccurrent? 1118:89177cc?18dfB65baadlbd Ii: :k59EEIB?ie5chh1dcf28hhh15a3ﬂc
adminS(current):1119:h3554h28ad31692aaad3h4|.l. :59cd44137a363a998c5hbf 155%eBa?
admind{current):1120:68eab6?dd52610f c7aad3ibhd i :dBb?6a1851dBdITede4851825ddac
adminS(current):1121:1285&f3&4fa3fﬂdaaad3h4|.l. Bal5?3bc5P1fdd6Bde8f6cPcBBF2dy
adminﬁ(current):1122:ffﬂﬂc?fﬁ?42h4ﬂa7aad3h4|.l. ;abobf fc288adl15YccBad352ac?h46
admin?(current):1123:662fﬂﬁﬂ?hﬁeea3caaad3h4| I :dbecB3b7ad47f62e588be229chf 12 b
adminB{current?:1124:ccd?307f3edIafbecaadibd b%aaechlab24Bc63831c7d663Ih6dB;
duictim(current):ilZE:aad3h435h514ﬂ4eeaad3h4 AL LT 45a314co64d4Ba227F 9540121414
wictimlm{current? 1126 ac8B4745echBebea?fe3ct | |l | 1Ll BFBSfal6dcBR59611h411796c9hl
] 'cuPPent):iEﬂ3:aad3h435h514ﬂ4eeaad3h4“7]:ji“’ icc35e?e?539f1eac?8F 79 28ec
current?:1115:aad3b435h51484eeaadib435| [l iehdech3482h89%dcdc23bhb45c 7y
{current’:1117:aad3ha35bs1484eeaad3b || 1111 8218255243483 482942

gzecdump.exe exited on 192.168.1.280 with error code

G SUINDOWS ~system32>

Figure 3-9: A successful attempt to dump hashes from a remote domain controller.

Based on the tests conducted by the author, msvctl.exe only ran on Windows XP
SP3 32-Bit. msvctl.exe has a higher rate of detection compared to pshtoolkit. Table 3-3
summarizes the result of running msvctl.exe on various Windows systems. Table 3-4

shows the results of running the tool in the presence of AV and the detection rate using

VirusTotal.
Windows
Linux XP SP3 32-Bit Vista SP1 32-Bit and 64-Bit All Platforms
Up
Works on NO YES NO NO
Against All Windows Platforms
Effect Changes the hash locally

Table 3-3: Summary of the lab's test results of msvctl.exe on various Windows platforms.

MSVCTL.EXE
Detected by
Kaspersky YES
AVG YES
MSE YES
TF YES
VirusTotal 87.81%

Table 3-4: Summary of the lab's test results of msvctl.exe in the presence of AVs as well the
detection rate via VirusTotal.
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Detailed results for msvctl.exe from VirusTotal can be found in Appendix B.

3.4.3. Metasploit PSEXEC Module

This module is similar to the psexec tool from Sysinternals (Russinovich, 2009)
and has been integrated within the Metasploit framework (Offensive-Security, 2009). It
uses valid administrator credentials (username and password, or password hash) to
execute an arbitrary payload. Using Metasploit, an attacker can exploit a system and
perform a hash dump to extract the systems hashes (Metasploit, 2009). Then he can use
the psexec module to pass the hash to another system on the network. Figure 3-10 shows

psexec module options.

Figure 3-10: Metasploit psexec module options

Figure 3-11 shows how the SMBPass option is set and the pass-the-hash attack
executed, resulting in access to a remote system within the network. The system targeted

is a Windows 2003 SP1 32-Bit before it was promoted to a domain controller.
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msf exploit( ) > set SMBPass 68EA69DD52610FC7AAD3B435B51404EE:DOBI96A1851DOD39EDE4851828
SMBPass => G8EA69DD52610FC7AAD3B435B51404EE:DOB96A1851D0D39EDE4851825DDACS
msf exploit( ) = exploit

*] Started reverse handler on port 4444

*] Connecting to the server...

*] Authenticating as user 'administrator’...

*] Uploading payload...

*] Created \1fkbVrat.exe...

*] Binding to 367abb81-9844-3571-ad32-987038001003:2.0@ncacn np: [\svecctl]
*] Bound to 367abb81-9844-35f1-ad32-98T038001003:2.6( np: [\svecctl]
*] Obtaining a service manager handle...

*] Creating a new service (TPDQvgGN - "Mb")...

*] Closing service handle...

*] Opening service...

#] Starting the service...

*] Removing the service...

#] Closing service handle...

#] Deleting \lfkbVrat.exe...

*] Sending stage (723456 bytes)

*] Meterpreter session 1 opened (

meterpreter > execute -f cmd.exe -i -c -H
Process 244 created.

Channel 1 created.

Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2803 Microsoft Corp.

C:\WINDOWS\system32:]]

Figure 3-11: Accessing remote system using Metasploit psexec module.
After promoting the system to a domain controller and upgrading it to SP2, the
same technique failed, as shown in figure 3-12.
) = exploit

[#] Connecting to the server...
[#] Started reverse handler on port 4444
[¥]

‘] Authenticating as user 'Administrator’...
Exploit failed: Login Failed: The server responded with error: STATUS LOGON FAILURE (Command=115 WordCount=g)
[*] Exploit completed, but no session was created.

Figure 3-12: Failed attempt to use Metasploit psexec module.

Table 3-5 summarizes the result of running Metasploit psexec module against

various Windows systems.

Windows
Linux XP SP3 32-Bit Vista SP1 32-Bit and 64-Bit All Platforms
Up
Works on YES YES YES YES
Against All Windows Platforms
Effect Passes the hash (or password) to a remote system

Table 3-5: Summary of the lab's test for Metasploit psexec module.
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Table 3-6 summarizes the test of the psexec module in the presence of AV.
Although VirusTotal showed a very low detection rate of the psexec module (only three
out of thirty nine AV detected it), using VirusTotal results alone can be misleading. MSE
for instance was able to foil the module’s attempt to pass-the-hash, even though through

VirusTotal it did not flag the module as harmful.

PSEXEC
Detected by
Kaspersky YES
AVG YES
MSE YES
TF YES
VirusTotal 7.32%

Table 3-6: Summary of the lab's test results of Metasploit psexec module in the presence of AVs
as well the detection rate via VirusTotal.

Detailed results for psexec from VirusTotal can be found in Appendix B.

3.4.4. SMBShell from Tenable

This tool was written by Nicolas Pouvesle, from Tenable Security. It's a pre-
compiled NASL script that can be used with Nessus 3 and above, to interact with a
remote Windows host via simple shell. It gives the tester the ability to navigate through
the remote SMB shares via FTP. It also gives her the ability to read and enumerate SMB
registry. In addition to executing queries, it allows the attacker to add and remove users
and groups on the system, as well as overtaking the control of the system over remote

services (TenableSecurity, 2006). Figure 3-13 shows the tool in action.

Figure 3-13: Accessing remote system using SMBShell from Tenable
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Table 3-7 summarizes the result of running the Nessus 4 SMBShell plugin on

various systems.

Windows
Linux XP SP3 32-Bit Vista SP1 32-Bit and 64-Bit All Platforms
Up
Works on YES YES YES YES
Against All Windows Platforms
Effect Passes the hash (or password) to a remote system

Table 3-7: Summary of the lab's test for SMBshell.

3.4.5. Foofus JoMo-kun Samba Patch

JoMo-kun (JMK), from the Foofus hacking group (Foofus, 2009), enables the
attacker to attack a Windows system from a Linux system. JMK is a patch for Samba that
enables pass-the-hash attacks via Samba through defining an environment variable called
SMBHASH (SANS, 2009). The JMK patch can work with another tool called winexe if
Samba is used (JoMo-kun, 2009). Winexe (Hajda, 2008) works in a similar way to

psexec from Sysinternals (Russinovich, 2009).

Figure 3-14 shows a successful attempt to pass-the-hash using Foofus JMK
against Windows 2003 SP1, while figure 3-15 shows a failed attempt against a fully
patched Windows XP SP3 installation.

AUTOEXEC.BAT CONFIG.SYS 10.5YS NTDETECT.COM pagefile.sys

ts and Settings MSD0S.SYS ntldr Progra

Files System Volume Informa

Figure 3-14: Accessing remote system using JMK against Windows 2003 SP1

Table 3-8 summarizes the results of running JMK against different Windows

platforms.
Linux Windows
XP SP3 32-Bit Windows 2003 SP1 64-Bit All Platforms
Works on YES NO NO NO
Against NO NO
Effect Passes the hash (or password) to a remote system

Table 3-8: Summary of the lab's test for JMK patch.
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Figure 3-15: Failed attempt to pass-the-hash using JMK against WIndows XP SP3 32-Bit

3.4.6. Tools Used to Dump the Hash

3.4.6.1. Gsecdump

gsecdump.exe was developed by Johannes Gumbel (Truesec, 2009). It is used to
dump hashes from active logon sessions and from SAM and AD (among others). Table 3-
9 summarizes running the tool on different Windows platforms. Table 3-10 shows the

results in presence of AVs, as well the detection rate via VirusTotal.

Windows
XP SP3 32-Bit Vista SP1 32-Bit and Up 64-Bit All Platforms
Works on YES NO NO

Table 3-9: Summary of the lab's test for gsecdump.exe.

GSECDUMP.EXE

Kaspersky AVG MSE ThreatFire

Detected by YES YES NO YES

VirusTotal 85.37%

Table 3-10 Summary of the gsecdump.exe AV detection and VirusTotal detection rate

\WINDOWS\system 3 2\cmd.exe -|d ﬂ
B

IC:wgzecgzecdump.exe —a

info: wou must run as LocalSystem to dump LSA secrets

Microsoft wireless secrets:

Mo interfaces found
[PEMDOMAIN~admin2::89177cc?18dfB65baad3b435h514A4ee 59681891 e5chblde
I.-JOR]-{(-;]-!OUP\HRH—6B328C15REB$ :zaad3b435hh1404eeaadib435h514@4ee -31d6cfe
ic59d7eBcBB9cB: - =
Administrator{(current?:58@:aad3b435h51404ecaadib43bhbl1484ee :31dbcled

Bc@8%cB:::
st{current?:501 :aad3b435h51404eeaadib435h514B4ee :31d6cfebBdibae?3l

— SaB{current?:1002:aad3b435bh14B84eeaad3b435h51404ee 2628
f2223ehdb2bh4816c:::

IC:gsec>

r X

Potential threat details

Micrasoft Security Essentials detected potential threats that might compromise vour privacy or damage your
computer, Your access to these items may be suspended until vou take an action, Click 'Show details' ta learn

more. What do the alert levels mean?

Detected items Alert level Recommendation Status
0 HackTool:Wwin52/Dumpsec. & Medium Select an action | Active
Shows details == [ Clean computer ] [ Apply actions ] [ Close ]

Figure 3-16: MSE failed to prevent gsecdump.exe from execution.
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3.4.6.2. Pwdump7
pwdump?7 was written by Andres Tarasco Acuna (Acuna, 2009). It differs from
other hash dump tools by having its own file system driver, which allows attackers to

dump the registry hives of both SYSTEM and SAM directly from disk.

Once the hives are dumped, the system key will be obtained from the SYSTEM
hive and then be used to decrypt LM and NTLM hashes. During the tests, pwdump7.exe
was able to retrieve the hashes from all Windows platforms tested as summarized in table

3-11.

Windows
XP SP3 32-Bit Vista SP1 32-Bit and Up 64-Bit All Platforms
Works on YES YES YES

Table 3-11: Summary of the lab's test for pwdump7.exe.

The tool pwdump?7.exe has a low detection rate. Table 3-12 summarizes the results

of running the tool in the presence of AV.

PWDUMP7.EXE

Kaspersky AVG MSE ThreatFire

Detected by YES NO NO NO

VirusTotal 57.5%

Table 3-12: Summary of the lab's test for pwdump7.exe AV detection.
Detailed results for pwdump?7.exe from VirusTotal can be found in Appendix B.

According to VirusTotal results, MSE was able to detect pwdump?7.exe, but as
with gsecdump.exe, MSE failed to prevent the tool from executing, although it detected it
as harmful.

3.4.6.3. Metasploit Hashdump Module

Metasploit’s hashdump module is an "in-memory version of the pwdump tool"
(Moore, 2010). Hashdump does not load a DLL into Isass.exe, instead it allocates
memory inside the Isass.exe process, injects raw assembly code, executes it via
CreateRemoteThread, and then reads back the captured hashes out of memory. By doing
saw it avoids writing files to the drive, moreover it avoids being detected by AVs and
host intrusion prevention systems (Moore, 2010). Figure 3-17 shows a successful attempt

to acquire the hash via hashdump.
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Figure 3-17: Hashdump in action

This section focused on the freely available tools used in pass-the-hash attack.
The next section will cover measures systems administrators and security professionals

can take to mitigate pass-the-hash attacks.

3.5. Part 2 — Defense - Pass-the-hash Mitigation

Some researchers claim that the pass-the-hash attack is possible because of a
weakness in "the design of Windows unsalted password hashing mechanism. The static
nature of this password hash provides the means for someone to masquerade as another

user if the victim's hash can be obtained" (Hummel, 2009).

Salting will certainly stop precomputed hash attacks, however, it will not stop
pass-the-hash attack. This is because a password hash is equivalent to the plaintext
password. If the attacker gets hold of the hash, it will be as if she obtained the clear-text

password. Then she will be able to use the hash even if it was a salted.

In order for the attackers to get the hash, they need to have administrator's rights
on the system that is storing the hashes. Understanding this fact, and the risks that comes
from it, will help organizations building an effective defense-in-depth strategy that will

assist them in mitigating pass-the-hash attacks (and other attacks).

This section will cover measures organizations can take to mitigate pass-the-hash.

3.5.1. Sensitive Systems Isolation

Earlier we saw what will happen if an attacker took control over one system
where a domain administrator has logged on even once. And we saw how, using a tool
like gsecdump.exe, the attacker was able to establish a connection to the domain and
dump the domain's hashes. We also saw how attackers can utilize a tool like
whosthere.exe to listen, capture and log hashes on a compromised system. They do so

hoping that a domain administrator will log into this system at some point with his
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domain admin privileges, giving them the key to the entire domain. But if the
compromise of one system means that the security of the entire domain has been
compromised, then systems administrators have a serious security problem on their hand

(Johansson, 2009).
It is very important to keep in mind the following rule (Johansson, 2009):

"A more sensitive system must never depend on a less sensitive system for

its security.”
This leads us to two important points:

o First, a system should never be used, to enter, process, or store data (i.e.
domain admin hashes) if the data is more sensitive than the system itself
(Johansson, 2009). So domain administrators' accounts should not login
directly to any system other than domain controllers (Metzler, 2008). In
case there is a need to use a domain admin account to access other systems
within the network, a temporary account can be created and then deleted
upon the completion of its use. An exception to this rule would be for a
few trusted and designated systems used for domain administrator logons
only. These systems should only have management tools installed on
them, and they should have no access to the internet (Metzler, 2008).

e Second: A system that is less sensitive should never be used to administer

a sensitive system (Johansson, 2009).

3.5.2. Enforce Least User Access (LUA)

Giving users administrative rights on their systems can increase the risk of
malicious software significantly. A user navigating the web with administrator privileges,
visiting a compromised web site or clicking a link in an email message can
unintentionally and unknowingly run malicious code that can lead attackers to have
complete control over the user's system or the entire network (Microsoft, 2006). This

spells disaster to an organization.

Organization can ameliorate their protection and significantly mitigate the risks

from malicious code and zero-day exploits by implementing a Least User Access (LUA)
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approach (Microsoft, 2006). A study showed that 92 percent of critical Microsoft
software vulnerabilities can be mitigated by the elimination of admin rights that are

usually given to users who don't even need them (Beyondtrust, 2009).

LUA may not work in every environment. For example, some older applications
were not written to be in compliance with LUA (Skwarek & Poetzel, 2009). In such cases
organizations can utilize tools like BeyondTrust Privilege Manager (Beyond, 2009) to

bridge the security gap.

3.5.3. Avoid LM and NTLM challenge-response

LM and NTLM challenge-response are considered weak by today's standards, and
should be avoided. A better approach would be the use of NTLMv2 or Kerberos.
NTLMv2 made its first appearance in Windows NT4 SP4. It's not supported natively in
Windows 95 through Windows 98SE, but can be added using the DS client, an add-on
that can be found on Windows 2000 Server CD (Minsai, 2008).

Administrators can control the responses via Group Policies as shown in figure 3-

18.

The settings shown, are basically two commands. The first part is for the client, it
specifies what the client should offer. The second part specifies what the Domain
Controller (DC) should accept. When the client, for example, sets "Send LM & NTLM
responses”, the client will send both LM and NTLM responses. The DC in this case will
continue accepting LM, NTLM, or NTLMv?2 as there are no instructions for the DC in
this policy (Minsai, 2008).

The best setting should be "Send NTLMv2 responses only/refuse LM and
NTLM". This will force the client to only send NTLMv2 response, while the DC will
accept NTLMv2 and ignore both LM and NTLM (Minsai, 2008).
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:m Default Domain Controller Security Settings

File  Action View Help

= | Bm X B2
@SEcurlt\;Settlngs Policy  /
3] Account Policies ?.ln! Accour
- Local Palicies Rg|Accour

- el Audit Policy &9 Accour
= User nghts .D.ssu;nment

g sccour

,ﬁn.ﬂrn—n Ir

Metwork securlty LA.N Manager authentn:atl 21.x|
Security Policy Setting | E splain This Setting |
4] Metwork security: LAN Manager authentication level

v Define this policy setting

ISend HTLM responze only j

Send Lk & NTLM uze NTLMV2 zegsion zecunty if negotiated
Send NTLM responze anly

Send NTLMw2 responze only

Send NTLMw2 responze onlysrefuse L

Figure 3-18: Group Policy - LAN Manager Authentication Level

The default in Windows Vista is "Send NTLMv2 responses only"; however, in
Windows 7 this policy is not defined. Administrators can also set the
LMCompatibilityLevel in the registry to enforce what the client can send, and what the
DC can send and accept. This can be done through

HKLM\SYSTEM\CurrentControlSet\Control\Lsa\LMCompatibilityLevel

The values that can be used for LMCompatibilityLevel are summarized in

tables 3-13 and 3-14.

Level Sends Accepts Prohibits Sending
0 LM, NTLM LM, NTLM, NTLMv2 NTLMv2, Session security
1 LM, NTLM, Session security LM, NTLM, NTLMv2 NTLMv2
2 NTLM, Session security LM, NTLM, NTLMv2 LM and NTLMv2
3 NTLMv2, Session security LM, NTLM, NTLMv2 LM and NTLM

Table: 3-13 Client-Side Impact (Courtesy of Johansson, 2009)

Level Sends Accepts Prohibits Sending
4 NTLMv2, Session security NTLM, NTLMv2 LM
5 NTLMv2, Session security NTLM, NTLMv2 LM and NTLM

Table: 3-14: Server-Side Impact (Courtesy of Johansson, 2009)
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3.5.4. Limit Cached Credentials

Cached credentials enable users to logon in the event of lost connectivity. Using
the tools discussed in the previous section we saw how easy it is for attackers to obtain
hashes from a system (if they had first somehow obtained administrative rights on that
system). With cached credentials, users' hashes are cached indefinitely. The default

number of logins cached on all Windows versions except Windows 2008 is 10, on

Windows 2008 the number increased to 25 (Microsoft, 2009).

Some organizations use the same password for all their admin accounts on all
their systems. This practice can cause very serious damages in case one of the systems
gets compromised, as it may lead to the compromise of all the organization's systems. If
a domain administrators logs on into a system even once, her hash will be cached on that
system. If this system then gets compromised, the attackers will gain domain admin
within seconds. To avoid this scenario and avoid the potential damages it may cause, the
cached credentials should be set to 0 for desktops and servers and 1 for laptop (Skwarek

& Poetzel, 2009). Cached logon can be changed using the following registry entry:

HKEY LOCAL MACHINE\Software\Microsoft\WindowsNT\Current Version\Winlogon\

Name Data Type Value

CachedlLogonsCount REG_SZ 0-50

Setting the value to 0 may cause cluster nodes to fail (Microsoft, 2009). So in

environments where clusters are in use a different value should be selected.

3.5.5. Disable "Debug Programs" User Right

Debug program is a "user right" that provides the user with the ability to attach a
debugger to any process, even those he does not own, or to the kernel. This gives the user
access to sensitive and critical operating system components (Microsoft, 2009).

This right can be exploited by attackers through tools that allow them to extract
passwords hashes, or inject rootkit code, among other things. This right is assigned by

default only to administrators (Microsoft, 2009).

The "Debug Programs" user right is rarely required on a production system, so

revoking it should not have effect on the system. However, if the system has "Cluster
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service" running, disabling it will cause the service to fail because the "Cluster service"
needs it (Microsoft, 2009). The “Debug Programs” user right can be revoked as exhibited
in figure 3-19.

File Action View Help Debug programs Properties
4

& @| R |—‘ = | Local Security Setting | Explain
T Security Settings
o Account Policies

3‘ Debug programs

s | o Local Policies
o Audit Policy
a User Rights Assignment
a Security Options e
| Windows Firewall with Adw
| MNetwork List Manager Polic
| Public Key Policies

| Software Restriction Policiel
| Application Contrel Policie
.g, IP Security Pelicies on Local
| Advanced Audit Policy Con

| Add User or Group... | | Remove ‘

Figure 3-19: Revoke "Debug Programs" User Right.

During the tests done by the author, revoking "Debug Programs" from
administrators caused all the tools to fail, except for pwdump?7 (see figure 3-20) and the

Metaploit hashdump module.

B e et Create symbolic links Admn
4 o Local Policies
A Debug programs l
4 Audit Policy -
: : Deny access to this computer from the network Guest
2 User Rights Assignment :
TS || 1 Deny log on as a batch job
BX Administrator: C:\Windows\System32\cmd.exe ’ﬂﬁ

icrosoft Windows [Uersion 6.1.766081]
Copyright (c)> 2088? Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd “puddump?

C:\puddump? >PuDump? . exe

Pudump v?7.1 - raw password extractor
Author: Andres Tarasco Acuna

url: http://uwwuw.514.es

ﬂdministt'atup:SBB:NO PAS SWORDsesessacssartrsesxxxxx: 31 D6 CFEAD16AE? 31 B73C59D7ERCA
708a:

Gueat 581 NO PASSHORD»sssesesessmmxsnxxnnxxnxNO PASSHORD

max:1088:NO PASSHORDeeooasaannaannnact: 209C6174DA49BCAEB422F3FASA7AEL 34 :

Figure 3-20: A success attempt to use pwdump?7 after revoking "Debug programs" right.
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3.5.6. Use token based authentication

Using token-based authentication as a solution is not feasible for all organizations,
due to the money needed to implement such a solution, and the complexity of
implementation. In 2004, Microsoft and RSA announced SecureID for Windows. In
SecurelD, pseudo-random sequences of six-digit numbers are generated by a hardware
token. This generated number is displayed on the device for 60 seconds. In order to
successfully log into the system, the user will need to enter the username, the optional
password and finally the generated six-digit number that is displayed. The authentication
system will compare the number the user has typed and the number that is generated in
the system. If the six-digit number from the user input matches that from the system,

access is granted to the user (Riley & Johansson, 2005).

3.5.7. Smart Card and Kerberos

Kerberos and smart cards can provide an excellent solution to prevent reply
attacks or attacks that depend on capturing sensitive information (e.g. logon credentials)
off the wire. There are currently no publicly available tools that can pass-the-hash when
Kerberos is in use. However, this may change in the near future, as tools like pshtoolkit
have Kerberos support on their road map, according to their TODO file (CoreSecurity,
2008).

Smart card information is stored in a similar way to passwords. If smart cards are
required for login, the DC will create a random password for that card, hash it, and store

it in the user object (Johansson, 2009).

When the user logs in with a smart card, the Key Distribution Center (KDC),
which is used in Kerberos authentication, will provide the client with the user's hash
during the login process. This information will be sent encrypted using the public key of
the client. On the client side, the Kerberos Security Support Provider (SSP) will decrypt
the hash, and then will cache it in the same way as if the user had entered his credentials
at the login prompt. These credentials would then be used by the computer to login

silently to computers, whenever they are unreachable using Kerberos (Johansson, 2009).

This means that even when using smart cards, the hashes on the client are still

exposed to any malicious software that runs with administrator rights. So using smart
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cards does not provide more protection to the password-based credentials than the one

provided by password-based login.

At TechED 2007, security researcher Marcus Murray from Truesec claimed that
smart cards can be attacked using hash injection in the same way passwords are attacked.
Compass Security AG, a European service company based in Rapperswil, verified this

claim to be valid (CSA, 2007).

3.5.8. HIDS and NIDS Monitoring
Through the utilization of intrusion detection on both the systems and the

network, organizations can detect anomalies within their environment.

Hosts should be monitored on a daily basis for newly created accounts and local
administrator group memberships. The results should be compared against an approved
list. Any account found that is not listed in the approved list should be removed and an
alert should be sent. Snare agent (Intersectalliance, 2009) can be used to monitor
anomalous events such as logon failures and forward those alerts to a Splunk (Splunk,

2010) system for reporting (Skwarek & Poetzel, 2009).

It is also possible to setup high priority alerts whenever Event 552 shows up in the
event viewer. This event indicates that explicit credentials were used from another
account (Scambray & McClure, 2008). This alert may require tuning, since there will be
some false positives alerts because of legit services that produce the same alert. For
example, by creating a white list of [Ps allowed to access a sensitive system. Any IP that
tries to access this system and is not on the white list should be denied, and the incident

should be reported. Figure 3-21 shows Event 552.

Also, a script monitor the antivirus process, restart the process if it is stopped and

report the incident (Skwarek & Poetzel, 2009).

Lastly, the network should be analyzed for anomalies. For example, a system
making connections to a large number of hosts in a short period of time on a specific port.
This can be achieved through the creation of a baseline of normal behavior by hour and

by day (Skwarek & Poetzel, 2009).
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vent Properties 2l

Ewent |

[ ate: 111242009 Source:  Security
Time: 3:04:57 PM Category: LogondLogoff
Type: Succesz & EventID: 552

Uszer: MT AUTHORITYSYSTEM
Computer: 504-42K3

Description:
Logon attempt using explicit credentials: -
Logged on uger:
User Mame: 5|q4»W2KET
Domain: [EHUEEIH
Logon |0 [0x0,0<3E 7]
Logon GUID:

U ser whoze credentials were used:
Target Uzer Mame: Administratar

Target Domain: — ['JI[IFIT00
Target Logon GUID: {ed11esf2-4cc1-25dc-b519- |
['Ja_ta: = El_I,IfE‘.::: o "-,l-ill:ll'ljlﬂl

I Canmel I ol I

nk
Figure 3-21: Event 552, attempt using explicit credentials.

4. Conclusion

As shown in the previous sections, pass-the-hash can be a serious attack,
especially given the availability of free tools that facilitate the attack. If the attacker has
the hashes he can use them directly with no need for time consuming password attacks
such as online attacks. However, we should keep in mind that this requires the attacker to

have administrative privileges on the compromised system.

Organizations should take serious steps, even though those steps can be arduous
in order to decrease the possibility of such an attack succeeding. Domain controllers and
other sensitive systems should only be accessed from trusted systems with no access to
the internet. The backward compatibility of weak hashes like LM should strongly be
avoided. Two- factor authentication that utilizes tokens is highly recommended to
mitigate the attack. The concept of least user access should be emphasized. Close
monitoring of hosts and traffic within the organization's network is important to detect

strange activities.
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Also, services like VirusTotal are very helpful in comparing the detection rate of
various antivirus products for known attack tools. Nevertheless, organizations are
strongly advised to test such solutions as they may not behave as expected when a

malicious tool is executed.

Security is a continuous process, therefore we have to continuously assess our
organizations security, deploy solutions to our security problems, monitor those

solutions, educate our administrators and users and start the cycle all over again.

No two incidents will be the same, so we should learn from every incident and

accumulate knowledge.
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Appendix A: Isasrv.dll address

OS Windows XP SP3 32Bit

SHA1  42940943190ee2f6bbc66571d530£75715591063

Address 75753C20:7573FE43:757D0C98:757D0CA0:757CFC60:757CFES4
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Appendix B: VirusTotal Results

File whosthere.exe received on 2010.01.16 04:17:50 (UTC)
Current status: finished
Result: 13141 {31.71%)
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Hacktool.FTHLoolkic

Hacktool . FTHToolkit

Pshtoolkit 1.4 - whosthere.exe
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Pass-the-hash: Tools and Mitigation

File whosthere-alt.exe received on 2010.01.07 08:26:55 (UTC)
Current status: finished
Result 26/41 (63.41%)

1@ Compact
Antivirus
a-=sguared
AhnLah-¥3
AntiVirc
Antiy-AVL
Authentium
Avast
AVG
BisDefender
CAT-QuickHeal
ClamAWV
Comodo
Dr¥Web
edafe
alrust-TVet
F-Frot
F-3ecure
Fortinet
Ghata
Ikarus=
Jiangmin
ETAntiVirus
Easpersky
HoAfem
MroAfesthirtamis

HoAfee— G-
Edition

Microsoft
HoDaz
Horman
nProtect
Fanda
FCTools
Prewx
Rising
Jophos
Junkelt
Iymantec
The=Hacker
TrendMicro
VBA3Z
ViRobot

VirusBuster

Version
4.5.0.48
5.0.0.2

S1zz

[§]
[=]
%]

.7

5.2.0.5

-13s1i.o0

B.5.0.430

i0.00

0.94.1

3450

12222

7.0.17.0

35.1.7218

4_.5.1.85

5.0.15370.0

4.0.14.0

13

Ta.1.1.75.0

1a_0.5%00

7.10.5940

7.0.0.125

5853

5853

1.5302

4745
€.04.03
Z200%.1.8.0
1o.0.2.2
7.0.3.5

3.0
22.29.03.04
4._4%_0
3.2.1858.2
<0091.2.0.41
€.5.0.3.138
9.120.0.1004
3.12.1z2.1
2010.1.7.2125

5.0.21.0

Last Update
2010.01.07
2010.01_07
200%9.12_31
2010.01.0€
2010.01.07
2010.01.0€&
2010.01.04
2010.01.4a7
2010.01.4a7
2010.01.07
2010.01_0€&
2010.01.4a7
2010.01.0€
2010.01.0€&
2010.01_0€&
2010.01.4a7
2010.01.4a7
2010.01.0€
2010.01.07
2010.01_07
2010.01.0€
2010.01.4a7
2010.01.0€&

2010.01_0&
2010.01.07

2010.01.07
2010.01.0€
2010.01.0€&
2010.01.07
2010.01_0&
2010.01.07
2010.01.07
2010.01.07
2010.01_07
2010.01.07
2010.01.07
2010.01.07
2010.01.07
2010.01_0€
2010.01.07

2010.01.0€

Print results |8

Result

Virus= Win3Z . Trojan!IE
Win-Trojan/Kema wariant
TE/Hijacker. Gen
W22/Heuri=tio-EPFF!Eldorado
WinaZ2:Trojan—gen

Trojan.Zeneric. 19971268
Trojan.Agent . ATV

UnclassifiedMalware

WindZ.TrojanHorse
WaZ/Heurimsio-EFE!Eldorado

Trojan.Zeneric. 19971268

Trojan.Generic. 19971208
Virus= _ Win3Z.Trojan
Trojan/Agent  aexy
Trojan.Wind2 Malware.l

Generic.dx

Generic. dx
Heuristic. BehaovesLike WiniZ Dropper.L

Trojan:Wind2/Coremhead
Trojan/W2Z. Agent. 57244 E3
Generic Malware

Hacktool .FTHToolkis
Trojan.Win3Z . Generic.S1F5£235
Mal/Generic—A

Hacktool .PFTHToolkit

Trojan.Coremhead. AE

Pshtoolkit 1.4 - whosthere-alt.exe
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Pass-the-hash: Tools and Mitigation

File iam.exe received on 2010.01.16 04:22:17 (UTC)
Current status: finished
Result: 21/40 (52.5%)

Antivirus Version Last Update
a-=quared 4.5.0.50 2010.01.16
AhnLak-732 5.0.0.2 2010.01.15
BAmmivVir 7.8.1.14z2 2010.01.15
Ansiy-AVL 2.0.3.7 2010.01.12
Authentinm 5.2.0.5 2010.01.16
Avas=z 4.8.1351.0 2010.01.16
AVE 5.0.0.730 2010.01.16
BitDefender 7.2 2010.01.16
CAT-QuickHeal 10.00 2010.01.16
ClamAV 0.94.1 2010.01.16
Comodo 2€00 2010.01.16
Drieb 5.0.1.12223 2010.01.16
eTrust-Vet a5.2._7240 2010.01.15
F-Frot 4.5.1.85 2010.01.15
F-Secure 5.0.15370.0 2010.01.15
Forsinet 4.0.14.0 2010.01.16
EData 19 2010.01.15
Ikarus T3.1.1.80.0 2010.01.15
Jizngmin 13.0.800 2010.01.15
E7EntiTirus 7.10._948 2010.01.15
Fa=peraky 7.0.0.125 2010.01.16
MoRfes sgEz 2010.01.15
MoAfes+Arcemi= SHEZ 2010.01.15
:::i::;ﬁw_ £.B.5 2010.01.16
Microsoft 1.5202 2010.01.16
HoDaz 4776 2010.01.15
Horman €.04.03 2010.01.15
nfrotect 2009.1.8.0 2010.01.15
Fanda 10.0.2.2 2010.01.15
ECTools 7.0.3.5 2010.01.16
Prewx 3.0 2010.01.16
Ris=ing 22_30.05.01 2010.01.16
3ophos 4.45.0 2010.01.16
Sunbelt 3.2_1858.2 2010.01.16
Symansec 20091.2.0.41  2010.01.1€6
TheHacker €.5.0.4.153 2010.01.16
TrendMicro 9.120.0.1004  2010.01.1€6
VEA3Z 3212 121 2010.01.15
ViRohot 2010.1.1€.2139 2010.01.1€6
VirusBuster 5.0.21.0 2010.01.15

Erint results &

Result
Virus_ WindZ Trojan!IK
Win—T:nj:nfxgma.7=:i=nt
SER/Tool.PFTHToolkis. T

W22 /Heuristic-EEFF!Eldorado
Win3Z:Trojan—gen
Trojan.Genaric. 1696567
Trojan.Agents. ATV
TnclassifisdMalware

W22 /Heuristic—EEE!Eldorado
Trojan.Feneric. 1658567
Trojan. Gensric_ 1E59B867
Virus.WindZ.Trojan

Generic.dx

Generic.dx

Heuristic BehavesLike Win2Z2 Trojan.L
T:nf:n:ﬁ;n&ifﬂuﬂa:!:::
Trojan/W22 . Agent.E1440.0F

Feneric Malware

Hacktool.PTHToolkit

Mal/Generic—A
Hacktool.  FTHToolkit

Pshtoolkit 1.4 - iam.exe
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Pass-the-hash: Tools and Mitigation

File iam-alt.exe received on 2010.01.07 08:31:01 (UTC)
Current status: finished
Result: 19/41 {46.34%)

'8¢ Compact
Antivirus
a~-=sgquared
AhnLab-¥a
AntiVir
Antiy-AVL
Authentium
Avast
AVG
BitDefender
CAT-QuickHeal
ClamA¥
Comodo
DrEeb
edafe
eTrust-Vat
F-Prot
F-3ecure
Fortinet
GData
Ikarus
Jiangmin
ETAntiVirus
Faspersky
Moifes
MoAfesthirtemis

Mehfee—GH-
Edition

Microsoft
woDaz
Horman
nProtect
Fanda
PFCTools
Prevx
Ris=sing
Sophos
Sunkbelt
Symantec
TheHacker
TrendMicro
VEBA3Z
ViRobot

VirusBuster

Version
4.5.0.48

5.0.0.2

4_.8.1351.0

B.5.0.430

4.5.1.85
9.0.15370.0
4.0.14.0

13
T3.1.1.75.0
13.0.500
7.10.540
7.0.0_125
5853

5853

€.8.5

1.5302
4745
E.04.03
200%.1.8.0
lo.0.2.2

7.0.3.35

22_29.03.0%

il

-45.0

3.2.1858.2

<00%1.2.0.41

€.5.0.3.138

5.120.0.1004

3.12.1z2.1

2010.1.7.2125

5.0.21.0

Last Update
2010.01.07
2010.01._07
2005.12_31
2010.01_0€&
2010.01.4a7
2010.01_0&
2010.01.04
2010.01.07
2010.01.4a7
2010.01.07
2010.01_0€
2010.01._07
2010.01_0€
2010.01.07
2010.01_.0€&
2010.01.47
2010.01.4a7
2010.01_0&
2010.01.07
2010.01.07
2010.01_0€&
2010.01._07
2010.01_0€

2010.01.0€&
2010.01.07

2010.01.07
2010.01.0€
2010.01.0€&
2010.01.07
2010.01.08&
2010.01.07
2010_01._07
2010.01._07
2010.01.07
2010.01.07
2010.01.07
2010.01.07
2010.01.07
2010.01.0€
2010.01.07

2010.01_0€&

Print results B

Result

Virns . Win3Z . Trojan!IE
WLn'Iruf:anEma.?:r;:n:
TR/Hijacker G=n
W22/Heuristic-EFE!Eldorado
Win3dZ:Trojan—gen
Trojan.Zeneric. 1EE2E0E

Trojan.Agent . ATV

W3Z/Heuristic-EFP!Eldorado
Trojan.Generic. 1EEZB0E
Trojan.Zeneric. 1EE2E0E
Viruns . Win3Z.Trojan

Feneric.dx

GFeneric.dx
Heuristic.BehavesLike . Win32.Dropper.L

Trojan:Win22/Bumat!rts=
Trojan/W2Z2_ Agent. £5152.QC
Hacktool .FTHToolkis

Mzl /Gensric—A

Hacktool .PTHToolkit

Pshtoolkit 1.4 - iam-alt.exe
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Pass-the-hash: Tools and Mitigation

File msvctl.exe received on 2010.01.16 05:02:27 {UTC})
Current status: finished
Result 36/41 (87.80%)

BitDefender
CAT-QuickHeal
ClamAW
Comodo
DrWelb
edafe
elrust-Vet
E-Frot
F-Secure
Fortinet
Glata
Ikarus=
Jiangmin
ETAntiVirus

Easpersky

MoAfee

Microsoft

woDpaz

Horman
nEFrotect
Fanda
FCTools
FPrevx
Rising
Jopho=
Sunbelt
Symantec
TheHacker
Trenddicro
VEA3Z
ViRobot

VirusBuster

Version
4.5.0.50
5.0.0.2

7.9.1.142

4.8.1351.0
§.0.0.730
7.2

i0.00
0.94_1
JE00

9.0.1.1

5]
2]
5]
[ 5]

7.0.17.0

3A5.2.7240

4.5.1.85

§.0.15370.0

4.0.12.0

15

Ta_.1.1.80.0

13.0.500

7.10.5948

7.0.0.125

SBEZ

SHEZ

1.5302

477€

€.04.03

2005.1.8.0

i0.0.2.2

T.0.3.5

200581.2.0.41

€.5.0.4.153

§_120.0.1004

3.1z2.12.1

2010.1.1€.2135

5.0.21.0

Last Update
2010_01_1&
2010-01.15
2010_.01.15
2010_01_12
2010.01_1&
2010_01.1€
2010_01_1&
2010-01_1&
2010.01_.1¢€
2010_01_1&
2010.01_1&
2010_01.1€
2010_01_14
2010-01.15
2010_.01.15
2010_01_15
2010.01_1¢€
2010_01.15
2010_01_15
2010.01._15
2010_.01.15

2010_01_1€&

2010.01.15

2010.01_15

2010_01_1€
2010.01.1&
2010.01.15

2010.01.15
2010.01.15
2010.01.15
2010.01.1¢&
2010_01_1€&
2010.01.1¢&
2010.01.1&
2010_01_1€
2010.01.1&
2010.01.1¢&
2010_01_1€&
2010.01.15
2010.01.1&

2010.01.15

Print results &

Result
HackTool WindZ Agent!IE
Win-Trojan/Agent. 90112 EY
JER/Agens . BX.1
HackTool/WindZ Agent . gen
W22/Heuristic-EFF!Eldorado
Wind2 ::Trojan—gen

HackTool _DDE

Virtool. 23762
HackTool.Agent.nh (Hot a Virus)
Backdoor HetThief
TrojWare . Win2Z.HackTool.Agent.bx
Tool.3iggen.2420

WinaZ Agent b=
Wa2/Heuristic—KEF!Eldorado
Virtool 23762
HackerTool/SecDumper
Virtool 23762
HackTool WinaZ Agent
HackTool .WindZ.Agent
HackTool WindZ Agent_ b

potentially unwanted program HLool-
MSVCTL

potentially unwanted program HLool-
MSVCTL

Heuristic BehavesLike WinaZ Trojan.H

Trojan:Win22/Bumat!rts

probably a variant of
Win2Z/Hacktool Agent

Wa2/Hacktool . BHL
Truj:nfﬁai_Hanlqul_SDLLE_E
Application,PWlump . F
Backdoor.Trojan

Hack.WiniZ. Agent.bx
Mal/Generic—A
HackTool WindZ Agent Ge=N
Backdoor.Trojan
Trojan/Hacktool. Agent.bx

Wot_a wirus:HackTool. Ageot.S30112_B

HackTool . Agent JEDFE

msvctl.exe
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Pass-the-hash: Tools and Mitigation | 49

File psexec.rb received on 2010.01.18 02:54:45 (UTC)
Current status: finished
Result 3141 (7.32%)

Antivirus
a-sgquared
AhnLab-V3
AntiVir
Antiy-AVL
Authentium
Avast

AVG
BitDefender
CAT-QuickHeal
ClamAV
Comodo
Drwelb

edafe
eTrust—Vet
F-Prot
F-3mcure
Fortinet
Ghata
Ikarus
Jiangmin
ETAntiVirus

Easper=ky

MoAfee

Mok feat+Aroemis
Mchfee—-GH-
Edition
Microsoft
HOD3Z
Horman
nProtect
Fanda
PCTools
Prevx
Ris=sing
Jophos
Sunbelt
Symantec
TheHacker
Trenddicro
VBA3Z
ViRobot

VirusBuster

Version
4_5.0_50

5.0.0.2

5]
(=]
W
o

4.5.1.85

5.0.15370.0

4.0.14.0

15

T3.1.1.80.0

13.0.500

7.10.945

7.0.0.125

SHE4

SHE4

1.5302

4780

€_04_03
2005.1.8.0
i0.0.2.2
7.0.3.5

2.0
22_31_00.01
4. 450
3.2.18568.2
20091.2.0.491
E.5.0_6.154
9.120.0.1004
3.1z.1z2.1
2010.1.1&.2140

5.0.21.0

Last Update

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

Z2010.01.

2010.01.

Z2010.01.

<010.01.

Z010.01.

2010.01.

2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

2010.01.

=010.01.

2010.01.

Z2010.01.

18

16

a7

iz

1€

iz

a7

18

18

iz

18

18

17

15

a7

17

18

iz

18

17

1€

18

17

17

17

iz

17

17

a7

iz

18

18

18

18

a7

18

18

iz

a7

1e

17

Result

TnclazsifiedMalware

potentially unwanted program

Metasploit

Metasploit psexec module
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Pass-the-hash: Tools and Mitigation | 50

File gsecdump.exe received on 2010.01.07 07:16:31 (UTC)
Current status: finished
Result: 35/41 (85.37%)

AVE
BitDefender
CAT-QuickHeal
ClamAV
Comodo
DrWekb

edafe
elrust-Vet
F-FProt
F-Securs
Fortinet
Ehata
Ikarus=
Jiangmin
ETAntiVirus

Fasper=ky

Mohfee

Mchfee+Artemis
MoAfee—GH—
Edition

Microsoft

HoDaz

Horman
nProtect
Fanda
ECTools

Prevx

Symantec
TheHacker
TrendMicro
VBA3Z
ViRobot

VirusBuster

Version
4.5.0.498

S5.0.0.2

4_H.1351_.0
B.5.0.430
7.2

10.00
0.94.1

3450

S.0.1. 12222
7.0.17.0
35.1.7219
24.5.1.85
2.0.15370.0
2.0.14.0

1s
Ta.1.1.75.0
13._0.500
7.10.940

7.0.0.125

5853

SB53

20081.2.0.41
E.5.0.3.138
2_120.0.1004
2.1z 12.1

2010.1.7_2125

Last Update
2010.01.07
2010.01.07
2008.12.21
2010.01.06&
2010.01.07
2010.01.0&
2010.01.04
2010.01.07
2010.01.a7
2010.01.a7
2010.01.0€
2010.01.07
2010.01.0€
2010.01.0&
2010.01.0&
2010.01.07
2010.01.07
2010.01.0&
2010.01.07
2010.01.07
2010.01.0&

2010.01.07

2010.01.0€

2010.01.0€

2010.01.07
2010.01.07
Z2010.01.0%&

2010.01.0€
2010.01.0€
2010.01.0&
Z2010.01.07
2010.01.07
Z2010.01.07
2010.01.07
2010.01.07
2010.01.07
2010.01.07
2010.01.07
2010.01.0€&
2010.01.07

2010.01.0€&

Print results &

Result
HackTool.Win2Z.Agent!IEK
Win-Trojan/Agent.ZBET20. AP
JER/Agenc . BW. 1
HackTool/Win3Z Agent.gen
Wind2:Trojan—gen
HackTool . DET

Virtool  4EE63
Trojan.Agent. IRT
TrojWare.Windd.HackTool.Agent. . bw
Tool.diggen.39
WindZ.Agent.bw

Virtool. 9663
HackerTool/Seclumper
Virtool. 9663

HackTool .WinldZ . Agent
HackTool . Agent .oz
HackTool . Wind2 Agent
HackTool WinldZ Agent_bw

potentially unwanted program Hlool-
F3ECTump

potentially unwanted program Hlool-
ZIECTump

Heuristic.LooksLike Win22.CodeInjection. I

HackTool:Winl2Z/Tump=ec A

probably a wariant of

Wind2/Hacktool.Agent
WaZ2/Hacktool  ACY
Trojan/Wa32 _ Agent.ZBETZ0.B
Application/PWlump.F
HackTool.Agent!sdS

High Risk Worm

Hack .Win3Z.Agent.bw
L=aThimp
Trojan.Win2Z.Generic!ET
Hacktool
Trojan/Hacktool.Agent  bw

Trojan. Wind2 _ Agent_ Z250B1E_E

HackTool . Agent HITE

gsecdump.exe

Bashar Ewaida, bashar9090@live.com



Pass-the-hash: Tools and Mitigation

File PwDump7.exe received on 2010.01.07 08:06:01 (UTC)

Antivirus
a~-sgquared
AhnLab-¥a
AntiVir
Antiy-AVL
Authentium
Avast

AVG
BitDefender
CAT-QuickHeal
ClamAW
Comodo
Drieb

=3afe
alrust-Vet
F-Prot
F-Secure
Fortinet
Ghata
Ikarus
Jiangmin
ETAntiVirns

Fospersky

Hchfee

MoAfee+Artemis
Mo fee—GEW-
Edition
Microsoft
NOD3Z
Horman
nProtect
Fanda
PCTools
Rising
Jophos=
Junbels
Jymantec
TheHacker
TrendMicro
VBA3Z
ViRokot

VirusBuster

Current status: finished
Result: 23/140 (57.50%)

Print results B

Version Last Update Result

4.5.0.48 2010.01.07 Trojan.WindZ.Or=am!IE
5.0.0.2 2010_01_07 —

T7.9.1_122 2005.12_31

2.0.3.7 2010.01.0&8 —

5.2.0.5 2010.01.07 W22 /Trojan.  JMEIW
4_8.1351.0 2010.01.08 —

B.5.0.430 2010.01.04 -

7.2 2010.01.07 —

io0.00 2010.01.07 Trojan.Agent. ATV
0.94.1 2010.01.07 —

3450 2010.01 .06 Tnclas=ifieddMalware

S5.0.1.12222 2010.01.07 —

7.0.17.0 2010.01.0& Win3Z AFPLPas=Dlump
325.1.7219 2010.01.06 Win32/ESWdump.Alutility
4.5.1.85 2010.01.06 W32 /Trojanl  JMEW

§.0.15370.0 2010.01.07 —
4.0.14.0 2010.01.07 -
13 2010.01.0&8 —

T3.1.1.75.0 2010.01.07 Trojan.WindZ.Or=am

13.0.800 2010.01.07 Packed FPeFatch_ bfk

7.10.540 2010.01_0& Trojan. WindZ Malware 1

7.0.0.125 2010.01.07 —

5853 ag1g. 01, g FoTemsially unwanted program
PRCrack-PFPwdump

sE54 201001, 06 potentially unwanted program
FRCrack—Fwdump

€.B.5 2010.01.07 Riskware.FPas=Dump

1.5302 2010.01._07 Trnj:n:iinazfﬁrsam!rt:

4745 2010.01_06 probably a variant of Winl2Z/Agent

€.04.02 2010.01.08 —

200%.1.8.0 2010.01.07 -

ig.o0.2.2 2010.01.0€ Generic Malwars

T7.0.3.5 2010.01.07 Securitylisk.Pwdump

22.25.03.0% 2010.01.07 —

4.45.0 2010.01.07 EWlump

3.2_1B858.2 2010.01.07 -

20091.2.0.41 Z2010.01.07 Fwdump

E.5.0.3.138 2010.01.07 —

§.1z20.0.1004 2010.01.07 -

2.12.12.1 2010.01.08& Backdoor.Win22 . Hupigon.e=qgs
2010.1.7.2125 2010.01.07 Trojan.Win3Z.FeFasch.  TEE4E

5.0.21.0 2010.01.0€ Trojan.Orsam. EV

pwdump7.exe
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Last Updated: September 28th, 2017

- Upcoming SANS Training

Click Herefor afull list of all Upcoming SANS Events by L ocation

SANS DFIR Prague Summit & Training 2017 Prague, CZ Oct 02, 2017 - Oct 08, 2017 Live Event
SANS October Singapore 2017 Singapore, SG Oct 09, 2017 - Oct 28, 2017 Live Event
SANS Phoenix-Mesa 2017 Mesa, AZUS Oct 09, 2017 - Oct 14, 2017 Live Event
Secure DevOps Summit & Training Denver, COUS Oct 10, 2017 - Oct 17, 2017 Live Event
SANS Tysons Corner Fall 2017 McL ean, VAUS Oct 14, 2017 - Oct 21, 2017 Live Event
SANS Tokyo Autumn 2017 Tokyo, JP Oct 16, 2017 - Oct 28, 2017 Live Event
SANS Brussels Autumn 2017 Brussels, BE Oct 16, 2017 - Oct 21, 2017 Live Event
SANS Berlin 2017 Berlin, DE Oct 23, 2017 - Oct 28, 2017 Live Event
SANS Seattle 2017 Seattle, WAUS Oct 30, 2017 - Nov 04, 2017 Live Event
SANS San Diego 2017 San Diego, CAUS Oct 30, 2017 - Nov 04, 2017 Live Event
SANS Gulf Region 2017 Dubai, AE Nov 04, 2017 - Nov 16, 2017 Live Event
SANS Milan November 2017 Milan, IT Nov 06, 2017 - Nov 11, 2017 Live Event
SANS Miami 2017 Miami, FLUS Nov 06, 2017 - Nov 11, 2017 Live Event
SANSAmsterdam 2017 Amsterdam, NL Nov 06, 2017 - Nov 11, 2017 Live Event
SANS Paris November 2017 Paris, FR Nov 13, 2017 - Nov 18, 2017 Live Event
Pen Test Hackfest Summit & Training 2017 Bethesda, MDUS Nov 13, 2017 - Nov 20, 2017 Live Event
SANS Sydney 2017 Sydney, AU Nov 13, 2017 - Nov 25, 2017 Live Event
GridEx IV 2017 Online, Nov 15, 2017 - Nov 16, 2017 Live Event
SANS London November 2017 London, GB Nov 27, 2017 - Dec 02, 2017 Live Event
SANS San Francisco Winter 2017 San Francisco, CAUS Nov 27, 2017 - Dec 02, 2017 Live Event
SIEM & Tactical Analytics Summit & Training Scottsdale, AZUS Nov 28, 2017 - Dec 05, 2017 Live Event
SANS Khobar 2017 Khaobar, SA Dec 02, 2017 - Dec 07, 2017 Live Event
SANS Munich December 2017 Munich, DE Dec 04, 2017 - Dec 09, 2017 Live Event
European Security Awareness Summit & Training 2017 London, GB Dec 04, 2017 - Dec 07, 2017 Live Event
SANSAustin Winter 2017 Austin, TXUS Dec 04, 2017 - Dec 09, 2017 Live Event
SANS Frankfurt 2017 Frankfurt, DE Dec 11, 2017 - Dec 16, 2017 Live Event
SANS Bangalore 2017 Bangalore, IN Dec 11, 2017 - Dec 16, 2017 Live Event
SANS Cyber Defense I nitiative 2017 Washington, DCUS Dec 12, 2017 - Dec 19, 2017 Live Event
SANS Oslo Autumn 2017 OnlineNO Oct 02, 2017 - Oct 07, 2017 Live Event
SANS OnDemand Books & MP3sOnlyUS Anytime Self Paced



http://www.sans.org/info/36919
http://www.sans.org/link.php?id=46550
http://www.sans.org/dfir-prague-2017
http://www.sans.org/link.php?id=46155
http://www.sans.org/october-singapore-2017
http://www.sans.org/link.php?id=48967
http://www.sans.org/phoenix-mesa-2017
http://www.sans.org/link.php?id=48227
http://www.sans.org/secure-devops-summit-2017
http://www.sans.org/link.php?id=46470
http://www.sans.org/tysons-corner-2017
http://www.sans.org/link.php?id=47432
http://www.sans.org/tokyo-autumn-2017
http://www.sans.org/link.php?id=46545
http://www.sans.org/brussels-autumn-2017
http://www.sans.org/link.php?id=46535
http://www.sans.org/berlin-2017
http://www.sans.org/link.php?id=46395
http://www.sans.org/seattle-2017
http://www.sans.org/link.php?id=46390
http://www.sans.org/san-diego-2017
http://www.sans.org/link.php?id=47942
http://www.sans.org/gulf-region-2017
http://www.sans.org/link.php?id=50620
http://www.sans.org/milan-november-2017
http://www.sans.org/link.php?id=47117
http://www.sans.org/miami-2017
http://www.sans.org/link.php?id=46555
http://www.sans.org/amsterdam-2017
http://www.sans.org/link.php?id=49297
http://www.sans.org/paris-november-2017
http://www.sans.org/link.php?id=49187
http://www.sans.org/pen-test-hackfest-2017
http://www.sans.org/link.php?id=48677
http://www.sans.org/sydney-2017
http://www.sans.org/link.php?id=51355
http://www.sans.org/gridex-2017
http://www.sans.org/link.php?id=46560
http://www.sans.org/london-november-2017
http://www.sans.org/link.php?id=46897
http://www.sans.org/san-francisco-winter-2017
http://www.sans.org/link.php?id=49357
http://www.sans.org/siem-tactical-analytics-summit-2017
http://www.sans.org/link.php?id=46565
http://www.sans.org/sans-khobar-2017
http://www.sans.org/link.php?id=50345
http://www.sans.org/munich-december-2017
http://www.sans.org/link.php?id=49292
http://www.sans.org/european-security-awareness-summit-2017
http://www.sans.org/link.php?id=46902
http://www.sans.org/austin-winter-2017
http://www.sans.org/link.php?id=46032
http://www.sans.org/frankfurt-2017
http://www.sans.org/link.php?id=49825
http://www.sans.org/bangalore-2017
http://www.sans.org/link.php?id=45592
http://www.sans.org/cyber-defense-initiative-2017
http://www.sans.org/link.php?id=49642
http://www.sans.org/olso-autumn-2017
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

