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Agenda

* Threat Landscape
* Today’s Response

* Anatomy of an Attack: Malicious Insider
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Industrial Control System Cyber Attack Sources

Internal Threats
* 60% of attacks are insiders — 44.5%

External Threats
* |ICS attacks up 7x from ‘10to’16 ()

malicious & 15% inadvertent 3)
* Top BoD and CISO spending focus

* 39.2% of industrial enterprise technology
infrastructure attacked in 2016 (2

/‘) (1) ICS-CERT Year in Review: Industrial Control Systems Cyber Emergency Response Team 2016

- (2) Kaspersky Lab ICS Cert: Threat Landscape of Industrial Automation Systems in the Second Half of 2016
% (3) IBM X-Force Research, 2016 Cyber Security Intelligence Index © PAS Global, LLC — Confidential and Proprietary 2017 | 3



Today’s IT-Centric Approach Incomplete

Level 5 _-'~
Internet DMZ .‘I

IT-Centric Eterorise LAN c:? )
Endpoints -:'.J, 20 /0

Level 3
Operations DMZ
| .
mw
[ T

I
Level 2 Local SCADA Config. Station Data Collector
HMI for Level 3

= Network Segmentation = Air Gapping
= Perimeter-based Protection * Security by Obscurity
= Anti-virus Software = Access Controls
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Production-Centric Endpoints

Level 5
Internet DMZ

Level 4
Enterprise LAN

Production-
. . Level 3
Centric Endpoints Operations DMZ

Level 1
Controller LAN

Level O
Instrumentation

PAS
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IT-Centric vs Production-cCentric Endpoints

Traditional IT-Centric Endpoints

* Windows/Unix/Linus based,
common protocols

* [P addressable
* Agent software friendly

 Readily discoverable/able to
interrogate servers, PCs, routers)

* Vendors such as IBM/Lenovo, Dell,
HP, and Cisco Systems

3
PAS

20%

Production-centric
ICS Endpoints
Represent Largest

Risk Component for
Process-centric
Enterprises

80%

Production-Centric Endpoints

e Heterogeneous, proprietary
systems, complex architectures

* Incompatible with agent
technology

* “Hidden” endpoints — /O cards,
firmware, installed software,
configuration, etc.

e Vendors such as ABB, Emerson,
Honeywell, Yokogawa, Siements,
Schneider, Rockwell, & more...
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SCENARIO 1 — MALICIOUS INSIDER
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Example Logic:
If FCO01.SP >= FC0O01.Low Range And _

value outside of engineered range FCO01.SP <= FC001.High Range Then
Run Normal PID Error Handling

The system will do nothing if Setpoint

A 4

—| Else

Equipment Process
(Level 0) (Level 1)

Do Nothing

| Bus.
Apps

T I I
I I .
| | 1
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First, a malicious offline Engineering Configurator Project Change is made — BUT NOT
DOWNLOADED!

Then, an authorized change is made and downloaded
Consequences - process shuts down

Equipment Process Procesé Operations Business Cloud
(Level 0) (Level 1) (Leve} 2) (Level 3) (Level 4)

|
Apps

&—N— Ent.

[

Controllers and PLCs

7 U | S

——
i
A Y

B
& B
=B
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Example Flow Controller Configuration:
. . FC001 Configuration
Configurator project before the change e Value
Name FCO01
Description Flow to Reactor
Engineering Unit BPH
__________________________________________________________________ ] High Range 100
E’ _ . ; \P\‘ < g Low Range 0
’," q(li;'\:r oe)m { ([z,ifls)s { ([gi:z') : Control Action Reverse
| = | [ | P 1
: [° | ! i | !
i o o : { Ej II) 0(.)2
! 53 ) | |
! o~ I { InPut FI001.PV
i ol i Controllers and PLCs E OutPut FV001.0P
i ,-;A 'k‘efu"%:..‘?g i I £ E High Alarm 90
Ny — ZIEERIEEE | I2E D
b |l [ = } I | |
== | i) =iy |
| ono | { : : i
el | il =y |
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90

85

80

75

Operator Settings:

FCO001.SP = 85 BPH (Target Value)

FCO01.PV = ~85 BPH (Actual Value) (17.6 Milliamps)
FC001.0P = 85% (Valve % Open)

FCO01 Not in Alarm

| Engineered Value

Low Range = 0 BPH (4 Milliamps)
High Range = 100 BPH (20 Milliamps)
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Example Flow Controller Configuration:
Configurator project after the change FC001 Configuration
Parameter Value
High Range changed from 100 to 10 Name FCo0L
Description Flow to Reactor
Engineering Unit BPH
___________________________________________________________________ ] High Range 10
’E . . b P\\‘ sé/ : ' Low Range 7 0
’ quipmen rocess roc\e . “.'
# (Level 0) { (Level 1) { (Leve,‘zf) : Control Action | .. Reverse
) = | [ ' | P 1
! ©—0— | | | —
A i ) L 0.2
| 5 | | D 0
| ' | | ' InP FIOOL.PV
| Lo : { i E@ : nPut 00
i - (i ! Controllers and PLCs ! ! OutPut FV001.0P
D = e l ! ! High Alarm 90
|| o (822 | | | .
: — = | e . , ,
=] L | P v T )
L |l [HEn } l l | i
A== | | l: | I: | |
| B ] | | | | |
s T | NN =y =iy |
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PID Integral changed from .2 to .3

Example Flow Controller Configuration:

Equipment
(Level 0)

OH—WN—

L

=y

> ’
Process Pro\c\eslxé
(Level 1) (Leve}‘,z)

1/0 Controllers and PLCs

FC001 Configuration
Parameter Value
Name FCO01
Description Flow to Reactor
Engineering Unit BPH
High Range 10
Low Range 0
Control Action Reverse
P 1
» 0.3
0
FIO01.PV
FV001.0P
90

OO0
OO DD DD O
QODDDDD D
QOO DDOD 0
OO DD D O
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Example Flow Controller Configuration:
FC001 Configuration
Parameter Value
Name FCO01
Description Flow to Reactor
Engineering Unit BPH
S SSSSiSSSSSESSsEsEsEsES S _ g4 High Range 10
,’, Equipment Process Pro\c\egé, [ Low Range 0
'/ (Level 0) E (Level 1) E (Level2) i ...’ Control Action Reverse
i o7 — R
1P : D | P I
: Lo : | | [ 0.3
! e 1 { | D 0
i | ’ ) | —{schoa) | InPut FIOO1.PV
i % Controllers and PLCs E i R OutPut FVOO1.0P
i L { : High Alarm 90
! | | |
: [—==—3 t T i _
| : { IR
! [ I I [ i
| | | | 1
| | il =i |
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| | | | 1
i | ' ! |
! | [ I l [ !
] I I I h
\ | | | !/
3 I | I ¢
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Factor of 10 decrease in High Range
Flow Controller calculates 8.5 BPH

f Equipment Process
(Level 1)

(Level 0)

—SP  cmm—pP\/ oP

OperatB( Settings:

FCOO1.5P 285 BPH (Target Value)

FCO01.PV = ~8.5 BPH (Actual Value) (17.6 Milliamps)
FC001.0P = 85% (Valve % Open)

FCOO1 Not in Alarm

Engineered Value

-1 Low Range = 0 BPH (4 Milliamps)

High Range = 10 BPH (20 Milliamps)

e

'p""-"W?'J

3
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Now there is a greater deviation between
Setpoint (Target Value) and Process Value

——ISCADAI 1 |7 st Gl | | ) 1 U

(Actual Value) RS
" Equipment Process PrANXC
(Level 0) | (Level 1) (L
o] |
,,,‘1»\ : [ 0
o (20 : ammsSP P\ opP
|
|
\
|
|

Operat&\%‘ttings:

FCO01.5P 285 BPH (Targetm

FCO01.PV = ~8.5 BPH (Actual Value) (17.6 Milliamps)
FC001.0P = 85% (Valve % Open)
FCO01 Not in Alarm

Engineered Value

1 Low Range = 0 BPH (4 Milliamps)
High Range = 10 BPH (20 Milliamps)
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The OP (Valve) Increases to try and Reach

SP (Target Value) — goes from 85% to 100%

/' Equipment Process Pr \°0
# (Level 0) (Level 1) (Le
.'
! A—
1
! e Sy
1
1

e SP e PV/ OoP

— ISCADAI ik O | L | | == | ] [

Opera\or Settings:

=8 'FCOOl.S)\=\85 BPH (Targetm

{ | FCO01.PVX ~8.5 BPH (Actual Value) (17.6 Milliamps)
FCO001.0P = 100% (Valve % Open)

FCO01 Not in Alarm

Joete L Engineered Value

e S — | Low Range = 0 BPH (4 Milliamps)

High Range = 10 BPH (20 Milliamps)

e
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Operator Confusion
Why is the valve at 100%?

Why is there no alarm?
If caught quickly - place the valve in manual and control the output. by .

If not caught quickly - unit shuts down (hopefully safely) e
g:

H (Target m

Engineer Confusion BPH (Actual Value) (17.6 Milliamps)
* How could the PID Integral change form .2 to .3 result in this behavior? (Valve % Open)

* There is no record of the Malicious change as a result the issue will most %
likely get classified as an inadvertent change

Low Range = 0 BPH (4 Milliamps)
High Range = 10 BPH (20 Milliamps)

-

AN

ﬁf"‘
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SCENARIO 1 - DEFENDING
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Example Flow Controller Configuration:
FC001 Configuration
Parameter Value
____________________ \ 3 Name FC001
e ’E . p P\\ ‘ Description Flow to Reactor
# quipmen rocess rogess - . .
# (Level 0) } (Level 1) { (Leve}‘IZ) : Eng|neer|ng Unit BPH
' ' ' High Range 100
| | |
l Ll E@ } Low Range 0
| | I Control Action Reverse
| | |
| I | P 1
= SCADA
E ControNgrs and PLCs E Ej i | 0.2
- T=1= | | D 0
= =
| dag ! il InPut FIO01.PV
— C ' & 2l OutPut FV001.0P
- \HHE [ } High Alarm 90
= h =}
i { ull . | ;
| I I I | !
| | | | | 1
I I ;. | ‘ I | /
I I N I I I 4
| I P I ' ¥
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Defending

Detect access and change within the environment.

You must have context at this point because the xample Flow Controller Configuration:
configurator Ul shows nicely formatted data but ——TCC0% fonflguration
the actual control system config file is binary e
(Level 0) : (Level 1) (Leve‘,‘z’) : Engineering Unit BPH
[ [ High Range v 10
E fE@ E Logw Range =S 0
: | Control Actio'ﬁ Reverse
| | P 1
E 1/0 ControNgrs and PLCs ?C@ E ““““ | 0.2
| : “““““ D 0
: “““““ InPut FI001.PV
i OutPut FV001.0P
“““ :‘ High Alarm 90
v I_____________l_ ________ /,’ /

)
]

N
i

—
5
! - =
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Defending

Detect Access and change within the environment

Example Yokogawa Config. File:

- must be able to interpret binary configuration - .
files. e e

.
7

’ Equipment
# (Level 0)

<Y . Ly . T
Process Prdc\e§é q : - v wg M° - e
(Level 1) (Level 2) A t v

G

—

Y]

DD DO D O

el

= L
EELTT]
A

=
r= —H =
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Defending

Detect Access and change within the environment

Example Honeywell Config. File:

- must be able to interpret binary configuration

3 1 0
0 1 o 2 0 3 0 4 o 0 sol
Y 0 0 0 0 0 0 0 0 L) 0 oo
0 0 0 0 0 0 0 0 1 2 oot
0 0 0 0 2 0 0 0 [3 o0
0 0 3 3 10 0 0 0 0 o
L] 0 0 o 0 o 0 0 0 o 0 oo
0 0 0 0 0 0 0 0 o 0 oo
. 0 0 0 0 0 ° 0 0 5 sS4
z& 0 0 0 0 0 0 6 6 0 0 oo

P 0 0 ] 8 0 0
/ ’ \\ 4 0 0 0 0 0 0 6 0 . 0 3
4 H . L] . 0 0 0 0 0 L) 4 800
/ Equipment Process Process [ : ; ; ; : : ; 2 | ; o
1 / ] [} ] 2 2 2 2 2 0 6 100
! (Level 0) (Level 1) (Level 2) 0 0 0 0 0 0 0 0 0 0 00l
\, 0 0 0 [ 0 0 0 0 0 L
5 71200800002 4 9209216002 4 92092160002 3 67056760002 540194900002 540194900002 6 57147640002 3 23126080002 8 516668804000 4 YI6177904000 5 714728
2 2 21 2 1 2 24 2 14010344000 3 MEMAYI0002 304
0 0 0 0 0 0 0 0 oot
HMI ' ' 1 \ 1 \ 2 \ 2 \ 200
1 2 2 2 2 2 2 2 1 2 20
1 1 1 1 1 1 2 1 2 1 200
1 2

2 2 2 2 2 2 1 2 200
221199200004 221199230004 221198230.004 221196230004 22119620004 221199230004 152433640.00) § BT579690.004 -1 79767630005 -3 54273490.001 ) 1567493
4 99006340-00) ) TEATH510-002 ) OATBAG20-002 2 58094440000 1 9042471000 -1 26206610004 -9 04587620005 6 7452716002 4 0136993-002 ) 0706550001 B 6900767
321260530-004 2 82371040-004 ) 21260530-004 2 82371940004 ) 21260630004 2 82371940004 3 21260530004 2 82371940-004
1.78800780-001 -7.7880078¢-001 -7.788007 1M -1.78800780-001 -1.78 -1 267 97 1691174304000 7 0740%
980416260001 -1 443271704000 6 36261430-001 -1 314062204000 & 16862030001 -1 213061304000 3 67879440001 1 633954904000 § B8254440-001 -8 46481720001 -1 85673
1648116404000 6 79071950001 1 648116404000 6 79071950001 -1 640116404000 6 79071950001 1 648116404000 6 79071950001
2 2 2 2

2 2 2 2 [} 1 ™
1 2 2 2 2 2 11 1 b 3 119
2 2 2 2 2 2 12 2 L} 1 ™
1 2 2 1 1 32 190

2 2 1 12 3

126351180002 224763570002 301389440002 361079510002 407555510002 443756730002 4 71948490.002 4 93905030002 5 11004800002 §24322120002 5 69365
405077050002 4 D6626510.002 4 B7804730.002 4 BATT0470.007 4 9509909007 4 90001090007 § 11926600.00) 144426580.007 193671420002 2 12024130002 2 6109324,
606661400002 5 133001 619249270.002 523002410002 527490740002 530300096002 5 32408440002 534193000002 535621300002 5§ I6566100.002 5 376022
4 64922000002 4 69761200002 4 T44TTH00-002 4.7076930-002 4 8I550190-002 4 O7927630-002 4 92167090002 4 96339330002 500307050002 § 04332090002 50817
6.15607370-002 02 617677260002 618573270002 619544230002 620490750002 621413440002 622312910002 623109740-002 624044490002 62487773
648127350002 354400002 648576730002 648791500002 649001836002 640206860002 64406740002 649601580002 649791520002 649976680002 65015718
11802582002 1 22634600-002 1 27139810002 1 35045806002 -1 40067080-002 -1 44170790002 -1 48192076.002 -1 52122980 002 -1 65965560002 -1 5972179
of 270675220002 2 71853020-002 -2 73005930-002 -2 T4132160-002 -2 75213000002 -2 76308260.002 -2 77361266002 -2 78309619.002 -2 79384860002 -2 80)775620.002 -2 013300%
- 3 0971212¢-002 -3 1001 002 -3 10300150-002 -3 10696169-002 -) 10677709-002 - 11162910-002 -3 11421930-002 -3 11664929-002 -3 11941999002 ) 12153200002 ) 1243693

. 3 19695000002 -3 19772070002 -3 19847420-002 -3 19921070-002 -3 1999307¢-002 -1 20063450-002 -3 20132240002 -3 201995 3 5, -3 20295 320092

01588044000 7136510204000 -7 249110204000 -7 354202664000 -7 452278504000 -7 543799194000 -7 1 7 1832
665529030001 7 85834436001 902195760001 1014742304000 1123599104000 1228887204000 1330723604000 1429221204000 1 624489804000 1 6166352
4000 1 1 9005W004000 1 S147A7T04000 1\ 1 1 a7
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Defending

You must have something or someone who

: Example Flow Controller Configuration:
1 AL .
understands what's a normal operational change FC00L Configuration
. o Parameter Value
compared to a potential security change e oot
- Eaui R oS egd’ Description Flow to Reactor
q::;’:g'o?nt : ([:,‘;Tls)s (::/2\?2') : Engineering Unit BPH
[ [ High Range 10
E T E@ E Low Range 0
| | Control Action Reverse
| |
I | P 1
E 7"E i | _..» 03
1 D 0
O N I InPut FI001.PV
T OutPut FV001.0P
| Il _________ High Alarm 90
| |
| | | | 1
| | | | !
N 'mipy =iy =)y
I o I I P
| # | | |

=

el

i I
Vi

| g== —& = :
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Defending

You need to be able to detect the download event
Its equally important to understand the context of
what's being downloaded.

Example Flow Controller Configuration:

5 . . FC001 Configuration
Knowing a new binary file was downloaded has Parameter Value
« o . . o Name FCO01
limited value - but knowing a new binary file was Sescription | Flow to Reactor
downloaded that changed the High Range from 100 | Engineering Unit BPH
q | High Range 10
to 10 and the Integral Setting was changed from 0.2 i Low Range 0
| .
tO 0.3 haS huge value i ControFI)Actlon Rev;zrse
| PN Controllers and PLCs E I 0.3
i @ W= o | | (cedblidc® : D 0
L | o8 i InPut FIOOL.PV
I — e e e e i OutPut FV001.0P
i ® = sleleleleiaiaiele High Alarm 90
! ©
i | | 1
1 | | 1
‘\ il =N ,:
L I I Py
N I I &
T e J
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Defending — Summary Actions to Take

You need:

* A tool that allows you access to forensic details:
—Online Changes
—Offline Changes
—Events
» Application
* Security
* System Events
* Operator Actions

* Process Alarms Value) ™\

—Normal Behavior compared to Abnormal Behavior al Value) (17.6 Milliamps)

Access to Restore Points to Revert the Change - for modern systems o Open)
that’s an easier problem to solve, but for legacy system that can be a
challenging problem
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Thank You




SCENARIO 2 — PRIVILEGED REMOTE USER
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Ent.
Apps
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Operations
(Level 3)
Apps
| Adv.
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F.W.
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Controllers and PLCs
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Process

Equipment
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Changes made - possibly to DCS

<

.

'Y

Proce

Business
(Level 4)
Ent.
Apps
ppss)
F.W.
DMZ

Operations
(Level 3)
Apps
| Adv.
Apps
F.W.

s
h2)
{)

\

(Leve

Controllers and PLCs

(Level 1)

Process

Equipment
(Level 0)
O—N
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Level 1 and 0 system settings are changed

Business
Level 4)

Operations
(Level 3)
Apps

4
oc\e§é
(Leve }"2)
{4

—— e e

Process

(Level 1)

Equipment
(Level 0)
O—N
=

INVIAVAVAYA

A
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e Plant Shuts Down (Hopefully Safely)
 Nobody Knows Why

* An Incident Investigation Occurs
* Hours turns to days, days turns to weeks and the plant isn’t making money
* Eventually the actions that caused this events are understood (enough); system is re-engineered,
tested, and re-started

Controllers and PLCs

D

=
! = B ai
: | B | - |
== X gt == iz 4
| = T == I 1 =
| W= o, pE 5= =1 s f

K

;
i

© PAS Global, LLC - Confidential and Proprietary 2017



(s}
-
RS,
i)
e
Q
-
| -
@)
®)
-
20
()
C
©
@
O
o]0]
O
)
(Vs
i)
®)
q0)
o
£
o
i)
-
Q
)
O
o

Hundreds of man-hours wasted

Millions of revenue lost
Increased risk to safety
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SCENARIO 2 — DEFENDING
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Defending

 Monitor all communication that occurred between Remote
Console and Engineering Station
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Defending

* Detect suspicious activity across your IT & OT environments
* Stop cyber-attacks in their earliest stages

* Reduce the amount of time to detect, investigate and remediate cyber threats

1/0 Controllers and PLCs

- N e <
// Equipment Process Pr6c\e§é Operations Business \\\
# (Level 0) : (Level 1) (Level‘l) (Level 3) (Level 4) { \

I I
= NCDIRS —(=)/
| Apps |
I I
| I
| I
| I
I I
I I
I I
| I

I

I

I

I

|
|
|
|
|
|
|
!

— s
| Apps
I
|
|
|
I
|
|

=

1
i

Wil i
T ETTET

| ";
|
H
|

(=l
T BN =
— | B = =3 = = i

© PAS Global, LLC - Confidential and Proprietary 2017

Inmmmn

R 11 20 50| £ 5 1 O O

‘ )Wlkw}" d

I =
2 ‘/JV

|



Defending

 Monitor all communication that occurred between Engineering Station
and other Windows stations on the Process Control Network (PCN)
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Defending

* Detect suspicious activity across your IT & OT environments

* Reduce the amount of time to detect, investigate and remediate cyber threats
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Defending

* Monitor all Operator Actions, System Events, and Process Alarms on PCN

* Monitor all offline changes made by the Engineering Configurator
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Summary Actions to Take

* You Need Tools to Help You:
— Detect suspicious activity across your IT & OT environments
— Stop cyber-attacks in their earliest stages
— Cut the cost, time and scope of cyber incident response
— Reduce the amount of time it takes to detect, investigate and remediate cyber incident s

— ldentify the “covert channels” and command-and-control communications that indicate
the presence of malware in your IT & OT environments
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PAS,

Thank You

Nick Cappi
Director, Technical Consulting
ncappi@pas.com
13 July 2017
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