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Without a solid understanding of the assets on their ICS networks, it’s impossible for IT departments to develop and implement a
plan to manage risk. Yet, asset identification was the top concern among 338 ICS security professionals participating in the
SANS 2019 State of OT/ICS Cybersecurity Survey.
Historically, asset identification has been associated with time-consuming and costly efforts to maintain accurate lists. For example,
more than half of operators spend 20% to 80% of their time physically walking through their plants to find and validate plant
information, according to a 2016 Control Global article. As a result, this critical and fundamental step of identifying OT/ICS assets is
not always the board’s top priority for the CISO.
In this SANS whitepaper, Mark Bristow, SANS ICS Active Defense and Incident Response certified instructor, will provide
recommendations and guidance from his experience in the field covering how to:
•

Get resources needed to start an asset identification
program

•

Provide ongoing asset identification maintenance with limited
human resources

•

Support operations beyond cybersecurity with asset
identification

•

Get quick wins by leveraging information you already have to
bootstrap an asset ID program

This content should ultimately help IT professionals to articulate to senior management and board members that asset
identification is not just a security need: it can also enhance return on investment through such benefits as improved maintenance,
reduced mean-time-to-repair, and increased availability.

Why Sponsor the SANS 2020 ICS Asset Identification Whitepaper
Lead Generation

Branding

300-lead guarantee with no cap.

Cobrand the whitepaper and webcast with
SANS, the global leader in cybersecurity
training, certification and research.

Thought Leadership

Collaborate with our best SANS authors
who are at the forefront of the everchanging war on cybersecurity.

About the Author
Mark Bristow is a SANS certified instructor and the director for the Hunt and Incident Response Team (HIRT)
at the Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA), where
he leverages his expertise in incident response, industrial control systems, network monitoring and defense
to support national security interests. Before ICS-CERT was integrated into HIRT, Mark was the chief of ICSCERT incident response. In Mark’s 16-year security career he has also worked for CSRA and Securicon, where
he supported a variety of private and public sector clients. Mark has been on the front lines of headlinegrabbing incident response efforts such as the attack on the Ukrainian power grid, intrusions into U.S. election
infrastructure and Russian attempts to gain access to the U.S. power grid. Mark is a frequent speaker on
industrial control systems security issues worldwide.

www.sans.org | vendor@sans.org

Sponsorship Inclusions
Whitepaper

Sponsors will receive a draft of the paper for review and a final, branded whitepaper for their use.

Webcast

The whitepaper includes an associated webcast presented by the author. Sponsors will receive the
webcast recording for their own promotions. Webcasts are archived for one year after the webcast
date. Registrations may still be processed for archive viewing of the webcast.
Webcast Date: TBD June 2020

Additional Sponsorship Opportunities
Associated SingleSponsored Webcast

Sponsor your own webcast that aligns with the SANS 2020 ICS Asset Identification whitepaper. Your
webcast will be promoted by SANS. The sponsor will receive a minimum 200-lead guarantee with
no cap and continued lead generation as a SANS archive webcast.

Associated Paper or
Product Review

Publish a custom paper based on a segment of the whitepaper that is of interest to you or a
product review that calls on the paper as an entry point to the review. This associated paper
includes a webcast.

Associated Video

Have a SANS expert interview a representative of your company. The sponsor will receive branded
video(s) of the interview. The video will also be available on the SANS website. SANS will organize
all logistics.

Lead Submission & Promotions
Lead Submission
The initial installment of leads from the webcast will be provided within two business days of the live webcast. Additional leads will be
provided on a regular basis for the first three months following the webcast. After three months, leads will be provided upon request.
Promotions
Whitepaper: Promotion of the SANS 2020 ICS Asset Identification whitepaper will begin 6 weeks prior to the webcast.
Webcast: Promotion of the webcast will begin once the webcast has been scheduled. The webcast will be promoted via a weekly email
blast to SANS opt-in audience, SANS e-newsletters and social media.
To see additional SANS Surveys and Analyst Papers, click here.
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