Operating System Installation Guidelines

The following document guides you step-by-step through the process of installing the
operating systems so they are properly configured for boot camp.

The document is divided into 3 parts:
1. Windows XP Installation
2. Linux Installation
3. VMWare Installation

Option 1:

If you are going to use a bootable Knoppix CD for the Linux portion, you only need to
install Windows XP and follow section 1. For Windows XP you want to perform a full
default install of all components. It is critical that you use Windows XP Professional,
Windows XP Home Edition will NOT work. You also want to make sure that Service
Pack 2 is installed. For Knoppix, please download and boot off of the Knoppix CD prior
to coming to class to validate that Knoppix supports your hardware. The version of
Knoppix that we will use for class can be found at http://www.knoppix-std.org/.

Option 2:

If you are going to use VMWare for Linux follow steps 1 and 3. For Windows XP you
want to perform a full default install of all components. It is critical that you use
Windows XP Professional as Windows XP Home Edition will NOT work. You also
want to make sure that Service Pack 2 is installed. It is critical that you install and test
VMWare with Knoppix prior to coming to class. The version of Knoppix that we will
use for class can be found at http://www.knoppix-std.org/.

Option 3:

If you are going to use a dual boot system and install both Windows XP and Linux,
follow steps 1 and 2. For Windows XP you want to perform a full default install of all
components. It is critical that you use Windows XP Professional, Windows XP Home
Edition will NOT work. You also want to make sure that Service Pack 2 is installed. For
Linux you want to make sure you install all components. Prior coming to class install
and run Nessus to confirm that all of the components have been properly installed for
Linux.

If you do not install the proper configuration, some of the exercises might not work.

Windows XP Installation

It is important to understand that this guide was specifically designed for a lab
environment. There are a lot of operating system vulnerabilities that are intentionally left
unpatched in these installation steps. This is intentionally done to give you the best
results when completing the labs and tutorials in this book. If you are interested, a great
reference for building a Windows XP Professional box that is secure enough for a
production environment is Windows XP Security: Step By Step by SANS.
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To create a properly configured laptop for the Security Essentials Boot Camp, follow the
detailed steps in this document—from the initial setup screen to the final login. This
guide was designed for use on a system that doesn't already have a Windows platform
installed on it. If your machine does not have a blank hard drive, some of the screens you
see at the beginning of the installation may be different from what you see in this chapter.
If different screens appear, it is important that you always choose the option to replace,
or overwrite. Do not choose to upgrade. The Windows install should also be placed in the
default c:\windows directory.

Creating Boot Disks

If your system does not support the capability to boot off of a CD-ROM, you can use the
Windows XP boot disk to boot. If you do not have a set of the four disks, you need to use
a machine that already has Windows XP Professional installed on it. The following steps
show you how to create the four boot disks:

1. Label four blank, formatted, 3.5-inch, 1.44-MB floppy disks as: Setup
Disk One, Setup Disk Two, Setup Disk Three, and Setup Disk Four.

2. Insert Setup Disk One into the floppy disk drive of a Windows or DOS

system.

Insert the Windows XP CD-ROM into the CD-ROM drive.

Click Start, and then click Run.

5. In the Open box, type D:\bootdisk\makeboot a: (where D: is the drive

letter assigned to your CD-ROM drive), and then click OK.

Follow the screen prompts.

7. After you have completed the screen prompt requests, insert Setup Disk
One into the floppy disk drive of the lab PC and power the PC on.

P w

o

Booting from the CD-ROM
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If your system supports booting off of the CD-ROM, you do not need to use the disks
previously discussed. Instead, follow these steps:

I. Simply start by placing the Windows XP CD-ROM into your CD tray and
power on your machine. The first non-blank screen you should see is the
one shown in the following illustration.

Setup is inspecting your computer’s hardware configuration...
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2. If the previous screen does not appear, reboot your machine and open up
the BIOS. You need to make the system boot to the CD-ROM first. The
following screen is one of several different BIOSes you could have on
your system. You need to navigate to a screen that allows you to change
the Boot Order. This is where you tell it to boot off of the CD-ROM.

+Removable Devices

A-4



3. Now your system should boot off of the CD-ROM. After a period of time
(typically 30-45 seconds), the following screen appears. Because we are
doing an initial install, you only need to press Enter to continue.

indows Setup

4. Hit Enter at the next screen to continue installation.

Windows XP Professional Setup

Welcome to Setup.
This portion of the Setup program prepares Microsoftd(R>
Windows(R> ¥P to run on your computer.

To set up Windows XP now, press EMTER.

To repair a Windows XP installation using
Recovery Console. press

To guit Setup without installing Windows XP, press F3.




5. The Microsoft Windows XP Licensing Agreement appears next, as shown
in the following screen. It is important that you read and understand this
agreement before continuing with the installation. After you have read and
agreed to the contents of the license, press F8 to continue.

Windows XP Licensing Agreement

S’Y RAPPORTAMT A TRAUERS LE PRODUIT OU
AUTREMENT DECOULAMT DE L’UTILISATION DU
PRODUIT OU AUTREMEMT AUX TERMES DE TOUTE
DISPOSITIONM DU PRESEMT CONTRAT OU
RELATIVEMENT A UME TELLE DISPOSITIOM. MEME EM
CAS DE FAUTE,. DE DELIT CIVIL <Y COMPRIS LA
MEGLIGENCE>, DE RESPONSABILITE STRICTE,. DE
UIOLATIOM DE COMTRAT OU DE UIOLATIOM DE
GARANTIE DE MICROSOFT OU DE TOUT FOURMISSEUR
ET MEME SI MICROSOFT OU TOUT FOURMISSEUR A
ETE AVISE DE LA POSSIBILITE DE TELS DOMMAGES.

LIMITATION DE RESPONSABILITE ET RECOURS.

Malgré les dommages que vous puissiez subir pour gquelgque motif
gque ce soit <y compris notamment, tous les dommages susmentionnés
et tous les dommages directs ou genexaux) la responsabhilité
intégrale de Microsoft et de 1’un ou 1 autre de ses fournisseurs
aux termes de toute d1°p0“1t10n du pxe°ent contrat et votre
recours exclusif a 1’égard de tout ce gui précede (sauf en ce qui
concerne tout recours de réparation ou de remplacement choisi par
Microsoft a 1’égard de tout manguement a la garantie limitée) se
limite au plu élevé entre les montants suivants : le montant gue
vous avez réellement paye pour le Produit ou 5,80 $US | RS
limites exclu°1on° et dénis gui préceéedent <(y compris les clauses
ci—dessus)., appllguent dans la toute la mesure permise par le
droit appllcahle, méme si tout recours n’atteint pas son

but essentiel.

Defining Drive Partitions

You now need to define the drive partitions. Defining your drive partitions is used instead
of FDISK. When defining your drive partitions, it is extremely important that you leave
enough space for your Linux partition! Following are the steps:

1. Press C to create a partition for your Windows install.

2. You need a minimum of 2Gb of space for each of your operating systems.
When you are prompted for the size of the partition, enter a number that is
equal to 50 percent of your available hard drive space. Then, highlight the
partition, which should be labeled Unpartitioned space (see the following
illustration), and press C.

Note: If partitions already exist they should be deleted. However you should realize that
this will permanently remove any data that is currently on your system.
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Windows XP Professional Setup

The following list shows the existing partitions and
unpartitioned space on this computer.

Use the UP and DOUWM ARROVW keys to select an item in the list.
» To set up Windows XP on the selected item. press ENTER.
» To create a partition in the unpartitioned space. press C.

» To delete the selected partition,. press D.

8198 MB Disk 8 at Id 8 on bus B on atapi [MBRI]

Now create your new partition to be at least 2 Gb. In the provided space type 2047 and
press Enter

Windows XP Professional Setup

You asked Setup to create a new partition on
8198 MB Disk B at Id 8 on bus 8 on atapi [MBRI.

To create the new partition. enter a size below and
press ENMTER.
To go back to the previous screen without creating

the partition. press ESC.

The minimum size for the new partition is megabytes
The maximum size for the new partit megabytes

Create partition of size <(in MB):




You should now see two partitions. Verify that the new 2047 partition is highlighted and
press Enter.

Windows XP Professional Setup

The following list shows the existing partitions and
unpartitioned space on this computer.

Use the UP and DOUWM ARROVW keys to select an item in the list.
» To set up Windows XP on the selected item. press ENTER.
» To create a partition in the unpartitioned space. press C.

» To delete the selected partition,. press D.

8198 MB Disk 8 at Id 8 on bus B on atapi [MBRI]

Unpartitioned

Formatting Drive Partitions

The next step is to format your partition. For security reasons, you should format your
partitions using NTFS. NTFS is a Windows partition type that allows you to assign
permissions at the folder level. This level of granularity is not the same for FAT
partitions. NTFS also allows for lager partition sizes compared to the 2Gb limit that
comes with FAT16. The steps for formatting your partition follow:
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1. Highlight the NTFS <Quick> partition option as shown in the following
screen, and press Enter.

Windows XP Professional Setup

The partition you selected is not formatted. Setup will now
format the partition.

Use the UP and DOUMN ARROW keys to select the file system
you want,., and then press ENTER.

If you want to select a different partition for Windows XP.
press ESC.

13 "R te K
Format the partition using the FAT file system <(Quick)>
Format the partition using the MTFS file system
Format the partition using the FAT file system

2. After you press Enter, the system formats the partition, as shown in the
following screens. Depending on the size of the partition, this step can
take from 5 minutes to an hour. This is a great time to refill your caffeine-
laced beverage of choice. (You may need it because you have a long way
to go.)

Windows XP Professional Setup

Please wait while Setup formats the partition
C: Partitionl [Mew <(Rawd>] 2047 MB ¢ 2847 MB freed
on 8198 MB Disk B at Id 8 on bus @ on atapi [MBRI.

Setup is formatting...
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Since this will take a while you should just wait while this process continues.

Windows XP Professional Setup

Please wait while Setup copies files
to the Windows installation folders.
This might take several minutes to complete.

Setup is copying files...

0P

When you return to your machine, you may see one of the following screens. Don't be
alarmed. The system has completed the formatting process and has automatically
rebooted. After this occurs, you have to answer the remaining install questions.



Microsoft®

Wmdows% P

Professional

Copyright ® 1985-2001
Microsoft Corporation

» Windows

@ Collecting An exciting new look

information

Dynamic Windows® XP Professional sports a brand-new visual design
Update that combines a sleek look, clean lines, and appealing colors
with a task-oriented design and exceptionally streamlined

o Preparing navigation.
installation

° The redesigned Start menu makes it easier to find important
information and to access the programs you use most
frequently.

Finalizing
installation By automatically cleaning up the notification area of the
taskbar and groupitt related taskbar items, Windows XP
Setup will complete in rnakes it easier to switch between programs and to open,

approximately: view, or close multiple items at the same time.
39 minutes




Customizing Your System

Now Windows presents a series of questions, which, when answered, customize your
system. The following steps walk you through the process of customizing your system:

1. Typically, you only need to make changes during the next step (see the
following screen) if you are located outside of the United States or if you
use a non-standard keyboard. If you are in the United States and you are
using a standard QWERTY keyboard, press the Next button. If you are
located outside of the United States, you should change your locale
settings.

» Windows

Windows XP Professional Setup
Collecting A A
information Regional and Language Options
You can customize Windows XP for different regions and languages.
Dynamic
Update

Preparing

installation Regional and Language Options allow you to change the way humbers, dates,

currencies and the time are displayed. You can also add support for additional
languages, and change your location setting.

The Standards and formats setting is set to English [United States), and the

R location is set to United States.
Finalizing

installation Ta change these settings, click Customize, Customize... |

Setup will complet T EREE e
approximately: Text Input Languages allow you to enter test in many different languages, using
33 minutes a variety of input methods and devices.

Your default text input language and methad is: US keyboard layout

Ta view or change your current configuration , click Details. Details... |




2. Enter your name and the organization you work for in the Name and
Organization fields. For the purposes of this course, have some fun
making up fictional names. Click the Next button when you are done.

.Mi-:mmfb
» Windows
Windows XP Professional Setup

Collecting .
information Personalize Your Software
Setup uses the information you provide about yourself to personalize your Windows
Dynamic XP software.
Update

Preparing

installation v Type vour full name and the name of your company or organization.

b=
=

Name: |'W’h0me

Finalizing
installation Organization: |Computer Useq

Setup will complet
approximately:
33 minutes

< Back l Next > I




3. In the next screen, enter the Product Key number that came with your
software (find it on your CD). If you make a mistake when you enter the
key, you receive an Invalid Key message and the system gives you
another opportunity to enter it. Once you enter in the valid key, press the
Enter key.

» Windows

Windows XP Professional Setup
Collecting
information Your Product Key
Your Product Key uniquely identifies your copy of Windows XP.
Dynamic
Update

Preparing

installation Please see your License Agreement Administrator or System Administrator to obtain your

25-character Yolume License product key. For more information see your product
packaging.

Type the Volume License Product Key below:
Finalizing
installation

Setup will complet

approximately: Product Key:
33 minutes

< Back | Next > I




4. Now enter a name in the Computer name field to name your computer. If
you are part of a corporation’s domain, you need to follow your
corporation’s guidelines for naming systems. For our purposes, name your
machine whatever you desire. Then, type in a password in the
Administrator password field. You also need to confirm the password,
as shown in the following screen. Then, click the Next button.

Warning: A common mistake many administrators make at this stage is to
leave the Administrator password field blank. It is highly advisable that
you enter a password that matches your company’s password policy for
local passwords. You don't want to forget to change the password after
you have completed the installation. Also, make sure you remember this
password. You will need it to login.

k Mi':“]f.nﬂ'
» Windows

Windows XP Professional Setup
Collecting .
information Computer Name and Administrator Password
You must provide a hame and an Administrator password for your computer.
Dynamic
Update

Preparing

installation Setup has suggested a name for your computer.  If your computer is on a

network, your network administrator can tell you what name to use.

Computer hame: WWHOAMI

Finalizing
installation = Setup creates a user account called Administrator. You use this account when
you need full access to your computer.

Setup will complet
approximately:

somminatd Type an Administrator password.

Administrator password: |° sssssee

Confirm password: |"0uuo




Note: Depending on your configuration, you might receive the Modem Dialing
Information Screen. Just cancel out of this or click Next to get to the next
screen.

5. In the screen that appears, enter the current time, and then fill in the Date
field and Time Zone field. Click Next.

.Mi-:mmfb
» Windows
Windows XP Professional Setup

Collecting . .
information Date and Time Settings

Set the correct date and time for your Windows computer.
Dynamic
Update

Preparing i
installation ~Date & Time

112 :
| Tuesday , Apil 29,2003 LI |1U:48:07AM

Finalizing
installation Time Zone

Setup will complet 9 [(GMT-05:00) E astern Time (US & Canada) ~]

approximately:
33 minutes

[v  Automatically adjust clock for daylight saving changes

< Back I Nexst > I




6. After you make the previous configurations, the system installs your
networking components, as shown in the following screen.

Microsoft-

» Windows

Collecting
information

Dynamic
Update

Preparing
installation

Finalizing
installation

Setup will complete in
approximately:
32 minutes

Installing Network

Easily move documents and
personal settings to a new
computer

If you've had a cornputer for a while, you've probably gotten
it set up the way you like. Files are organized a certain way,
you have bookmarked a long list of favorite Web sites, and
you've customized your desktop just the way you want it.

Those personal settings won't be wiped out when you buy a
new computer with Windows® XP. With the Files and
Settings Transfer Wizard, it's simple to move your files and
settings from one computer to another,

The wizard is located in the Systern Tools folder. For a
commmand-line version that system administrators can use on
multiple cornputers at once, try the User State Migration Tool
{USMT) in the Valueadd folder,




Customizing Network Settings

Now you need to set up your system so that it can be networked with other systems.
Following are the steps:

1. First, you must choose the type of settings you are going to use. Note that
it is rarely a good idea to use Typical settings when configuring an
application or operating system. It is always a good idea to choose
Custom settings, as shown in the following screen. When you use this
option, you only install options you need. You won't end up installing
something you aren't aware of because you chose an option that
automatically does this. After you select the Custom settings option, click
Next.

.Mililﬂiﬂﬂ'
» Windows
Windows XP Professional Setup

Collecting A i
information Networking Settings
Installing network software allows you to connect to other computers, networks,
Dynamic and the Internet.
Update

Preparing

installation E—Eﬁ Choose whether to use typical or custom settings:

L

" Typical settings
Creates network connections using the Client for Microsoft Networks, File
Finalizing and Print Sharing for Microsoft Networks, BoS Packet Scheduler, and the
installation TCPAP transport protocol with automatic addressing.

Setup will complet Of ¥ _ ;
approximately: Allows you to manually configure networking components.

30 minutes

< Back I Next > I




2. Windows no longer tries to install IPX/SPX, so there is nothing in the
custom settings that you need to remove. This is a great time to setup your
local IP address if you are not using a DHCP server in your environment.
The assumption here is that you are not going to plug this test machine
into a production environment, so it's safe to add your own IP address.
Highlight Internet Protocol (TCP/IP) and click the Properties tab.

» Windows

Windows XP Professional Setup
Collecting A
information Networking Components
Click on the checkbox to enable a networking component for this device. To add
Dynamic a component, click Install
Update

Preparing For device: AMD PCNET Family PCI Ethernet Adapter

installation Components checked are used by this connection:

Client for Microsoft Networks
v ._!J File and Printer Sharing for Microsoft Networks
Finalizing v .5&08 Packet Scheduler
installation V| %= Internet Protocal (TCP/IP)

Setup \?ill complet] Install... Uninstall Properties
approximately: Description -

30 minutes z
Allows your computer to access resources on a Microsoft network.

< Back l Next > I




3. The following screen appears, which allows you to enter your own IP

address. For the purposes of this exercise, use a non-routable IP address.
Select ‘Use the following IP address’. Enter 192.168.1.2 in the correct
fields. Then, enter a standard 24-bit subnet mask of 255.255.255.0. To
make the entire section complete, enter a default gateway setting of
192.168.1.1. Enter the appropriate DNS server IP addresses for your
environment into the fields shown in the following paragraph. You can
leave your DNS sever fields blank for this system. Click OK. Click Next.

.Miﬂ!ﬂfﬂﬂ'
» Windows
ternet Protocol (TCP/IP) Properties

Collecting General I
information ’

; You can get P settings assighed automatically if vour network supports
Dynamic this capability. Dtherwise, you need to ask your hetwork administrator for
Update the appropriate [P settings.

Preparing : 3
installation " Dbtain an P address automatically

+ Use the following |P address:
IP address: [192.168. 1 . 2

Einalizin_g Subnet mask: | 255,286 .2685 . 0
installation

Default gateway: [ 192 188, 1 . 1|

Setup will complet
approximately:
30 minutes 6

- (¢ Use the following DNS server addresses: - -
Preferred DNS server: |

Alterhate DNS server: I

Advanced... |
| 0K I Cancel l
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4. As previously stated, you are not joining a network or a domain, so just
enter a name of your choice and leave the first No option enabled (see the
illustration that follows). After you have the information entered, click
Next.

.Mili{ﬂiﬂﬂ'
» Windows
Windows XP Professional Setup
Collecting :
information Workgroup or Computer Domain
A workgroup is a collection of computers that have the same workaroup name. A&

o
© Dynamic domain is a collection of computers defined by a network administrator.
Update

(e

Preparing :
installation Do you want this computer to be a member of a domain?
[You may need to obtain this information from your network administrator.)

- No, this computer is hot on a network. or is on a network without a domain.
I take this computer a member of the following workgroup:

Finalizing
installation

[Lag]

Setup will compled
approximately: : : :
30 minutes (" Yes, make this computer a member of the following domain:

< Back I Next > I
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5. Windows completes the networking portion of the installation and moves
on to its final tasks. This step takes a long time, so take the opportunity to
grab another caffeine-laced beverage.

» Windows

SR Easily move documents and
information 5
personal settings to a new

Dynamic

Update computer

Preparing
installation

If you've had a cornputer for a while, you've probably gotten
it set up the way you like. Files are organized a certain way,
you have bookmarked a long list of favorite wWeb sites, and
Finalizing you've customized your desktop just the way you want it.
installation
: ; Those personal settings won't be wiped out when you buy a
Setup will complete in new computer with Windows® XP. With the Files and
approximately: Settings Transfer Wizard, it's simple to move your files and
28 minutes settings from one computer to another.

e The wizard is located in the System Tools folder. For a
Copying files... cormmand-line version that system administrators can use on

El multiple computers at once, try the User State Migration Tool
(USMT) in the ValueAdd folder,
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6. If you get the following screen, shout for joy. Congratulations, you have
successfully installed Windows XP. Click Finish, and then remove the
Windows CD-ROM before the system reboots so that you don’t
accidentally start the install process again. If you accidentally leave the
CD-ROM in, and the install process starts again, simply remove the CD-
ROM and hard-boot the machine (restart it).

Microsoft®

a5,

Windows”™?

Professional

Copyright ® 1985-2001
Microsoft Corporation
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0. After the next screen comes up, click the OK button.

Display Settings

Taoimprove the appearance of visual elements, Windows will automatically
adjust vour screen resolution.
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10. As shown in the next screen, you now need to log in using the Administrator
account and the password you entered earlier during the install. After you
have entered the appropriate credentials, click OK.

Note: Depending on your version of the software you might get several screens
about connecting to the Internet and registering Microsoft before you get the login
screen.

Administrator

Type your pasaword

oo AR wew o) O yYoR C3r Al oF chiange sceounts s
0wt oo o Control Banelandl elick User Accotints;

Note: At this stage, the base installation of Windows XP is installed. The instructions that
follow show you how to upgrade to Service Pack 2, which is recommended for this class.

Installing Service Pack 2

If you do not have SP2 on a CD, you need to get Internet access setup, so that you can
patch this box to SP2. SP2 provides several functional patches, which is why you want to
upgrade to it.

The first thing you need to do is verify that your NIC (Network Interface Card) is
working and that you have connectivity. Ensure that your system has the NIC plugged
into a switch or hub that is connected to the Internet. If you have a DHCP (Dynamic Host
Configuration Protocol) server on your network, you should be able to automatically pull
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an IP address. Otherwise, you need to statically assign the appropriate IP address for your
system.

Note: You will need to change the address scheme you entered earlier if you need to
connect to the Internet to download SP2.

Following are the steps for upgrading to SP2:

1. Left click on the Start button located in the lower left portion of your
screen. Then highlight and left click Control Panel.

Administrator

,.
g S

! Internet d_} My Documents
Internet Explorer
Iﬁl E-mail 5 My Recent Documents  +

Outlook Express .
f_’} My Pictures
v M3l Explorer __-:l" MMy Music

® Windows Media Player 9’ My Computer

VR windows Movie Maker B Control Panel

At K
|5 a Printers and Faxes
l,@ Tour Windows XP

Files and Settings Transfer @ Help and Support

‘Wizard —
).) Search

All Programs D 7] Run...
E| Lag CQFF | G} | Turn ©FF Compuker

/4 start [El#, 11:07 AM
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2. Now click on Network and Internet Connections. The following screen
should appear. Left click on Network Connections.

#- Network and Internet Connections

File Edit View Favorites pJools Help ﬂ'
@ Back ~ e - ‘j p Search H:——: Folders i~
address |[3» Network and Internet Connections v . Go

;.‘1‘ Network and Internet Connections

See Also ’
-

& My Network Places

LD Printers and Other PiCk a taSk.--

Hardware

%3 Remote Desktop .
Set up or change your Internet connection

L Phone and Modem Options + L

Create a connection to the network at your workplace

Troubleshooters J Set up or change your home or small office network

Home or Small Office
Metworking

%Iﬂtemefxv'ofer or pick a Control Panel icon
Metwork Diagnostics

Y
Internet Options 5 Network Connections

P
wi
-

A-27



3. The following screen should appear. If you do not see a Local Area
Connection, you do not have a NIC (Network Interface Card) installed or
properly working. If this is the case you will need to check with your NIC
vendor’s documentation on getting your particular card installed in
Windows XP. Most modern NICs are fully compatible with Windows
XP.

*s Network Connections

File Edit View Favorites Tools Advanced Help .-7,.
@ Back ~ t\_) Q L’ /':) Search li:_“ Folders v
Address | & Network Connections v\ <

4 LAN or High-Speed Internet
Network Tasks

Local Area Connection
Create a new Enabled
connection T8, AMD PCNET Family PCI Ethern...

Set up a home or small
office network

See Also

\i/ Metwork

Troubleshoater

Other Places

G- Control Panel

&3 My Network Places
() My Documents

g My Computer

‘3 MNetwork Connections i) #r, 11:08 AM
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4. Right click on Local Area Connection and then left click on Properties
in the menu that appears. This screen shows you the different

configuration items that this particular interface uses. To exit this, click
on OK.

-
=1 - |ocal Area Connection Properties

Filf m————— ""

General | Authentication | Advanced|

C Connect using:
Add B8 AMD PCNET Family PC Ethemet Adapter vl Go

This connection uses the following items:

= 'Client for Microsoft Networks
,Q File and Printer Sharing for Microsoft Networks
481 05 Packet Scheduler

%= Intemet Protocol (TCP/IP)

Ethern...

[ Install... ] [ Uninstall ] [ Properties ]

Description

Allows your computer to access resources on a Microsoft
network.

[] Show icon in notification area when connected

[ oK ][ Cancel ]

s Network Connections _L Local Area Connectio... [oler, 11:08 AM
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5. After the Hardware Manager is properly setup, you need to validate that the IP
address we initially configured is on your system. Click on Start, Run, and then
type emd. Type ipconfig. If you see an IP address next to the NIC, you can
proceed.

If you do not see an IP address, or you see the address with 169.254.30.x, you
didn't pull an IP address from your DHCP server or the IP configuration step we
preformed earlier was not successful. You will need to manually add an IP
address by repeating the steps described during the installation of Windows XP. If
you need to repeat these steps to add an appropriate IP address for your network,
do so now.

A\ WINNTY System32\cmd.exe

Ethernet adapter UMware Uirtual Ethernet Adapter <(basic host—only support for UMI’
netl):

Connection—specific DNS Suffix . =
IP Address. . . . . . = 192.168.190.1
Subnet Mask . . . . . = 255.255.255.0
Default Gateway . . - s

Ethernet adapter UMware Uirtual Ethernet Adapter (Network Address Translation (N
AT> for UMnet8>:

Connection—specific DNS Suffix . :
IP Address. . . . - = 192.168.254.1

Subnet Mask . . . . = 255.255.255.8
Default Gateway . - =

A-30



6. Next, you need to verify connectivity to the Internet. To make sure your
local IP stack is functioning correctly, you can PING the loopback
adapter. To do this, open another command window by selecting Start,
Run, and then type emd. Then, type ping 127.0.0.1, as shown in the
following screen.

H:\>ping 127.0.08.1

Pinging 127.8.8.1 with 32 bytes of data: K

Reply from 127.8.8.1: bytes=32 time<1@Bms TTL=128
Reply from 127.8.8.1: bytes=32 time<10ms TTL=128
Reply from 127.8.8.1: bytes=32 time<{10Bms TTL=128
Reply from 127.8.6.1: bytes=32 time<{1Bms TTL=128

Ping statistics for 127.0.0.1:

Packets: Sent = 4, Received = 4, Lost = 0@ (B% loss).
Approximate round trip times in milli-seconds:

Minimum = @Bms, Maximum = Oms, Average = 0Omns

H:\>
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7. As you can see, there is connectivity to the local IP stack. This shows that
the TCP/IP stack is functioning correctly. To verify Internet connectivity
and that the DNS settings are working correctly, ping a web site. The IP
address used in the following screen is not valid. You need to ping a valid
IP address. For example, pinging www.sans.org should work.

Note: Ifyou are not on a network that is connected to the Internet this
step will not work. Also, if you are properly connected to an Internet
accessible network and you used the IP address we supplied, and it does
not match the network information of your network, this step will not
work. If the later is the case, please change your IP address to match the
information that is appropriate for your environment.

A\ WINNTY System32\cmd.exe

H:\>ping www.cisco.com

)

Pinging www.cisco.com [198.133.219.25]1 with 32 bhytes of data:

198.133.219.25: bytes=32 time=80ms TTL=243
198.133.219.25: bytes=32 time=110ms TTL=243
198.133.219.25: bytes=32 time=80ms TTL=243
198.133.219.25: bytes=32 time=80ms TTL=243

Ping statistics for 198.133.219.25:

Packets: Sent = 4, Received = 4, Lost = 0@ (B% loss).
Approximate round trip times in milli-seconds:

Minimum = 8@ms, Maximum = 110ms, Average = 87ms

H:\>

8. If you get an Unable to resolve name message, you need to validate that
you have entered your DNS servers into the TCP/IP properties of your
NIC correctly.
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0. To get your browser functioning, double-click the Internet Explorer icon
on your desktop and follow the wizard's instructions. In the first window
click on Cancel since we will not be using a modem.

Before you can make any phone or modem connections,
Windows needs the following information about your current

location. ection

What country/region are you in now?
\ United States v ‘

What area code [or city code) are you in how?

If you need to specify a carrier code, what is it?

[

If you dial a number to access an outside line, what is it?

[ ]

The phone system at this location uses:
() Tone dialing (O Pulse dialing

Recycle Bin

— — =
+ = Start B nNew Connection Wizard B Location Information 5l 11:12 AM
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10.  In the next window choose the appropriate option for your home
environment. If you are part of a LAN (Local Area Network), choose the
first option (Connect to the Internet). Then, click Next.

Hetwork Connection Type
what do pou want ta da?

() Connect to the Internet
Connect ta the Internet zo you can browse the Web and read email.

() Connect to the network at my workplace
Connect to a buginess network, [using dial-up or YFH] 20 vou can work from home,
a held office. or another location.

() Set up a home or small office network
Connect to an exizting home or gmall office network, or zet up a new one.

() Set up an advanced connection

Connect directly to another computer using your senal, parallel, or infrared port, or
et up thiz computer 2o that ather computers can connect ba it

[ < Back ][ Mext > ] [ Cancel

onneckion YWizar falidf, 11:13 AM
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1. In the next screen, choose Set up my connection manually. Click Next.

Mew Connection Wizard

Getting Ready
The wizard iz prepanng to zet up your Internet connection.

How do pou want to connect ta the Internet?
(") Chooze from a list of Internet service providers [I5Pg)

{*) Set up my connection manually

For a dial-up connection, you will need pour account name, paszword, and a
phione number far paur ISP, For a broadband account, you won't need a phone
number.

(") Use the CD | got from an ISP

][ PMewt > J[ Cancel ]

Connection YWizard
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12. Do not change any options for the next screen. Leave it alone, and simply

click Next.

Mew Connection Wizard

Internet Connection
How do you want to connect to the Intermet’?

Connect using a dial-up modem

Thiz type of conmection usez a modem and a regular on SO phone line.

Connect using a broadband connection that requires a user name and
password

Thiz iz a high-zpeed connection uzing either a DSL or cable modem. Your ISP may
refer to thiz type of connection az PPPoE.
(*) Connect using a broadband connection that is always on

Thiz iz a high-zpeed connection uzing either a cable modem, DSL or LAN
connection. [bis alwaps active, and doesn't require pou to zign in.

[ < Back ][ Mext = J [ Cancel ]

11:15 &M
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13. You have now setup Internet Explorer for web surfing, so click Finish.
You can now go to Microsoft’s web site to download and install Service
Pack 2.

Completing the New
Connection Wizard

*r'our broadband connection should already be configured
and ready to use. If your connection is not warking
properly, click the following link.

To cloze this wizard, click Finizh.

[ < Back ” Finish ] [ Cancel

74 start
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14.  The last thing we need to do prior to installing anything on our system,
including the Service Pack, is to create a folder that we will be storing all
of the installation executables throughout this book.

Click on Start then My Computer. Double click on C. Now right click
anywhere in the window and left click New then Folder. Name the new
folder tools as shown below

File  Edit

My Recent
Macintosh & Documents
Platforms ‘
Server App [ 4
System Mar)
Tools Desktop
Developme

Resources /7

Download 4 My Documents

Related Doy
Automatic U
Services
My Computer
Q File name: lsp1 aexpress_usa Vl |‘ Save |
< My Network Save as type: IAppIication vl [ Cancel ]
/ 2} Download details: Wi... ~> File Download [oler, 11:23 AM
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15.

http://www.mi

To install Service pack 2, go to the following URL:

icrosoft.com/windowsxp/sp2/default.mspx

The Microsoft web site is shown in the following screen.

A Windows XP Service Pack 2 - Microsoft Internet Explorer

File Edit View Favorites

Qi ©

Tools Help

m \ jSean:h (Favontes e\ ‘«2- & \f - _J .: ﬁ & '8

Address ’i t

v‘ Go  Links >

Google “Gv

Go 0@ s ﬁ Bookmarks v @12 blocked % Check v N Autolink v | Autorl QSend tow ©Settingsv @ %

Ay .
A Windows*?

Quick Links v | Home | Worldwide

Search Microsoft,com for:

l J

Windows XP Home

Security At Home | Microsoft At Home | Microsoft At Work

Windows XP Editions
Home Edition
Professional
Media Center Edition
Tablet PC Edition
Professional x64 Edition

Windows XP Service Pack 2

windows XP Service Pack 2 (SP2) is a free update for
windows XP. It offers enhancements and better

Information For
Home Users
Students
Small Businesses
IT Professionals
Developers

protection against viruses, hackers, and worms.

With features like Windows Firewall, Pop-up Blocker for Internet Explorer, and Windows
Security Center, you can be confident that your computer has the right tools to stay more
secure and up to date,

Resources

Using Windows XP
Downloads

Support

Expert Zone
Worldwide Sites
Microsoft Update
Windows Marketplace

Your computer has already been upgraded to Windows XP Service Pack 2 (SP2). For
tips or help using it, see the SP2 support and how-tos.

Learn the basics and find out how to upgrade to Windows XP SP2 here

windows XP SP2? Start here.

Windows Family

N O pownload SP2 from

Support and how-tos findo
MNeed help, have questions, or want to do more with

Microsoft Update

€

® Internet

16.

Ensure that English is the Selected Language and click Go.
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17.

18.

19.

20.

21.

You can now select either Express or Network Installations. Both
options work, but you should choose the Network Installation option.
Next, you should download Service Pack 2 into the tools directory you
created earlier or a different directory that you create.

After the download is completed, double-click the SP2 executable and
follow the given prompts for installation.

Read the License Agreement carefully. When you understand and agree
with it, click on the button next to I Agree then click Next.

Because you do not need to uninstall this Service Pack, you can check the
Do Not Archive Files... option.

Now you get to wait and watch. It is important to note that this process can
take an extremely long time, even if it seems your system has locked up, it
most likely has not. After the Service Pack is completely installed, reboot
your machine and you are ready to move on to the next section.

You have now successfully completed the installation of Windows XP.
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Linux Installation

Now you are going to install Red Hat 9.0. The first step is to insert the Red Hat 9.0 Disc
1 into your CD-ROM drive. Next, power on the system. The system boots off of the CD-
ROM and begins the Red Hat installation program. Follow these steps to complete the
installation of Red Hat:

I. When the Red Hat Installation screen appears (the first screen) type
linux text at the boot: prompt and press Enter, as shown in the following
screen.

- redhat.

To install or upgrade Linux in graphical mode,
press the <ENTER> key.

To install or upgrade Linux in text mode, type:
linux text <ENTER>.

Use the function keys listed below for more informationm.

boot: linux text_

A-41



2. Press the Tab key until Skip is highlighted, and then press Enter.

elcome to Red Hat Linux

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen

3. The “Welcome’ screen appears. Press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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4. The ‘Language Selection’ screen appears. Ensure that the language is set
to English. Press the Tab key until OK is highlighted, and then press
Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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5. The ‘Keyboard Selection’ screen appears. Accept the default keyboard us.
Press the Tab key until OK is highlighted and press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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6. The ‘Mouse Selection’ screen appears. Press the Tab key until the box
next to Emulate 3 Buttons is selected and press Space Bar to place an
asterisk in the brackets [*]. Next, press the Tab key until OK is
highlighted and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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7. The ‘Installation Type’ screen appears. Use the arrow keys to highlight
Custom. Press the Tab key until OK is highlighted and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen

A-46



8. The ‘Disk Partitioning Setup’ screen appears. Press the Tab key until
Disk Druid is highlighted, and then press Enter.

Note that the values used to partition the hard drive may need to be altered based
on the memory and hard drive size of the system that you are using.

[Red Hat Linux (C) 2683 Red Hat, Inc.

Autopartition

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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9. The ‘Partitioning’ screen appears. Press the Tab key until New is
highlighted, and the press Enter.

Hat Linux (C) 2883 Red Hat, Inc.

F1-Help FZ-New F3-Edit F4-Delete F5-Reset F12-0K
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10. The ‘Add Partition’ screen appears. In Mount Point: type /. Press the Tab
key until the cursor is in the Size (MB): field. Enter 5800. Press the Tab
key until OK is highlighted, and then press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

H(>) Fixed Size
iC ) Fill maximum size of (MB)
( ) Fill all available space

rce to be a primary part
[ 1 Check for bad blocksf

Fi1-Help FZ-New F3-Edit F4-Delete F5-Reset
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11.  The ‘Partitioning’ screen reappears. With the arrow and Tab keys,
highlight Free Space, as shown in the following screen. Afterwards, press
the Tab key until New is highlighted, and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

Fi1-Help FZ-New F3-Edit F4-Delete F5-Reset F12-0K
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12.  The ‘Add Partition’ screen appears. Press the Tab key once to select the
File System type: field. Using the arrow keys, highlight swap. Press the
Tab key until the Size (MB): field is selected. Enter 256. Press the Tab
key until OK is highlighted, and then press Enter. These fields and
selections are shown in the following screen.

[Red Hat Linux (C) 2683 Red Hat, Inc.

Fi-Help FZ2-New F3-Edit F4-Delete F5-Reset
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13.  The ‘Partitioning’ screen reappears. Press the Tab key until OK is
highlighted. Press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

Fi1-Help FZ-New F3-Edit F4-Delete F5-Reset
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14. The ‘Boot Loader Configuration’ screen appears. Press the Tab key until
OK is highlighted, and then press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

=) Use GRUB Boot Loader
i( ) Use LILO Boot Loader

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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15. The ‘Boot Loader Configuration’ screen appears. Press the Tab key until
OK is highlighted, and then press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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16. The ‘Boot Loader Configuration’ screen appears. Press the Tab key until
OK is highlighted, and then press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

1 Use a GRUB Password

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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17. The ‘Boot Loader Configuration’ screen appears. Use the Tab and arrow
keys to highlight DOS and then press the Tab key until Edit is
highlighted, and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

sdevshdal

<{Space> selects button i <F2> select default boot entry i <F12> next screen>
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18. The ‘Edit Boot Label’ screen appears. Change the Boot Label field to
Windows XP. Press the Tab key until OK is highlighted and press
Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

{Space> selects button i <F2> select default boot entry i <F12> next screen>
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19. The ‘Boot Loader Configuration’ screen appears. Press the Tab key until
OK is highlighted and press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

Windows XP sdevshdal

ed::Ha evzhdaz:

<Space> selects button i <FZ> select default boot entry i <F12> next screen>
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20. The ‘Boot Loader Configuration’ screen appears. Press the Tab key until
OK is highlighted and press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

/dev/hda Master Boot Record (MBR)

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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21. The ‘Network Configuration for ethQ’ screen appears. Press the Spacebar
to remove the * (asterisk) in the following [ | Use bootp/dhcp option.
Press the Tab key to select the IP address field.

Enter the following parameters:

e [P address: 192.168.1.50
* Netmask: 255.255.255.0
* Default gateway (IP): 192.168.1.2

* Primary nameserver: 192.168.1.4

After you enter the parameters, press the Tab key until OK is highlighted,
and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

[+]1 Activate on boo

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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22. The ‘Hostname Configuration’ screen appears. Enter linux-lab in the
Hostname field. Press the Tab key until OK is highlighted, and then press
Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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23. The ‘Firewall Configuration’ screen appears. Press the Tab key until ()
No Firewall is selected. Press the Spacebar to insert an asterisk (*), as
shown in the screen. Then, press the Tab key until OK is highlighted and
press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

() No firewall

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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24.  The ‘Language Support’ screen appears. Press the Tab key until OK is
highlighted, and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

{ Select A1l

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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25. The ‘Time Zone Selection’ screen appears. Press the Tab key until OK is
highlighted, and then press Enter. (If you are in a different time zone, use
the Tab and arrow keys to select the appropriate time zone.)

ed Hat Linux (C) 2883 Red Hat, Inc.

<{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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26. The ‘Root Password’ screen appears. In the Password: field, type a
strong password to use for the root account. Confirm the password by
typing it in the Password (confirm): field. Press Tab until OK is
highlighted and press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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27.  The ‘Authentication Configuration’ screen appears. Press the Tab key
until OK is highlighted, and then press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

<{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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28.  The ‘Package Group Selection’ screen appears. Press End to highlight
Everything and then press Space Bar to select it. (an asterisk identifies
the option as selected) Press the Tab key until OK is highlighted and
press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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29. The ‘Installation to begin’ screen appears. Press Enter.

ed Hat Linux (C) 2883 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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30. The ‘Formatting’ screen appears. The Formatting / file system...
message appears. Proceed to the next step.

ed Hat Linux (C) 2883 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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31. The ‘Copying File’ screen appears. The Transferring install image to
hard drive... message appears. Proceed to the next step.

ed Hat Linux (C) 2883 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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32. The ‘Package Installation’ screen appears. Red Hat now starts installing
the packages. Proceed to the next step.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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33.  The ‘Change CDROM’ screen appears. When prompted, insert the Red
Hat Disc 2 and press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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34. The ‘Change CDROM’ screen appears again. When prompted, insert Red
Hat Disc 3 and press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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35. The ‘Post Install’ screen appears. After all of packages have been
installed, Red Hat performs the post-install configuration, as shown in the
following screen. Proceed to the next step.

ed Hat Linux (C) 2883 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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36.  The ‘Boot Diskette’ screen appears. Press Enter to create a boot disk.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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37. The ‘Insert a floppy disk’ screen appears. Insert a blank diskette into your
floppy drive. Press TAB to highlight Make boot disk and press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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38.  The “Video Card Configuration’ screen appears. Use the Tab key and
Enter key to select the appropriate video card settings for your system.
Press the Tab key until OK is highlighted, and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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39. The ‘Monitor Configuration’ screen appears. Again, use the Tab and
Enter keys to select the appropriate monitor settings for your system.
Press the Tab key until OK is highlighted, and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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40. The ‘X Customization’ screen appears. Press the Tab key until () Text is
selected, and then press the Spacebar. Press the Tab key until OK is
highlighted, and then press Enter.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen
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41. The ‘Complete’ screen appears. Congratulations, you have just installed
Red Hat Linux. After removing the boot disk created earlier in the
installation, press Enter to reboot the system. The CD-ROM will eject
during the reboot process.

[Red Hat Linux (C) 2683 Red Hat, Inc.

<Enter> to reboot
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42.  As the system is rebooting you will be presented with the choice of
booting into Red Hat or Windows XP. Use the arrow keys to select the
OS that you want to boot into and press Enter to boot the choice. Note
that the GRUB boot loader is only presented for a few seconds before the
default OS is booted so you have to be paying attention.

GRUB version 8.93 (638K lower ~ 261128K upper memory)

Red Hat Linux (2.4.28-8)
Hindows XP

Use the T and ¥ keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the
commands before booting, ’a’ to modify the kernel arguments
before booting, or ‘c’ for a command-line.

The highlighted entry will be booted automatically in 18 seconds.

- redhat.
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VMWare Installation

This section will walk you through the process of installing VMWare and configuring it
to work with Knoppix.

1) Install VMWare (These instructions are tested with VMWare 5.0)
a. Double click on *.exe
b. Follow instructions until VMWare install completes
c. Enter the appropriate software license
d. Reboot if asked

2) Download the Knoppix ISO image file and burn to CD

http://www.knoppix-std.org/

3) Pre-requisites to running VMWare: (it can operate with less but for optimal
performance, the following are recommended)
a. Pentium 4, 2GHz and above
b. Atleast 1Gig of RAM

4) Start VMWare (see screen below), Click on the circled icon “New Virtual
Machine”

i VMware Workstation =%

File Edit View ¥M Team Windows Help
mr>re ek @8 @8

YMware Workstation

YMware Workstation allows multiple standard operating systems and their applications to
run with high performance in secure and transportable virtual machines. Each virtual
machine is equivalent to a PC with a unique network address and full complement of
hardware choices.

Click this button to create a new virtual machine. You then can install
and run a variety of standard operating systems in the virtual machine.

Click this button to create a new team. You then can add several virtual
machines and connect them with private team LAN segments,

N Click this button to browse For virtual machines or teams and to select

ﬂ one to display in this panel. You then can interact with the quest

operating system within this display as you would a standard PC.

Open Existing
YM or Team
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New Virtual Machine Wizard (<]

Welcome to the New
Virtual Machine Wizard

This wizard will guide you through the steps of
creating a new virtual machine.

' Cancel

5) Click on “Next” (There are-rrny tunable custom settings but for now just use the
DEFAULT ‘typical’ settings)

New Virtual Machine Wizard (<]

Select the Appropriate Configuration
How would you prefer to configure your new virtual machine?

Virtual machine configuration

Ci new virtual machine with the most common devices and configuration
options. This virtual machine will not be compatible with ViMware ESX Server
2.%, GSX Server 3.x, ACE 1.x or Workstation 4.x.

O Lustom
Choose this option if you need ta create a virtual machine with additional
devices or specific configuration options, or if you need to create a legacy virtual
machine.

[ \
( <§a‘<\ J[ Nest> | [) Cancel |

y A
NS———

6) Select ‘Linux’radio button, Select the ‘Other Linux 2.6.x kernel’ in the version
pull down, and click on “Next”

_ — \
New Virtual Machine Wizard <)

Select a Guest Operating System
‘Which operating system will be installed on this virtual machine?

Guest operating system:

O Microsoft Windows
@ Linux

O Novell Netware
O Sun Solaris

O Other

Version:

< Other Linux 2.6.x kemel

/[

E <Back Ll MNext> ][ Cancel ]
AN
S
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7) Name the Virtual Machine and select a location for the virtual machine. Select a
location with a lot of free space. The recommended drive’s free space should be
at least 10 GigaBytes. When click on the ‘browse’ button to select a location, you
can also create directories if one does not exist. Finally select ‘next’

New Virtual Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine
~ Knoppix 282 >
S ——
Location

< D:\WMs\Knoppix3.8.24
——

T
e e
< Back Nexst > Cancel

/

8) Use the default ‘Bridged networking’ and click on ‘next’

New Virtual Machine Wizard

Network Type
What type of network do you want to add?

Network connection

qi P ing system direct access to an extemnal Ethemet network.
The guest must have its own IP address on the external network.

O Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

O Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

O Do not use a network connection

[ <§ack{ ][ Next > ]‘ Cancel
\, VA
N—
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9) Use the default disk size of 4.0 G’ and click on ‘finish’
New Virtual Machine Wizard aw

Specify Disk Capacity
How large do you want this disk to be?

Disk capacity

This virtual disk can neys e[ than the maximum capacity that you set here.

Disk size [GB):

[[] &llocate all disk space now.
By allocating the full capacity of the virtual disk, you enhance performance of
your vitual machine. However, the disk will take longer to create and there
must be enough space on the host's physical disk.

If you do not allocate disk space now, your virtual disk files will start small, then
become larger as you add applications, files, and data to your virtual machine.

[] Split disk into 2 GE files

2~ N\
[ < Back ( " Finish ] ) Cancel
N rd

———

10) Knoppix Virtual Machine is now ready for use. Before power on the virtual

machine one final configuration is required
3] Knoppix 2.8.2 - VMware Workstation uw

File Edt View ¥M Team Windows Help

m@n>e GGR B8 [@3

Knoppix 2.8.2

State: Powered off

Guest 0S: Other Linux 2.6.x kernel

C file: D:\¥MsiKr ix3.8, 2\other26xlinux. vmx

Yersion: Current virtual machine for YMware Workstation 5.0.0

Commands Devices

D Start this virtual machine Memory 256 MB

I Edit virtual machine settings S Hard Disk (SCSI 0:0)

@ Clone this virtual machine %CD'ROM (I0E 1:0) Auto detect
EDethernet Bridged
e USB Controller Present
@) Audio Default adapter

Notes

Type here to enter notes For this virtual machine
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11) Before power on the virtual machine can be powered on, one final configuration
is required to make sure that the virtual machine catches the COROM. Normally
the ‘auto detect’ should work but to be sure that the virtual machine binds with
the appropriate drive (especially with multi-drive machines), we are going to
force a binding to a specified drive.
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Knoppix 2.8.2

State: Powered off

Guest 0S: Other Linux 2.6.x kernel

Config ion file: D:\¥Ms\Knoppi \other26xlinux. vmx

Yersion: Current virtual machine for YMware Workstation 5.0.0

Commands Devices
Memory 256 MB

< Edit virtual machine settings S Hard Disk (5CS1 0:0)

B Clone this virtual machine ©5co-Rom (10E 1:0) Auto detect
EBEthernet Bridged
QUSB Controller Present
@) audio Default adapter

Notes

Type here to enter notes for this virtual machine
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After clicking on the above circled icon the following screen will popped up. Click on the
CDROM Device, then select the appropriate drive and click on OK
(Vinual Machine Settings \

Hardware l Options

Device status

Device Summary
VE Lonnected
Memory 256 MB
v
= Hard Di . Connect at power on

SSCOROMDEL0) At detect e Conoion

gEthernet . Bridged < (® Use physical drive: D
USE Controller Present

) audio Default adapter Q‘Z: v

[[] Connect exclusively to this vitual machine

[C] Legacy emulation
O Use 150 image:

Virtual device node

(@)

© |IDE1:0 CD-ROM 1 v

[ Add... ][ BRemove ]

e —

( 0K ]\/D Cancel ][ Help ]

paSS—
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12) Now the Virtual machine is ready to be powered on to configure the BIOS to
boot the CDROM. Click on the green play icon. Note that as soon as the Virtual
PC BOOTS the key F2 is needed to be pressed right away to enter BIOS
configuration.
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o
Knoppix 2.8.2

State: Powered off

Guest 0S: Other Linux 2.6.x kernel

Configuration file: D:\¥Ms\Knoppix3.8.2\other26xlinux.vmx

Yersion: Current virtual machine for YMware Workstation 5.0.0

Commands Devices
Memory 256 MB
& Hard Disk (5CSI 0:0)
%CD-ROM (IDE 1:0) Auto detect
EBEthernet Bridged
@UsE Controller Present
@) audio Default adapter

Notes

Type here to enter notes for this virtual machine

13) Press F2 key at the following screen: (Enter BIOS configuration to boot from CD)

3| Knoppix 2.8.2 - VMware Workstation g@

File Edit View YM Team Windows Help
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starting
:

2t ater SE *, F12 for Network Boot, ESC for Boot Menu

&"r‘nu do not have YMware Tools installed. % = B8 )
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14) Note the mouse will not work now, so all inputs are from the keyboard (just
like when the PC boots). NOTE: to release the VM control of the keyboard, press
ALT-CTRL at the same time.

File Edit view YM Team Windows Help
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CD-ROM Drive

_/+
Enter

AYou do not have YMware Tools installed.

- Press the right arrow > key until the boot tab is highlighted

- Press the | arrow key until the CD-ROM drive is highlighted

- Press the + button until the CD-ROM drive is at the top of the list
(as shown)
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15) Press the right arrow = key to highlight the EXIT tab
Select the item ‘Exit Saving Changes’ (Make sure the Knoppix CD is inserted
before hitting Enter)

File Edit View ¥M Team Windows Help
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Exit Saving Changes

-7+
Enter

&\‘ou do not have YMware Tools installed.

You should see a series of Knoppix boot screen and finally the X-Windows
screen.
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