SEC401 Installation Guide
Version Kali and Windows 8

This document covers the installation guide to make sure you are ready for class. Prior to
coming to class you need to download and install the latest version of Kali Linux and
VMware Player on your Windows 8 system.

Windows 8 will be used as the base operating system for you laptop. If you are able to
run Kali Linux within VMware Player and run programs within the GUI, you are all
ready for class. The following steps will take you through the process.

NOTE: If you are running a Mac OS, you can run both Windows 8 in a VM and Kali
Linux in a separate VM. However you will need a running version of Windows 8 and a
running version of Kali Linux to participate in the labs.

VMWare Player

VMWare player should be downloaded and installed from www.vmware.com. The
current link to download VMWare Player is
https://my.vmware.com/web/vmware/free#tdesktop _end_user computing/vmware_player
/6 0

The links on websites change often so if the above link does not work, you can find the
latest version of VMWare Player under downloads.

Once you are at the site click the download button to the right of VMWare Player for
Windows.
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When asked “Do you want to run or save...”, click Run.

Do you want to run or save VMware-player-6.0.3-1895310.exe (94.3 MB) from download3.vmware.com? Run Save | ¥ Cancel

The download should begin. If you are running UAC and get prompted if you would like
to Run the program, select Yes.

When the Welcome screen appears, click Next to continue.

VMware Player Setup
Welcome to the installation wizard for VMware
Player

The installation wizard will install VMware Player on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

vmware
Player

Next > Cancel

On the License Agreement page, select that “I accept the terms in the license agreement”
and click Next.




VMware Player Setup

License Agreement > "f ;
Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE

@ I accept the terms in the license agreement. Print

() I do not accept the terms in the license agreement.

< Back Next > Cancel

Confirm that the installation directory is correct and click Next to continue.



Destination Folder
Click Next to install to this folder or dick Change to install to a different folder.

Select whether software updates will automatically be included and select Next.



VMware Player Setup

Software Updates o
When would you like to check for updates of your software?

Check for product updates on startup

When VMware Player starts, check for new versions of the application and installed
software components,

Learn More

< Back Next > Cancel

Select whether you want to participate in the User Experience Improvement Program and
select Next.



User Experience Improvement
Would you like to send feedback to VMware?

Determine what shortcuts you want to have on your system and select Next.



g
Select the shortcuts you wish to place on your system.

Click Continue to install the program.



Installation of the program will begin.



VMware Player Setup

Performing the Requested Operations L

Please wait while the wizard performs the requested operation. This may take several
minutes.

Status: Installing and configuring additional component
C:\Users\ECOLE_~1\AppData\Local\Temp\vmware_1414528054\vcredist_x64.exe

.......

Click Finish to complete the installation process.



VMware Player Setup

Setup Wizard Complete

The setup wizard has successfully completed its operations
related to VMware Player, Click Finish to exit the wizard.
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Finish

VMware is now installed on your system.

Downloading Kali Linux
This section describes how to download Kali Linux on your system. Download Kali
from http://www.kali.org/. Under downloads, select Custom Kali Images.
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Select either 64 or 32 bit depending on the system you are going to run it on. Click the
plus to the left of the version you want to use to select the options.

Kali Linux Custom VMware Images

= Kali Linux 1.0.9 VMware 64 bit (amd64)

- Nt i
s SHATSUM: f1a064c41031b930ce0cdb9fd639cdaS5h4cb6bca?

Select Download Image. When the Save option appears, click Save As and save to the
desktop.

Do you want to open or save kali-linux-1.0.9-vm-amd64.7z (2.65 GB) from images.offensive-security.com?

Open Save | Y Cancel

The downloaded file should now appear on the desktop. It is compressed with WinRAR.
If WIinRAR is not installed it can be downloaded from http://www.rarlab.com/. Itis
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important to always run AV software and scan all files before downloading. Websites
change and a once trusted site could be compromised and potentially contain malware.

Right click on the file to uncompress it. Select Extract Here and a Kali-Linux folder will
appear on the desktop. The un-compression process could take 5-10 minutes based on the
speed of your system. Make sure it is complete before proceeding to the next step. At
this point Kali is downloaded and ready to be run.

Running Kali

Once VMWare player is installed and Kali is downloaded, open the Kali-Linux directory
where the rar file was uncompressed. Double click on the file named Kali-Linux-1.0.9-
vm-amd64.vmyx, if the file extension is hidden it can be identified by looking at the Type

and finding the VMWare virtual machine file.
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VMware will start. When asked whether the image was moved or copied, select | copied

It.



Kali-Linux-1.0.9-vm-amdé4 - VMware Player (Non-commercial use only) — =

Player - i

Kali-Linux-1.0.9-vm-amd64 - VMware Player

This virtual machine might have been moved or copied.

In order to configure certain management and networking features, VMware
Player needs to know if this virtual machine was moved or copied.

If you don't know, answer "T copied it".

I moved it I copied it Cancel

If prompted, you can Download and Install VMware Tools. While not required, it is
recommended to get the full use out of VMWare Player.



Kali-Linux-1.0.9-vm-amd6é4 - VMware Player (Non-c... — =
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early console in decompress_kernel

Decompressing Linux... Parsing ELF... done.
Booting the kermel.
Loading, please wait...

Software Updates

3 The following software is available for download:

VMware Tools for Linux - version 9.6.2

* Downloading and installing VMware Tools is
required to enable advanced features of your
virtual machine.

What would you like to do?

Download and Install | | Remind Me Later

If UAC is running, select Yes to allow the program to run.

After VMware Tools is installed, the system will boot up and require you to logon.
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Select Other and type a username of root and select Log In.
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Other...

Username: |root

System Default Cancel

When prompted for a password type in toor (which is root backwards) and click Log In.
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Cther...

Password: |[sees

System Default

Kali Linux will now start and you will be ready to run the labs.
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By going to the upper right menu and clicking Applications -> Kali Linux, you can see
all of the tools that are installed.
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At this point you are all ready for class.



