
Y O U R  S O U R C E  F O R  
I T  S E C U R I T Y  E D U C AT I O N

SANS is the most trusted and by far the largest source for information security training in the world.  We 
offer training through several delivery methods: live and virtual, classroom-style, online at your own pace 
or webcast with live instruction, guided study with a local mentor, or onsite at your workplace, where even 
your most remote colleagues can join in via Simulcast.  Our computer security courses are developed by 
MRHYWXV]� PIEHIVW� MR�RYQIVSYW�½IPHW�� MRGPYHMRK�RIX[SVO�WIGYVMX]�� JSVIRWMGW�� EYHMX�� WIGYVMX]� PIEHIVWLMT�� ERH�
application security. Courses are taught by real-world practitioners who are the best at ensuring you 
not only learn the material, but that you can apply it immediately to your work. In addition to top-notch 
XVEMRMRK��[I�SJJIV�GIVXM½GEXMSR�XLVSYKL�XLI�+-%'�WIGYVMX]�GIVXM½GEXMSR�TVSKVEQ�EGGVIHMXIH�F]�XLI�%QIVMGER�
2EXMSREP� 7XERHEVHW� -RWXMXYXI��QEWXIV Ẃ� HIKVII� ERH� KVEHYEXI� GIVXM½GEXI� TVSKVEQ� XLVSYKL� XLI� EGGVIHMXIH�
SANS Technology Institute graduate school, and numerous free security resources such as newsletters, 
whitepapers, and webcasts.

Why SANS is the best training and educational investment

����-RXIRWMZI��LERHW�SR�MQQIVWMSR�XVEMRMRK�[MXL�XLI�LMKLIWX�UYEPMX]�GSYVWI[EVI�MR�XLI�MRHYWXV]�

�����-RGSQTEVEFPI� MRWXVYGXSVW� ERH�EYXLSVW�[LS�EVI� MRHYWXV]�I\TIVXW� ERH�TVEGXMXMSRIVW�½KLXMRK� XLI� WEQI�
cyber battles as you and discovering new ways to thwart attacks.

�����8VEMRMRK� XLEX� WXVIRKXLIRW� E� WXYHIRX Ẃ� EFMPMX]� XS�
EGLMIZI�E�+-%'�GIVXM½GEXMSR��[LMGL�MW�YRMUYI�MR�XLI�
½IPH� SJ� MRJSVQEXMSR� WIGYVMX]� GIVXM½GEXMSRW� FIGEYWI�
it not only tests a candidate’s knowledge, but also 
the candidate’s ability to put that knowledge into 
practice in the real world.  See page 76 for more  
MRJSVQEXMSR�EFSYX�+-%'�

Global Information 
%WWYVERGI�'IVXM½GEXMSR�
(GIAC)
3JJIVW����GIVXM½GEXMSRW�MR�

Career Paths
Areas of study:

Higher Education
The SANS Technology Institute is the only 
accredited institution offering master’s degree 
ERH�KVEHYEXI�GIVXM½GEXI�TVSKVEQW�JSGYWIH�
solely on cybersecurity. 

Learn more about STI at sans.edu

Continuing Education
Over 50 courses in the following disciplines: 
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LQIRUPDWLRQ�VHFXULW\�WUDLQLQJ��FHUWL¼FDWLRQ��DQG�UHVHDUFK�LQ�WKH�ZRUOG�

Five Tips to Get Approval for SANS Training
1. EXPLORE

���5HDG�WKLV�EURFKXUH�DQG�QRWH�WKH�FRXUVHV�WKDW�ZLOO�
enhance your role at your organization.  

���8VH�WKH�Career Roadmap (inside cover) to arm yourself 
ZLWK�DOO�WKH�QHFHVVDU\�PDWHULDOV�WR�PDNH�D�JRRG�FDVH�IRU�
attending a SANS training event.   

���1RWH�WKDW�WKH�FRUH��MRE�EDVHG�FRXUVHV�FDQ�EH�
FRPSOHPHQWHG�E\�VKRUW��VNLOO�EDVHG�FRXUVHV�RI�RQH�RU�
WZR�GD\V���:H�DOVR�RIIHU�GHHS�GLVFRXQWV�IRU�EXQGOHG�
FRXUVH�SDFNDJHV���&RQVLGHU�D�*,$&�&HUWL¼FDWLRQ��ZKLFK�
ZLOO�VKRZ�WKH�ZRUOG�WKDW�\RX�KDYH�DFKLHYHG�SURYHQ�
H[SHUWLVH�LQ�\RXU�FKRVHQ�¼HOG�

2. RELATE
���6KRZ�KRZ�UHFHQW�SUREOHPV�RU�LVVXHV�ZLOO�EH�VROYHG�ZLWK�
WKH�NQRZOHGJH�\RX�JDLQ�IURP�WKH�6$16�FRXUVH�

���3URPLVH�WR�VKDUH�ZKDW�\RX³YH�OHDUQHG�ZLWK�\RXU�
colleagues.

3. SAVE
���7KH�HDUOLHU�\RX�VLJQ�XS��WKH�PRUH�\RX�VDYH��VR�H[SODLQ�
WKH�EHQH¼W�RI�VLJQLQJ�XS�HDUO\���

���6DYH�HYHQ�PRUH�ZLWK�JURXS�GLVFRXQWV���6HH�LQVLGH�IRU�
details.

 

4. ADD VALUE
���6KDUH�ZLWK�\RXU�ERVV�WKDW�\RX�FDQ�DGG�YDOXH�WR�\RXU�
HQWHUSULVH�E\�PHHWLQJ�ZLWK�QHWZRUN�VHFXULW\�H[SHUWV�®�
SHRSOH�ZKR�IDFH�WKH�VDPH�W\SH�RI�FKDOOHQJHV�WKDW�\RX�
face every single day.  

���([SODLQ�KRZ�\RX�ZLOO�EH�DEOH�WR�JHW�DQG�VKDUH�JUHDW�
LGHDV�RQ�LPSURYLQJ�\RXU�,7�SURGXFWLYLW\�DQG�HI¼FLHQF\���

���(QKDQFH�\RXU�6$16�WUDLQLQJ�H[SHULHQFH�ZLWK� 
SANS@Night�WDONV�DQG�WKH�9HQGRU�([SR��ZKLFK�DUH�IUHH�
and only available at live training events. 

���7DNH�DGYDQWDJH�RI�WKH�VSHFLDO�6$16�KRVW�KRWHO�UDWH�VR�
\RX�ZLOO�EH�ULJKW�ZKHUH�WKH�DFWLRQ�LV��

5. ACT
���:LWK�WKH�IRUWLWXGH�DQG�LQLWLDWLYH�\RX�KDYH�GHPRQVWUDWHG�
WKXV�IDU��\RX�FDQ�FRQ¼GHQWO\�VHHN�DSSURYDO�WR�DWWHQG�
6$16�WUDLQLQJ�

Return on Investment:  SANS training events are 
UHFRJQL]HG�DV�WKH�EHVW�SODFH�LQ�WKH�ZRUOG�WR�JHW�
LQIRUPDWLRQ�VHFXULW\�HGXFDWLRQ��:LWK�6$16��\RX�ZLOO�
JDLQ�VLJQL¼FDQW�UHWXUQV�RQ�\RXU�,QIR6HF�LQYHVWPHQW���
7KURXJK�RXU�LQWHQVLYH�LPPHUVLRQ�FODVVHV��RXU�WUDLQLQJ�
is designed to help your staff master the practical 
VWHSV�QHFHVVDU\�IRU�GHIHQGLQJ�V\VWHPV�DQG�QHWZRUNV�
DJDLQVW�WKH�PRVW�GDQJHURXV�WKUHDWV�®�WKH�RQHV�EHLQJ�
actively exploited.

Remember: 6$16�LV�\RXU�¼UVW�DQG�EHVW�FKRLFH�IRU�
LQIRUPDWLRQ�DQG�VRIWZDUH��VHFXULW\�WUDLQLQJ���7KH�6$16�
3URPLVH�LV�°<RX�ZLOO�EH�DEOH�WR�DSSO\�RXU�LQIRUPDWLRQ�
VHFXULW\�WUDLQLQJ�WKH�GD\�\RX�JHW�EDFN�WR�WKH�RI¼FH�±�

5705 Salem Run Blvd.
Suite 105
Fredericksburg, VA 22407

PROMO CODE

S P E C I A L
Register with this Promo Code and  

receive $150 off any 5- or 6-day course  

when paid for by September 15 2014.*

*This discount cannot be combined with any other offer or discount.

To be removed from future mailings please contact unsubscribe@sans.org or (301) 654-SANS (7267). Please include name and complete address.

Scan to see current course 

information and specials.

Scan to get up-to-date information 

for all events and training formats

sans.org/info/133227

PIVOT TO INTRANET
SECURITY 
��4IRIXVEXMSR�8IWXMRK 
��;IF�%TT�4IR�8IWXMRK 
��1IXEWTPSMX

ATTACK A DMZ
SECURITY 
��7IGYVMX]�)WWIRXMEPW 
��:YPRIVEFMPMX]�%WWIWWQIRX 
��;IF�%TT�4IR�8IWXMRK 
��1IXEWTPSMX
FORENSICS 
��*MPI�%REP]WMW

LOCAL LINUX WITH ROOT
SECURITY 
��7IGYVMX]�)WWIRXMEPW 
��:YPRIVEFMPMX]�%WWIWWQIRX 
��-RXVYWMSR�(IXIGXMSR 
��;MVIPIWW 
��)\TPSMX�(IZIPSTQIRX
FORENSICS 
��4EGOIX�%REP]WMW 
��1EP[EVI�%REP]WMW
OS & Network Hardening

LOCAL LINUX WITHOUT ROOT
37�*92(%1)28%07
SECURITY 
��7IGYVMX]�)WWIRXMEPW
FORENSICS 
��*MPI�%REP]WMW 
��4EGOIX�%REP]WMW 
��1EP[EVI�%REP]WMW

ATTACK AND DEFENSE
1EWXIV�]SYV�HSQEMR 
Castle versus castle
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P R O D U C T  O F F E R I N G S

°$Q�H[FHOOHQW�KDQGV�RQ�
DSSURDFK�IRU�DOO�OHYHOV�± 

-JARROD FRATES, ACS, INC.

°,�IHOW�DV�LI�1HW:DUV�
ZDV�RQH�RI�WKH�EHVW�

HGXFDWLRQDO�H[SHULHQFHV�
,³YH�EHHQ�WKURXJK�±��

-SAMUEL GAUDET, UNIV. OF MAINE SYSTEM

6$16�1HW:DUV is a suite of hands-on, interactive learning scenarios 
that enable information security professionals to develop and master 
XLI�VIEP�[SVPH��MR�HITXL�WOMPPW�XLI]�RIIH�XS�I\GIP�MR�XLIMV�½IPH��-R�
SANS’ award-winning courses, attendees consistently rate our hands-
SR�I\IVGMWIW�EW�XLI�QSWX�ZEPYEFPI�TEVX�SJ�XLI�GSYVWI��;MXL�2IX;EVW��
we have really raised the ante, as participants learn in a cyber range 
while working through various challenge levels, all hands-on, with a 
focus on mastering the skills information security professionals can 
YWI�MR�XLIMV�NSFW�IZIV]�HE]�

6$16�1HW:DUV�RIIHULQJV�

1HW:DUV�LV�GHVLJQHG�WR�KHOS� 
SDUWLFLSDQWV�GHYHORS�VNLOOV� 
LQ�VHYHUDO�FULWLFDO�DUHQDV�

 
Use Case

NetWars 
Core    DFIR
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I T  S E CUR I TY  
T RA IN ING  
A N D  Y O U R 

C A R E E R  
R O A D M A P

C
O

R
E
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O

U
R

S
E

S
Information Security

SAMPLE JOB TITLES

SEC301

GISF

SEC401

GSEC

SEC501

GCED

Risk and Compliance/Auditing/Governance Titles

SAMPLE JOB TITLES

SEC566

GCCC

AUD507

GSNA

Security Operations Center/Intrusion Detection

SAMPLE JOB TITLES

SEC502

GPPA

SEC511SEC503

GCIA

FOR572

GNFA

SEC501

GCED

FOR508

GCFA

In-Depth,  
Hands-On InfoSec Skills

sans.org/netwars

NetWars is designed to help 
participants develop skills in 
several critical areas:

��9XOQHUDELOLW\�$VVHVVPHQWV
��6\VWHP�+DUGHQLQJ
��0DOZDUH�$QDO\VLV
��'LJLWDO�)RUHQVLFV
��,QFLGHQW�5HVSRQVH
��3DFNHW�$QDO\VLV
��3HQHWUDWLRQ�7HVWLQJ
��,QWUXVLRQ�'HWHFWLRQ

Penetration Testing/Vulnerability Assessment

SAMPLE JOB TITLES

CORE COURSES

SEC560

GPEN

SEC561

SEC760

SEC660

GXPN

SEC575

GMOB

SEC617

GAWN

SEC573 SEC580

SEC562

SEC542

GWAPT

SEC642

SEC504

GCIH

CORE COURSES

SEC504

GCIH

Network Operations Center, System Admin, Security Architecture
SAMPLE JOB TITLES

CORE COURSES

SEC505

GCWN

SEC506

GCUX

SEC579SEC566

GCCC

Secure Development

SEC542

GWAPT

SEC642DEV541 DEV544

DEV522

GWEB

Securing the Human  
for Developers –  
STH.Developer

SAMPLE JOB TITLES

S A N S  T R A I N I N G  F O R M A T S 
SANS Institute offers a full range of effective live and online training formats.

After selecting a course, consider which format will work best for you

Custom arrangements can also be made for group training, please contact us to learn more at info@sans.org.

Live Instruction

Online Access to Course Labs and 
Presentations

Daytime Sessions

Evening Sessions

Self-Paced Training

Custom E-Learning Software

SANS-Authored Training Materials

Taught by SANS Expert Instructors

Extended Online Access of 4 Months  
or More

Access to Subject-Matter Experts

Use SANS Voucher Credits

OnSite and Custom Group Training 
Options Available
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%HH�XLI�FIRI½XW�SJ�SRPMRI�EGGIWW�XS�ER]�
GSYVWI�[MXL�ER�OnDemand Bundle

An OnDemand Bundle extends your learning  

with four months of online access to our  

custom e-learning software, lectures, labs,  

quizzes, and exercises for just $599.

Bundle Live + Online and receive:

 Most in-depth IT security training available

 Extended online access  

 Quizzes to reinforce studies

 Subject-matter-expert support

CONTACT  ondemand@sans.org

±-�LEZI�XEOIR�FSXL�SRPMRI�ERH�MR�TIVWSR�7%27�
XVEMRMRK��8LI�MRWXVYGXSVW�EVI�XLI�FIWX�LERHW�

HS[R���8LI�GSYVWI�QEXIVMEP�MW�PEMH�SYX�ZIV]�[IPP�
ERH�IEW]�XS�YRHIVWXERH�¯�IZIR�[MXL�XLI�QSVI�
HMJ½GYPX�XSTMGW��XLI�MRWXVYGXSVW�HMH�E�WYTIVF�NSF�²� 

-KURT MANKE, ORGANIC VALLEY

https://www.sans.org/course/intro-information-security
https://www.sans.org/course/security-essentials-bootcamp-style
https://www.sans.org/course/advanced-security-essentials-enterprise-defender
https://www.sans.org/course/hacker-techniques-exploits-incident-handling
https://www.sans.org/course/network-penetration-testing-ethical-hacking
https://www.sans.org/course/hands-on-penetration-skill-development
https://www.sans.org/course/advanced-penetration-testing-exploits-ethical-hacking
https://www.sans.org/course/advance-exploit-development-pentetration-testers
https://www.sans.org/course/web-app-penetration-testing-ethical-hacking
https://www.sans.org/course/advanced-web-app-penetration-testing-ethical-hacking
https://www.sans.org/course/mobile-device-security-ethical-hacking
https://www.sans.org/course/wireless-ethical-hacking-penetration-testing-defenses
https://www.sans.org/course/cybercity-hands-on-kinetic-cyber-range-exercise
https://www.sans.org/course/python-for-pen-testers
https://www.sans.org/course/metasploit-kung-fu-enterprise-pen-testing
https://www.sans.org/course/implementing-auditing-critical-security-controls
https://www.sans.org/course/auditing-networks-perimeters-systems
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Information Security
SAMPLE JOB TITLES

SEC301

GISF

SEC401

GSEC

SEC501

GCED

Risk and Compliance/Auditing/Governance Titles

SAMPLE JOB TITLES

SEC566

GCCC

AUD507

GSNA

Security Operations Center/Intrusion Detection

SAMPLE JOB TITLES

SEC502

GPPA

SEC511SEC503

GCIA

FOR572

GNFA

SEC501

GCED

FOR508

GCFA

In-Depth,  
Hands-On InfoSec Skills

sans.org/netwars

NetWars is designed to help 
participants develop skills in 
several critical areas:

��9XOQHUDELOLW\�$VVHVVPHQWV
��6\VWHP�+DUGHQLQJ
��0DOZDUH�$QDO\VLV
��'LJLWDO�)RUHQVLFV
��,QFLGHQW�5HVSRQVH
��3DFNHW�$QDO\VLV
��3HQHWUDWLRQ�7HVWLQJ
��,QWUXVLRQ�'HWHFWLRQ

Penetration Testing/Vulnerability Assessment

SAMPLE JOB TITLES

CORE COURSES

SEC560

GPEN

SEC561

SEC760

SEC660

GXPN

SEC575

GMOB

SEC617

GAWN

SEC573 SEC580

SEC562

SEC542

GWAPT

SEC642

SEC504

GCIH

CORE COURSES

SEC504

GCIH

Network Operations Center, System Admin, Security Architecture
SAMPLE JOB TITLES

CORE COURSES

SEC505

GCWN

SEC506

GCUX

SEC579SEC566

GCCC

Secure Development

SEC542

GWAPT

SEC642DEV541 DEV544

DEV522

GWEB

Securing the Human  
for Developers –  
STH.Developer

SAMPLE JOB TITLES

S A N S  T R A I N I N G  F O R M A T S 
SANS Institute offers a full range of effective live and online training formats.

After selecting a course, consider which format will work best for you

Custom arrangements can also be made for group training, please contact us to learn more at info@sans.org.

Live Instruction

Online Access to Course Labs and 
Presentations

Daytime Sessions

Evening Sessions

Self-Paced Training

Custom E-Learning Software

SANS-Authored Training Materials

Taught by SANS Expert Instructors

Extended Online Access of 4 Months  
or More

Access to Subject-Matter Experts

Use SANS Voucher Credits

OnSite and Custom Group Training 
Options Available

�

�

�

�

�

�

�

� �

�

�

�

�

�

�

�

� � � �

�

�

� �

�

�

�

�

�

�

� �

� �

� �

� �

� �

� �

�

�

�

�

� �

�

�

�

�

%HH�XLI�FIRI½XW�SJ�SRPMRI�EGGIWW�XS�ER]�
GSYVWI�[MXL�ER�OnDemand Bundle

An OnDemand Bundle extends your learning  

with four months of online access to our  

custom e-learning software, lectures, labs,  

quizzes, and exercises for just $599.

Bundle Live + Online and receive:

 Most in-depth IT security training available

 Extended online access  

 Quizzes to reinforce studies

 Subject-matter-expert support

CONTACT  ondemand@sans.org

±-�LEZI�XEOIR�FSXL�SRPMRI�ERH�MR�TIVWSR�7%27�
XVEMRMRK��8LI�MRWXVYGXSVW�EVI�XLI�FIWX�LERHW�

HS[R���8LI�GSYVWI�QEXIVMEP�MW�PEMH�SYX�ZIV]�[IPP�
ERH�IEW]�XS�YRHIVWXERH�¯�IZIR�[MXL�XLI�QSVI�
HMJ½GYPX�XSTMGW��XLI�MRWXVYGXSVW�HMH�E�WYTIVF�NSF�²� 

-KURT MANKE, ORGANIC VALLEY

https://www.sans.org/course/hacker-techniques-exploits-incident-handling
https://www.sans.org/course/securing-windows
https://www.sans.org/course/securing-linux-unix
https://www.sans.org/course/implementing-auditing-critical-security-controls
https://www.sans.org/course/virtualization-private-cloud-security
https://www.sans.org/course/advanced-security-essentials-enterprise-defender
https://www.sans.org/course/perimeter-protection-in-depth
https://www.sans.org/course/intrusion-detection-in-depth
https://www.sans.org/course/continuous-monitoring-security-operations
https://www.sans.org/course/advanced-computer-forensic-analysis-incident-response
https://www.sans.org/course/advanced-network-forensics-analysis
http://www.securingthehuman.org/developer/index
https://www.sans.org/course/defending-web-applications-security-essentials
https://www.sans.org/course/secure-coding-java-jee-developing-defensible-applications
https://www.sans.org/course/secure-coding-net-developing-defensible-applications
https://www.sans.org/course/web-app-penetration-testing-ethical-hacking
https://www.sans.org/course/advanced-web-app-penetration-testing-ethical-hacking


Cyber or IT Security Management

Management of people, processes, and technologies is critical for maintaining proactive 
enterprise situational awareness and for the ongoing success of continuous monitoring 
efforts. These managers must have the leadership skills, current knowledge, and best 
practice examples to make timely and effective decisions that benefit the entire 
enterprise information infrastructure.

CORE COURSES

SEC301 (GISF)  SEC401 (GSEC)

MGT414
SANS® +S™ Training Program  

for the CISSP® Certification Exam 
GISP

MGT514
IT Security Strategic Planning, 

Policy and Leadership

MGT512
SANS Security Leadership 

Essentials For Managers with 
Knowledge Compression™ 

GSLC

MGT535
Incident Response Team 

Management

SEC440
Critical Security 

Controls: Planning, 
Implementing,  
and Auditing

LEG523
Law of Data  
Security and 
Investigations 

GLEG

MGT525
IT Project Management, 
Effective Communication, 
and PMP® Exam Prep 

GCPM

MGT433
Securing The Human: 

Building and Deploying 
an Effective Security 
Awareness Program

SAMPLE JOB TITLES

Digital Forensic Investigations and Media Exploitation

With today’s ever-changing technologies and environments, it is inevitable that every 
organization will deal with cybercrime, including fraud, insider threats, industrial espionage, 
and phishing. Government organizations also need the skills to perform media exploitation 
and recover key intelligence available on adversary systems. To help solve these challenges, 
organizations are hiring digital forensic professionals and relying on cybercrime law 
enforcement agents to piece together a comprehensive account of what happened.

investigator

analyst

analyst 

litigation support and 
consultant

SAMPLE JOB TITLES

FOR585
Advanced Smartphone 

Forensics

FOR518
Mac Forensics  

Analysis

FOR508
Advanced Computer Forensic 

Analysis and Incident Response 
GCFA

FOR526
Memory Forensics In-Depth

SEC504
Hacker Techniques, Exploits,  

and Incident Handling 
GCIH

FOR610
Reverse-Engineering Malware:  

Malware Analysis Tools and Techniques 
GREM

FOR408
Windows Forensic Analysis 

GCFE

Incident Response
When the security of a system or network has been 
compromised, the incident responder is the first-line 
defense during the breach.  The responder not only 

to handle stress under fire while navigating people, 
processes, and technology to help respond and 
mitigate a security incident.

SAMPLE JOB TITLES

CORE  
COURSES

SEC301  SEC401 
(GISF)    (GSEC)

SEC503
Intrusion Detection  

In-Depth 
GCIA

FOR572
Advanced Network Forensics  

and Analysis 
GNFA

FOR526
Memory Forensics In-Depth

MGT535
Incident Response Team Management

FOR408
Windows Forensic Analysis 

GCFE

FOR508
Advanced Computer Forensic 

Analysis and Incident Response 
GCFA

FOR610
Reverse-Engineering Malware: 

Malware Analysis Tools  
and Techniques 

GREM

SEC504
Hacker Techniques, Exploits,  

and Incident Handling 
GCIH

https://www.sans.org/course/hacker-techniques-exploits-incident-handling
https://www.sans.org/course/hacker-techniques-exploits-incident-handling
https://www.sans.org/course/sans-plus-s-training-program-cissp-certification-exam
https://www.sans.org/course/security-strategic-planning-policy-leadership
https://www.sans.org/course/security-leadership-essentials-managers-knowledge-compression
https://www.sans.org/course/incident-response-team-management
https://www.sans.org/course/project-management-effective-communication-pmp-exam-prep
https://www.sans.org/course/securing-human-build-maintain-measure-security-awareness-program
https://www.sans.org/course/critical-security-controls-planning-implementing-auditing
https://www.sans.org/course/law-data-security-investigations
https://www.sans.org/course/memory-forensics-in-depth
https://www.sans.org/course/incident-response-team-management
https://www.sans.org/course/intrusion-detection-in-depth
https://www.sans.org/course/advanced-network-forensics-analysis
https://www.sans.org/course/windows-forensic-analysis
https://www.sans.org/course/advanced-computer-forensic-analysis-incident-response
https://www.sans.org/course/reverse-engineering-malware-malware-analysis-tools-techniques
https://www.sans.org/course/windows-forensic-analysis
https://www.sans.org/course/advanced-computer-forensic-analysis-incident-response
https://www.sans.org/course/memory-forensics-in-depth
https://www.sans.org/course/reverse-engineering-malware-malware-analysis-tools-techniques
https://www.sans.org/course/advanced-smartphone-mobile-device-forensics
https://www.sans.org/course/mac-forensic-analysis


S A N S  T R A I N I N G  F O R M AT S

Multi-Course Training Events 
Live Instruction from SANS’ Top Faculty, Vendor Showcase, 
Bonus Evening Sessions, and Networking with Your Peers 
sans.org/security-training/by-location/all

Community SANS 
Live Training in Your Local Region with Smaller Class Sizes 
sans.org/community 

Mentor 
Live Multi-Week Training with a Mentor 
sans.org/mentor

Summit 
Live IT Security Summits and Training 
sans.org/summit

OnSite 
0MZI�8VEMRMRK�EX�=SYV�3J½GI�0SGEXMSR 
sans.org/onsite
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OnDemand 
E-learning Available Anytime, Anywhere, at Your Own Pace 
sans.org/ondemand 

Simulcast 
Attend a SANS Training Event Without Leaving Home 
sans.org/simulcast

vLive 
Online, Evening Courses with SANS’ Top Instructors 
sans.org/vlive

SelfStudy 
Self-Paced Online Training for the Motivated and  
Disciplined Infosec Student   sans.org/selfstudy
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https://www.sans.org/security-training/by-location/all
https://www.sans.org/summit/
https://www.sans.org/community/
https://www.sans.org/onsite/
https://www.sans.org/mentor/
https://www.sans.org/ondemand/
https://www.sans.org/simulcast
https://www.sans.org/vlive
https://www.sans.org/selfstudy/
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S A N S  W O R L D - C L A S S  I N S T R U C TO R S

Dr. Eric Cole
Fellow

TEACHES

MGT414    ICS410 
SEC401    SEC501    SEC566

“Dr. Cole is an excellent 
instructor. He takes complex 

technical processes and 
breaks them into simpler 

examples/analogies.”
-JOSHUA ROSE,  

GEISINGER HEALTH SYSTEM

Jason Fossen
Fellow

TEACHES

SEC401    SEC505    SEC566 

“This is the best training  
so far that I have received.  
Jason Fossen is the best  
and most knowledgeable 

Microsoft geek I have met.”
-CEFERINO ARATEA, JR., NAVAIR

David Hoelzer
Fellow

TEACHES

AUD507    MGT305    MGT512 
SEC503

“Providing value to  
businesses is an important 

part of my company’s 
work. David’s professional 

experience/knack is 
evident, and lecture style is 

entertaining and interactive.”
-MICHAEL DECKER, CNS SECURITY 

TEACHES

AUD507    MGT415    SEC505 
SEC504    SEC560    SEC566

“James goes into great detail in his 
explanations and examples. His breadth 

of knowledge is impressive.”
-KENNETH EICHMAN, CHEMICAL ABSTRACTS SERVICE  

James 
Tarala

Senior Instructor

TEACHES

DEV522    FOR572    SEC503    SEC546 

“Johannes’s excellent knowledge in 
application protocols enabled us to get 
an in-depth understanding of them.”

-KARTHIK K, SYMANTEC  

Dr. Johannes 
Ullrich

Senior Instructor

For complete instructor list and bios:  sans.org/instructors

At SANS, we are thankful 
to have an instructor 
corps considered to be 
the best in the world. Not 
only do our instructors 
meet SANS’ stringent 
requirements for 
excellence, they are all 
real-world practitioners. 
What you learn in class 
will be up to date and 
relevant to your job.

4

Fred  
Kerby

Senior Instructor

TEACHES

SEC301 

“Fred Kerby’s instruction is great!  
The experience that he brings to class  

is extremely valuable.”
-TODD PLAUMAN,  

COLORADO AIR NATIONAL GUARD 

Chad  
Tilbury

Senior Instructor

TEACHES

FOR508    FOR408 

“Chad’s real-world examples are a key 
part of the training. It really helps to 
have a knowledgeable instructor who 

currently works in the industry.”
-ROGER SZULC, MDA

Paul A. 
Henry

Senior Instructor

TEACHES

ICS410    FOR408    FOR585     
MGT414    SEC401    SEC501     

SEC502    SEC579

“Paul’s knowledge and expertise,  
along with his real-world experience  

is immeasurable.”  
-DOUG HOWARD, CSG INTERNATIONAL

Mike  
Poor

Senior Instructor

TEACHES

SEC503    SEC504 

“Mike Poor is a rockstar, and an 
excellent instructor. I look forward to 

learning more from him in the future.”
-MIKE BOYA, WARNER BROS.

https://www.sans.org/instructors/dr-eric-cole
https://www.sans.org/instructors/david-hoelzer
https://www.sans.org/instructors/jason-fossen
https://www.sans.org/instructors/paul-a-henry
https://www.sans.org/instructors/fred-kerby
https://www.sans.org/instructors/mike-poor
https://www.sans.org/instructors/james-tarala
https://www.sans.org/instructors/johannes-ullrich-ph-d
https://www.sans.org/instructors/chad-tilbury


S A N S  W O R L D - C L A S S  I N S T R U C TO R S

Rob Lee
Fellow

TEACHES

FOR408    FOR508 

“FOR408 is a phenomenal 
class. Incredible wealth of 
knowledge and I will take  
all SANS classes forever.  

Rob Lee is a ninja.”
-CORY FLYNN, FIREWALL EXPERTS

Hal Pomeranz
Fellow

TEACHES

FOR508    FOR518    FOR610 
SEC506

“Great intro to malware 
analysis.  Hal Pomeranz was 

extremely knowledgeable 
on the subject.  Highly 

recommended.”
-JONATHON HINSON,  
DUKE ENERGY

Tanya Baccam
Senior Instructor

TEACHES

MGT414    SEC401    SEC502 
SEC542    SEC566

 
“Tanya has great enthusiasm 
and vocal clarity.  She held 

everyone’s attention..”
-BERNARDINE KRUPKA, US BANK

Ed Skoudis
Fellow

TEACHES

SEC560 

“Ed Skoudis successfully 
combines expertise, real-
world experiences, and 

even humor to deliver an 
incredibly effective learning 
experience…Thank you!”  
-GEORGE HUANG, NATIONWIDE INSURANCE

TEACHES

SEC561    SEC575    SEC617

“Josh was outstanding, money well spent. 
It is the most advanced and most fun 
course I’ve ever had. Fuzzing exercise, 
knowing it theoretically is different but 

doing it with hands on, it was awesome.”
-KORHAN GURLER, INNOVA BILISIM A.S.

Joshua 
Wright

Senior Instructor

TEACHES

FOR610 

“Lenny presents a systematic approach 
to understanding very complex and 
sometimes confusing material. He is 
a master at making rev-eng malware 

understandable.”  -TOM COOK, USMA 

Lenny 
Zeltser

Senior Instructor

TEACHES

SEC504     

“Tons of information presented,  
but John steps through the information 
in a methodical and logical manner.”

-DANIEL BYRNSIDE, SC ARMY NATIONAL GUARD

John  
Strand

Senior Instructor

TEACHES

LEG523 

“LEG523 was an excellent use of time. 
Benjamin Wright knows material very 
[IPP��,I�LEW�I\GIPPIRX�¾S[�ERH�MW�VMKLX�

on target with course description.”
-SHARON O’BRYAN, DEVRY INC.

Benjamin 
Wright

Senior Instructor

For complete instructor list and bios:  sans.org/instructors5

Stephen 
Sims

Senior Instructor

TEACHES

SEC401    SEC560    SEC660    SEC760 

“Stephen gave an awesome 
presentation that makes the course  
so interesting. He gave very good  
I\EQTPIW�XS�I\TPEMR�HMJ½GYPX�XIVQW�²

-ALEX, IDA  

Dave 
Shackleford
Senior Instructor

TEACHES

SEC464    SEC504    SEC542    SEC560    
SEC579    SEC580

 
“Dave is one of the best instructors  

on the face of the planet!”
-LEONARD LYONS, NORTHROP GRUMMAN 

https://www.sans.org/instructors/rob-lee
https://www.sans.org/instructors/tanya-baccam
https://www.sans.org/instructors/hal-pomeranz
https://www.sans.org/instructors/ed-skoudis
https://www.sans.org/instructors/dave-shackleford
https://www.sans.org/instructors/stephen-sims
https://www.sans.org/instructors/john-strand
https://www.sans.org/instructors/benjamin-wright
https://www.sans.org/instructors/lenny-zeltser
https://www.sans.org/instructors/joshua-wright


DEVELOPER 522

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GWEB

DEV522:  Defending Web Applications  
Security Essentials

This is the course to take if you have to defend web applications!

8VEHMXMSREP�RIX[SVO�HIJIRWIW��WYGL�EW�½VI[EPPW��JEMP�XS�
secure web applications.  The quantity and importance 
of data entrusted to web applications is growing, 
and defenders need to learn how to secure them.  
DEV522 covers the OWASP Top 10 and will help 
you to better understand web application vulnerabilities, thus enabling you to 
properly defend your organization’s web assets.
Mitigation strategies from an infrastructure, architecture, and coding 
perspective will be discussed alongside real-world implementations that really 
work.  The testing aspect of vulnerabilities will also be covered so you can 
ensure your application is tested for the vulnerabilities discussed in class.
8S�QE\MQM^I�XLI�FIRI½X�JSV�E�[MHIV�VERKI�SJ�EYHMIRGIW��XLI�HMWGYWWMSRW�MR�XLMW�
course will be programming language agnostic.  Focus will be maintained on 
security strategies rather than coding-level implementation.
DEV522: Defending Web Applications Security Essentials is intended for 
anyone tasked with implementing, managing, or protecting Web applications.  It 
is particularly well suited to application security analysts, developers, application 
architects, pen testers, and auditors who are interested in recommending 
proper mitigations to web security issues, and to 
infrastructure security professionals who have an 
interest in better defending their web applications.
The course will cover the topics outlined by OWASP’s 
Top 10 risks document as well as additional issues the 
authors found of importance in their day-to-day web 
application development practice. The topics that will be 
covered include:

 

The course will make heavy use of hands-on exercises. It will conclude with 
a large defensive exercise, reinforcing the lessons learned throughout the week.

“As the world moves everything online, DEV522 is a necessity.” 
-CHRIS SPINDER, B/E AEROSPACE, INC.

Who Should Attend 

about defensive strategies

about web application security

mechanisms in web applications

to be trained to comply with PCI requirements

giac.org sans.edu

DEV522 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Network Security 2014 Las Vegas, NV . . . .

 Community SANS Events
Seattle, WA . . . . . . . . . . . . . . . . . . . Jul 21-26

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

“What you don’t know 
about web app defense is 
most likely killing you and 

you wouldn’t know it.” 
-MICHAEL MALARKEY, BANK OF AMERICA

“This course really proved 
to me that ignorance is 

bliss. I learned a lot that 
I could immediately take 

FEGO�XS�XLI�SJ½GI�²�
-SHAWN SHIRLEY, FERRUM COLLEGE

���-RJVEWXVYGXYVI�WIGYVMX]
���7IVZIV�GSR½KYVEXMSR
���%YXLIRXMGEXMSR�QIGLERMWQW
���%TTPMGEXMSR�PERKYEKI�GSR½KYVEXMSR
���%TTPMGEXMSR�GSHMRK�IVVSVW�PMOI�750�
injection and cross-site scripting
���'VSWW�WMXI�VIUYIWX�JSVKMRK

���%YXLIRXMGEXMSR�F]TEWW
���;IF�WIVZMGIW�ERH�VIPEXIH�¾E[W
���;IF�����ERH�MXW�YWI�SJ�[IF�WIVZMGIW
���<4%8,�ERH�<59)6=�PERKYEKIW�

and injection
���&YWMRIWW�PSKMG�¾E[W
���4VSXIGXMZI�,884�LIEHIVW�

To register, visit sans.org  
or call 301-654-SANS (7267) 6

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

https://www.sans.org/course/defending-web-applications-security-essentials
https://www.sans.edu
https://www.giac.org/certification/certified-web-application-defender-gweb


DEV541:  Secure Coding in Java/JEE:  
Developing Defensible Applications

Great programmers have traditionally distinguished themselves by the elegance, effectiveness, and 
reliability of their code. That’s still true, but those qualities have now been joined by security.  Major 
financial institutions and government agencies have informed their internal development teams and 
outsourcers that programmers must demonstrate mastery of secure coding skills and knowledge 
through reliable third-party testing or lose their right to work on assignments for those organizations. 
More software buyers are joining the movement every week. Such 
buyer and management demands create an immediate response from 
programmers: “Where can I learn what is meant by secure coding?”  
This unique SANS course allows you to bone up on the skills and 
knowledge required to prevent your applications from getting hacked.

This is a comprehensive course covering a huge set of skills and 
knowledge. It’s not a high-level theory course.  It’s about real program-
ming. In this course you will examine actual code, work with real tools, 
build applications, and gain confidence in the resources you need for 
the journey to improving the security of Java applications. Rather than 
teaching students to use a set of tools, we’re teaching students concepts 
of secure programming. This involves looking at a specific piece of code, 
identifying a security flaw, and implementing a fix for flaws found on 

DEVELOPER 541

Hands On   |    Four Days    |    Laptop Required    |    24 CPE/CMU Credits

DEVELOPER 544

Hands On   |    Four Days    |    Laptop Required    |    24 CPE/CMU Credits

DEV544:  Secure Coding in .NET:  
Developing Defensible Applications

ASP.NET and the .NET framework have provided web developers with tools that allow them an 

make it easier than ever to miss the little details that allow security vulnerabilities to creep into an 
application. Since ASP.NET, 2.0, Microsoft has done a fantastic job of integrating security into the ASP.
NET framework, but the onus is still on application developers to understand the limitations of the 
framework and ensure that their own code is secure.
During this four-day course we will analyze the defensive strategies 
and technical underpinnings of the ASP.NET framework and learn 
where, as a developer, you can leverage defensive technologies in the 
framework, and where you need to build security in by hand.  We’ll 
also examine strategies for building applications that will be secure 
both today and in the future. Rather than focusing on traditional 
web attacks from the attacker’s perspective, this class will show 
developers first how to think like an attacker, and will then focus on 
the latest defensive techniques specific to the ASP.NET environment.  
The emphasis of the class is a hands-on examination of the practical 
aspects of securing .NET applications during development.
Have you ever wondered if ASP.NET Request Validation is effective?  Have you been concerned that XML 
web services might be introducing unexamined security issues into your application?  Should you feel 
uneasy relying solely only on the security controls built into the ASP.NET framework?  Secure Coding in 
.NET will answer these questions and far more.

DEV541 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

DEV544 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

Who Should Attend 

more secure apps

deeper understanding of target 
applications or who want to 
provide more detailed vulner-
ability remediation options

Who Should Attend 
This class is focused specifically 
on software development but is 
accessible enough for anyone who’s 
comfortable working with code and 
has an interest in understanding the 
developer’s perspective:

To register, visit sans.org  
or call 301-654-SANS (7267) 7

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

https://www.sans.org/course/secure-coding-java-jee-developing-defensible-applications
https://www.sans.org/course/secure-coding-net-developing-defensible-applications


FORENSICS 408

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GCFE

Windows Forensic Analysis
Master computer forensics.  What Do You Want to Uncover Today?

Every organization will deal with cyber-crime occurring 
on the latest Windows operating systems.  Analysts will 
investigate crimes including fraud, insider threats, industrial 
espionage, traditional crimes, and computer hacking.  
Government agencies use media exploitation of Windows 
systems to recover key intelligence available on adversary 
systems.  To help solve these cases, organizations are hiring digital forensic 
professionals, investigators, and agents to uncover what happened on a system.
FOR408: Windows Forensic Analysis focuses on critical knowledge of the 
Windows OS that every digital forensic analyst must know in order to investigate 
computer incidents successfully.  You will learn how computer forensic analysts 
collect and analyze data from computer systems to track user-based activity that 
could be used internally or in civil/criminal litigation.
Proper analysis requires real data for students to examine. 
The completely updated FOR408 course trains digital forensic 
analysts through a series of new hands-on laboratory exercises 
that incorporate evidence found on the latest Microsoft 
XIGLRSPSKMIW��;MRHS[W������3J½GI�����7O]HVMZI��7LEVITSMRX��
Exchange Online, and Windows Phone).  This will ensure that 
students are prepared to investigate the latest trends and 
capabilities they might encounter. In addition, students will have 
labs that cover both Windows XP and Windows 7 artifacts.

Updated FOR408 Course in 2014: This course utilizes a brand-new Windows 
8.1-based case exercise for which it took over six months to create the data in 
real time.  Our development team has developed an incredibly realistic scenario. 
Working with in the Windows 8.1-based image, students use Windows Phone, 
3J½GI������7LEVITSMRX��17�4SVXEP�3RPMRI��7O]HVMZI�3RIHVMZI��(VSTFS\��ERH�97&�
external devices.  The case demonstrates the latest technologies an investigator 
would encounter analyzing a Windows operating system.  The brand new case 
workbook will detail step-by-step what each investigator needs to know to 
examine the latest Windows 8.1.

Who Should Attend 

Law enforcement officers, federal agents & detectives 

You Will Be Able To 

key analysis techniques covering Windows XP through 
Windows 8

to detail every action a suspect accomplished on a 
Windows system, including how and who placed an 

device usage, and more

executed a program through Registry analysis, 
Windows artifact analysis, and email analysis, and 
understand how this information can be used to 
prove intent in cases such as intellectual property 
theft, hacker breached systems, and traditional crimes

opened by a suspect through browser forensics, 
shortcut file analysis (LNK), email analysis, and 
Windows Registry parsing

Forensic ToolKit (FTK)

Windows system in order to pinpoint the files and 
information the suspect was interested in finding 
and to accomplish damage assessments

and directory that a user opened up while browsing 
the hard drive

device was attached to the Windows system, the 
files and folders that were accessed on it, and who 
plugged it in by parsing key Windows artifacts such 
as the Registry and log files

and how users logged into a Windows system via 
a remote session, at the keyboard, or simply by 
unlocking their screensaver

Registry Viewer to pinpoint the geo-location of a 
system by examining connected networks, browser 
search terms, and cookie data

databases, and leverage browser session recovery 
artifacts and flash cookies to identify web activity 
of suspects, even if privacy cleaners and in-private 
browsing are used giac.org sans.edu

“Hands down the BEST 
forensics class EVER!! 
Blew my mind at least 

once a day for 6 days!” 
-JASON JONES, USAF

“This is a very high-
intensity course with 

extremely current 
course material 

that is not available 
anywhere else in my 

experience.” 
-ALEXANDER APPLEGATE,  

AUBURN UNIVERSITY

digital-forensics.sans.org

To register, visit sans.org  
or call 301-654-SANS (7267) 8

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

What you will receive with this course 

over 150 commercial, open-source and freeware Digital Forensics 
and Incident Response tools prebuilt into the environment

Workstation

and after class

https://www.sans.org/course/computer-forensic-investigations-windows-in-depth
https://www.sans.edu
https://www.giac.org/certification/certified-forensic-examiner-gcfe
https://digital-forensics.sans.org


FOR408 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Virginia Beach 2014 . . Virginia Beach, VA . .
Crystal City 2014 . . . . Crystal City, VA  . . . .Sep 8-13
Baltimore 2014 . . . . . Baltimore, MD . . . .
Seattle 2014 . . . . . . Seattle, WA . . . .
Network Security 2014 Las Vegas, NV . . . .

 . . Fort Lauderdale, FL . . Nov 3-8
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .Jul 15-Aug 21
Live Virtual Training . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

To register, visit sans.org  
or call 301-654-SANS (7267) 9

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

C o u r s e  D a y  D e s c r i p t i o n s

408.1   Windows Digital Forensics and  
Advanced Data Triage

The Windows Forensics course starts with an examination of digital forensics in today’s 
interconnected environments and discusses challenges associated with mobile devices, 
tablets, cloud storage, and modern Windows operating systems.  We will discuss how 
modern hard drives, such as Solid State Devices (SSD), can affect the digital forensics 
acquisition process and how analysts need to adapt to overcome the introduction of 
these new technologies.
Topics:  

408.2     
Registry and USB Device Analysis

This day focuses on Windows XP, Windows 7, and Windows 8/8.1 Registry Analysis, and 
97&�(IZMGI�*SVIRWMGW���8LVSYKLSYX�XLI�WIGXMSR��MRZIWXMKEXSVW�[MPP�YWI�XLIMV�WOMPPW�MR�E�VIEP�
hands-on case, exploring evidence and analyzing evidence.
Topics:  

408.3  Email Forensics
You will learn how major forensic suites can facilitate and expedite the investigative process, 
and how to recover and analyze email, the most popular form of communication. Client-
based, server-based, mobile, and web-based email forensic analysis are discussed in depth.
Topics:  

408.4   
Artifact and Log File Analysis

7YWTIGXW�YRORS[MRKP]�GVIEXI�LYRHVIHW�SJ�½PIW�XLEX�PMRO�FEGO�XS�XLIMV�EGXMSRW�SR�E�W]WXIQ���
0IEVR�LS[�XS�I\EQMRI�OI]�½PIW�WYGL�EW�PMRO�½PIW��XLI�;MRHS[W�TVIJIXGL��TEKI½PI�W]WXIQ�
memory, and more.  The latter part of the section will center on examining the Windows 
PSK�½PIW�ERH�XLI�YWIJYPRIWW�MR�FSXL�WMQTPI�ERH�GSQTPI\�GEWIW�
Topics:  

408.5  Web Browser Forensics: 
Firefox, Internet Explorer, and Chrome

8LMW�WIGXMSR�PSSOW�EX�-RXIVRIX�)\TPSVIV�ERH�*MVIJS\�&VS[WIV�(MKMXEP�*SVIRWMGW���0IEVR�LS[�
XS�I\EQMRI�I\EGXP]�[LEX�MRHMZMHYEPW�HMH�[LMPI�WYV½RK�ZME�XLIMV�[IF�FVS[WIV���8LI�VIWYPXW�
will give you pause the next time you use the web.
Topics:  

408.6 Windows Forensic Challenge
This section revolves around a Digital Forensic Challenge based on Windows Vista/7.  It 
is a capstone exercise for every artifact discussed in the class.  You will use this section to 
consolidate the skills that you have learned over the past week.
Topics:  

FIGHT CRIME. UNRAVEL INCIDENTS...ONE BYTE AT A TIME

https://www.sans.org/course/computer-forensic-investigations-windows-in-depth


FORENSICS 508

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GCFA

Advanced Computer Forensic Analysis 
and Incident Response

This course focuses on providing incident responders with the necessary skills 
to hunt down and counter a wide range of threats within enterprise networks, 
MRGPYHMRK�IGSRSQMG�IWTMSREKI��LEGXMZMWQ��ERH�½RERGMEP�GVMQI�W]RHMGEXIW��8LI�
completely updated FOR508 addresses today’s incidents by providing real-life, 
hands-on response tactics.  
DAY 0: A 3-letter government agency contacts you to say that 
critical information was stolen from a targeted attack on your 
organization.  Don’t ask how they know, but they tell you that 
there are several breached systems within your enterprise. 
You are compromised by an Advanced Persistent Threat, aka 
an APT – the most sophisticated threat you are likely to face 
in your efforts to defend your systems and data.

Over 90% of all breach victims learn of a compromise from third-party 
RSXM½GEXMSR��RSX�JVSQ�MRXIVREP�WIGYVMX]�XIEQW��-R�QSWX�GEWIW��EHZIVWEVMIW�LEZI�FIIR�
rummaging through your network undetected for months or even years. Gather 
your team – it’s time to go hunting.  
FOR508: Advanced Computer Forensic Analysis and 
Incident Response will help you determine:

��,S[�HMH�XLI�FVIEGL�SGGYV#
��;LEX�W]WXIQW�[IVI�GSQTVSQMWIH#
��;LEX�HMH�XLI]�XEOI#�
��;LEX�HMH�XLI]�GLERKI#
��,S[�HS�[I�VIQIHMEXI�XLI�MRGMHIRX#

FOR508 trains digital forensic analysts and incident response teams to identify, 
contain, and remediate sophisticated threats.  A hands-on lab – developed from 
a real-world targeted attack on an enterprise network – leads you through 
the challenges and solutions.  You will identify where the initial targeted attack 
occurred and which systems an APT group compromised.  The course will 
TVITEVI�]SY�XS�½RH�SYX�[LMGL�HEXE�[IVI�WXSPIR�ERH�F]�
whom, contain the threat, and provide your organization the 
capabilities to manage and counter the attack.  
During a targeted attack, an organization needs the best 
MRGMHIRX�VIWTSRHIVW�ERH�JSVIRWMG�EREP]WXW�MR�XLI�½IPH���*36����
will train you and your team to be ready to do this work. 

Who Should Attend 

developers

You Will Be Able To 

and digital forensics to investigate breached enterprise 
environments from Advanced Persistent Threat (APT) 
groups, organized crime syndicates, or hackivists

utilizing incident response tools such as F-Response 
and digital forensic analysis capabilities in the SIFT 
Workstation to identify APT beach head and spear 
phishing attack mechanisms, lateral movement, and 
data exfiltration techniques

forensic analysis and incident response on any 
remote enterprise hard drive or system memory 
without having to image the system first, allowing 
for immediate response and scalable analysis to take 
place across the enterprise

discover active malware on a system, determine how 
the malware was placed there, and recover it to help 
develop key threat intelligence to perform proper 
scoping activities during incident response

or APT command and control malware immediately 
through memory analysis using Redline’s Malware 
Rating Index (MRI) to quickly ascertain the threat to 
your organization and aid in scoping the true extent 
of the data breach

multiple systems and observe data it has collected to 
exfiltrate as you track your adversary’s movements 
in your network via timeline analysis using the 
log2timeline toolset

to identify active malware and all enterprise systems 
affected by the breach

discover how filesystems work and uncover powerful 
forensic artifacts such as NTFS $I30 directory file 
indexes, journal parsing, and detailed Master File Table 
analysis

point analysis, and NTFS examination tools in the SIFT 
Workstation, and recover artifacts hidden by anti-
forensic techniques such as timestomping, file wiping, 
rootkit hiding, and privacy cleaning

allow malware to continue to run on a system after 
a reboot using command-line tools such as autorunsc, 

giac.org sans.edu

“Everything you need to 
learn for the basics of 

forensics in just six days; 
any more knowledge 
and your head would 

explode!” 
-MATTHEW HARVEY,  

U.S. DEPARTMENT OF JUSTICE

“FOR508 is packed 
with outstanding in-
depth information.” 

-CRAIG GOLDSMITH, OCRFL

“FOR508 gives you 
the skills necessary to 
work effectively on a 

high performing security 
team, and the timeline 

analysis is extremely 
useful and interesting.” 

-MANNY ORTIZ, AT&T

 
cyber-guardian
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FOR508 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Virginia Beach 2014 . . Virginia Beach, VA . .
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Albuquerque 2014 . . . Albuquerque, NM . . Sep 15-20
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
Healthcare . . . . . . . . San Francisco, CA . . Dec 5-10

 Mentor Program Events
 . . . . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .
Live Virtual Training . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

508.1  Enterprise Incident Response
Incident responders should be armed with the latest tools, memory analysis techniques, and 
enterprise scanning methodologies in order to identify, track and contain advanced adversaries, 
and remediate incidents.  Incident response and forensic analysts must be able to scale their 
examinations from the traditional one analyst per system toward one analyst per 1,000 or 
more systems.  Enterprise scanning techniques are now a requirement to track targeted attacks 
by APT groups or crime syndicate groups that propagate through thousands of systems.  
Topics:  

508.2  Memory Forensics
Critical to many incident response teams detecting advanced threats in the organization, 
memory forensics has come a long way in just a few years.  It can be extraordinarily effective at 
½RHMRK�IZMHIRGI�SJ�[SVQW��VSSXOMXW��ERH�EHZERGIH�QEP[EVI�YWIH�F]�ER�%48�KVSYT�SJ�EXXEGOIVW���
While traditionally solely the domain of Windows internals experts, recent tools now make 
QIQSV]�EREP]WMW�JIEWMFPI�JSV�ER]SRI���&IXXIV�MRXIVJEGIW��HSGYQIRXEXMSR��ERH�FYMPX�MR�HIXIGXMSR�
LIYVMWXMGW�LEZI�KVIEXP]�PIZIPIH�XLI�TPE]MRK�½IPH���8LMW�WIGXMSR�[MPP�MRXVSHYGI�WSQI�SJ�XLI�RI[IWX�
free tools available and give you a solid foundation in adding core and advanced memory 
forensic skills to your incident response and forensics armory.
Topics:  

Analysis with Volatility

508.3  Timeline Analysis
Timeline analysis will change the way you approach digital forensics and incident response...
forever.  Learn advanced analysis techniques uncovered via timeline analysis directly from the 
developers who pioneered timeline analysis tradecraft.  Temporal data are located everywhere 
SR�E�GSQTYXIV�W]WXIQ���*MPIW]WXIQ�QSHM½IH�EGGIWW�GVIEXMSR�GLERKI�XMQIW��PSK�½PIW��RIX[SVO�
HEXE��VIKMWXV]�HEXE��ERH�-RXIVRIX�LMWXSV]�½PIW�EPP�GSRXEMR�XMQI�HEXE�XLEX�GER�FI�GSVVIPEXIH�MRXS�
critical analysis to successfully solve cases. New timeline analysis frameworks provide the means 
to conduct simultaneous examinations of a multitude of time-based artifacts.  Analysis that once 
took days now takes minutes.  This section will step you through the two primary methods of 
creating and analyzing timelines established during advanced incidents and forensic cases.     
Topics:  

508.4  Deep Dive Forensics and Anti-Forensics Detection
A major criticism of digital forensic professionals is that many tools simply require a few mouse clicks to have the tool automatically recover data 
JSV�IZMHIRGI���8LMW�±TYWL�FYXXSR²�QIRXEPMX]�LEW�PIH�XS�MREGGYVEXI�GEWI�VIWYPXW�MR�XLI�TEWX�JI[�]IEVW�MR�LMKL�TVS½PI�GEWIW�WYGL�EW�XLI�'EWI]�%RXLSR]�
murder trial.  You will stop being reliant on “push button” forensic techniques as we cover how the engines of digital forensic tools really work.  
To understand how to carve out data, it is best to understand how to accomplish it by hand and show how automated tools should be able to 
recover the same data.
Topics:  

508.5  Intrusion Forensics – The Art of Finding Unknown Malware
8LI�EHZIVWEVMIW�EVI�KSSH��[I�QYWX�FI�FIXXIV��3ZIV�XLI�]IEVW��[I�LEZI�SFWIVZIH�XLEX�QER]�MRGMHIRX�VIWTSRHIVW�LEZI�E�GLEPPIRKMRK�XMQI�½RHMRK�
malware without effective indicators of compromise (IOCs) or threat intelligence gathered prior to a breach.  This is especially true in APT group 
MRXVYWMSRW���8LMW�EHZERGIH�WIWWMSR�[MPP�HIQSRWXVEXI�XIGLRMUYIW�YWIH�F]�½VWX�VIWTSRHIVW�XS�HMWGSZIV�QEP[EVI�SV�JSVIRWMG�EVXMJEGXW�[LIR�ZIV]�PMXXPI�
information exists about their capabilities or hidden locations.  We will discuss techniques to help funnel possibilities down to the candidates most 
likely to be evil malware trying to hide on the system.  
Topics:  

508.6  The Incident Response & Intrusion Forensic Challenge
This brand-new exercise brings together some of the most exciting techniques learned earlier in the week and tests your newly acquired skills in 
a case that simulates an attack by an advanced adversary such as an APT.  This challenge brings it all together using a simulated intrusion into a real 
enterprise environment consisting of multiple Windows systems.  You will be asked to uncover how the systems were compromised in the initial 
MRXVYWMSR��½RH�SXLIV�W]WXIQW�XLI�EHZIVWEV]�QSZIH�XS�PEXIVEPP]��ERH�MHIRXMJ]�MRXIPPIGXYEP�TVSTIVX]�WXSPIR�ZME�HEXE�I\½PXVEXMSR��=SY�[MPP�[EPO�SYX�SJ�XLI�
course with hands-on experience investigating realistic scenarios, which were put together by a cadre of individuals with many years of experience 
½KLXMRK�EHZERGIH�XLVIEXW�WYGL�EW�ER�%48�KVSYT��
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FORENSICS 518

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

Mac Forensic Analysis
Digital forensic investigators have traditionally dealt with Windows machines, 
FYX�[LEX�MJ�XLI]�½RH�XLIQWIPZIW�MR�JVSRX�SJ�E�RI[�%TTPI�1EG�SV�M(IZMGI#��8LI�
increasing popularity of Apple devices can be seen everywhere, from coffee shops 
to corporate boardrooms, yet most investigators are familiar with Windows-only 
machines.

Times and trends change and forensic investigators and analysts need to change 
with them.  The new FOR518: Mac Forensic Analysis course provides the tools 
and techniques necessary to take on any Mac case without hesitation. The intense 
hands-on forensic analysis skills taught in the course will enable Windows-based 
MRZIWXMKEXSVW�XS�FVSEHIR�XLIMV�EREP]WMW�GETEFMPMXMIW�ERH�LEZI�XLI�GSR½HIRGI�ERH�
knowledge to comfortably analyze any Mac or iOS system.

* 3 6 ) 2 7 - ' % 8 ) � ( - * * ) 6 ) 2 8 0 = �

FOR518: Mac Forensic Analysis will teach you:

 How to analyze and parse the Hierarchical File System (HFS+) file system by 
hand and recognize the specific domains of the logical file system and Mac-specific file types.

 How to understand and profile users through their data files and preference 
configurations.

 How to determine how a system has been used or 
compromised by using the system and user data files in correlation with system log files.

 How to understand and analyze many Mac-specific technologies, including Time 
Machine, Spotlight, iCloud, Versions, FileVault, AirDrop, and FaceTime.

FOR518: Mac Forensic Analysis aims to form a well-rounded investigator by 
introducing Mac forensics into a Windows-based forensics world. This course 
JSGYWIW�SR�XSTMGW�WYGL�EW�XLI�,*7��½PI�W]WXIQ��1EG�WTIGM½G�HEXE�½PIW��XVEGOMRK�
YWIV�EGXMZMX]��W]WXIQ�GSR½KYVEXMSR��EREP]WMW�ERH�GSVVIPEXMSR�SJ�1EG�PSKW��1EG�
applications, and Mac exclusive technologies. A computer forensic analyst who 
successfully completes the course will have the skills needed to take on a Mac 
forensics case.

Who Should Attend 

 
and detectives

alumni looking to round out their forensic skills

You Will Be Able To 

cheat sheet and a hex editor.

data files and log analysis.

how often they used it, what applications they 
frequented, and their personal system preferences.

or other attached devices.

understand keychain data, and crack Mac passwords.

importance in the Spotlight database, Time Machine, 
and Extended Attributes.

Browser and Apple Mail applications.

though iChat, Messages, FaceTime, Remote Login, 
Screen Sharing, and AirDrop.

compromise or malware infection.

digital-forensics.sans.org
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C o u r s e  D a y  D e s c r i p t i o n s

518.1  Mac Essentials and the HFS+ File System
This section introduces the student to Mac system fundamentals such as acquisition, the 
,MIVEVGLMGEP�*MPI�7]WXIQ��,*7���XMQIWXEQTW��ERH�PSKMGEP�½PI�W]WXIQ�WXVYGXYVI���%GUYMWMXMSR�
JYRHEQIRXEPW�EVI�XLI�WEQI�[MXL�1EG�W]WXIQW��FYX�XLIVI�EVI�E�JI[�1EG�WTIGM½G�XMTW�
and tricks that can be used to successfully and easily collect Mac systems for analysis. 
The building blocks of Mac forensics start with a thorough understanding of the HFS+. 
9XMPM^MRK�E�LI\�IHMXSV��XLI�WXYHIRX�[MPP�PIEVR�XLI�FEWMG�TVMRGMTPIW�SJ�XLI�TVMQEV]�½PI�W]WXIQ�
implemented on Mac OS X systems.  Students comfortable with Windows forensic 
analysis can easily learn the slight differences on a Mac system: the data are the same, only 
the format differs.
Topics:  

518.2  User Domain File Analysis
8LI�PSKMGEP�1EG�½PI�W]WXIQ�MW�QEHI�YT�SJ�JSYV�HSQEMRW��9WIV��0SGEP��7]WXIQ��ERH�2IX[SVO��
8LI�9WIV�(SQEMR�GSRXEMRW�QSWX�SJ�XLI�YWIV�VIPEXIH�MXIQW�SJ�JSVIRWMG�MRXIVIWX���8LMW�
HSQEMR�GSRWMWXW�SJ�YWIV�TVIJIVIRGIW�ERH�GSR½KYVEXMSRW��IQEMP��-RXIVRIX�LMWXSV]��ERH�YWIV�
WTIGM½G�ETTPMGEXMSR�HEXE���8LMW�WIGXMSR�GSRXEMRW�E�[MHI�EVVE]�SJ�MRJSVQEXMSR�XLEX�GER�FI�
YWIH�XS�TVS½PI�ERH�YRHIVWXERH�LS[�MRHMZMHYEPW�YWI�XLIMV�GSQTYXIVW�
Topics:  

Applications

518.3  System and Local Domain File Analysis
8LI�7]WXIQ�ERH�0SGEP�(SQEMRW�GSRXEMR�W]WXIQ�WTIGM½G�MRJSVQEXMSR�WYGL�EW�ETTPMGEXMSR�MRWXEPPEXMSR��W]WXIQ�WIXXMRKW�ERH�TVIJIVIRGIW��ERH�
W]WXIQ�PSKW���8LMW�WIGXMSRW�HIXEMPW�FEWMG�W]WXIQ�MRJSVQEXMSR��+9-�TVIJIVIRGIW��ERH�W]WXIQ�ETTPMGEXMSR�HEXE���%�FEWMG�EREP]WMW�SJ�W]WXIQ�PSKW�GER�
give a good understanding of how a system was used...or abused. Timeline analysis tells the story of how the system was used.  Each entry 
MR�E�PSK�½PI�LEW�E�WTIGM½G�QIERMRK�ERH�QE]�FI�EFPI�XS�XIPP�LS[�XLI�YWIV�MRXIVEGXIH�[MXL�XLI�GSQTYXIV���8LI�PSK�IRXVMIW�GER�FI�GSVVIPEXIH�
[MXL�SXLIV�HEXE�JSYRH�SR�XLI�W]WXIQ�XS�GVIEXI�ER�MR�HITXL�XMQIPMRI�XLEX�GER�FI�YWIH�XS�WSPZI�GEWIW�UYMGOP]�ERH�IJ½GMIRXP]���%REP]WMW�XSSPW�ERH�
techniques will be used to correlate the data and help the student put the story back together in a coherent and meaningful way.
Topics:  

518.4  Advanced Analysis Topics
Mac systems implement some technologies that are available only to those with Mac devices.  These include data backup with Time 
1EGLMRI��:IVWMSRW��ERH�M'PSYH��I\XIRWMZI�½PI�QIXEHEXE�[MXL�)\XIRHIH�%XXVMFYXIW�ERH�7TSXPMKLX��ERH�HMWO�IRGV]TXMSR�[MXL�*MPI:EYPX���3XLIV�
advanced topics include data hidden in encrypted containers, Mac intrusion and malware analysis, Mac Server, and Mac memory analysis.
Topics:  

518.5  iOS Forensics
From iPods to iPhones to iPads, it seems everyone has at least one of these devices.  Apple iDevices are seen in the hands of millions of 
people.  Much of what goes on in our lives is often stored on them. Forensic analysis of these iOS devices can provide an investigator with 
ER�MRGVIHMFPI�EQSYRX�SJ�MRJSVQEXMSR���(EXE�SR�XLIWI�M37�HIZMGIW�[MPP�FI�I\TPSVIH�XS�XIEGL�XLI�WXYHIRX�[LEX�OI]�½PIW�I\MWX�SR�XLIQ�ERH�
what advanced analysis techniques can be used to exploit them for investigations.
Topics:  

Applications

518.6  Final Day Memory Analysis Challenges
Students will put their new Mac forensics skills to the test by completing the following tasks:

FOR518 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Crystal City 2014 . . . . Crystal City, VA  . . . .Sep 8-13
Seattle 2014 . . . . . . Seattle, WA . . . .

 . . Fort Lauderdale, FL . . Nov 3-8

 OnSite

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy
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or laptop requirements, visit sans.org/courses
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��1EG�1IQSV]�%REP]WMW
��*MPI�7]WXIQ�(EXE�%REP]WMW
��1IXEHEXE�%REP]WMW

��6IGSZIVMRK�/I]�1EG�*MPIW
��:SPYQI�ERH�(MWO�-QEKI�%REP]WMW
���%REP]WMW�SJ�1EG�8IGLRSPSKMIW�MRGPYHMRK�8MQI�1EGLMRI��7TSXPMKLX��ERH�*MPI:EYPX
��%HZERGIH�0SK�%REP]WMW�ERH�'SVVIPEXMSR
��M(IZMGI�%REP]WMW�ERH�M37�%VXMJEGXW
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FORENSICS 526

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

Memory Forensics In-Depth
Digital Forensics and Incident Response (DFIR) professionals 
view the acquisition and analysis of physical memory as 
critical to the success of an investigation, be it a criminal 
case, employee policy violation, or enterprise intrusion.  
Investigators who do not look at volatile memory are leaving 

evidence on the table.  The valuable contents of RAM hold 
evidence of user actions as well as evil processes and furtive behaviors implemented 
by malicious code.  It is this evidence that often proves to be the smoking gun that 
unravels the story of what happened on a system.

*36����TVSZMHIW�XLI�GVMXMGEP�WOMPPW�RIGIWWEV]�JSV�HMKMXEP�JSVIRWMGW�I\EQMRIVW�ERH�
incident responders to deftly analyze captured memory images and live response 
EYHMXW���&]�YWMRK�XLI�QSWX�IJJIGXMZI�JVII[EVI�ERH�STIR�WSYVGI�XSSPW�MR�XLI�MRHYWXV]�
XSHE]�ERH�HIPMZIVMRK�E�HIITIV�YRHIVWXERHMRK�SJ�LS[�XLIWI�XSSPW�[SVO��XLMW�½ZI�HE]�
course shows DFIR professionals how to unravel the real story of what happened 
on a system.  It is a critical course for any serious investigator who wants to tackle 
advanced forensics, trusted insider, and incident response cases.

.YWX�EW�MX�MW�GVYGMEP�XS�YRHIVWXERH�HMWO�ERH�VIKMWXV]�WXVYGXYVIW�XS�WYFWXERXMEXI�½RHMRKW�
in traditional system forensics, it is equally critical to understand memory structures. 
Having in-depth knowledge of Windows memory internals allows the examiner to 
EGGIWW�XEVKIX�HEXE�WTIGM½G�XS�XLI�RIIHW�SJ�XLI�GEWI�EX�LERH�
There is an arms race between analysts and attackers. Modern 
malware and post-exploitation modules increasingly employ 
self-defense techniques that include more sophisticated rootkit 
and anti-memory analysis mechanisms that destroy or subvert 
volatile data. Examiners must have a deeper understanding of 
memory internals in order to discern the intentions of attack-
ers or rogue trusted insiders. This course draws on best prac-
XMGIW�ERH�VIGSQQIRHEXMSRW�JVSQ�I\TIVXW�MR�XLI�½IPH�XS�KYMHI�
DFIR professionals through acquisition, validation, and memory 
analysis with hands-on, real-world, and malware-laden memory images.

FOR526:Memory Forensics In-Depth will teach you:

 Demonstrate targeted memory capture ensuring data integrity and 
combating anti-acquisition techniques

 Detect rogue, hidden, and injected processes, kernel-level rootkits, 
Dynamic Link Libraries (DLL) hijacking, process hollowing, and sophisticated persistence mechanisms

analysis, and walking the Virtual Address Descriptors (VAD) tree to spot anomalous behavior

 Learn when to implement triage, live system analysis, and alternative 
acquisition techniques and how to devise custom parsing scripts for targeted memory analysis

Remember: “Malware can hide, but it must run.”  It is this malware paradox 
that is the key to understanding that while intruders are becoming more advanced with 
anti-forensic tactics and techniques, it is impossible for them to hide their footprints 
GSQTPIXIP]�JVSQ�E�WOMPPIH�MRGMHIRX�VIWTSRHIV�TIVJSVQMRK�QIQSV]�EREP]WMW��*36����[MPP�
ensure that you and your team are ready to respond to the challenges inherent in DFIR 
by using cutting-edge memory forensics tools and techniques. 

Who Should Attend 

preservation, forensics, or analysis of Microsoft 
Windows computers

You Will Be Able To 

AES-encryption keys from a physical memory image 
to aid in the decryption of encryption files & 
volumes such as TrueCrypt & BitLocker

host system by retrieving network packets from a 
physical memory image and examining them with a 
network packet analyzer 

process objects and current system state at the time 
of the crash through the use of various debugging 
tools such as kd, WinDBG, and livekd

powerful SysInternal’s tool, Process Explorer, to collect 
real-time data on running processes allowing for 
rapid triage

of PE File modules in physical memory, extract and 
analyze packed and non-packed PE binaries from 
memory, and compare them to their known disk-
bound files

keyboard buffer, Kernel Debugging Data Block (KDBG), 

based on signature and offset searching, gaining 
a deeper understanding of the inner workings of 
popular memory analysis tools

low-level techniques to reveal hidden and terminated 
processes and extract processes, drivers, and memory 
sections for further analysis

in the field, explaining the advantages and limitations 
of each method 

“This is the best SANS 
course I have taken.  
I hope to take more 

classes in the future.” 
-JONATHAN HINSON, DUKE ENERGY

“FOR526 is a great 
course for someone 
hoping to learn the 

complex internals of 
memory. I’ve been 

hoping for these details 
and this is spot on.” 

-JASON WRIGHT,  
CHIRON TECHNOLOGY SERVICES, INC.

digital-forensics.sans.org
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C o u r s e  D a y  D e s c r i p t i o n s

526.1  

Simply put, memory analysis has become a required skill for all incident responders and digital 
forensics examiners. Regardless of the type of investigation, system memory and its contents often 
I\TSWI�XLI�½VWX�TMIGI�SJ�XLI�IZMHIRXMEP�XLVIEH�XLEX��[LIR�TYPPIH��YRVEZIPW�XLI�[LSPI�TMGXYVI�SJ�
[LEX�LETTIRIH�SR�XLI�XEVKIX�W]WXIQ���;LIVI�MW�XLI�QEP[EVI#��,S[�HMH�XLI�QEGLMRI�KIX�MRJIGXIH#��
;LIVI�HMH�XLI�EXXEGOIV�QSZI�PEXIVEPP]#��3V�[LEX�HMH�XLI�HMWKVYRXPIH�IQTPS]II�HS�SR�XLI�W]WXIQ#��
What lies in physical memory can provide answers to all of these questions and more.
Topics:  

526.2  Unstructured Analysis and Process Exploration
Structured memory analysis using tools that identify and interpret operating system structures 
is certainly powerful.  However, many remnants of previously allocated memory remain 
EZEMPEFPI�JSV�EREP]WMW��ERH�XLI]�GERRSX�FI�TEVWIH�XLVSYKL�WXVYGXYVI�MHIRXM½GEXMSR���;LEX�XSSPW�
EVI�FIWX�JSV�TVSGIWWMRK�JVEKQIRXIH�HEXE#�9RWXVYGXYVIH�EREP]WMW�XSSPW���8LI]�RIMXLIV�ORS[�RSV�
GEVI�EFSYX�STIVEXMRK�W]WXIQ�WXVYGXYVIW��-RWXIEH��XLI]�I\EQMRI�HEXE��I\XVEGXMRK�½RHMRKW�YWMRK�
TEXXIVR�QEXGLMRK���=SY�[MPP�PIEVR�LS[�XS�YWI�&YPO�)\XVEGXSV�XS�TEVWI�QIQSV]�MQEKIW�ERH�
extract investigative leads such as email addresses, network packets, and more.
Topics:  

526.3  Investigating the User via Memory Artifacts
An incident responder (IR) is often asked to triage a system because of a network intrusion 
detection system alert.  The Security Operations Center makes the call and requires more 
MRJSVQEXMSR�HYI�XS�SYXFSYRH�RIX[SVO�XVEJ½G�JVSQ�ER�IRHTSMRX�ERH�XLI�-6�XIEQ�MW�EWOIH�XS�
respond.  In this section, we cover how to enumerate active and terminated TCP connections – 
selecting the right plugin for the job based on the OS version.
Topics:  

526.4  Internal Memory Structures (PART I)
Day 4 focuses on introducing some internal memory structures (such as drivers), Windows memory table structures, and extraction techniques 
JSV�TSVXEFPI�I\IGYXEFPIW���%W�[I�GSQI�XS�XLI�½REP�WXITW�MR�SYV�MRZIWXMKEXMZI�QIXLSHSPSK]��±7TSXXMRK�6SSXOMX�&ILEZMSVW²�ERH�±)\XVEGXMRK�7YWTMGMSYW�
&MREVMIW�²�MX�MW�MQTSVXERX�XS�IQTLEWM^I�EKEMR�XLI�VSSXOMX�TEVEHS\���8LI�QSVI�QEPMGMSYW�GSHI�EXXIQTXW�XS�LMHI�MXWIPJ��XLI�QSVI�EFRSVQEP�ERH�
seemingly suspicious it appears.  We will use this concept to evaluate some of the most common structures in Windows memory for hooking, the 
IDTs and SSDTs. 
Topics:  

526.5  Internal Memory Structures (PART II) and Memory Analysis Challenges
7SQIXMQIW�ER�MRZIWXMKEXSV´W�PYGO�VYRW�SYX�ERH�LI�SV�WLI�HSIW�RSX�GSQTPIXI�E�QIQSV]�EGUYMWMXMSR�FIJSVI�XLI�XEVKIX�W]WXIQ�MW�XEOIR�SJ¾MRI�SV�WLYX�
HS[R���-R�XLIWI�GEWIW��[LIVI�IPWI�GER�W]WXIQ�QIQSV]�GETXYVIW�FI�JSYRH#��,MFIVREXMSR�½PIW�ERH�;MRHS[W�GVEWLHYQT�½PIW�GER�FI�ZEPYEFPI�WSYVGIW�
SJ�MRJSVQEXMSR��VIKEVHPIWW�SJ�[LIXLIV�SV�RSX�]SY�½RH�]SYVWIPJ�[MXL�E�GYVVIRX�QIQSV]�GETXYVI���8LMW�WIGXMSR�GSZIVW�XLI�WXVYGXYVI�SJ�XLI�LMFIVREXMSR�
ERH�GVEWLHYQT�½PIW��EW�[IPP�EW�LS[�XS�GSRZIVX�FSXL�MRXS�VE[�QIQSV]�MQEKIW�XLEX�GER�IEWMP]�FI�TEVWIH�YWMRK�:SPEXMPMX]�ERH�SXLIV�XSSPW�MR�SYV�
QIQSV]�JSVIRWMGW�[IETSRW�EVWIREP���-R�EHHMXMSR��[I�[MPP�EREP]^I�E�GVEWL�HYQT�½PI��HMWGSZIVMRK�NYWX�LS[�;MRHS[W�VIWTSRHW�ERH�[LEX�MRJSVQEXMSR�MW�
captured when a system crashes.
Topics:  

526.6  Final Day Memory Analysis Challenges
8LMW�½REP�WIGXMSR�TVSZMHIW�WXYHIRXW�[MXL�E�HMVIGX�QIQSV]�JSVIRWMGW�GLEPPIRKI�XLEX�QEOIW�YWI�SJ�XLI�7%27�2IX;EVW�8SYVREQIRX�TPEXJSVQ���=SYV�
QIQSV]�EREP]WMW�WOMPPW�EVI�TYX�XS�XLI�XIWX�[MXL�E�ZEVMIX]�SJ�LERHW�SR�WGIREVMSW�MRZSPZMRK�LMFIVREXMSR�½PIW��'VEWL�(YQT�½PIW��ERH�VE[�QIQSV]�MQEKIW��
VIMRJSVGMRK�XIGLRMUYIW�GSZIVIH�MR�XLI�½VWX�½ZI�WIGXMSRW�SJ�XLI�GSYVWI���8LIWI�GLEPPIRKIW�WXVIRKXLIR�XLI�WXYHIRXW �́EFMPMX]�XS�VIWTSRH�XS�X]TMGEP�ERH�
EX]TMGEP�QIQSV]�JSVIRWMGW�GLEPPIRKIW�JVSQ�EPP�X]TIW�SJ�GEWIW��JVSQ�MRZIWXMKEXMRK�XLI�YWIV�XS�MWSPEXMRK�XLI�QEP[EVI���&]�ETTP]MRK�XLI�XIGLRMUYIW�PIEVRIH�
earlier in the course, students consolidate their knowledge and can shore up skill areas where they feel they need additional practice.
Topics:  

FOR526 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Antonio 2014 . . . San Antonio, TX . . . Aug 11-16
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .
Live Virtual Training . . . . . . . . . . . . Dec 2-Jan 22

 Event Simulcast
 . . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

To register, visit sans.org  
or call 301-654-SANS (7267) 15

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

https://www.sans.org/course/windows-memory-forensics-in-depth


FORENSICS 572

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GNFA

Advanced Network Forensics & Analysis
Forensic casework that does not include a network component is a rarity in today’s 
environment.  Performing disk forensics will always be a critical and foundational 
skill for this career, but overlooking the network component of today’s computing 
architecture is akin to ignoring security camera footage of a crime as it was 
committed.  Whether you handle an intrusion incident, data theft case, or employee 
misuse scenario, the network often has an unparalleled view of the incident. Its 
IZMHIRGI�GER�TVSZMHI�XLI�TVSSJ�RIGIWWEV]�XS�WLS[�MRXIRX��SV�IZIR�HI½RMXMZIP]�TVSZI�
that a crime actually occurred.
FOR572: Advanced Network Forensics and Analysis was built from the ground up 
XS�GSZIV�XLI�QSWX�GVMXMGEP�WOMPPW�RIIHIH�XS�QSYRX�IJ½GMIRX�ERH�IJJIGXMZI�TSWX�MRGMHIRX�
response investigations.  We focus on the knowledge necessary to expand the 
forensic mindset from residual data on the storage media from a system or device to 
the transient communications that occurred in the past or continue to occur.  Even if 
the most skilled remote attacker compromised a system with an undetectable exploit, 
the system still has to communicate over the network.  Without command-and-
control and data extraction channels, the value of a compromised computer system 
HVSTW�XS�EPQSWX�^IVS���4YX�ERSXLIV�[E]��&EH�KY]W�EVI�XEPOMRK�¯�[I´PP�XIEGL�]SY�XS�PMWXIR�
This course covers the tools, technology, and processes required to integrate network 
IZMHIRGI�WSYVGIW�MRXS�]SYV�MRZIWXMKEXMSRW��[MXL�E�JSGYW�SR�IJ½GMIRG]�ERH�IJJIGXMZIRIWW���
You will leave this week with a well-stocked toolbox and the knowledge to use it on 
]SYV�½VWX�HE]�FEGO�SR�XLI�NSF���;I�[MPP�GSZIV�XLI�JYPP�WTIGXVYQ�SJ�RIX[SVO�IZMHIRGI��
including high-level NetFlow analysis, low-level pcap exploration, ancillary network 
log examination, and more.  We cover how to leverage existing infrastructure devices 
that may contain months or years of valuable evidence, as well as how to place new 
collection platforms while an incident is already under way.
Whether you are a consultant responding to a client’s site, a law enforcement 
professional assisting victims of cybercrime and seeking prosecution of those 
responsible, or an on-staff forensic practitioner, this course offers hands-on experience 
with real-world scenarios that will help take your work to the next level.  Previous 
7%27�WIGYVMX]�GYVVMGYPYQ�WXYHIRXW�ERH�SXLIV�RIX[SVO�HIJIRHIVW�[MPP�FIRI½X�JVSQ�
the FOR572 perspective on security operations as they take on more incident 
response and investigative responsibilities.  SANS forensics alumni from FOR408 and 
FOR508 can take their existing knowledge and apply it directly to the network-based 
attacks that occur daily. In FOR572, we solve the same caliber of real-world problems 

without any convenient hard drive 
or memory images.
The hands-on exercises in this 
class cover a wide range of tools, 
including the venerable tcpdump 
and Wireshark for packet capture 
ERH�EREP]WMW��GSQQIVGMEP�XSSPW�
from Splunk, NetworkMiner, and 
7SPEV;MRHW��ERH�STIR�WSYVGI�XSSPW�
including nfdump, tcpxtract, ELSA, 
and more.  Through all of these 
exercises, your shell scripting abilities 
will come in handy to make easy 
work of ripping through thousands 
of data records.

Who Should Attend 

detectives

and investigations

You Will Be Able To 
  Extract files from network packet captures and 
proxy cache files, allowing follow-on malware 
analysis or definitive data loss determinations

past network occurrences, allowing accurate incident 
scoping

identify an attacker’s command-and-control abilities 
and actions

actions and what data they extracted from the 
victim

the fidelity of the investigation’s findings

based on the existing systems and platforms within 
a network architecture

identify patterns of activity or specific actions that 
warrant further investigation

process, filling knowledge gaps that may be far in 
the past

tools to intercept seemingly secure communications

what actions occurred on the endpoint systems

malicious activity

complex data sources into management-friendly 
reports

network devices such as firewalls and intrusion 
detection systems to increase the intelligence value 
of their logs and alerts during an investigation

in a full-day capstone exercise, modeled after real-
world nation-state intrusions

What you will receive with this course 

500 digital forensics and incident response tools prebuilt into 
the environment, including network forensic tools added just for 
this course

Windows VMware Image

sources including:
   -  Network captures in pcap format
   -  NetFlow data
   -  Web proxy, firewall, and intrusion detection system logs
   -  Network service logs

documentation
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C o u r s e  D a y  D e s c r i p t i o n s

572.1  Off the Disk and Onto the Wire
Network data can be preserved, but only if captured directly from the wire. Whether tactical 
or strategic, packet capture methods are quite basic.  You will re-acquaint yourself with 
tcpdump and Wireshark, the most common tools used to capture and analyze network 
packets, respectively.  However, since long-term full-packet capture is still uncommon in most 
environments, many artifacts that can tell us about what happened on the wire in the past 
come from devices that manage network functions.  You will learn about what kinds of devices 
can provide valuable evidence and at what level of granularity.  We will walk through collecting 
evidence from one of the most common sources of network evidence, a web proxy server, 
XLIR�KS�LERHW�SR�XS�½RH�ERH�I\XVEGX�WXSPIR�HEXE�JVSQ�XLI�TVS\]�]SYVWIPJ���8LI�0MRY\�7-*8�
ZMVXYEP�QEGLMRI��[LMGL�LEW�FIIR�WTIGM½GEPP]�PSEHIH�[MXL�E�WIX�SJ�RIX[SVO�JSVIRWMG�XSSPW��[MPP�FI�
your primary toolkit for the week.
Topics:  

Applications and Data

572.2  Network Protocols and Commercial Network Forensics
This section covers some of the most common and fundamental network protocols that you 
will likely face during an investigation.  We will cover a broad range of protocols including the 
(]REQMG�,SWX�'SR½KYVEXMSR�4VSXSGSP��[LMGL�KPYIW�XSKIXLIV�PE]IVW�X[S�ERH�XLVII�SR�XLI�37-�
QSHIP��ERH�1MGVSWSJX´W�6IQSXI�4VSGIHYVI�'EPP�TVSXSGSP��[LMGL�TVSZMHIW�EPP�QERRIVW�SJ�½PI��
print, name resolution, authentication, and other services.
Topics:  

572.3  Netflow Analysis and Wireless Network Forensics
In this section, you will learn what data items NetFlow can provide, and the various means 
of collecting those items.  As with many such monitoring technologies, both commercial 
and open-source solutions exist to query and examine NetFlow data.  We will review both 
GEXIKSVMIW�ERH�HMWGYWW�XLI�FIRI½XW�ERH�HVE[FEGOW�SJ�IEGL��*MREPP]��[I�[MPP�EHHVIWW�XLI�JSVIRWMG�
aspects of wireless networking.  We will cover similarities with and differences from traditional 
wired network examination, as well as what interesting artifacts can be recovered from 
[MVIPIWW�TVSXSGSP�½IPHW���7SQI�MRLIVIRX�[IEORIWWIW�SJ�[MVIPIWW�HITPS]QIRXW�[MPP�EPWS�FI�
covered, including how attackers can leverage those weaknesses during an attack, and how 
they can be detected.
Topics: 

572.4  Logging, OPSEC, and Footprint
In this section, you will learn about various logging mechanisms available to both endpoint 
and network transport devices.  You will also learn how to consolidate log data from multiple 
sources, providing a broad corpus of evidence in one location.  As the volume of log data 
increases, so does the need to consider automated analytic tools.  You will learn various 
solutions that accomplish this, from tactical to enterprise-scale. 
Topics:  

572.5  Encryption, Protocol Reversing, and Automation 
)RGV]TXMSR�MW�JVIUYIRXP]�GMXIH�EW�XLI�QSWX�WMKRM½GERX�LYVHPI�XS�IJJIGXMZI�RIX[SVO�JSVIRWMGW��ERH�JSV�KSSH�VIEWSR��;LIR�TVSTIVP]�MQTPIQIRXIH��
encryption can be a brick wall in between an investigator and critical answers.  However, technical and implementation weaknesses can be used to 
SYV�EHZERXEKI���)ZIR�MR�XLI�EFWIRGI�SJ�XLIWI�[IEORIWWIW��XLI�VMKLX�EREP]XMG�ETTVSEGL�XS�IRGV]TXIH�RIX[SVO�XVEJ½G�GER�WXMPP�]MIPH�ZEPYEFPI�MRJSVQEXMSR�
EFSYX�XLI�GSRXIRX��;I�[MPP�HMWGYWW�XLI�FEWMGW�SJ�IRGV]TXMSR�ERH�LS[�XS�ETTVSEGL�MX�HYVMRK�ER�MRZIWXMKEXMSR���8LI�WIGXMSR�[MPP�EPWS�GSZIV�¾S[�EREP]WMW�
to characterize encrypted conversations.
Topics:  

572.6  Network Forensics Capstone Challenge
This section will combine all of what you have learned prior to and during this week. In groups, you will examine network evidence from a real-
[SVPH�GSQTVSQMWI�F]�ER�EHZERGIH�EXXEGOIV���)EGL�KVSYT�[MPP�MRHITIRHIRXP]�EREP]^I�HEXE��JSVQ�ERH�HIZIPST�L]TSXLIWIW��ERH�TVIWIRX�½RHMRKW���2S�
evidence from endpoint systems is available – only the network and its infrastructure.
Topics:  Network Forensic Case

To register, visit sans.org  
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FOR572 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Network Security 2014 Las Vegas, NV . . . .

 . . Fort Lauderdale, FL . . Nov 3-8

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Aug 5-Sep 11

 Event Simulcast
 . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses
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giac.org
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FORENSICS 585

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

Advanced Smartphone Forensics
It is rare to conduct a digital forensic investigation that does not include a smartphone 
or mobile device.  Often, the smartphone may be the only source of digital evidence 
tracing an individual’s movements and motives and may provide access to the who, 
what, when, where, why, and how behind a case.  FOR585 teaches real-life, hands-on 
WOMPPW�XLEX�IREFPI�HMKMXEP�JSVIRWMG�I\EQMRIVW��PE[�IRJSVGIQIRX�SJ½GIVW��ERH�MRJSVQEXMSR�
security professionals to handle investigations involving even the most complex 
smartphones available today.

FOR585: Advanced Smartphone Forensics focuses on smartphones as sources 
of evidence, providing the necessary skills to handle mobile devices in a forensically 
sound manner, understand the different technologies, discover malware, and analyze 
XLI�VIWYPXW�JSV�YWI�MR�HMKMXEP�MRZIWXMKEXMSRW�F]�HMZMRK�HIITIV�MRXS�XLI�½PI�W]WXIQW�SJ�
each smartphone.  Students will be able to obtain actionable intelligence and recover 
and analyze data that commercial tools often miss for use in internal investigations, 
criminal and civil litigation, and security breach cases.  Don’t miss the NEW FOR585!

The hands-on exercises in this class cover the best tools currently available to conduct 
smartphone and mobile device forensics, and provide detailed instructions on how to 
manually decode data that tools sometimes overlook.  The course will prepare you to 
recover and reconstruct events relating to illegal or unauthorized activities, determine 
if a smartphone has been compromised with malware or spyware, and provide your 
organization the capability to use evidence from smartphones.  This intensive six-day 
course will take your mobile device forensics knowledge and abilities to the next 
level.  Smartphone technologies are new and the data formats are unfamiliar to most 
forensic professionals.   It’s time to get smarter!

Who Should Attend 

extend their knowledge and experience to forensic 
analysis of mobile devices, especially smartphones

Tactical Exploitation or Document and Media 

mobile devices by learning how individuals used their 
smartphones, who they communicated with, and files 
they accessed

breach incidents and intrusions.

role that smartphones played in a breach

who want to master smartphone forensics and expand 
their investigative skills beyond traditional host-based 
digital forensics

expose sensitive information

to take their skills to the next level 

You Will Be Able To 

Windows Phone, Symbian, and Chinese knock-off 
devices

spyware on smartphones and extract information 
related to security breaches, cyber espionage, and 
advanced threats involving smartphones

smartphones by learning proper handling of these 
devices

smartphones with an understanding of the 
advantages and limitations of each acquisition 
approach

information that is not generally accessible to users

applications on smartphones 

smartphones

structures on smartphones by diving deeper into 
underlying data structures that many tools do not 
interpret

smartphones to recover deleted information

smartphones to validate results and extract missing 
or deleted data

information from smartphones, including timeline 
development and link analysis (who communicated 
with whom, locations at particular times)

locks

days to conduct a full-day smartphone capstone 
event involving multiple devices and modeled after 
real-world smartphone investigations

digital-forensics.sans.org

FOR585 Will Teach You About: 
  

Determine the who, what, when, where, why, 
and how! Who used a smartphone? What did 
the user do on a smartphone? Where was 
the smartphone located at key times?  What 
online activities did the user conduct using a 
smartphone?

manual decoding techniques to recover 
deleted data stored on smartphones and 
mobile devices.

Party Applications:  Who did the 
user communicate with using a smartphone 
and why are these activities sometimes 
hidden?

 How to detect 
smartphones compromised by malware using 
forensic methods.
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C o u r s e  D a y  D e s c r i p t i o n s

585.1  Smartphone Overview and Malware Forensics
Although smartphone forensic concepts are similar to those in digital forensics, smartphone 
½PI�W]WXIQ�WXVYGXYVIW�HMJJIV�ERH�VIUYMVI�WTIGMEPM^IH�HIGSHMRK�WOMPPW�XS�GSVVIGXP]�MRXIVTVIX�
the data acquired from the device.  Today you will apply what you already know to 
smartphone forensic handling, device capabilities, acquisition methods, and data encoding 
concepts of smartphone components.  You will also become familiar with the forensic 
tools required to complete comprehensive examinations of smartphone data structures. 
Topics:  

585.2  Android Forensics
Android devices are among the most widely used smartphones in the world, which 
means they will surely be part of an investigation that will come across your desk.  
Android devices contain substantial amounts of data that can be decoded and 
interpreted into useful information.  Without honing the appropriate skills for bypassing 
locked Androids and correctly interpreting the data stored on the devices, you will be 
unprepared for the rapidly evolving world of smartphone forensics.  Malware affects 
not only Androids, but also a plethora of smartphone devices.  This section will examine 
various types of malware, how it exists on smartphones, and how to identify it. 
Topics:  

585.3  iOS Forensics
%TTPI�M37�HIZMGIW�EVI�RS�PSRKIV�VIWXVMGXIH�XS�XLI�9RMXIH�7XEXIW��FYX�EVI�MR�YWI�[SVPH[MHI���
iOS devices contain substantial amounts of data, including deleted records, that can be 
decoded and interpreted into useful information.  Proper handling and parsing skills are 
required for bypassing locked iOS devices and correctly interpreting the data.  Without 
the iOS instruction, you will be unprepared to deal with the iOS device that will likely be 
a major component in a forensic investigation.
Topics: 

585.4  Blackberry and Backup File Forenics
&PEGOFIVV]�WQEVXTLSRIW�EVI�HIWMKRIH�XS�TVSXIGX�YWIV�TVMZEG]��FYX�XIGLRMUYIW�XEYKLX�MR�
this section will enable the investigator to go beyond what the tools decode and manually 
VIGSZIV�HEXE�VIWMHMRK�MR�HEXEFEWI�½PIW�SJ�XLI�½PI�W]WXIQ�SJ�&PEGOFIVV]�HIZMGIW���&EGOYT�½PIW�
are commonly found on external media and can be the only forensic acquisition method for 
newer iOS devices that are locked.  Learning how to access and parse data from encrypted 
FEGOYT�½PIW�QE]�FI�XLI�SRP]�PIEH�XS�WQEVXTLSRI�HEXE�VIPEXMRK�XS�]SYV�MRZIWXMKEXMSR��
Topics:  

585.5  Third-Party Application and Other Smartphone Device Forensics
Given the prevalence of other types of smartphones around the world, it is critical for examiners to develop a foundation of understanding 
about data storage on multiple devices.  Nokia smartphones running the Symbian operating system may no longer be manufactured, but it 
doesn’t mean that they do not exist in the wild.  You must acquire skills for handling and parsing data from uncommon smartphone devices.  
8LMW�HE]�SJ�MRWXVYGXMSR�[MPP�TVITEVI�]SY�XS�HIEP�[MXL�±QMW½X²�WQEVXTLSRI�HIZMGIW�ERH�TVSZMHI�]SY�[MXL�EHZERGIH�QIXLSHW�JSV�HIGSHMRK�
data stored in third-party applications across all smartphones.
Topics:  

585.6  Smartphone Forensic Capstone Exercise
This section will test all that you have learned during this week.  In small groups, you will examine three smartphone devices and solve a 
scenario relating to a real-world smartphone forensic investigation. Each group will independently analyze the three smartphones, manually 
HIGSHI�HEXE��ERW[IV�WTIGM½G�UYIWXMSRW��JSVQ�ER�MRZIWXMKEXMSR�L]TSXLIWMW��HIZIPST�E�VITSVX��ERH�TVIWIRX�½RHMRKW���
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upcoming training events (subject to change):
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 . . Fort Lauderdale, FL . . Nov 3-8

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces
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FORENSICS 610

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GREM

Reverse-Engineering Malware: 

This popular malware analysis course helps forensic investigators, incident responders, 
security engineers and IT administrators acquire practical skills for examining malicious 
TVSKVEQW�XLEX�XEVKIX�ERH�MRJIGX�;MRHS[W�W]WXIQW���/RS[MRK�LS[�XS�YRHIVWXERH�GETE-
bilities of malware is critical to an organization’s ability to derive the threat intelligence 
it needs to respond to information security incidents and 
fortify defenses.  The course builds a strong foundation for 
analyzing malicious software using a variety of system and 
network monitoring utilities, a disassembler, a debugger and 
other tools useful for turning malware inside-out.
The course begins by covering fundamental aspects of 
QEP[EVI�EREP]WMW���=SY�[MPP�PIEVR�LS[�XS�WIX�YT�ER�MRI\TIRWMZI�ERH�¾I\MFPI�PEFSVEXSV]�
to understand the inner workings of malicious software and uncover characteristics of 
real-world malware samples.  Then you will learn to examine the specimens’ behav-
MSVEP�TEXXIVRW�ERH�GSHI���8LI�GSYVWI�GSRXMRYIW�F]�HMWGYWWMRK�IWWIRXMEP�\���EWWIQFP]�
language concepts. You will examine malicious code to understand its key components 
ERH�I\IGYXMSR�¾S[���%HHMXMSREPP]��]SY�[MPP�PIEVR�XS�MHIRXMJ]�GSQQSR�QEP[EVI�GLEVEG-
teristics by looking at suspicious Windows API patterns employed by bots, rootkits, 
keyloggers, downloaders, and other types of malware.
This course will teach you how to handle self-defending 
malware, learning to bypass the protection offered by pack-
ers, and other anti-analysis methods.  In addition, given the 
frequent use of browser malware for targeting systems, 
you will learn practical approaches to analyzing malicious 
FVS[WIV�WGVMTXW�ERH�HISFJYWGEXMRK�.EZE7GVMTX�ERH�:&7GVMTX�XS�
understand the nature of the attack.
You will also learn how to analyze malicious documents 
XLEX�XEOI�XLI�JSVQ�SJ�1MGVSWSJX�3J½GI�ERH�%HSFI�4(*�½PIW���
Such documents act as a common infection vector and may need to be examined 
when dealing with large-scale infections as well as targeted attacks.  The course also 
explores memory forensics approaches to examining malicious software, especially 
useful if it exhibits rootkit characteristics.
8LI�GSYVWI�GYPQMREXIW�[MXL�E�WIVMIW�SJ�GETXYVI�XLI�¾EK�GLEPPIRKIW�HIWMKRIH�XS�
reinforce the techniques learned in class and to provide additional opportunities for 
learning practical malware analysis skills in a fun setting.
Hands-on workshop exercises are a critical aspect  
of this course and allow you to apply malware  
analysis techniques by examining malware in a  
lab that you control.  When performing the  
exercises, you will study the supplied  
specimens’ behavioral patterns and  
examine key portions of their code.  
To support these activities, you will  
receive pre-built Windows and  
Linux virtual machines that  
include tools for examining and  
interacting with malware.

Who Should Attend 

incident response, forensic investigation, Windows 
security, and system administration

malware and would like to learn how to 
understand key aspects of malicious programs

experimented with aspects of malware analysis prior 
to the course and were looking to formalize and 
expand their malware forensics expertise

You Will Be Able To 

analyzing code and behavior of malicious programs

examine how malware interacts with the file system, 
the registry, the network and other processes on 
Microsoft Windows

and ActionScript components of web pages, which 
are often used as part of drive-by attacks

behavior through network traffic interception and 
code patching

inner workings of malicious Windows executables

by malware authors to misdirect, confuse and 
otherwise slow down the analyst

patterns in malicious code, such as DLL injection

the context of targeted attacks

malicious executables to contain and recover from 
the incident

examine capabilities of rootkits

“The exercises and 
examples are very good 

and useful to get a better 
understanding of code 
EREP]WMW��(I½RMXIP]�SRI�
of the best courses I’ve 
attended on this topic.” 

-THOR OLSEN,  
NORWEGIAN POLICE SECURITY SERVICES

“This class gave me 
essential tools that I can 

immediately apply to 
protect my organization.” 

-DON LOPEZ, VALLEY NATIONAL BANK

digital-forensics.sans.org

giac.org sans.edu
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C o u r s e  D a y  D e s c r i p t i o n s

610.1  Malware Analysis Fundamentals 
Section one lays the groundwork for malware analysis by presenting the key tools and techniques 
useful for examining malicious programs.  You will learn how to save time by exploring Windows 
QEP[EVI�MR�X[S�TLEWIW���&ILEZMSVEP�EREP]WMW�JSGYWIW�SR�XLI�TVSKVEQ´W�MRXIVEGXMSRW�[MXL�MXW�IRZMVSR-
QIRX��WYGL�EW�XLI�VIKMWXV]��XLI�RIX[SVO��ERH�XLI�½PI�W]WXIQ���'SHI�EREP]WMW�JSGYWIW�SR�XLI�WTIGMQIR´W�
code and makes use of a disassembler and debugger tools such as IDA Pro and OllyDbg.  You will 
PIEVR�LS[�XS�WIX�YT�E�¾I\MFPI�PEFSVEXSV]�XS�TIVJSVQ�WYGL�EREP]WMW�MR�E�GSRXVSPPIH�QERRIV��ERH�]SY�
will set up such a lab on your laptop using the supplied windows and Linux (REMnux) virtual ma-
chines.  You will then learn how to use the key analysis tools by examining a malware sample in your 
lab – with guidance from the instructor – to reinforce the concepts discussed throughout the day.
Topics: 

610.2  Malicious Code Analysis 
Section two focuses on examining malicious Windows executables at the assembly level.  You will 
discover approaches for studying inner workings of a specimen by looking at it through a disassembler 
and, at times, with the help of a debugger.  The section begins with an overview of key code-reversing 
GSRGITXW�ERH�TVIWIRXW�E�TVMQIV�SR�IWWIRXMEP�\���-RXIP�EWWIQFP]�GSRGITXW��WYGL�EW�MRWXVYGXMSRW��
function calls, variables, and jumps. You will also learn how to examine common assembly constructs, 
such as functions, loops, and conditional statements.  The remaining part of the section discusses how 
malware implements common characteristics, such as keylogging and DLL injection, at the assembly 
PIZIP���=SY�[MPP�PIEVR�LS[�XS�VIGSKRM^I�WYGL�GLEVEGXIVMWXMGW�MR�WYWTMGMSYW�;MRHS[W�I\IGYXEFPI�½PIW�
Topics:  

the Windows API Level (DLL Injection, Function Hooking, Keylogging, Communicating over HTTP, etc.)

610.3  In-Depth Malware Analysis 
Section three builds upon the approaches to behavioral and code analysis introduced earlier in 
the course, exploring techniques for uncovering additional aspects of the functionality of malicious 
programs.  You will learn about packers and the techniques that may help analysts bypass their 
HIJIRWIW���%HHMXMSREPP]��]SY�[MPP�YRHIVWXERH�LS[�XS�VIHMVIGX�RIX[SVO�XVEJ½G�MR�XLI�PEF�XS�FIXXIV�
interact with malware to understand its capabilities.  You will also learn how to examine malicious 
websites and deobfuscate browser scripts, which often play a pivotal role in malware attacks.
Topics:   

610.4  Self-Defending Malware 
Section four focuses on the techniques malware authors commonly employ to protect malicious software from being examined, often with the help of 
packers.  You will learn how to recognize and bypass anti-analysis measures, such as tool detection, string obfuscation, unusual jumps, breakpoint detection 
and so on.  We will also discuss the role that shellcode plays in the context of malware analysis and will learn how to examine this aspect of attacks.  As with 
the other topics covered throughout the course, you will be able to experiment with such techniques during hands-on exercises.
Topics:   

610.5  Malicious Documents and Memory Forensics 
7IGXMSR�½ZI�WXEVXW�F]�I\TPSVMRK�GSQQSR�TEXXIVRW�SJ�EWWIQFP]�MRWXVYGXMSRW�SJXIR�YWIH�XS�KEMR�MRMXMEP�EGGIWW�XS�XLI�ZMGXMQ´W�GSQTYXIV���2I\X��[I�[MPP�PIEVR�
LS[�XS�EREP]^I�QEPMGMSYW�1MGVSWSJX�3J½GI�HSGYQIRXW��GSZIVMRK�XSSPW�WYGL�EW�3J½GI1EP7GERRIV�ERH�I\TPSVMRK�WXITW�JSV�EREP]^MRK�QEPMGMSYW�4(*�HSGYQIRXW�
with practical tools and techniques.  Another major topic covered in this section is the reversing of malicious Windows executables using memory forensics 
techniques.  We will explore this topic with the help of tools such as the Volatility Framework and associated plug-ins.  The discussion of memory forensics 
[MPP�FVMRK�YW�HIITIV�MRXS�XLI�[SVPH�SJ�YWIV�ERH�OIVRIP�QSHI�VSSXOMXW�ERH�EPPS[�YW�XS�YWI�GSRXI\X�SJ�XLI�MRJIGXMSR�XS�EREP]^I�QEP[EVI�QSVI�IJ½GMIRXP]�
Topics:  

610.6  Malware Reverse-Engineering Tournament 
Section six assigns students to the role of a malware reverse engineer working as a member of an incident response and malware analysis team.  Students 
are presented with a variety of hands-on challenges involving real-world malware in the context of a fun tournament.  These challenges further a student’s 
ability to respond to typical malware-reversing tasks in an instructor-led lab environment and offer additional learning opportunities.  Moreover, the 
GLEPPIRKIW�EVI�HIWMKRIH�XS�VIMRJSVGI�WOMPPW�GSZIVIH�MR�XLI�½VWX�½ZI�WIGXMSRW�SJ�XLI�GSYVWI��QEOMRK�YWI�SJ�XLI�LYKIP]�TSTYPEV�7%27�2IX;EVW�XSYVREQIRX�
TPEXJSVQ���&]�ETTP]MRK�XLI�XIGLRMUYIW�PIEVRIH�IEVPMIV�MR�XLI�GSYVWI��WXYHIRXW�WSPMHMJ]�XLIMV�ORS[PIHKI�ERH�GER�WLSVI�YT�WOMPP�EVIEW�[LIVI�XLI]�JIIP�XLI]�RIIH�
additional practice.  The students who score the highest in the malware reverse-engineering challenge will be awarded the coveted SANS’ Digital Forensics 
0IXLEP�*SVIRWMGEXSV�GSMR���+EQI�SR�
Topics:  

FOR610 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Virginia Beach 2014 . . Virginia Beach, VA . .
Baltimore 2014 . . . . . Baltimore, MD . . . .
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .Jul 14-Aug 20
Live Virtual Training . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy
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MANAGEMENT 414

Six Days    |    46 CPE/CMU Credits    |    GIAC Cert: GISP

MGT414:  SANS® +S™ Training Program for the 
CISSP® Certification Exam

The SANS® +S™ Training Program for the CISSP®�'IVXM½GEXMSR�)\EQ will 
cover the security concepts needed to pass the CISSP® exam.  This is an 
accelerated review course that assumes the student has a basic understanding 
of networks and operating systems and focuses solely on the 10 domains of 
knowledge of the CISSP®:
Domain 1: Access Controls

Domain 2: Telecommunications and Network Security

Domain 3:  Information Security Governance & Risk Management

Domain 4: Software Development Security

Domain 5: Cryptography

Domain 6: Security Architecture and Design

Domain 8:  Business Continuity and Disaster Recovery Planning

Domain 10: Physical (Environmental) Security  

Each domain of knowledge is dissected into its critical components.  Every 
component is discussed in terms of its relationship to other components and 
other areas of network security.  After completion of the course, the student 
will have a good working knowledge of the 10 domains of knowledge and, 
with proper preparation, be ready to take and pass the CISSP® exam.

Obtaining Your CISSP® Certification Consists of: 

® 250 multiple-choice question exam with a  

Note: CISSP® exams are not hosted by SANS.  
You will need to make separate arrangements to take the CISSP® exam.

Who Should Attend 

understanding the concepts covered in the CISSP® 
exam as determined by (ISC)²

areas of network security

want to understand the pragmatic applications of 
the CISSP® 10 domains

practical ways the 10 domains of knowledge can 
be applied to the current job

® or your job 
requires it, MGT414 is the training for you to get 
GISP certified

You Will Be Able To 

are covered on the CISSP® exam

the correct answer

class to pass the CISSP® exam

solve security problems when you return to work

covered in the 10 domains of knowledge

You Will Receive With This Course:
Free “CISSP® Study Guide” by Eric Conrad, Seth 
Misenar, and Joshua Feldman.

giac.org

“This course breaks the 
huge CISSP study books 
down into manageable 

chunks, and helped 
me focus and identify 

weaknesses. The 
instructor’s knowledge 
and teaching skills are 

excellent.” 
-JEFF JONES,  

CONSTELLATION ENERGY GROUP

“I have taken several 
CISSP prep courses in 
the last several years 
and this by far is the 

best.  Finally I feel that 
-�LEZI�XLI�GSR½HIRGI�

to take the test.  
Thanks.” 

-JERRY CARSE, SARUM, LLC

 

To register, visit sans.org  
or call 301-654-SANS (7267) 22

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

Take advantage of SANS 
CISSP® Get Certified Program 

currently being offered.
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MGT414 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Francisco 2014  . . San Francisco, CA . .
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
San Antonio 2014 . . . San Antonio, TX . . . Aug 11-16
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Baltimore 2014 . . . . . Baltimore, MD . . . .
Network Security 2014 Las Vegas, NV . . . .
Cyber Defense San Diego 2014 . . . . . . . . . Nov 3-8
CDI 2014 . . . . . . . . Washington, DC . . .

 Community SANS Events
Laurel, MD  . . . . . . . . . . . . . . . . . . .
Chantilly, VA . . . . . . . . . . . . . . . . . . . . Dec 1-6

 Mentor Program Events
Fairfax, VA . . . . . . . . . . . . . . . . .
Washington, DC . . . . . . . . . . . . . .

 . . . . . . . . . . . . . .
Silver Spring, MD . . . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . .
Live Virtual Training . . . . . . . . . . . . Dec 1-Jan 28

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

414.1  Introduction and Access Control  
0IEVR�XLI�WTIGM½G�VIUYMVIQIRXW�RIIHIH�XS�SFXEMR�XLI�'-774®�GIVXM½GEXMSR��+IRIVEP�
security principles needed in order to understand the 10 domains of knowledge are 
GSZIVIH�MR�HIXEMP�[MXL�WTIGM½G�I\EQTPIW�MR�IEGL�EVIE���8LI�½VWX�SJ����HSQEMRW��%GGIWW�
Control, which includes AAA (authentication, authorization, and accountability) using real-
world scenarios, will be covered with an emphasis on controlling access to critical systems. 
Topics:  

414.2  Telecommunications and Network Security 
9RHIVWXERHMRK�RIX[SVO�GSQQYRMGEXMSRW�MW�GVMXMGEP�XS�FYMPHMRK�E�WSPMH�JSYRHEXMSR�JSV�
network security.  All aspects of network security will be examined, including routing, 
switches, key protocols, and how they can be properly protected on the network.  The 
telecommunications domain covers all aspects of communication and what is required to 
provide an infrastructure that has embedded security.
Topics:  Domain 2: Telecommunications and Network Security  

414.3  Information Security Governance & Risk Management and 
Software Development Security 

In order to secure an organization, it is important to understand the critical components 
of network security and issues that are needed to manage security in an enterprise.  
Security is all about mitigating risk to an organization.  The core areas and methods of 
calculating risk will be discussed.  In order to secure an application it is important to 
understand system engineering principles and techniques. Software development life 
cycles are examined, including examples of what types of projects are suited for different 
life cycles. 
Topics:  

414.4  Cryptography and Security Architecture and Design 
Cryptography plays a critical role in the protection of information.  Examples showing 
the correct and incorrect ways to deploy cryptography, and common mistakes made, will 
be presented.  The three types of crypto systems are examined to show how they work 
together to accomplish the goals of crypto.  A computer consists of both hardware and 
WSJX[EVI���9RHIVWXERHMRK�XLI�GSQTSRIRXW�SJ�XLI�LEVH[EVI��ERH�LS[�XLI]�MRXIVEGX�[MXL�
each other and the software, is critical in order to implement proper security measures.  
We examine the different hardware components and how they interact to make a 
functioning computer.
Topics:  

414.5  Security Operations and Business Continuity and Disaster 
Recovery Planning

Non-technical aspects of security are just as critical as technical aspects. Security 
operations security focuses on the legal and managerial aspects of security and covers 
components such as background checks and non-disclosure agreements, which can 
IPMQMREXI�TVSFPIQW�JVSQ�SGGYVVMRK�HS[R�XLI�VSEH���&YWMRIWW�GSRXMRYMX]�TPERRMRK�MW�
I\EQMRIH��GSQTEVMRK�XLI�HMJJIVIRGIW�FIX[IIR�&'4�ERH�(64���%�PMJI�G]GPI�QSHIP�JSV�&'4�
DRP is covered giving scenarios of how each step should be developed. 
Topics:  

414.6  Legal, Regulations, Investigations and Compliance, and 
Physical (Environmental) Security 

If you work in network security, understanding the law is critical during incident responses 
and investigations.  The common types of laws are examined, showing how critical ethics 
are during any type of investigation.  If you do not have proper physical security, it doesn’t 
QEXXIV�LS[�KSSH�]SYV�RIX[SVO�WIGYVMX]�MW��WSQISRI�GER�WXMPP�SFXEMR�EGGIWW�XS�WIRWMXMZI�
information.  In this section various aspects and controls of physical security are discussed.
Topics:  

MGT414 will be offered at these 
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MANAGEMENT 512

Five Days    |    33 CPE/CMU Credits    |    GIAC Cert: GSLC

MGT512:  SANS Security Leadership Essentials For 
Managers with Knowledge Compression™

This completely updated course is designed to empower advancing managers 
who want to get up to speed quickly on information security issues and 
terminology.  You won’t just learn about security, you will learn how to manage 
WIGYVMX]���0IGXYVI�WIGXMSRW�EVI�MRXIRWI��XLI�QSWX�GSQQSR�WXYHIRX�GSQQIRX�
MW�XLEX�MX´W�PMOI�HVMROMRK�JVSQ�E�½VI�LSWI���8LI�HMPMKIRX�QEREKIV�[MPP�PIEVR�ZMXEP��
up-to-date knowledge and skills required to supervise 
the security component of any information technology 
project.  Additionally, the course has been engineered 
to incorporate the NIST Special Publication 800 (series) 
KYMHERGI�WS�XLEX�MX�GER�FI�TEVXMGYPEVP]�YWIJYP�XS�9�7��
government managers and supporting contractors.
Essential security topics covered in this management track 
include network fundamentals and applications, power, 
cooling and safety, architectural approaches to defense in depth, cyber attacks, 
vulnerability assessment and management, security policies, contingency and 
continuity planning, awareness management, risk management analysis, incident 
handling, web application security, and offensive and defensive information warfare, 
GYPQMREXMRK�[MXL�SYV�QEREKIQIRX�TVEGXMGYQ���8LI�QEXIVMEP�YWIW�/RS[PIHKI�
Compression™, special charts, and other proprietary SANS techniques to help 
GSRZI]�XLI�OI]�TSMRXW�SJ�GVMXMGEP�WPMHIW�ERH�OIIT�XLI�MRJSVQEXMSR�¾S[�VEXI�EX�E�
pace senior executives demand every teaching hour of the course.  The course 
has been evaluated and approved by CompTIA’s CAQC program for Security+ 
2008 to ensure that managers and their direct reports have a common baseline 
for security terminology and concepts. You will be able to put what you learn into 
TVEGXMGI�XLI�HE]�]SY�KIX�FEGO�MRXS�XLI�SJ½GI�

Knowledge Compression™

Maximize your learning potential!

/RS[PIHKI�'SQTVIWWMSR��MW�ER�STXMSREP�EHH�SR�JIEXYVI�
to a SANS class which aims to maximize the absorption 
and long-term retention of large 
amounts of data over a relatively 
short period of time. Through the 
use of specialized training materials, 
in-class reviews, examinations and 
XIWX�XEOMRK�MRWXVYGXMSR��/RS[PIHKI�
Compression™ ensures students have 
a solid understanding of the information 
TVIWIRXIH�XS�XLIQ��&]�EXXIRHMRK�GPEWWIW�
that feature this advanced training 
product, you will experience some of 
the most intense and rewarding training 
programs SANS has to offer, in ways 
XLEX�]SY�RIZIV�XLSYKLX�TSWWMFPI�

Who Should Attend 

been given leadership responsibilities

their technical people are telling them

You Will Be Able To 

knowledge, skills, and abilities. In a nutshell, this 
course covers all of the non-operating system 
topics that are in SANS Security Essentials, though 
not to the same depth.  The goal is to enable 
managers and auditors to speak the same language 
as system, security, and network administrators.

knowledge, skills, and abilities. I keep running 

wondering what they do know.

rapidly advancing managers a world of pain by 
sharing the things we wish someone had shared 

mistakes, just make new ones. 

“Gives a good understanding of what 
knowledge our employees need to 

have to be successful.” 
-TEDDIE STEELE, STATE DEPARTMENT OF FCU

“Every IT security 
professional should 

attend no matter what 
their position. This 

information is important 
to everyone.” 
-JOHN FLOOD, NASA

“Tremendously valuable 
experience!! Learned a 

lot and also validated 
a lot of our current 

pratices. Thank you!!” 
-CHAD GRAY, BOOZ ALLEN HAMILTON

giac.org

sans.edu
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MGT512 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Antonio 2014 . . . San Antonio, TX . . . Aug 11-16
Virginia Beach 2014 . . Virginia Beach, VA . .
Crystal City 2014 . . . . Crystal City, VA  . . . .Sep 8-13
Network Security 2014 Las Vegas, NV . . . .
Cyber Defense San Diego 2014 . . . . . . . . . Nov 3-8
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
Security Awareness . . . Dallas, TX  . . . . . . .
Retail Cybersecurity  . . Dallas, TX  . . . . . . .
Healthcare . . . . . . . . San Francisco, CA . . Dec 5-10

 OnSite

 Event Simulcast
 . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

512.1  Managing the Enterprise, Planning, Network,  
and Physical Plant  

The course starts with a whirlwind tour of the information an effective IT security 
manager must know to function in today’s environment.  We will cover safety, physical 
security, and how networks and the related protocols like TCP/IP work, and equip you 
to review network designs for performance, security, vulnerability scanning, and return 
on investment.  You will learn more about secure IT operations in a single day than 
you ever thought possible.
Topics:   

 
Procurement Process

512.2  IP Concepts, Attacks Against the Enterprise,  
and Defense-in-Depth  

You will learn about information assurance foundations, which are presented in the 
context of both current and historical computer security threats, and how they have 
MQTEGXIH�GSR½HIRXMEPMX]��MRXIKVMX]��ERH�EZEMPEFMPMX]���=SY�[MPP�EPWS�PIEVR�XLI�QIXLSHW�SJ�
attack and the importance of managing the attack surface. 
Topics:   

Password Management

512.3  Secure Communications  

Examine various cryptographic tools and technologies and how they can be used 
to secure a company’s assets.  A related area called steganography, or information 
hiding, is also covered.  Learn how malware and viruses often employ cryptographic 
techniques in an attempt to evade detection.  We will learn about managing privacy 
issues in communications and investigate web application security.
Topics:  

512.4  The Value of Information  

On this day we consider the most valuable resource an organization has: its 
information.  You will learn about intellectual property, incident handling, and how to 
identify and better protect the information that is the real value of your organization.  
We will then formally consider how to apply everything we have learned, as well as 
TVEGXMGI�FVMI½RK�QEREKIQIRX�SR�SYV�VMWO�EVGLMXIGXYVI�
Topics:  

512.5  Management Practicum  

3R�XLI�½JXL�ERH�½REP�HE]��[I�TYPP�MX�EPP�XSKIXLIV�ERH�ETTP]�XLI�XIGLRMGEP�ORS[PIHKI�
XS�XLI�EVX�SJ�QEREKIQIRX���8LI�QEREKIQIRX�TVEGXMGYQ�GSZIVW�E�RYQFIV�SJ�WTIGM½G�
applications and topics concerning information security.  We’ll explore proven 
techniques for successful and effective management, empowering you to immediately 
ETTP]�[LEX�]SY�LEZI�PIEVRIH�]SYV�½VWX�HE]�FEGO�EX�XLI�SJ½GI�
Topics:  

Security Leaders and Managers earn the highest salaries (well over six figures) in information security 
and are near the top of IT.  Needless to say, to work at that compensation level, excellence is 

demanded.  These days, security managers are expected to have domain expertise as well as the classic 
project management, risk assessment, and policy review and development skills.

MGT512 will be offered at these 
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MANAGEMENT 514

Five Days    |    30 CPE/CMU Credits    |    Laptop Recommended

MGT514:  IT Security Strategic Planning, Policy, 
and Leadership

Strategic planning is hard for people in IT and IT security because we spend so 
much time responding and reacting.  Some of us have been exposed to a SWOT or 
WSQIXLMRK�WMQMPEV�MR�ER�1&%�GSYVWI��FYX�[I�EPQSWX�RIZIV�KIX�XS�TVEGXMGI�YRXMP�[I�KIX�
promoted to a senior position, and then we are not equipped 
with the skills we need to run with the pack.

In this course you will learn the entire strategic planning 
TVSGIWW��[LEX�MX�MW�ERH�LS[�XS�HS�MX��[LEX�PIRHW�MXWIPJ�XS�
ZMVXYEP�XIEQW��ERH�[LEX�RIIHW�XS�FI�HSRI�JEGI�XS�JEGI���;I�
will practice building those skills in class.  Topics covered in 
depth include how to plan the plan, horizon analysis, visioning, 
environmental scans (SWOT, PEST, Porter’s, etc.), historical 
analysis, mission, vision, and value statements.  We will also discuss the planning 
process core, candidate initiatives, the prioritization process, resource and IT change 
management in planning, how to build the roadmap, setting up assessments, and 
revising the plan.

We will see examples and hear stories from businesses, especially IT and security-
SVMIRXIH�FYWMRIWWIW��ERH�XLIR�[SVO�XSKIXLIV�SR�PEFW���&YWMRIWW�RIIHW�GLERKI��XLI�
environment changes, new risks are always on the horizon, and critical systems are 
continually exposed to new vulnerabilities.  Strategic planning is a never-ending 
process.  The planning section is hands-on and there is exercise-intensive work on 
writing, implementing, and assessing strategic plans.

Another focus of the course is on management and leadership competencies.  
Leadership is a capability that must be learned, exercised, and developed to better 
ensure organizational success. Strong leadership is brought about primarily through 
WIP¾IWW�HIZSXMSR�XS�XLI�SVKERM^EXMSR�ERH�WXEJJ��XMVIPIWW�IJJSVX�MR�WIXXMRK�XLI�I\EQTPI��
and the vision to see and effectively use available resources toward the end goal.  
,S[IZIV��PIEHIVW�ERH�JSPPS[IVW�MR¾YIRGI�IEGL�SXLIV�XS[EVH�XLI�KSEP�¯�MX�MW�E�X[S�
way street where all parties perform their functions to reach a common objective.

Effective leadership entails persuading team members to accomplish their objectives 
while removing obstacles and maintaining the well-being of the team in support 
of the organization’s mission. Grooming effective leaders is critical to all types of 
organizations, as the most effective teams are cohesive units that work together 
XS[EVH�GSQQSR�KSEPW�[MXL�GEQEVEHIVMI�ERH�E�GER�HS�WTMVMX�
Leadership tends to be a bit “squishy” and courses covering the topic are often based 
upon the opinions of people who were successful in the marketplace. However, 
success can be as much a factor of luck as skill, so we base this part of the course 
SR�½ZI�HIGEHIW�SJ�XLI�VIWIEVGL�SJ�WSGMEP�WGMIRXMWXW�ERH�XLIMV�I\TIVMQIRXW�KSMRK�EW�
far back as Maslow and on research as current as Sunstein and Thaler. We discuss 
PIEHIVWLMT�WOMPPW�XLEX�ETTP]�XS�GSQQIVGMEP�FYWMRIWW��RSR�TVS½X��JSV�TVS½X��SV�SXLIV�
organizations. This course is designed to develop existing and new supervisors and 
managers who aspire to go beyond being the boss. It will help you build leadership 
skills to enhance the organization’s climate and team-building skills to support the 
organization’s mission, its growth in productivity, workplace attitude/satisfaction, and 
staff and customer relationships.

Who Should Attend 
This course is designed and taught for existing, 
recently appointed, and aspiring IT and IT security 
managers and supervisors who desire to enhance 
their leadership and governance skills to develop 
their staff into a more productive and cohesive team.

You Will Be Able To 

for your organization

reverse brainstorming, synergetics)

back-of-the-envelope planning

needed or not needed

media

“MGT514 contained good practical 
information, and both professional and 

personal value.”  
-KEITH TURPIN, BOEING

“MGT514 has opened my 
understanding of IT policy setting, and 
widened my knowledge on IT security 

policy.”  
-ALI KHALID ZAHRAN, RAFO

“MGT514 provided 
applicable and 

actionable knowledge 
for my InfoSec program. 
This was an invaluable 

experience.” 
-JEREMY EDSON, BUTLER UNIVERSITY

sans.edu
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MGT514 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Francisco 2014  . . San Francisco, CA . .
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Seattle 2014 . . . . . . Seattle, WA . . . .
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

514.1  An Approach to Strategic Planning  

Our approach to strategic planning is that there are activities that can be done virtually 
in advance of a retreat, and then other activities that are best done in a retreat setting. 
3R�XLI�½VWX�HE]��[I�[MPP�XEPO�EFSYX�WSQI�SJ�XLI�EGXMZMXMIW�XLEX�GER�FI�HSRI�ZMVXYEPP]�
Topics:  

514.2  Planning to Ensure Institutional Effectiveness  

This will include the retreat section of the course where we do the core planning 
activities of candidate selection, prioritization, and development of the roadmap.

514.3  Security Policy Development

You will experience the most in-depth coverage of security policy ever developed.  
&]�XLI�IRH�SJ�XLI�GSYVWI�]SYV�LIEH�[MPP�FI�WTMRRMRK���7XYHIRXW�ERH�SXLIV�7%27�
instructors who have seen the scope of the material have the same comment, “I 
never realized there is so much to know about security policy.”  Any security manager, 
or anyone assigned to review, write, assess or support security policy and procedure, 
GER�FIRI½X�JVSQ�XLMW�WIGXMSR���=SY�[MPP�PIEVR�[LEX�TSPMG]�MW��TSWMXMZI�ERH�RIKEXMZI�XSRI��
GSRWMWXIRG]�SJ�TSPMG]�FYPPIXW��LS[�XS�FEPERGI�XLI�PIZIP�SJ�WTIGM½GMX]�XS�XLI�TVSFPIQ�EX�
hand, the role of policy, awareness and training, and the SMART approach to policy 
development and assessment.  We cover different levels of policy from Information 
7IGYVMX]�1EREKIQIRX�7]WXIQ��-717�KSZIVRMRK�TSPMG]�XS�HIXEMPIH�MWWYI�WTIGM½G�
policies like acceptable use, approved encryption and end-of-life disposal of IT assets.
Topics:  

514.4  Comprehensive Security Policy Assessment

In the policy section of the course, you will be exposed to over 100 different policies through an instructional delivery methodology 
that balances lecture, labs, and in-class discussion. We will emphasize techniques to create successful policy that users will read and 
JSPPS[��TSPMG]�XLEX�[MPP�FI�EGGITXIH�F]�XLI�FYWMRIWW�YRMXW�FIGEYWI�MX�MW�WIRWMXMZI�XS�XLI�SVKERM^EXMSREP�GYPXYVI��ERH�TSPMG]�XLEX�YWIW�XLI�
psychology of information security to guide implementation.
Topics:  

514.5  Leadership and Management Competencies  

)WWIRXMEP�PIEHIVWLMT�XSTMGW�GSZIVIH�LIVI�MRGPYHI�PIEHIVWLMT�HIZIPSTQIRX��GSEGLMRK�ERH�XVEMRMRK��IQTPS]II�MRZSPZIQIRX��GSR¾MGX�
resolution, change management, vision development, motivation, communication skills, self-direction, brainstorming techniques, 
FIRI½XW��ERH�XLI�XIR�GSVI�PIEHIVWLMT�GSQTIXIRGMIW��-R�E�RYXWLIPP��]SY´PP�PIEVR�XLI�GVMXMGEP�TVSGIWWIW�XLEX�WLSYPH�FI�IQTPS]IH�XS�
HIZIPST�XLI�WOMPPW�ERH�XIGLRMUYIW�XS�WIPIGX��XVEMR��IUYMT��ERH�HIZIPST�E�XIEQ�MRXS�E�WMRKPI�GSLIWMZI�YRMX�[MXL�HI½RIH�VSPIW�XLEX�STIVEXI�
together in harmony toward team-objective accomplishment.
There are three goals for the leadership component of this course:
��)WXEFPMWL�E�QMRMQYQ�WXERHEVH�JSV�ORS[PIHKI��WOMPPW��ERH�EFMPMXMIW�VIUYMVIH�XS�HIZIPST�PIEHIVWLMT
��9RHIVWXERH�ERH�PIZIVEKI�XLI�QSXMZEXMSREP�VIUYMVIQIRXW�SJ�IQTPS]IIW
��)WXEFPMWL�E�FEWIPMRI�YRHIVWXERHMRK�SJ�XLI�WOMPPW�RIGIWWEV]�XS�QMKVEXI�JVSQ�FIMRK�E�QEREKIV�XS�FIMRK�E�PIEHIV
Topics:  

To register, visit sans.org  
or call 301-654-SANS (7267) 27

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

https://www.sans.org/course/security-strategic-planning-policy-leadership


MANAGEMENT 525

Six Days    |    36 CPE/CMU Credits    |    GIAC Cert: GCPM

MGT525:  IT Project Management, Effective 
Communication, and PMP® Exam Prep

Recently updated course contents to fully prepare you for the 2014 PMP®�)\EQ���
The SANS MGT525: IT Project Management, Effective Communication, and PMP® 
)\EQ�4VIT course is a PMI Registered Education Provider (R.E.P.).  R.E.P.s provide 
the training necessary to earn and maintain the Project Management Professional 
(PMP®) and other professional credentials.  During this class you will learn how to 
improve your project planning methodology and project 
task scheduling to get the most out of your critical IT 
resources.  We will utilize project case studies that highlight 
information technology services as deliverables. MGT525 
follows the basic project management structure from 
the PMBOK® Guide��XL�IHMXMSR�ERH�EPWS�TVSZMHIW�WTIGM½G�
techniques for success with information assurance initiatives. 
Throughout the week, we will cover all aspects of IT project 
management – from initiating and planning projects through 
managing cost, time, and quality while your project is active, 
to completing, closing, and documenting as your project 
½RMWLIW���%�GST]�SJ�XLI�PMBOK® Guide (Fifth Edition) is provided to all participants.  
You can reference the guide and use your course material along with the knowledge 
you gain in class to prepare for the 2014 updated PMP® Exam and the GIAC 
'IVXM½IH�4VSNIGX�1EREKIV�)\EQ�
The project management process is broken down into core 
process groups that can be applied across multiple areas 
of any project, in any industry.  Although our primary focus 
is the application to the InfoSec industry, our approach 
is transferable to any projects that create and maintain 
services as well as general product development.  We cover 
in-depth how cost, time, quality, and risks affect the services 
we provide to others.  We will also address practical human resource management as 
[IPP�EW�IJJIGXMZI�GSQQYRMGEXMSR�ERH�GSR¾MGX�VIWSPYXMSR���=SY�[MPP�PIEVR�WTIGM½G�XSSPW�XS�
bridge the communications gap between managers and technical staff.

Who Should Attend 

Management Professional (PMP®) Exam

understanding the concepts of IT project 
management

areas of making projects successful

risk-sensitive projects and applications

communication techniques and proven methods to 
relate better to people

position who works regularly with project 
management staff

You Will Be Able To 

IT and InfoSec projects, so that your projects can 
avoid common pitfalls

sponsor and stakeholder involvement

requirements traceability matrix to track changes 
throughout the project lifecycle

cost, schedule and technical deliverables

packages, project deliverables and acceptance 
criteria

critical path tasks and milestones

baselines and tracking mechanisms

your project deliverables and automate reporting 
functions

communication skills with your project team

and impact, and assign triggers and risk response 
responsibilities

schedule and cost forecasts

±;MXLMR�XLI�½VWX�½ZI�
minutes I knew this would 

be a very different (and 
welcomed) experience 

than prior training with 
other vendors. SANS’ 
attention to detail is 

evident in every slide.”  
-JAYME JORDAN, RAYTHEON

“I think this is an awesome 
course that provides the 

knowledge and tools that 
I can use right when I get 

back to work.”  
-JOHNNY MATAMOROS JR., FREEMAN

giac.org sans.edu
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MGT525 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

525.1  Project Management Structure & Framework
8LMW�GSYVWI�SJJIVW�MRWMKLX�ERH�WTIGM½G�XIGLRMUYIW�XLEX�FSXL�FIKMRRIV�ERH�I\TIVMIRGIH�
project managers can utilize.  The structure and framework section lays out the basic 
architecture and organization of project management.  We will cover the common project 
management group processes, the difference between projects and operations, project life 
cycles, and managing project stakeholders. 
Topics:  

525.2 Project Charter and Scope Management
During day two, we will go over techniques used to develop the project charter and 
JSVQEPP]�MRMXMEXI�E�TVSNIGX���8LI�WGSTI�TSVXMSR�HI½RIW�XLI�MQTSVXERX�MRTYX�TEVEQIXIVW�SJ�
project management and gives you the tools to ensure that from the onset your project 
MW�[IPP�HI½RIH���;I�GSZIV�XSSPW�ERH�XIGLRMUYIW�XLEX�[MPP�LIPT�]SY�HI½RI�]SYV�TVSNIGX´W�
deliverables and develop milestones to gauge performance and manage change requests.
Topics:  

Verification and Control

525.3 Time and Cost Management
3YV�XLMVH�HE]�HIXEMPW�XLI�XMQI�ERH�GSWX�EWTIGXW�SJ�QEREKMRK�E�TVSNIGX���;I�[MPP�GSZIV�XLI�MQTSVXERGI�SJ�GSVVIGXP]�HI½RMRK�TVSNIGX�EGXMZMXMIW��
project activity sequence, and resource constraints.  We will use milestones to set project timelines and task dependencies along with 
learning methods of resource allocation and scheduling.  We introduce the difference between resource and product-related costs and go 
into detail on estimating, budgeting, and controlling costs.  You will learn techniques for estimating project cost and rates as well as budgeting 
and the process for developing a project cost baseline.
Topics:  

525.4 Communications and Human Resources
During day four, we move into human resource management and building effective communications skills. People are the most valuable asset 
of any project and we cover methods for identifying, acquiring, developing and managing your project team.  Performance appraisal tools 
EVI�SJJIVIH�EW�[IPP�EW�GSR¾MGX�QEREKIQIRX�XIGLRMUYIW���=SY�[MPP�PIEVR�QEREKIQIRX�QIXLSHW�XS�LIPT�OIIT�TISTPI�QSXMZEXIH�ERH�TVSZMHI�
great leadership.  The effective communication portion of the day covers identifying and developing key interpersonal skills.  We cover 
organizational communication and the different levels of communication as well as common communication barriers and tools to overcome 
these barriers.
Topics:  

525.5 Quality and Risk Management
3R�HE]�½ZI�]SY�[MPP�FIGSQI�JEQMPMEV�[MXL�UYEPMX]�TPERRMRK��UYEPMX]�EWWYVERGI��ERH�UYEPMX]�GSRXVSP�QIXLSHSPSKMIW�EW�[IPP�EW�PIEVRMRK�XLI�
GSWX�SJ�UYEPMX]�GSRGITX�ERH�MXW�TEVEQIXIVW���;I�HI½RI�UYEPMX]�QIXVMGW�ERH�GSZIV�XSSPW�JSV�IWXEFPMWLMRK�ERH�FIRGLQEVOMRK�UYEPMX]�GSRXVSP�
programs.  We go into quality assurance and auditing as well as using and understanding quality control charts.  The risk section goes over 
known versus unknown risks and how to identify, assess, and categorize risk.  We use quantitative risk analysis and modeling techniques 
WS�XLEX�]SY�GER�JYPP]�YRHIVWXERH�LS[�WTIGM½G�VMWOW�EJJIGX�]SYV�TVSNIGX���=SY�[MPP�PIEVR�[E]W�XS�TPER�JSV�ERH�QMXMKEXI�VMWO�F]�VIHYGMRK�]SYV�
exposure as well as how to take advantage of risks that could have a positive effect on your project.
Topics:  

525.6 Procurement, Stakeholder Management and Project Integration
We close out the week with the procurement aspects of project and stakeholder management, and then integrate all of the concepts 
presented into a solid, broad-reaching approach.  We cover different types of contracts and then the make-versus-buy decision process. 
We go over ways to initiate strong requests for quotations (RFQ) and develop evaluation criteria, then qualify and select the best partners 
JSV�]SYV�TVSNIGX���7XEOILSPHIV�GSQQYRMGEXMSR�ERH�QEREKIQIRX�WXVEXIKMIW�EVI�VIMRJSVGIH���8LI�½REP�WIWWMSR�MRXIKVEXIW�IZIV]XLMRK�[I�LEZI�
PIEVRIH�F]�FVMRKMRK�EPP�XLI�XSTMGW�XSKIXLIV�[MXL�XLI�GSQQSR�TVSGIWW�KVSYTW���9WMRK�E�HIXEMPIH�TVSNIGX�QEREKIQIRX�QIXLSHSPSK]��[I�PIEVR�
LS[�XS�½REPM^I�XLI�TVSNIGX�QEREKIQIRX�TPER�ERH�XLIR�I\IGYXI�ERH�QSRMXSV�XLI�TVSKVIWW�SJ�]SYV�TVSNIGX�XS�IRWYVI�WYGGIWW�
Topics:  
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SECURITY 301

Hands On    |    Five Days    |    Laptop Required    |    30 CPE/CMU Credits    |    GIAC Cert: GISF

SEC301:  Intro to Information Security
8LMW�MRXVSHYGXSV]�GIVXM½GEXMSR�GSYVWI�MW�XLI�JEWXIWX�[E]�
to get up to speed in information security.  Written and 
taught by battle-scarred security veterans, this entry-
level course covers a broad spectrum of security topics 
and is liberally sprinkled with real-life examples. A 
balanced mix of technical and managerial issues makes 
this course appealing to attendees who need to understand the salient facets 
of information security and the basics of risk management.
Organizations often tap someone who has no 
information security training and say, “Congratulations, 
]SY�EVI�RS[�E�WIGYVMX]�SJ½GIV�²�-J�]SY�RIIH�XS�KIX�YT�XS�
WTIIH�JEWX��7IGYVMX]�����MW�XLI�GSYVWI�JSV�]SY�
We begin by covering basic terminology and concepts, 
and then move to the basics of computers and 
networking as we discuss Internet Protocol, routing, 
Domain Name Service, and network devices. We cover 
the basics of cryptography, security management, and wireless technology, 
then we look at policy as a tool to effect change in your organization.  On 
XLI�½REP�HE]�SJ�XLI�GSYVWI��[I�TYX�MX�EPP�XSKIXLIV�[MXL�ER�MQTPIQIRXEXMSR�SJ�
defense in-depth.
-J�]SY´VI�E�RI[GSQIV�XS�XLI�½IPH�SJ�MRJSVQEXMSR�
security, this course will start you off with a solid 
JSYRHEXMSR���7)'����[MPP�LIPT�]SY�HIZIPST�XLI�WOMPPW�
to bridge the gap that often exists between managers 
and system administrators, and learn to communicate 
effectively with personnel in all departments and at all 
levels within your organization.

Who Should Attend 
Persons new to information technology who need 
to understand the basics of information assurance, 
computer networking, cryptography, and risk 
evaluation 

need a basic understanding of risk management 
and the tradeoffs between confidentiality, integrity, 
and availability

Managers, administrators, and auditors who need to 
draft, update, implement, or enforce policy 

You Will Be Able To 
Discuss and understand risk as a product of 
vulnerability, threat, and impact to an organization

Apply basic principles of information assurance 
(e.g., least privilege, separation of risk, defense in 
depth, etc.)

communications, addressing, basic routing, 
masquerading) 

the various delivery mechanisms that can place 
organizations at risk

Grasp the capabilities and limitations of 
cryptography

Evaluate policy and recommend improvements

dentify and implement meaningful security metrics

Identify and understand the basic attack vectors 
used by intruders 

“This class is great for IT 
TVSJIWWMSREPW�PSSOMRK�JSV�XLIMV�½VWX�
step towards security awareness.   
I have been in IT for 17 years  

and I learned a lot on this  
½VWX�HE]�SJ�GPEWW�²� 

-PAUL BENINATI, EMC

“If you are just starting 
out in information security, 

this course has all the 
basics needed to get you 

started.” 
-SHERRIE AUDRICT, DELTHA CORPORATION

“Great crash-course and 
immersion for security 

and technology!  From the 
logistics to the IS and OS, 

the necessary pieces of 
the cybersecurity puzzle 

have come together.” 
-ANSLEY LABARRE, EWA/IIT

“The information is 
immediately usable in the 

organization.  Moreover, 
the instructor makes the 
presentation interesting 

and real-world, as well as 
TVEGXMGEP�ERH�FIRI½GMEP�² 

-ROBERT SMITH, CMS

giac.org
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SEC301 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
DHS Continuous Diagnostics and Mitigation Workshop 
with Training . . . . . . Washington, DC . . . . Aug 3-8

 Community SANS Events
 . . . . . . . . . . . . . . . Jul 14-18

Chantilly, VA . . . . . . . . . . . . . . . . . Jul 28-Aug 1
Philadelphia, PA . . . . . . . . . . . . . . . . . . Aug 4-8
Reno, NV . . . . . . . . . . . . . . . . . . . . . .Sep 8-12

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

301.1    A Framework for Information Security

Information security is based upon foundational concepts such as asset value, the 
'-%�XVMEH��GSR½HIRXMEPMX]��MRXIKVMX]��ERH�EZEMPEFMPMX]��TVMRGMTPI�SJ�PIEWX�TVMZMPIKI��EGGIWW�
control, and separation of risks. Day one provides a solid understanding of the terms, 
concepts, and tradeoffs that will enable you to work effectively within the information 
security landscape. If you have been in security for a while, these chapters will be a 
refresher, providing new perspectives on some familiar issues. 
Topics:  Basic Concepts (Value of Assets, Security Responsibilities, IA Pillars and Enablers, IA Challenges, Trust and 

as a Process, Configuration Management, Backups, Auditing, Detection, and Response 

301.2    Securing the Infrastructure

To appreciate the risks associated with being connected to the Internet one must 
have a basic understanding of how networks function.  Day two covers the basics 
of networking (including a review of some sample network designs), including 
encapsulation, hardware and network addresses, name resolution, and address 
translation.  We explore some of the various types of malware and associated 
delivery mechanisms.  We conclude with a review of some typical attacks against the 
networking and computing infrastructure as well as discussing human-based attacks. 
Topics:  

301.3    Cryptography and Security in the Enterprise

Cryptography can be used to solve a number of security problems.  Cryptography 
and Security in the Enterprise provides an in-depth introduction to a complex 
tool (cryptography) using easy-to-understand examples and avoiding complicated 
QEXLIQEXMGW���%XXIRHIIW�[MPP�KEMR�QIERMRKJYP�MRWMKLXW�MRXS�XLI�FIRI½XW�SJ�
cryptography (along with the pitfalls of poor implementation of good tools).  The 
day continues with an overview of Operational Security (OPSEC) as well as Safety 
and Physical Security.  We conclude the day with a whirlwind overview of wireless 
RIX[SVOMRK�XIGLRSPSK]�FIRI½XW�ERH�VMWOW��MRGPYHMRK�E�VSEHQET�JSV�VIHYGMRK�VMWOW�MR�E�
wireless environment. 
Topics:  Cryptography (Cryptosystem Components, Cryptographic Services, Algorithms, Keys, Cryptographic 

Top 4 Security Risks, Steps to Planning a Secure WLAN)

301.4    Information Security Policy

Day four will empower those with the responsibility for creating, assessing, approving, or implementing security policy with the tools 
and techniques to develop effective, enforceable policy. Information Security Policy demonstrates how to bring policy alive by using 
tools and techniques such as the formidable OODA (Orient, Observe, Decide, Act) model.  We also explore risk assessment and 
management guidelines and sample policies, as well as examples of policy and perimeter assessments.  
Topics:  

301.5    Defense In-Depth: Lessons Learned

8LI�KSEP�SJ�HE]�½ZI�MW�XS�IREFPI�QEREKIVW��EHQMRMWXVEXSVW��ERH�XLSWI�MR�XLI�QMHHPI�XS�WXVMOI�E�FEPERGI�FIX[IIR�±WIGYVMX]²�ERH�±KIXXMRK�
the job done.”  We’ll explore how risk management deals with more than just security.  We discuss the six phases of incident handling 
as well as some techniques that organizations can use to develop meaningful metrics. 
Topics:  
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SECURITY 401

Hands On    |    Six Days    |    Laptop Required    |    46 CPE/CMU Credits    |    GIAC Cert: GSEC

SEC401:  Security Essentials Bootcamp Style
It seems wherever you turn organizations are being broken into, 
and the fundamental question that everyone wants answered 
MW���;L]#��;L]�MW�MX�XLEX�WSQI�SVKERM^EXMSRW�KIX�FVSOIR�MRXS�
ERH�SXLIVW�HS�RSX#��3VKERM^EXMSRW�EVI�WTIRHMRK�QMPPMSRW�SJ�
dollars on security and are still compromised.  The problem 
is they are doing good things but not the right things.  Good 
things will lay a solid foundation, but the right things will stop 
your organization from being headline news in the Wall Street 

Journal.  SEC401’s focus is to teach individuals the essential skills, 
methods, tricks, tools and techniques needed to protect and secure an organization’s 
critical information assets and business systems.  This course teaches you the right 
things that need to be done to keep an organization secure.  The focus is not on 
theory but practical hands-on tools and methods that can be directly applied when a 
student goes back to work in order to prevent all levels of attacks, including the APT 
(advanced persistent threat).  In addition to hands-on skills, we will teach you how to 
put all of the pieces together to build a security roadmap that can scale today and 
into the future.  When you leave our training we promise that 
you will have the techniques that you can implement today 
and tomorrow to keep your organization at the cutting edge 
of cybersecurity.  Most importantly, your organization will be 
secure because its employees will have the skill sets to use the 
tools to implement effective security. 
With the APT, organizations are going to be targeted.  
Whether the attacker is successful penetrating an organization’s network depends on 
the organization’s defense.  While defending against attacks is an ongoing challenge 
with new threats emerging all of the time, including the next generation of threats, 
organizations need to understand what works in cybersecurity.  What has worked 
ERH�[MPP�EP[E]W�[SVO�MW�XEOMRK�E�VMWO�FEWIH�ETTVSEGL�XS�G]FIV�HIJIRWI���&IJSVI�]SYV�
organization spends a dollar of its IT budget or allocates any resources or time to 
anything in the name of cybersecurity, three questions must be answered:
����;LEX�MW�XLI�VMWO#
����-W�MX�XLI�LMKLIWX�TVMSVMX]�VMWO#
����;LEX�MW�XLI�QSWX�GSWX�IJJIGXMZI�[E]�SJ�VIHYGMRK�XLI�VMWO#

Security is all about making sure you are focusing on the right 
EVIEW�SJ�HIJIRWI���&]�EXXIRHMRK�7)'�����]SY�[MPP�PIEVR�XLI�
language and underlying theory of computer security.  Since 
all jobs today require an understanding of security, this course 
will help you understand why security is important and how it 
applies to your job.  In addition, you will gain the essential, up-
to-the-minute knowledge and skills required for effective security so that you will be 
prepared if you are given the responsibility for securing systems and/or organizations.  
This course meets both of the key promises SANS makes to our students: (1) You will 
gain cutting-edge knowledge you can put into practice immediately upon returning to 
[SVO��ERH�����=SY�[MPP�FI�XEYKLX�F]�XLI�FIWX�WIGYVMX]�MRWXVYGXSVW�MR�XLI�MRHYWXV]�

Who Should Attend 
 Security professionals who want to fill the gaps 
in their understanding of technical information 
security

 Managers who want to understand information 
security beyond simple terminology and concepts

as their primary job function but need an 
understanding of security to be effective

 IT engineers and supervisors who need to know 
how to build a defensible network against attacks

 Administrators responsible for building and 
maintaining systems that are being targeted by 
attackers

 Forensic specialists, penetration testers, and auditors 
who need a solid foundation of security principles 
to be as effective as possible at their jobs

 Anyone new to information security with some 
background in information systems and networking 

You Will Be Able To 

VLAN’s, NAC and 802.1x based on an APT indicator 
of compromise

system looking for high-risk items

and basic scripting to automate the running of 
programs to perform continuous monitoring of 
various tools

security of systems

within an organization and prepare a checklist 
to validate security, creating metrics to tie into 
training and awareness

once vulnerabilities are discovered, cover ways to 
configure the system to be more secure

Scoring Tools and create a system baseline across 
the organization

surface and covering ways to reduce the attack 
surface through hardening and patching

and determine the content, passwords, and 
vulnerabilities utilizing WireShark

giac.org sans.edu

±8LI�¾EKWLMT�7%27�
course, SEC401, has 
an exceptional blend 
of security essential 

theory and hands-on 
experience.”  

-ED CONCEPCION, USMC

“SEC401 is an eye 
opener to the broader 

aspects of network/
security admin roles. 

You see things from a 
different paradigm.” 

-ROD CAMPBELL, CITEC

“SEC401 is the best 
InfoSec training bar 

none.  The value for the 
money is unbeatable!”  

-RON FOUPHT,  
SIRIUS COMPUTER SOLUTIONS
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SEC401 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Francisco 2014  . . San Francisco, CA . .
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
San Antonio 2014 . . . San Antonio, TX . . . Aug 11-16
Virginia Beach 2014 . . Virginia Beach, VA . .
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Crystal City 2014 . . . . Crystal City, VA  . . . .Sep 8-13
Albuquerque 2014 . . . Albuquerque, NM . . Sep 15-20
Baltimore 2014 . . . . . Baltimore, MD . . . .
Seattle 2014 . . . . . . Seattle, WA . . . .
Network Security 2014 Las Vegas, NV . . . .

 . . Fort Lauderdale, FL . . Nov 3-8
Cyber Defense San Diego 2014 . . . . . . . . . Nov 3-8
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
Cyber Defense . . . . . . Nashville, TN . . . . . Aug 13-18
Security Awareness . . . Dallas, TX  . . . . . . .
Retail Cybersecurity  . . Dallas, TX  . . . . . . .

 Community SANS Events
Harrison, NJ . . . . . . . . . . . . . . . . . . .
Fort Lauderdale, FL. . . . . . . . . . . . . Jul 28-Aug 2
Dallas, TX . . . . . . . . . . . . . . . . . . . . .
Chantilly, VA . . . . . . . . . . . . . . . . . . . .
Sacramento, CA . . . . . . . . . . . . . . . . . Aug 11-16
Raleigh, NC . . . . . . . . . . . . . . . . . . . Aug 11-16

 . . . . . . . . . . . . . . . . . . Aug 18-23

 Mentor Program Events
 . . . . . . . . . . . . . . . . . .

Springfield, IL . . . . . . . . . . . . . . .
Minneapolis, MN . . . . . . . . . . . . . . .
Sacramento, CA . . . . . . . . . . . . . . . . .
Philadelphia, PA . . . . . . . . . . . . . . . .
Williamsburg, VA  . . . . . . . . . . . . . .
Richmond, VA . . . . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .

 Event Simulcast
 . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

401.1    Networking Concepts

A key way attackers gain access to an organization’s resources is through a network 
connected to the Internet.  An organization wants to try to prevent as many attacks 
as possible, but in cases where it cannot prevent an attack, it must detect it in a timely 
manner.  Therefore, an understanding of how networks and the related protocols like 
8'4�-4�[SVO�MW�GVMXMGEP�XS�FIMRK�EFPI�XS�EREP]^I�RIX[SVO�XVEJ½G�ERH�HIXIVQMRI�LSWXMPI�
XVEJ½G���-X�MW�NYWX�EW�MQTSVXERX�XS�ORS[�LS[�XS�TVSXIGX�EKEMRWX�XLIWI�EXXEGOW�YWMRK�
HIZMGIW�WYGL�EW�VSYXIVW�ERH�½VI[EPPW���8LIWI�IWWIRXMEPW��ERH�QSVI��[MPP�FI�GSZIVIH�XS�
TVSZMHI�E�½VQ�JSYRHEXMSR�JSV�XLI�HE]W�SJ�XVEMRMRK�XLEX�JSPPS[�
Topics:  

401.2    Defense In-Depth

In order to secure an enterprise network, you must have an understanding of the 
general principles of network security. On day two, you will learn about six key areas 
of network security.
Topics:  

Warfare

401.3    Internet Security Technologies

Military agencies, banks and retailers offering electronic commerce programs, as well 
as dozens of other types of organizations, are demanding to know what threats they 
are facing and what they can do to address those threats.  On this day, you will be 
provided with a roadmap to help you understand the paths available to organizations 
that are considering or planning to deploy various security devices and tools such as 
MRXVYWMSR�HIXIGXMSR�W]WXIQW�ERH�½VI[EPPW�
Topics:  

401.4    Secure Communications

There is no silver bullet when it comes to security.  However, there is one technology 
that would help solve a lot of security issues, though few organizations use it.  
This technology is encryption. Concealing the meaning of a message can prevent 
unauthorized parties from reading sensitive information.  Day four looks at various 
aspects of encryption and how it can be used to secure a company’s assets.
Topics:  

401.5    Windows Security 

Windows is the most widely-used and hacked operating system on the planet. At the 
WEQI�XMQI��XLI�GSQTPI\MXMIW�SJ�%GXMZI�(MVIGXSV]��4/-��&MX0SGOIV��%TT0SGOIV��ERH�9WIV�
%GGSYRX�'SRXVSP�VITVIWIRX�FSXL�GLEPPIRKIW�ERH�STTSVXYRMXMIW���(E]�½ZI�[MPP�LIPT�]SY�
quickly master the world of Windows security while showing you the tools you can 
use to simplify and automate your work.
Topics:  

401.6    Linux Security

&EWIH�SR�MRHYWXV]�GSRWIRWYW�WXERHEVHW��XLMW�HE]�TVSZMHIW�WXIT�F]�WXIT�KYMHERGI�SR�
improving the security of any Linux system. Day six combines practical “how to” 
instructions with background information for Linux beginners and security advice and 
best practices for administrators with all levels of expertise.
Topics:  

Maintenance, Monitoring, and Auditing Linux
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SECURITY 501

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GCED

SEC501:  Advanced Security Essentials – 
Enterprise Defender

Cybersecurity continues to be a critical area for 
organizations and will increase in importance as attacks 
FIGSQI�WXIEPXLMIV��LEZI�E�KVIEXIV�½RERGMEP�MQTEGX�SR�
organizations, and cause reputational damage.  Security 
Essentials lays a solid foundation for the security 
practitioner to engage the battle.
A key theme is that prevention is ideal, but detection is a must.  We need 
to be able to ensure that we constantly improve our security to prevent 
as many attacks as possible.  This prevention/protection occurs on two 
fronts - externally and internally.  Attacks will continue to pose a threat to 
an organization as data become more portable and networks continue to 
be porous.  Therefore a key focus needs to be on data 
protection, securing our critical information no matter 
whether it resides on a server, in a robust network 
architecture, or on a portable device.
Despite an organization’s best efforts to prevent attacks 
and protect its critical data, some attacks will still be successful.  Therefore we 
need to be able to detect attacks in a timely fashion.  This is accomplished 
F]�YRHIVWXERHMRK�XLI�XVEJ½G�XLEX�MW�¾S[MRK�SR�]SYV�RIX[SVOW�ERH�PSSOMRK�JSV�
indication of an attack.  It also includes performing penetration testing and 
vulnerability analysis against an organization to identify 
problems and issues before a compromise occurs.
Finally, once an attack is detected we must react to it in 
E�XMQIP]�JEWLMSR�ERH�TIVJSVQ�JSVIRWMGW���9RHIVWXERHMRK�
how the attacker broke in can be fed back into more 
effective and robust prevention and detection measures, 
completing the security lifecycle.

Who Should Attend 

want a more advanced 500-level course similar to 
SEC401 

in SEC401, do not want to take a specialized 
500-level course, and still want broad, advanced 
coverage of the core areas to protect their systems 

on how to protect against, detect, and react to the 
new threats that will continue to cause harm to 
an organization

You Will Be Able To 

and build defensible networks that minimize the 
impact of attacks

network to both prevent and detect the adversary

identify anomalies and improve network defenses

networks and how to respond to attacks

to determine vulnerabilities and points of 
compromise

process and create and run an incident-handling 
capability

remediate malware across your organization

data loss prevention solutions at both a host and 
network level

giac.org

sans.edu

“Great course.  Best 
training I have attended. 

8LMW�MW�Q]�½VWX�7%27�
course and I can’t wait to 

attend more.”  
-LEONARD CRULL, MI ANG

±-X�MHIRXM½IW�ERH�
demonstrates a wide 

variety of attack 
factors that can be 

leveraged to steal my 
company’s data.” 

-COREY BIDNE, USDA

“Very knowledgeable.  
Top-tier training and 

industry leading.” 
-HERBERT MONFORD, REGIONS BANK
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SEC501 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Albuquerque 2014 . . . Albuquerque, NM . . Sep 15-20
Baltimore 2014 . . . . . Baltimore, MD . . . .
Network Security 2014 Las Vegas, NV . . . .
Cyber Defense San Diego 2014 . . . . . . . . . Nov 3-8
CDI 2014 . . . . . . . . Washington, DC . . .

 Community SANS Events
 . . . . . . . . . . . . . . . . . . . Sep 15-20

Chantilly, VA . . . . . . . . . . . . . . . . .
 . . . . . . . . . . . . . . . . . . . Nov 3-8

 Mentor Program Events
Charlottesville, VA . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . .

 Event Simulcast
 . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

501.1    Defensive Network Infrastructure
Protecting a network from attack starts with designing, building, and implementing a 
robust network infrastructure.  Many aspects of implementing a defense-in-depth network 
are often overlooked because organizations focus on functionality.  Achieving the proper 
FEPERGI�FIX[IIR�FYWMRIWW�HVMZIVW�ERH�GSVI�TVSXIGXMSR�SJ�MRJSVQEXMSR�MW�HMJ½GYPX���3R�
XLI�½VWX�HE]�WXYHIRXW�[MPP�PIEVR�LS[�XS�HIWMKR�ERH�MQTPIQIRX�E�JYRGXMSREPMX]�VMGL��WIGYVI�
network and how to maintain and update it as the threat landscape evolves.
Topics:  

501.2    Packet Analysis
Packet analysis and intrusion detection are at the core of timely detection.  Detecting 
EXXEGOW�MW�FIGSQMRK�QSVI�HMJ½GYPX�EW�EXXEGOW�FIGSQI�WXIEPXLMIV�ERH�QSVI�HMJ½GYPX�XS�½RH���
3RP]�F]�YRHIVWXERHMRK�XLI�GSVI�TVMRGMTPIW�SJ�XVEJ½G�EREP]WMW�GER�SRI�FIGSQI�E�WOMPPIH�
EREP]WX�ERH�HMWXMRKYMWL�RSVQEP�XVEJ½G�JVSQ�EXXEGO�XVEJ½G���7IGYVMX]�TVSJIWWMSREPW�QYWX�
be able to detect new, advanced zero-day attacks before they compromise a network.  
Prevention, detection, and reaction must all be closely knit so that once an attack is 
detected, defensive measures can be adapted, proactive forensics implemented, and the 
organization can continue to operate. 
Topics:  

Intrusion Detection Tools

501.3    Penetration Test
An organization must understand the changing threat landscape and compare that against 
its own vulnerabilities.  On day three students will understand the variety of tests that can 
be run and how to perform penetration testing in an effective manner.  Students will learn 
about external and internal penetration testing and the methods of black, gray, and white 
box testing.  Penetration testing is critical to identify an organization’s exposure points, 
FYX�WXYHIRXW�[MPP�EPWS�PIEVR�LS[�XS�TVMSVMXM^I�ERH�½\�XLIWI�ZYPRIVEFMPMXMIW�XS�MRGVIEWI�XLI�
overall security of an organization.
Topics:  

Advanced Pen Testing 

501.4    First Responder
Any organization connected to the Internet or with employees is going to have attacks 
launched against it.  Security professionals need to understand how to perform incident 
response, analyze what is occurring, and restore their organization back to a normal state 
as soon as possible.  Day four will equip students with a proven six-step process to follow 
in response to an attack – prepare, identify, contain, eradicate, recover, and learn from 
TVIZMSYW�MRGMHIRXW���7XYHIRXW�[MPP�PIEVR�LS[�XS�TIVJSVQ�JSVIRWMG�MRZIWXMKEXMSR�ERH�½RH�
indication of an attack.  This information will be fed into the incident response process and 
ensure the attack is prevented from occurring again in the future.
Topics:  

501.5    Malware
As security professionals continue to build more proactive security measures, attackers’ methods will continue to evolve.  A common way for 
attackers to target, control, and break into as many systems as possible is through the use of malware.  Therefore it is critical that students 
understand what type of malware is currently available to attackers as well as the future trends and methods of exploiting systems.  With this 
knowledge students can then learn how to analyze, defend, and detect malware on systems and minimize the impact to the organization.
Topics:  

501.6    Data Loss Prevention
Cybersecurity is all about managing, controlling, and mitigating risk to critical assets, which in almost every organization are composed of data 
or information.  Perimeters are still important, but we are moving away from a fortress model and moving towards a focus on data.  This is 
FEWIH�SR�XLI�JEGX�XLEX�MRJSVQEXMSR�RS�PSRKIV�WSPIP]�VIWMHIW�SR�WIVZIVW�[LIVI�TVSTIVP]�GSR½KYVIH�EGGIWW�GSRXVSP�PMWXW�GER�PMQMX�EGGIWW�ERH�
TVSXIGX�SYV�MRJSVQEXMSR��MX�GER�RS[�FI�GSTMIH�XS�PETXSTW�ERH�TPYKKIH�MRXS�RIX[SVOW���(EXE�QYWX�FI�TVSXIGXIH�RS�QEXXIV�[LIVI�MX�VIWMHIW���
Topics:  
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SECURITY 502

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GPPA

SEC502:  Perimeter Protection In-Depth
8LIVI�MW�RS�WMRKPI�½\�JSV�WIGYVMRK�]SYV�RIX[SVO���8LEX´W�[L]�XLMW�GSYVWI�MW�E�GSQTVILIRWMZI�
analysis of a wide breadth of technologies. In fact, this is probably the most diverse course 
in the SANS catalog, as mastery of multiple security techniques is required to defend your 
network from remote attacks.  You cannot just focus on a single OS or security appliance. A 
proper security posture must be comprised of multiple layers.  This course was developed to 
give you the knowledge and tools necessary at every layer to ensure your network is secure.
8LI�GSYVWI�WXEVXW�F]�PSSOMRK�EX�GSQQSR�TVSFPIQW�[I�RIIH�XS�VIWSPZI��-W�XLIVI�XVEJ½G�
TEWWMRK�F]�Q]�½VI[EPP�-�HMHR´X�I\TIGX#��,S[�HMH�Q]�W]WXIQ�KIX�GSQTVSQMWIH�[LIR�RS�SRI�
GER�GSRRIGX�XS�MX�JVSQ�XLI�-RXIVRIX#�-W�XLIVI�E�FIXXIV�WSPYXMSR�XLER�ERXM�ZMVYW�JSV�GSRXVSPPMRK�
QEP[EVI#��;I´PP�HMK�MRXS�XLIWI�UYIWXMSRW�ERH�QSVI�ERH�ERW[IV�XLIQ�
We spend quite a bit of time learning about IP.  Sure we all know how to assign an IP ad-
dress, but to secure your network you really need to understand the idiosyncrasies of the 
protocol.  We’ll talk about how IP works and how to spot the abnormal patterns.  If you 
can’t hear yourself saying “Hmmm, there are no TCP options in that packet, it’s probably 
forged,” then you’ll gain some real insight from this portion of the material.
Once you have an understanding of the complexities of IP, we’ll get 
into how to control it on the wire. Rather than trying to tell you what 
are good and bad products, we focus on the underlying technology 
used by all of them.  This is extremely practical information because 
E�WMHI�F]�WMHI�TVSHYGX�GSQTEVMWSR�MW�SRP]�YWIJYP�JSV�XLEX�WTIGM½G�
QSQIRX�MR�XMQI���&]�KEMRMRK�ORS[PIHKI�SJ�[LEX�KSIW�SR�YRHIV�XLI�
cover, you will be empowered to make good product choices for years 
XS�GSQI���.YWX�FIGEYWI�X[S�½VI[EPPW�EVI�WXEXIJYP�MRWTIGXMSR��HS�XLI]�
VIEPP]�[SVO�XLI�WEQI�SR�XLI�[MVI#�-W�XLIVI�VIEPP]�ER]�HMJJIVIRGI�FIX[IIR�WXEXIJYP�MRWTIGXMSR�
ERH�RIX[SVO�FEWIH�MRXVYWMSR�TVIZIRXMSR��SV�MW�MX�NYWX�QEVOIXMRK#��8LIWI�EVI�XLI�X]TIW�SJ�
questions we address in this portion of the course.
From there, it’s a hands-on tour through how to perform a proper wire-level assessment 
of a potential product, as well as what options and features are available.  We’ll even get 
MRXS�LS[�XS�HITPS]�XVEJ½G�GSRXVSP�[LMPI�EZSMHMRK�WSQI�SJ�XLI�QSWX�GSQQSR�QMWXEOIW���*IIP�
PMOI�]SYV�½VI[EPP�MW�KIRIVEXMRK�XSS�QER]�HEMP]�IRXVMIW�JSV�]SY�XS�VIZMI[�XLI�PSKW�IJJIGXMZIP]#��
We’ll address this problem not by reducing the amount of critical data, but by streamlining 
and automating the backend process of evaluating it.
&YX�]SY�GER´X�HS�MX�EPP�SR�XLI�[MVI���%�TVSTIV�PE]IVIH�HIJIRWI�RIIHW�XS�MRGPYHI�IEGL�
individual host – not just the hosts exposed to access from the Internet, but hosts that 
have any kind of direct or indirect Internet communication capability as well.  We’ll start 
with OS lockdown techniques and move on to third-party tools that can permit you to 
do anything from sandbox insecure applications to full-blown 
application policy enforcement.
1SWX�WMKRM½GERXP]��XLI�GSYVWI�QEXIVMEP�LEW�FIIR�HIZIPSTIH�YWMRK�
the following guiding principles:
��/HDUQ�WKH�SURFHVV��QRW�RQH�VSHFL¼F�SURGXFW�
��<RX�OHDUQ�PRUH�E\�GRLQJ��VR�KDQGV�RQ�SUREOHP�VROYLQJ�LV�NH\�
��$OZD\V�SHHO�EDFN�WKH�OD\HUV�DQG�LGHQWLI\�WKH�URRW�FDXVH�

While technical knowledge is important, what really matters are the skills to properly 
leverage it.  This is why the course is heavily focused on problem-solving and root-cause 
analysis.  While these are usually considered soft skills, they are vital to being effective 
in the role of security architect.  So along with the technical training, you’ll receive risk 
management capabilities and even a bit of Zen empowerment.

Who Should Attend 

You Will Be Able To 

identify and minimize weaknesses to properly 
protect your perimeter

the strengths and weaknesses that each presents

systems have been compromised

to understand what packets are communicating 
and how to identify potential covert channels

and protect against application layer attacks such 

legitimate and illegitimate traffic

to Cloud Computing

identifying malicious packets

applications and more

identifies risk and is manageable

giac.org

sans.edu

“As an analyst, 
these courses are 
the most relevant 

in the industry.”  
-LOUIS ROBICHAUD,  

ATLANTIC LOTTERY CORP.

“SEC502 opened my eyes 
so wide, it scared me!”  

-GEORGE SCARBOROUGH,  
DEFENSE LOGISTICS AGENCY
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SEC502 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Baltimore 2014 . . . . . Baltimore, MD . . . .
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Dec 1-Jan 21

 Event Simulcast
 . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

502.1    TCP/IP for Firewalls
8LMW�½VWX�WIGXMSR�MW�QSVI�XLER�ER�I\IGYXMZI�SZIVZMI[�EW�[I�HMK�HS[R�MRXS�XLI�FMXW�ERH�
bytes of the problem.  What can be secured at the network level, and which protection 
RIIHW�XS�FI�TYWLIH�FEGO�XS�XLI�LSWXW#��;LEX�EVI�Q]�TEGOIX�PIZIP�GSRXVSP�HIZMGIW�VIEPP]�
HSMRK�SR�XLI�[MVI��ERH�[LIR�GER´X�-�XVYWX�XLIQ#��-J�]SY�[ERX�XS�GSRXVSP�XVEJ½G�SR�XLI�[MVI��
you have to understand the IP protocol. It is for this reason a majority of the day is spent 
doing packet-level analysis.  While many protocol analyzers will tell you what they think 
is happening, if you cannot read the decodes for yourself, you will have no idea when the 
tool is leading you astray.
Topics:  

502.2    Firewalls, NIDS, and NIPS
8LI�SRP]�[E]�XS�YRHIVWXERH�MJ�E�RIX[SVO�XVEJ½G�GSRXVSP�HIZMGI�MW�KSMRK�XS�QIIX�]SYV�
requirements is to understand the technology underneath the hood.  Do all stateful 
MRWTIGXMSR�½VI[EPPW�LERHPI�XVEJ½G�XLI�WEQI�[E]#��-W�XLIVI�VIEPP]�ER]�HMJJIVIRGI�FIX[IIR�E�
WXEXIJYP�MRWTIGXMSR�½VI[EPP�ERH�E�RIX[SVO�FEWIH�MRXVYWMSR�TVIZIRXMSR�W]WXIQ��2-47#��-R�
today’s material we will cut through the vendor marketing slicks and look at what their 
products are really capable of doing. 
Topics:  

502.3    Wire Products and Assessment
In today’s material we will look at how each vendor has implemented the technology.  
We’ll also discuss how to test these products on the wire so we know exactly how they 
EVI�MQTEGXMRK�XVEJ½G���'ER�XLI�TVSHYGX�WXST�E�GSZIVX�GSQQYRMGEXMSR�GLERRIP�YWMRK�-'14�
IVVSV�TEGOIXW#�;LEX�EFSYX�E�WSYVGI�VSYXI�EXXEGO#��;LEX�EFSYX�ETTPMGEXMSR�PE]IV�EXXEGOW#�
These are the types of questions we’ll strive to answer.  The number one problem students 
LEZI�[MXL�QEREKMRK�XLIMV�IRZMVSRQIRX�MW�HIEPMRK�[MXL�XLI�½VI[EPP�PSKW���2SX�SRP]�[MPP�[I�
discuss what to look for, but through practical exercises you will learn how to optimize the 
PSK�VIZMI[�TVSGIWW�MRXS�WSQIXLMRK�XLEX�XEOIW�PIWW�XMQI�XS�½RMWL�XLER�]SYV�QSVRMRK�GSJJII�
Topics:  

502.4    Host-Level Security
In the early days of the Internet it was possible to secure a network right at the perimeter.  Modern-day attacks, however, are far more 
EHZERGIH�ERH�VIUYMVI�E�QYPXM�PE]IVIH�ETTVSEGL�XS�WIGYVMX]���8LMW�HSIW�RSX�QIER�XLI�TIVMQIXIV�RS�PSRKIV�WIVZIW�E�YWIJYP�VSPI��MX´W�NYWX�
that now it is only part of the equation.  So today we focus on the security posture of our individual hosts, and look at what the OS and 
ETTPMGEXMSR�ZIRHSVW�KMZI�YW�XS�[SVO�[MXL�ERH�[LIR�[I�QE]�RIIH�XS�XYVR�XS�XLMVH�TEVX]�XSSPW��-X�MW�RSX�IRSYKL�XS�WMQTP]�GSR½KYVI�XLI�LSWXW��
We’ll look at vulnerability scanning and audits for the hosts and applications in order to be able to validate continuous integrity.  When the 
worst occurs, we’ll talk about performing a forensic analysis as well.  Finally, we will talk about security information management.  The devices 
on your network really want to tell you what is going on, but you have to be able to sort through all of the data.
Topics:  

502.5    Securing the Wire
-X´W�RSX�IRSYKL�XS�GSRXVSP�XVEJ½G�¾S[��[I�EPWS�RIIH�XS�FI�EFPI�XS�WIGYVI�XLI�HEXE�MRWMHI�SJ�XLI�TEGOIXW���;I�[MPP�WXEVX�[MXL�XLI�FEWMGW��
authentication and encryption, and learn how these technologies are combined into the modern-day VPN.  We’ll discuss which of the 
technologies have been proved to be mathematically secure and which of them is a leap of faith.  Further, we will discuss how to integrate 
IRGV]TXIH�HEXE¾S[�MRXS�]SYV�SZIVEPP�EVGLMXIGXYVI�HIWMKR�WS�]SY�EVI�RSX�FPMRHIH�XS�EXXEGOW�XLVSYKL�XLIWI�IRGV]TXIH�XYRRIPW���8LIR�[I�XYVR�
our attention to securing the internal network structure.  We’ll cover deploying wireless access points without creating (yet another) point 
of management.  We’ll also look at network access control (NAC) and discuss what it can do today as well as its potential in the future.
Topics:  

502.6    Perimeter Wrap-Up
The problems start off easy, like small organizations that need advice in order to make their environment more secure.  The complexity 
quickly escalates to where you need to combine security, functionality, and political issues into the design.  A healthy dose of risk assessment 
is also thrown in for good measure.  You will also perform a series of labs that are hostile in nature.  A majority of the previous labs were 
geared towards problem-solving.  You will be presented with a security issue and then given a hands-on process for resolving it. 
Topics:  
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SEC503:  Intrusion Detection In-Depth
If you have an inkling of awareness of security (even my 
elderly aunt knows about the perils of the Interweb), 
you often hear the disconcerting news about another 
GSQTVSQMWI�EX�E�LMKL�TVS½PI�GSQTER]���8LI�WIGYVMX]�
landscape is continually changing from what was once 
only perimeter protection to a current exposure of 
always-connected and often-vulnerable.  Along with this 
is a great demand for security-savvy employees who can 
help create an environment to detect and prevent intrusions.  That is our goal 
in the Intrusion Detection In-Depth course – to acquaint you with the core 
knowledge, tools, and techniques to defend your networks.
This course spans a wide variety of topics from foundational material such as 
TCP/IP to detecting an intrusion, building in breadth and depth along the way.  It’s 
OMRH�SJ�PMOI�XLI�±WSYT�XS�RYXW²�SV�FMXW�XS�F]XIW�XS�TEGOIXW�XS�¾S[�SJ�XVEJ½G�EREP]WMW���
Industry expert and instructor Mike Poor has created a VMware distribution, 
4EGOIXVM\��WTIGM½GEPP]�JSV�XLMW�GSYVWI���%W�XLI�4EGOIXVM\�REQI�MQTPMIW��XLI�
distribution contains many of the tricks of the trade to perform packet and 
XVEJ½G�EREP]WMW���4EGOIXVM\�MW�WYTTPIQIRXIH�[MXL�HIQSRWXVEXMSR�±TGETW²�¯�½PIW�XLEX�
GSRXEMR�RIX[SVO�XVEJ½G���8LMW�EPPS[W�WXYHIRXW�XS�JSPPS[�EPSRK�SR�XLIMV�PETXSTW�
with the class material and demonstrations.  Additionally, these pcaps provide a 
KSSH�PMFVEV]�SJ�RIX[SVO�XVEJ½G�XS�YWI�[LIR�VIZMI[MRK�XLI�
QEXIVMEP��IWTIGMEPP]�JSV�GIVXM½GEXMSR���
There are several hands-on exercises each day to reinforce 
the course book material, allowing you to transfer the 
knowledge in your head to execution at your keyboard. 
)\IVGMWIW�LEZI�X[S�HMJJIVIRX�ETTVSEGLIW���8LI�½VWX�MW�E�QSVI�FEWMG�SRI�XLEX�EWWMWXW�
you by giving hints for answering the questions.  Students who feel that they 
would like more guidance can use this approach.  The second approach provides 
no hints, permitting a more challenging experience for a student who may already 
know the material or who has quickly mastered new material.  Additionally, there 
is an “extra credit” stumper question for exercises intended to challenge the most 
advanced student.  
&]�[IIO´W�IRH��]SYV�LIEH�WLSYPH�FI�SZIV¾S[MRK�[MXL�RI[P]�KEMRIH�ORS[PIHKI�
ERH�WOMPPW��ERH�]SYV�PYKKEKI�WLSYPH�FI�SZIV¾S[MRK�[MXL�GSYVWI�FSSO�QEXIVMEP�XLEX�
didn’t quite get absorbed into your brain during this intense week of learning. This 
will enable you to hit the ground running once returning to a live environment.
The challenging hands-on exercises are specially designed to be valuable for all 
experience levels. The Packetrix VMware used in class is a Linux distribution so 
we strongly recommend that you spend some time getting familiar with a Linux 
environment that uses the command line for entry, along with learning some of 
XLI�GSVI�9RM\�GSQQERHW��FIJSVI�GSQMRK�XS�GPEWW���

Who Should Attend 

You Will Be Able To 

important for protecting your perimeter

network

identify malicious packets

Computing and security solutions to manage the 
risks

perimeter

application and database risks

“As usual, SANS courses pay  
for themselves by day two.  

By day three, you are itching to  
KIX�FEGO�XS�XLI�SJ½GI�XS� 
use what you’ve learned.”   

-KEN EVANS, CSSC

giac.org

sans.edu

“This course provides 
a good basis of 

knowledge and presents 
important tools which 
will be at the core of 

any intrusion analysis.”  
-THOMAS KELLY, DIA

“SEC503 is very well 
organized and builds 

upon the foundations.”  
-GARRET STILES, AERIS SECURE
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SEC503 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Antonio 2014 . . . San Antonio, TX . . . Aug 11-16
Virginia Beach 2014 . . Virginia Beach, VA . .
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Network Security 2014 Las Vegas, NV . . . .
Cyber Defense San Diego 2014 . . . . . . . . . Nov 3-8
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
Cyber Defense . . . . . . Nashville, TN . . . . . Aug 13-18

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Nov 4-Dec 11

 Event Simulcast
 . . . . . . . . . . . . . . . . . . .
 . . . . . . . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

503.1    Fundamentals of Traffic Analysis: PART 1

Day 1 provides a refresher or introduction to TCP/IP, depending on your background, 
covering the essential foundations such as the TCP/IP communication model, theory 
of bits, bytes, binary and hexadecimal, an introduction to Wireshark, the IP layer, and 
FSXL�-4Z��ERH�-4Z��ERH�TEGOIX�JVEKQIRXEXMSR�MR�FSXL���;I�HIWGVMFI�XLI�PE]IVW�ERH�
EREP]^I�XVEJ½G�RSX�NYWX�MR�XLISV]�ERH�JYRGXMSR��FYX�JVSQ�XLI�TIVWTIGXMZI�SJ�ER�EXXEGOIV�
and defender. 
Topics:  

IPv4, and IPv6 

503.2    Fundamentals of Traffic Analysis: PART 2

Day 2 continues where Day1 ended in understanding TCP/IP.  Two essential tools – 
Wireshark and tcpdump – are explored to give you the skills to analyze your own 
XVEJ½G���8LI�JSGYW�SJ�XLIWI�XSSPW�SR�(E]���MW�½PXIVMRK�XVEJ½G�SJ�MRXIVIWX�MR�;MVIWLEVO�
YWMRK�HMWTPE]�½PXIVW�ERH�MR�XGTHYQT�YWMRK�&IVOIPI]�4EGOIX�*MPXIVW���;I�TVSGIIH�[MXL�
SYV�I\TPSVEXMSR�SJ�XLI�8'4�-4�PE]IVW�GSZIVMRK�8'4��9(4��ERH�-'14���3RGI�EKEMR��[I�
HIWGVMFI�XLI�PE]IVW�ERH�EREP]^I�XVEJ½G�RSX�NYWX�MR�XLISV]�ERH�JYRGXMSR��FYX�JVSQ�XLI�
perspective of an attacker and defender. 
Topics:  

503.3    Application Protocols and Traffic Analysis

(E]���GYPQMREXIW�XLI�I\EQMREXMSR�SJ�8'4�-4�[MXL�ER�I\TPSVEXMSR�SJ�XLI�ETTPMGEXMSR�
protocol layer.  The concentration is on some of the most widely used, and sometimes 
vulnerable, crucial application protocols – HTTP, SMTP, DNS, and Microsoft 
GSQQYRMGEXMSRW���3YV�JSGYW�MW�SR�XVEJ½G�EREP]WMW��E�OI]�WOMPP�MR�MRXVYWMSR�HIXIGXMSR��
Topics:  

503.4    Open-Source IDS: Snort and Bro

We take a unique approach of teaching both open-source IDS solutions by presenting 
them in their operational life-cycle phases from planning to updating.  This will offer you 
a broader view of what is entailed for the production operation of each of these open-
WSYVGI�XSSPW���8LMW�MW�QSVI�XLER�NYWX�E�WXIT�F]�WXIT�HMWGYWWMSR�SJ�MRWXEPP��GSR½KYVI��ERH�
run the tools.  This approach provides a recipe for a successful deliberated deployment, 
not just a haphazard “download and install the code and hope for the best.”  
Topics:  

Same Traffic

503.5    Network Traffic Forensics and Monitoring

On the penultimate day, you’ll become familiar with other tools in the “analyst toolkit” to enhance your analysis skills and give you 
EPXIVREXMZI�TIVWTIGXMZIW�SJ�XVEJ½G���8LI�STIR�WSYVGI�RIX[SVO�¾S[�XSSP�7M0/�MW�MRXVSHYGIH���-X�SJJIVW�XLI�GETEFMPMX]�XS�WYQQEVM^I�
RIX[SVO�¾S[W�XS�EWWMWX�MR�ERSQEP]�HIXIGXMSR�ERH�VIXVSWTIGXMZI�EREP]WMW��IWTIGMEPP]�EX�WMXIW�[LIVI�XLI�ZSPYQI�MW�WS�TVSLMFMXMZIP]�PEVKI�
that full packet captures cannot be retained for very long, if at all.  
Topics:  

503.6    IDS Challenge

8LI�[IIO�GYPQMREXIW�[MXL�E�JYR�LERHW�SR�I\IVGMWI�XLEX�GLEPPIRKIW�]SY�XS�½RH�ERH�EREP]^I�XVEJ½G�XS�E�ZYPRIVEFPI�LSRI]RIX�LSWX�YWMRK�
many of the same tools you mastered during the week.  Students can work alone or in groups with or without workbook guidance.  
This is a great way to end the week because it reinforces what you’ve learned by challenging you to think analytically, gives you a 
WIRWI�SJ�EGGSQTPMWLQIRX��ERH�WXVIRKXLIRW�]SYV�GSR½HIRGI�XS�IQTPS]�[LEX�]SY´ZI�PIEVRIH�MR�XLI�-RXVYWMSR�(IXIGXMSR�-R�(ITXL�
course in a real-world environment. 
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SEC504:  
Incident Handling

If your organization has an Internet connection or one 
SV�X[S�HMWKVYRXPIH�IQTPS]IIW��ERH�[LSWI�HSIWR´X���
your computer systems will get attacked.  From the 
½ZI��XIR��SV�IZIR�SRI�LYRHVIH�HEMP]�TVSFIW�EKEMRWX�]SYV�
Internet infrastructure to the malicious insider slowly 
creeping through your most vital information assets, 
attackers are targeting your systems with increasing 
viciousness and stealth.

&]�LIPTMRK�]SY�YRHIVWXERH�EXXEGOIVW �́XEGXMGW�ERH�
WXVEXIKMIW�MR�HIXEMP��KMZMRK�]SY�LERHW�SR�I\TIVMIRGI�MR�½RHMRK�ZYPRIVEFMPMXMIW�
and discovering intrusions, and equipping you with a comprehensive incident 
handling plan, the in-depth information in this course helps you turn the tables 
on computer attackers.  This course addresses the latest 
cutting-edge insidious attack vectors and the “oldie-but-
goodie” attacks that are still so prevalent, and everything 
in between.  Instead of merely teaching a few hack 
attack tricks, this course includes a time-tested, step-by-
WXIT�TVSGIWW�JSV�VIWTSRHMRK�XS�GSQTYXIV�MRGMHIRXW��E�
detailed description of how attackers undermine systems so you can prepare, 
HIXIGX��ERH�VIWTSRH�XS�XLIQ��ERH�E�LERHW�SR�[SVOWLST�JSV�HMWGSZIVMRK�
holes before the bad guys do.  Additionally, the course explores the legal 
issues associated with responding to computer attacks, including employee 
monitoring, working with law enforcement, and handling evidence.

This challenging course is particularly well suited 
to individuals who lead or are a part of an incident 
handling team.  Furthermore, general security 
practitioners, system administrators, and security 
EVGLMXIGXW�[MPP�FIRI½X�F]�YRHIVWXERHMRK�LS[�XS�HIWMKR��
build, and operate their systems to prevent, detect, and 
respond to attacks.

Who Should Attend 

defending their systems and responding to attacks

when systems come under attack

You Will Be Able To 

preparation, identification, containment, eradication, 
and recovery, to protect enterprise environments

to be able to evaluate an attacker’s spread through 
a system and network, anticipating and thwarting 
further attacker activity

of malware used in an attack, including rootkits, 
backdoors, and trojan horses, choosing appropriate 
defenses and response tactics for each

tasklist, wmic, and reg as well as Linux netstat, 
ps, and lsof to detect an attacker’s presence on a 
machine

switch CAM tables to track an attacker’s activity 
through a network and identify a suspect

determine an attacker’s activities on a machine, the 
malware installed, and other machines the attacker 
used as pivot points across the network

and then detect the artifacts and impacts of 
exploitation through process, file, memory, and log 
analysis

Netcat tool to move files, create backdoors, and 
build relays through a target environment 

scanner to find openings on target systems, and 
apply tools such as tcpdump and netstat to detect 
and analyze the impacts of the scanning activity

generated by a covert backdoor to determine an 
attacker’s tactics

specific types of traffic-flooding denial-of-service 
techniques and choose appropriate response actions 
based on each attacker’s flood technique

machines, attacker-controlled accounts, sniffers, and 
backdoorsgiac.org sans.edu

“The course covers 
almost every corner 

of attack and defense 
areas. It’s a very helpful 
handbook for a network 

security analysis job. It 
upgrades my knowledge 
in IT security and keeps 

pace with the trend.”  
-ANTHONY LIU, SCOTIA BANK

“SEC504 opens your eyes 
to the real cyberworld.  
It encourages thinking 
about security of data 
and network access.”   

-FRANK MUNSON,  
VIRGINIA INTERNATIONAL TERMINAL  

“This class teaches 
you all of the hacking 

techniques that you need 
as an incident handler.”  

-DEMONIQUE LEWIS, TERPSYS
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SEC504 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Francisco 2014  . . San Francisco, CA . .
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
San Antonio 2014 . . . San Antonio, TX . . . Aug 11-16
Virginia Beach 2014 . . Virginia Beach, VA . .
Chicago 2014 . . . . . . Chicago, IL . . . . . .
Crystal City 2014 . . . . Crystal City, VA  . . . .Sep 8-13
Albuquerque 2014 . . . Albuquerque, NM . . Sep 15-20
Baltimore 2014 . . . . . Baltimore, MD . . . .
Seattle 2014 . . . . . . Seattle, WA . . . .
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
Cyber Defense . . . . . . Nashville, TN . . . . . Aug 13-18
Healthcare . . . . . . . . San Francisco, CA . . Dec 5-10

 Community SANS Events
Atlanta, GA . . . . . . . . . . . . . . . . . . . Jul 21-26
San Diego, CA . . . . . . . . . . . . . . . . Jul 28-Aug 2

 . . . . . . . . . . . . . . . . . . .
Chantilly, VA  . . . . . . . . . . . . . . . . . . Sep 15-20
Indianapolis, IN  . . . . . . . . . . . . . .
Pittsburgh, PA  . . . . . . . . . . . . . . . . .
Milwaukee, WI  . . . . . . . . . . . . . . . . . . Nov 3-8

 Mentor Program Events
Seattle, WA  . . . . . . . . . . . . . . . .
Rockville, MD . . . . . . . . . . . . . . .
Raleigh, NC . . . . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Nov 3-Dec 10

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

504.1 Incident Handling Step-by-Step and Computer Crime 
Investigation

This session describes a detailed incident-handling process and applies that process 
to several in-the-trenches case studies.  Additionally, an optional “Intro to Linux” mini-
workshop held on the evening of this session will provide introductory Linux skills you’ll 
need to participate in exercises throughout the rest of SEC504.  If you are new to Linux, 
attending this evening session is crucial.
Topics:  

504.2    Computer and Network Hacker Exploits – PART 1
It is imperative that system administrators and security professionals know how to control 
what outsiders can see.  Students who take this class and master the material can expect 
to learn the skills to identify potential targets and be provided tools they need to test their 
W]WXIQW�IJJIGXMZIP]�JSV�ZYPRIVEFMPMXMIW���8LMW�HE]�GSZIVW�XLI�½VWX�X[S�WXITW�SJ�QER]�LEGOIV�
attacks: reconnaissance and scanning.
Topics:  

504.3    Computer and Network Hacker Exploits – PART 2
Computer attackers are ripping our networks and systems apart in novel ways while 
constantly improving their techniques.  This course covers the third step of many hacker 
attacks – gaining access. For each attack, the course explains vulnerability categories, how 
various tools exploit holes, and how to harden systems or applications against each type 
of attack.  Students who sign an ethics and release form are issued a CD-ROM containing 
the attack tools examined in class.
Topics:  

504.4    Computer and Network Hacker Exploits – PART 3
Attackers aren’t resting on their laurels, and neither can we.  They are increasingly 
targeting our operating systems and applications with ever-more clever and vicious attacks.  
This session looks at increasingly popular attack avenues as well as the plague of denial of 
service attacks.
Topics:  

504.5    Computer and Network Hacker Exploits – PART 4 
Once intruders have gained access into a system, they want to keep that access by 
preventing pesky system administrators and security personnel from detecting their 
presence.  To defend against these attacks, you need to understand how attackers 
manipulate systems to discover the sometimes-subtle hints associated with system 
compromise.  This course arms you with the understanding and tools you need to defend 
against attackers maintaining access and covering their tracks.
Topics:  

504.6    Hacker Tools Workshop
In this workshop you’ll apply skills gained throughout the week in penetrating various 
target hosts while playing Capture the Flag.  Your instructor will act as your personal 
hacking coach, providing hints as you progress through the game and challenging you to 
break into the laboratory computers to help underscore the lessons learned throughout 
the week.  For your own attacker laptop, do not have any sensitive data stored on the 
system.  SANS is not responsible for your system if someone in the class attacks it in the 
[SVOWLST���&VMRK�XLI�VMKLX�IUYMTQIRX�ERH�TVITEVI�MX�MR�EHZERGI�XS�QE\MQM^I�[LEX�]SY´PP�
learn and the fun you’ll have doing it.
Topics:  
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SEC505:  Securing Windows with the  
Critical Security Controls

How can we deal with pass-the-hash attacks, token 
abuse, administrator account compromise, and the 
PEXIVEP�QSZIQIRX�SJ�LEGOIVW�MRWMHI�SYV�RIX[SVOW#�,S[�
do we actually implement the Critical Security Controls 
SR�;MRHS[W�MR�E�PEVKI�IRZMVSRQIRX#��,S[�GER�[I�
WMKRM½GERXP]�VIHYGI�XLI�GPMIRX�WMHI�I\TPSMXW�XLEX�PIEH�XS�
QEP[EVI�MRJIGXMSRW#��8LIWI�EVI�XSYKL�TVSFPIQW��FYX�[I�
tackle them in SEC505.
While forensics and incident response are great for 
detection and remediation, the goal of this course is to 
TVIZIRX�XLSWI�MRJIGXMSRW�MR�XLI�½VWX�TPEGI��EJXIV�EPP��½VWX�XLMRKW�½VWX���,EGOMRK�
tools are fun, but having a bunch of hacking tools doesn’t help in securing a 
large Active Directory network against their use.  We need different tools to 
implement security, and these tools have to scale without spending a fortune.  
Examples of  workable tools are Group Policy and PowerShell.
Learning PowerShell is probably the single best new 
skill for the careers of Windows administrators, 
especially with the trend towards cloud computing.  
&IGEYWI�QSWX�SJ�]SYV�GSQTIXMXMSR�PEGOW�WGVMTXMRK�WOMPPW��
it’s a great way to make your résumé stand out.  This 
course devotes an entire day to PowerShell, but you 
don’t need any prior scripting experience, we’ll start 
with the basics.
7)'����[MPP�EPWS�TVITEVI�]SY�JSV�XLI�+-%'�'IVXM½IH�;MRHS[W�7IGYVMX]�
%HQMRMWXVEXSV��+';2�GIVXM½GEXMSR�I\EQ�XS�LIPT�TVSZI�]SYV�WIGYVMX]�WOMPPW�
ERH�;MRHS[W�WIGYVMX]�I\TIVXMWI���8LI�+';2�GIVXM½GEXMSR�GSYRXW�XS[EVHW�
getting a Master’s Degree in information security from the 
SANS Technology Institute (VDQV�HGX�ERH�EPWS�WEXMW½IW�
the Department of Defense 8570 computing environment 
(CE) requirement.
This is a fun course and a real eye-opener even for 
Windows administrators with years of experience.

Who Should Attend 

administrators

Security Controls

Windows hosts

solution

risk

You Will Be Able To 

Explorer, Google Chrome, Adobe Reader and 

client-side exploits

and AppLocker whitelisting by applying security 
templates and running custom PowerShell scripts  

enhancements to overcome its limitations

permissions, file tagging and auditing for Data Loss 
Prevention (DLP)

to safely delegate administrative authority in a 
large enterprise to better cope with token abuse, 

other advanced attacks  

smart cards, Group Policy auto-enrollment, and 
detection of spoofed root CA certificates

chip using graphical and PowerShell tools

protocols using Windows Firewall and IPSec rules 
managed through Group Policy and PowerShell 
scripts

PEAP-TLS authentication of 802.11 wireless clients, 
and hands-free client configuration through Group 
Policy

determined attackers, including WebDAV, FTP 
over SSL, HTTP-layer firewalling, and smart card 
authentication

and remote systems with the PowerShell scripting 
language and remoting framework 

“If you think you know 
Windows, take this 

Windows security class – 
your review of your own 
skills and understanding 

will be challenged, for the 
better!!”  

-MATTHEW STOECKLE,  
NEBRASKA PUBLIC POWER DISTRICT

“SEC505 has a direct 
impact on windows IS 
Security and is a must 
for any system admin 
in this day and age.”

-CHRIS LINVILLE, RAYTHEON

“SEC505 was great and I 
learned a lot of practical 

skills I can use right 
away. This course was 

excellent and provided 
a wealth of knowledge. 

I would recommend this 
course to others.” 

-MATT DAVIS,  
ESL FEDERAL CREDIT UNION

giac.org sans.edu
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SEC505 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 Mentor Program Events
West Lafayette, IN . . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Jul 22-Sep 11

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

505.1    Windows Operating System and  
Applications Hardening

We start by choosing malware-resistant software and Windows operating systems, then 
[I�VIKYPEVP]�YTHEXI�XLEX�WSJX[EVI��PMQMX�[LEX�WSJX[EVI�YWIVW�GER�VYR��ERH�XLIR�GSR½KYVI�
that software so that its exploitable features are disabled or at least restricted to work-
only purposes.  Nothing is guaranteed, of course, but what if you could reduce your 
QEP[EVI�MRJIGXMSR�VEXI�F]�QSVI�XLER�LEPJ#��;LEX�MJ�]SYV�RI\X�TIRIXVEXMSR�XIWX�[EWR´X�ER�
I\IVGMWI�MR�IQFEVVEWWQIRX#��8LI�XVMGO�MW�LEVHIRMRK�;MRHS[W�MR�E�[E]�XLEX�MW�GSWX�IJJIGXMZI��
scalable, and with minimal user impact. 
Topics:  

505.2    High-Value Targets & Restricting Admin Compromise
Today’s course continues the theme of resisting malware and APT adversaries, but with 
a special focus on securing the keys to the kingdom: Administrative Power.  If a member 
of the Domain Admins group is compromised, the entire network is lost.  How can we 
better prevent the compromise of administrative accounts and contain the harm when 
XLI]�HS�KIX�GSQTVSQMWIH#��;LEX�GER�[I�HS�EFSYX�TEWW�XLI�LEWL�ERH�XSOIR�EFYWI�
EXXEGOW#��6IQIQFIV��EW�E�RIX[SVO�EHQMRMWXVEXSV��]SY�EVI�E�LMKL�ZEPYI�XEVKIX�ERH�]SYV�
adversaries will try to take over your user account and to infect the computers you use at 
work (and at home).  
Topics:  

Software 

505.3    Windows PKI, BitLocker, and Secure Boot
4YFPMG�/I]�-RJVEWXVYGXYVI��4/-�MW�RSX�ER�STXMSREP�WIGYVMX]�WIVZMGI�ER]QSVI���;MRHS[W�
7IVZIV�MRGPYHIW�E�GSQTPIXI�FYMPX�MR�4/-�JSV�QEREKMRK�GIVXM½GEXIW�ERH�QEOMRK�XLIMV�YWI�
XVERWTEVIRX�XS�YWIVW���=SY�GER�FI�]SYV�S[R�TVMZEXI�'IVXM½GEXMSR�%YXLSVMX]�ERH�KIRIVEXI�EW�
QER]�GIVXM½GEXIW�EW�]SY�[ERX�EX�RS�I\XVE�GLEVKI���-X´W�EPP�GIRXVEPP]�QEREKIH�XLVSYKL�+VSYT�
4SPMG]���(MKMXEP�GIVXM½GEXIW�TPE]�ER�IWWIRXMEP�VSPI�MR�;MRHS[W�WIGYVMX]���-47IG��&MX0SGOIV��7�
1-1)��770�807��WQEVX�GEVHW��WGVMTX�WMKRMRK��IXG���8LI]�EPP�YWI�HMKMXEP�GIVXM½GEXIW���)ZIV]XLMRK�
needed to roll out a smart card solution, for example, is included with Windows except 
for the cards and readers themselves, and generic cards are available in bulk for cheap.  You 
might already have a smart card built into your motherboard as a TPM chip.
Topics:  

BitLocker Drive Encryption and Secure Boot

505.4    IPSec, Windows Firewall, DNS, and Wireless
IPSec is not just for VPNs.  IPSec provides authentication and encryption of packets in a way that is transparent to users and applications.  
-47IG�MW�XMKLXP]�MRXIKVEXIH�MRXS�XLI�;MRHS[W�*MVI[EPP��ERH�XLMW�LSWX�FEWIH�½VI[EPP�GER�FI�QEREKIH�XLVSYKL�+VSYT�4SPMG]��2)87,�)<)�SV�
4S[IV7LIPP���(277)'�ERH�(27�WMROLSPMRK�GER�WIGYVI�REQI�VIWSPYXMSR�XVEJ½G���-R�XLI�EJXIVRSSR��[I�[MPP�XLIR�WII�LS[�XS�YWI�6%(-97�JSV�
WIGYVMRK�EGGIWW�XS�;4%��������[MVIPIWW�RIX[SVOW�YWMRK�4)%4�ERH�HMKMXEP�GIVXM½GEXIW�JVSQ�]SYV�4/-���;MVIPIWW�WIGYVMX]�FIWX�TVEGXMGIW�[MPP�
also be covered, including wireless tethering issues.
Topics:  

505.5    Server Hardening and Dynamic Access Control
;LEX�EVI�XLI�FIWX�TVEGXMGIW�JSV�LEVHIRMRK�WIVZIVW��IWTIGMEPP]�WIVZIVW�I\TSWIH�XS�XLI�-RXIVRIX#��,S[�GER�[I�VIQSXIP]�QEREKI�SYV�WIVZIVW�
MR�E�WIGYVI�[E]��IWTIGMEPP]�SYV�ZMVXYEPM^IH�WIVZIVW�LSWXIH�F]�XLMVH�TEVX]�GPSYH�TVSZMHIVW#��-J�-�LEZI�-RXIVRIX�I\TSWIH�WIVZIVW��LS[�GER�-�QSVI�
WEJIP]�QEOI�XLIQ�%GXMZI�(MVIGXSV]�HSQEMR�QIQFIVW#��-J�-�LEZI�WIVZMGI�EGGSYRXW�SV�WGLIHYPIH�NSFW�VYRRMRK�EW�(SQEMR�%HQMR��[LEX�EVI�XLI�
VMWOW�ERH�[LEX�GER�-�HS�EFSYX�MX#��8SHE]´W�GSYVWI�MW�EPP�EFSYX�WIVZIV�LEVHIRMRK���
Topics:  

505.6    Windows PowerShell Scripting
4S[IV7LIPP�MW�1MGVSWSJX´W�SFNIGX�SVMIRXIH�GSQQERH�WLIPP�ERH�WGVMTXMRK�PERKYEKI���9RPMOI�MR�XLI�TEWX��ZMVXYEPP]�IZIV]XLMRK�GER�FI�QEREKIH�JVSQ�
XLI�GSQQERH�PMRI�ERH�WGVMTXW�RS[���7IVZIV������6���JSV�I\EQTPI��LEW�SZIV�������4S[IV7LIPP�XSSPW�JSV�RIEVP]�IZIV]XLMRK��MRGPYHMRK�%GXMZI�
(MVIGXSV]��--7��)\GLERKI��7LEVI4SMRX��7]WXIQ�'IRXIV��%TT0SGOIV��,]TIV�:��½VI[EPP�VYPIW��IZIRX�PSKW��VIQSXI�GSQQERH�I\IGYXMSR��ERH�QYGL�QSVI��
Topics:  
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SECURITY 506

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GCUX

SEC506:  Securing Linux/Unix
)\TIVMIRGI�MR�HITXL�GSZIVEKI�SJ�0MRY\�ERH�9RM\�WIGYVMX]�MWWYIW��)\EQMRI�LS[�
XS�QMXMKEXI�SV�IPMQMREXI�KIRIVEP�TVSFPIQW�XLEX�ETTP]�XS�EPP�9RM\�PMOI�STIVEXMRK�
W]WXIQW��MRGPYHMRK�ZYPRIVEFMPMXMIW�MR�XLI�TEWW[SVH�EYXLIRXMGEXMSR�W]WXIQ��½PI�
system, virtual memory system, and applications that commonly run on Linux 
ERH�9RM\��8LMW�GSYVWI�TVSZMHIW�WTIGM½G�GSR½KYVEXMSR�KYMHERGI�ERH�TVEGXMGEP��
real-world examples, tips, and tricks.
Throughout this course you will become skilled at utilizing freely available 
tools to handle security issues, including SSH, AIDE, sudo, lsof, and many 
others. SANS’ practical approach with hands-on exercises every day ensures 
that you can start using these tools as soon as you return to work. We will 
also put these tools to work in a special section that covers simple forensic 
techniques for investigating compromised systems.

Topics 

Who Should Attend 

they can be prevented

platform

security tools, procedures, and best practices

You Will Be Able To 

unnecessary services

of-service, and physical access attacks by leveraging 

to block attacks from outside

leverage SSH functionality to securely automate 
routine administrative tasks

access

Syslog-NG, and deploy log monitoring tools to scan 
for significant events

applications from harming other system services

applications such as Apache, BIND, and Sendmail

the Sleuthkit, lsof, and other open-source tools

“This course goes beyond securing 
Linux/Unix.  It explains the reasons 

why as well as how the attacker 
is able to penetrate the system.  I 
recommend this for anyone who 
is involved in administering these 

systems.” 
-JEREMY KILGORE, BANCFIRST

“I’ve been a Unix systems 
administrator for a couple of 

decades, but in SEC506 I learned 
something new every day.” 

-SHERYL COPPENGER, NCI INC.  
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SEC506 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

506.1    Hardening Linux/Unix Systems 
This course tackles some of the most important techniques for protecting your Linux/
9RM\�W]WXIQW�JVSQ�I\XIVREP�EXXEGOW��&YX�MX�EPWS�GSZIVW�[LEX�XLSWI�EXXEGOW�EVI�WS�XLEX�
you know what you’re defending against. This is a full-disclosure course with in-class 
demos of actual exploits and hands-on exercises to experiment with various examples 
SJ�QEPMGMSYW�WSJX[EVI��EW�[IPP�EW�HMJJIVIRX�XIGLRMUYIW�JSV�TVSXIGXMRK�0MRY\�9RM\�W]WXIQW��
Topics:   

Based Firewalls

506.2    Hardening Linux/Unix Systems 
'SRXMRYMRK�SYV�I\TPSVEXMSR�SJ�0MRY\�9RM\�WIGYVMX]�MWWYIW��XLMW�GSYVWI�JSGYWIW�MR�SR�
local exploits and access control issues.  What do attackers do once they gain access 
XS�]SYV�W]WXIQW#��,S[�GER�]SY�HIXIGX�XLIMV�TVIWIRGI#��,S[�HS�]SY�TVSXIGX�EKEMRWX�
EXXEGOIVW�[MXL�TL]WMGEP�EGGIWW�XS�]SYV�W]WXIQW#��;LEX�GER�]SY�HS�XS�TVSXIGX�EKEMRWX�
QMWXEOIW��SV�QEPMGMSYW�EGXMZMX]�F]�]SYV�S[R�YWIVW#�
Topics:  

506.3    Hardening Linux/Unix Systems 
Monitoring your systems is critical for maintaining a secure environment.  This course 
HMKW�MRXS�XLI�HMJJIVIRX�PSKKMRK�ERH�QSRMXSVMRK�XSSPW�EZEMPEFPI�MR�0MRY\�9RM\��ERH�PSSOW�
at additional tools for creating a centralized monitoring infrastructure such as Syslog-
NG.  Along the way, the course introduces a number of useful SSH tips and tricks for 
automating tasks and tunneling different network protocols in a secure fashion. 
Topics:  

with Syslog-NG

506.4    Application Security 
This course examines common application security tools and techniques.  The SCP-
Only Shell will be presented as an example of using an application under chroot() 
VIWXVMGXMSR��ERH�EW�E�QSVI�WIGYVI�EPXIVREXMZI�XS�½PI�WLEVMRK�TVSXSGSPW�PMOI�ERSR]QSYW�
FTP.  The SELinux application whitelisting mechanism will be examined in depth.  Tips for 
troubleshooting common SELinux problems will be covered and students will learn how 
to craft new SELinux policies from scratch for new and locally developed applications.  
7MKRM½GERX�LERHW�SR�XMQI�[MPP�FI�TVSZMHIH�JSV�WXYHIRXW�XS�TVEGXMGI�XLIWI�GSRGITXW��
Topics:  

Application Security Challenge Exercise

506.5    Application Security 
This course is a full day of in-depth analysis on how to manage some of the most 
TSTYPEV�ETTPMGEXMSR�PIZIP�WIVZMGIW�WIGYVIP]�SR�E�0MRY\�9RM\�TPEXJSVQ���;I�[MPP�XEGOPI�
the practical issues involved with securing three of the most commonly used Internet 
WIVZIVW�SR�0MRY\�ERH�9RM\��&-2(��7IRHQEMP��ERH�%TEGLI���&I]SRH�FEWMG�WIGYVMX]�
GSR½KYVEXMSR�MRJSVQEXMSR��[I�[MPP�XEOI�ER�MR�HITXL�PSSO�EX�XSTMGW�PMOI�(277IG�ERH�
Web Application Firewalls with mod_security and the Core Rules. 
Topics:  

506.6    Digital Forensics for Linux/Unix
This hands-on course is designed to be an information-rich introduction devoted to 
FEWMG�JSVIRWMG�TVMRGMTEPW�ERH�XIGLRMUYIW�JSV�MRZIWXMKEXMRK�GSQTVSQMWIH�0MRY\�ERH�9RM\�
systems.  At a high level, it introduces the critical forensic concepts and tools that every 
administrator should know and provides a real-world compromise for students to 
investigate using the tools and strategies discussed in class. 
Topics:  

“It sparked my interest to get a 
deeper understanding of how to 

secure my systems at work and at 
home. The instructor’s experience 
as a forensics examiner is of great 

MRXIVIWX�ERH�E�HI½RMXI�TPYW��� 
Great experience!”    

-TIM HORNE, HONEYWELL AEROSPACE
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SECURITY 511

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

SEC511:  Continuous Monitoring and  
Security Operations

;I�GSRXMRYI�XS�YRHIVIWXMQEXI�XLI�XIREGMX]�SJ�SYV�EHZIVWEVMIW��3VKERM^EXMSRW�EVI�
MRZIWXMRK�E�WMKRM½GERX�EQSYRX�SJ�XMQI�ERH�½RERGMEP�ERH�LYQER�VIWSYVGIW�XV]MRK�XS�
combat cyber threats and prevent cyber attacks, but despite this tremendous effort 
organizations are still getting compromised.  The traditional perimeter-focused, 
prevention-dominant approach to security architecture has failed to prevent 
intrusions.  No network is impenetrable, a reality that business executives and security 
professionals alike have to accept.  Prevention is crucial, and we can’t lose sight of 
it as the primary goal.  However, a new proactive approach to security is needed 
to enhance the capabilities of organizations to detect threats that will inevitably slip 
through their defenses.

The underlying challenge for organizations victimized by an attack is timely incident 
detection.  Industry data suggest that most security breaches typically go undiscovered 
JSV�ER�EZIVEKI�SJ�WIZIR�QSRXLW���%XXEGOIVW�WMQTP]�LEZI�XS�½RH�SRI�[E]�MRXS�QSWX�
organizations, because they know that the lack of visibility and internal security 
controls will then allow them to methodically carry out their mission and achieve 
their goals.

The Defensible Security Architecture, Network Security Monitoring (NSM)/
Continuous Diagnostics and Mitigation (CDM), and Continuous Security Monitoring 
(CSM) taught in this course will best position your organization or Security 
Operations Center (SOC) to analyze threats and detect anomalies that could 
indicate cybercriminal behavior.  The payoff for this new proactive approach would 
be early detection of an intrusion, or successfully thwarting the efforts of attackers 
altogether.  The National Institute of Standards and Technology (NIST) developed 
KYMHIPMRIW�HIWGVMFIH�MR�2-78�74���������JSV�'SRXMRYSYW�1SRMXSVMRK��'1��ERH�HE]�
½ZI�SJ�XLMW�GSYVWI�[MPP�KVIEXP]�MRGVIEWI�]SYV�YRHIVWXERHMRK�ERH�IRLERGI�]SYV�WOMPPW�MR�
implementing CM utilizing the NIST framework.

7%27�MW�YRMUYIP]�UYEPM½IH�XS�SJJIV�XLMW�GSYVWI��'SYVWI�EYXLSVW�)VMG�'SRVEH��+7)�
����ERH�7IXL�1MWIREV��+7)�����LSPH�XLI�HMWXMRKYMWLIH�+-%'�7IGYVMX]�)\TIVX�
'IVXM½GEXMSR��+7)��&SXL�EVI�I\TIVMIRGIH��VIEP�[SVPH��TVEGXMXMSRIVW�[LS�ETTP]�XLI�
concepts and techniques they teach in this course on a daily basis.  SEC511 will 
take you on quite a journey.  We start by exploring traditional security architecture 
to assess its current state and the attacks against it. Next, we discuss and discover 
modern security design that represents a new proactive approach to such 
architecture that can be easily understood and defended.  We then transition to 
how to actually build the network and endpoint security, and then carefully navigate 
our way through automation, NSM/CDM/CSM. For timely detection of potential 
intrusions, the network and systems must be proactively and continuously monitored 
for any changes in the security posture that might increase the likelihood that 
attackers will succeed.

=SYV�7)'����NSYVRI]�[MPP�GSRGPYHI�[MXL�SRI�PEWX�LMPP�XS�GPMQF���8LI�½REP�HE]�JIEXYVIW�
E�GETXYVI�XLI�¾EK�GSQTIXMXMSR�XLEX�GLEPPIRKIW�]SY�XS�ETTP]�XLI�WOMPPW�ERH�XIGLRMUYIW�
learned in the course to detect and defend the modern security architecture that has 
FIIR�HIWMKRIH���8LI�GSYVWI�EYXLSVW�LEZI�HIWMKRIH�XLI�GETXYVI�XLI�¾EK�GSQTIXMXMSR�
XS�FI�JYR��IRKEKMRK��GSQTVILIRWMZI��ERH�GLEPPIRKMRK���=SY�[MPP�RSX�FI�HMWETTSMRXIH�

Who Should Attend 

Diagnostics and Mitigation (CDM), Continuous 
Security Monitoring (CSM), or Network Security 
Monitoring (NSM)

You Will Be Able To 

design a defensible security architecture

security architecture and security operations centers 

for organizations of all sizes

continuous monitoring of key Critical Security 
Controls

Continuous Monitoring (CM) per NIST guidelines SP 
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SEC511 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .
Cyber Defense San Diego 2014 . . . . . . . . . Nov 3-8

 Summit Events
DHS Continuous Diagnostics and Mitigation Workshop 
with Training . . . . . . Washington, DC . . . . Aug 3-8

 OnSite

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

511.1    Current State Assessment, SOCs, and Security 
Architecture

The prevention-dominant security model has failed.  Given the frequency and extent 
SJ�WMKRM½GERX�MRXVYWMSRW��XLMW�WLSYPH�RSX�GSQI�EW�E�WYVTVMWI���-R�SVHIV�XS�EHHVIWW�XLI�
root of the problem, we must understand the current architecture and the design gaps 
that facilitate the adversary’s dominance.  What do we need to address to begin to 
QEOI�XLMRKW�FIXXIV#��'ER�[I�IZIV�LSTI�XS�[MR#��;LEX�[SYPH�[MRRMRK�PSSO�PMOI#��8LIWI�
are important questions that we must answer if we hope to substantially improve our 
security posture.
Topics:   

511.2    Network Security Architecture
9RHIVWXERHMRK�XLI�TVSFPIQW�[MXL�XLI�GYVVIRX�IRZMVSRQIRX�ERH�VIEPM^MRK�[LIVI�[I�
RIIH�XS�KIX�XS�MW�JEV�JVSQ�WYJ½GMIRX��[I�RIIH�E�HIXEMPIH�VSEHQET�XS�FVMHKI�XLI�KET�
between the current and desired state.  Day 2 introduces and details the components 
of our infrastructure that become part of a defensible network security architecture 
ERH�73'���;I�EVI�PSRK�TEWX�XLI�HE]W�[LIVI�E�TIVMQIXIV�½VI[EPP�ERH�YFMUYMXSYW�
ERXMZMVYW�[IVI�WYJ½GMIRX�WIGYVMX]���8LIVI�EVI�QER]�TMIGIW�ERH�QSZMRK�TEVXW�XLEX�
comprise a modern defensible security architecture.
Topics:   

Security Architecture Principles Applied

511.3    Endpoint Security Architecture

One of the hallmarks of modern attacks is an emphasis on client-side exploitation. The days of breaking into networks via direct 
frontal assaults on unpatched mail, web, or DNS servers are largely behind us. We must focus on mitigating the risk of compromise 
SJ�GPMIRXW��(E]���HIXEMPW�[E]W�MR�[LMGL�IRHTSMRX�W]WXIQW�GER�FI�FSXL�QSVI�VIWMPMIRX�XS�EXXEGO�ERH�EPWS�IRLERGI�HIXIGXMZI�GETEFMPMXMIW�
Topics:   

511.4    Network Security Monitoring

Designing a SOC or security architecture that enhances visibility and detective capabilities represents a paradigm shift for most 
organizations. However, the design is simply the beginning. The most important element of a modern security architecture is the 
IQTLEWMW�SR�HIXIGXMSR��8LI�EVGLMXIGXYVI�TVIWIRXIH�MR�HE]W�����IQTLEWM^IH�FEOMRK�ZMWMFMPMX]�ERH�HIXIGXMZI�GETEFMPMXMIW�MRXS�XLI�HIWMKR��
2S[�[I�QYWX�½KYVI�SYX�LS[�XS�PSSO�EX�XLI�HEXE�ERH�GSRXMRYSYWP]�QSRMXSV�XLI�IRXIVTVMWI�JSV�IZMHIRGI�SJ�GSQTVSQMWI�SV�GLERKIW�
that increase the likelihood of compromise.
Topics:    

and Design

511.5    Automation and Continuous Security Monitoring

Network Security Monitoring (NSM) is the beginning: we need to not only detect active intrusions and unauthorized actions, but 
also know when our systems, networks, and applications are at an increased likelihood for compromise. A strong way to achieve this 
is through Continuous Security Monitoring (CSM) or Continuous Diagnostics and Mitigation (CDM). Rather than waiting for the 
results of a quarterly scan or an annual penetration test to determine what needs to be addressed, continuous monitoring insists on 
proactively and repeatedly assessing and reassessing the current security posture for potential weaknesses that need be addressed.
Topics:   

511.6    Capstone: Design, Detect, Defend

The course culminates in a team-based capstone project that is a full day of hands-on work applying the principles taught throughout 
the week.
Topics:   
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SECURITY 542

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GWAPT

SEC542:  Web App Penetration Testing and 
Ethical Hacking

Assess Your Web Apps in Depth

Web applications are a major point of vulnerability 
in organizations today.  Web app holes have resulted 
MR�XLI�XLIJX�SJ�QMPPMSRW�SJ�GVIHMX�GEVHW��QENSV�½RERGMEP�
and reputational damage for hundreds of enterprises, 
and even the compromise of thousands of browsing 
machines that visited websites altered by attackers.  In 
this intermediate to advanced level class, you’ll learn 
the art of exploiting web applications so you can 
½RH�¾E[W�MR�]SYV�IRXIVTVMWI´W�[IF�ETTW�FIJSVI�XLI�FEH�KY]W�HS���8LVSYKL�
detailed, hands-on exercises and training from a seasoned professional, you 
will be taught the four-step process for Web application 
penetration testing.  You will inject SQL into back-end 
HEXEFEWIW��PIEVRMRK�LS[�EXXEGOIVW�I\½PXVEXI�WIRWMXMZI�
data.  You will utilize cross-site scripting attacks to 
dominate a target infrastructure in our unique hands-
on laboratory environment.  And you will explore various other web app 
ZYPRIVEFMPMXMIW�MR�HITXL�[MXL�XVMIH�ERH�XVYI�XIGLRMUYIW�JSV�½RHMRK�XLIQ�YWMRK�
a structured testing regimen.  You will learn the tools and methods of the 
attacker, so that you can be a powerful defender.
Throughout the class, you will learn the context behind the attacks so that 
you intuitively understand the real-life applications of our exploitation.  In the 
end, you will be able to assess your own organization’s 
[IF�ETTPMGEXMSRW�XS�½RH�WSQI�SJ�XLI�QSWX�GSQQSR�ERH�
damaging Web application vulnerabilities today.
&]�ORS[MRK�]SYV�IRIQ]��]SY�GER�HIJIEX�]SYV�IRIQ]���
General security practitioners, as well as website 
HIWMKRIVW��EVGLMXIGXW��ERH�HIZIPSTIVW��[MPP�FIRI½X�JVSQ�
learning the practical art of web application penetration 
testing in this class.

Who Should Attend 

You Will Be Able To 

web application penetration tests, including Recon, 
Mapping, Discovery, and Exploitation

tools to remove false positives and validate findings

scripts during a penetration test

web attacks

such as Command Injection and File Include issues

target application to find logic flaws and business 
vulnerabilities

bypass WAFs and application filtering

application using tools such as Ratproxy and Zed 
Attack Proxy to find security issues within the 
client-side application code

client software and network, and evaluate the 
potential impact XSS flaws have within an 
application

the Capture the Flag exercise to pull all of the 
techniques and tools together into a comprehensive 
test

“SEC542 is a step-by-
step introduction to 

testing and penetrating 
web applications, a must 

for anyone who builds, 
maintains, or audits  

web systems.”  
-BRAD MILHORN, II2P LLC

“Fun while you learn!  
Just don’t tell your 

manager. Every class 
gives you invaluable 

information from real-
world testing you cannot 

½RH�MR�E�FSSO�²� 
-DAVID FAVA, THE BOEING COMPANY

“Without a doubt,  
this was the best class  

for my career.”  
-DON BROWN, LOCKHEED MARTIN

giac.org sans.edu
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SEC542 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
Pen Test Hackfest . . . . Washington, DC . . . Nov 15-20
Healthcare . . . . . . . . San Francisco, CA . . Dec 5-10

 Mentor Program Events
 . . . . . . . . . . . . . . . . . Jul 10-Sep 11

Bozeman, MT . . . . . . . . . . . . . . . .
McKinney, TX . . . . . . . . . . . . . . . . Jul 22-Sep 23

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Dec 8-Jan 28

 Event Simulcast
 . . . . . . . . . . . . . . . . . . Nov 15-20

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

542.1    The Attacker’s View of the Web
We begin by examining web technology – protocols, languages, clients, and server 
architectures – from the attacker’s perspective.  Then we cover the four steps of web 
application pen tests: reconnaissance, mapping, discovery, and exploitation. 
Topics:  

Penetration Testing

542.2    Reconnaissance and Mapping 
Reconnaissance includes gathering publicly-available information regarding the target 
application and organization, identifying machines that support our target application, 
ERH�FYMPHMRK�E�TVS½PI�SJ�IEGL�WIVZIV���8LIR�[I�[MPP�FYMPH�E�QET�SJ�XLI�ETTPMGEXMSR�F]�
identifying the components, analyzing the relationship between them, and determining 
how they work together.  
Topics:  

542.3    Server-Side Discovery
We will continue with the discovery phase, exploring both manual and automated 
methods of discovering vulnerabilities within the applications as well as exploring the 
interactions between the various vulnerabilities and the different user interfaces that 
web apps expose to clients. 
Topics:  

Methods for Attacking Web Services

542.4    Client-Side Discovery
Learning how to discover vulnerabilities within client-side code, such as Java applets 
and Flash objects, includes using tools to decompile the objects and applets.  We will 
have a detailed discussion of how AJAX and web service technology enlarges the 
attack surface that pen testers leverage.  
Topics:  

Perspective on Python and PHP

542.5    Exploitation
Launching exploits against real-world applications includes exploring how they can help in the testing process, gaining access to 
browser history, port scanning internal networks, and searching for other vulnerable web applications through zombie browsers.  
Topics:  

Vulnerabilities

542.6    Capture the Flag
The goal of this event is for students to use the techniques, tools, and methodology learned in class against a realistic intranet 
application.  Students will be able to use a virtual machine with the SamuraiWTF web pen testing environment in class and can apply 
that experience in their workplace.
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SECURITY 560

Hands On    |    Six Days    |    Laptop Required    |    37 CPE/CMU Credits    |    GIAC Cert: GPEN

SEC560:  Network Penetration Testing and 
Ethical Hacking

As a cybersecurity professional, you have a unique 
VIWTSRWMFMPMX]�XS�½RH�ERH�YRHIVWXERH�]SYV�SVKERM^EXMSR´W�
vulnerabilities and to work diligently to mitigate them 
FIJSVI�XLI�FEH�KY]W�TSYRGI���%VI�]SY�VIEH]#��7%27�
7)'�����SYV�¾EKWLMT�GSYVWI�JSV�TIRIXVEXMSR�XIWXMRK��JYPP]�
arms you to address this duty head-on.
The Must-Have Course for Every Well-Rounded 
Security Professional

With comprehensive coverage of tools, techniques, 
and methodologies for network, web app, and wireless 
XIWXMRK��7)'����XVYP]�TVITEVIW�]SY�XS�GSRHYGX�LMKL�
value penetration testing projects end-to-end, step-by-step.  Every organization 
RIIHW�WOMPPIH�-RJS7IG�TIVWSRRIP�[LS�GER�½RH�ZYPRIVEFMPMXMIW�ERH�QMXMKEXI�XLIMV�
impacts, and this whole course is specially designed to get you ready for that 
role.  The course starts with proper planning, scoping and recon, and then dives 
deep into scanning, target exploitation, password attacks, and wireless and web 
ETTW�[MXL�SZIV����HIXEMPIH�LERHW�SR�PEFW�XLVSYKLSYX���8LI�GSYVWI�MW�GLSGO�JYPP�
of practical, real-world tips from some of the world’s best penetration testers to 
LIPT�]SY�HS�]SYV�NSF�QEWXIVJYPP]��WEJIP]��ERH�IJ½GMIRXP]��
Learn the Best Ways to Test Your Own Systems Before the Bad Guys Attack

The whole course is designed to get you ready to con-
duct a full-scale, high-value penetration test, and on the 
last day of the course, you’ll do just that.  After building 
]SYV�WOMPPW�MR�E[IWSQI�PEFW�SZIV�½ZI�HE]W��XLI�GSYVWI�
GYPQMREXIW�[MXL�E�½REP�JYPP�HE]��VIEP�[SVPH�TIRIXVEXMSR�
test scenario.  You’ll conduct an end-to-end pen test, 
applying knowledge, tools, and principles from through-
out the course as you discover and exploit vulnerabilities in a realistic sample 
target organization, demonstrating the knowledge you’ve mastered in this course.
Equipping Security Organizations with Comprehensive Penetration Testing 
and Ethical Hacking Know-How

You will learn how to perform detailed reconnaissance, learning about a target’s 
infrastructure by mining blogs, search engines, social networking sites, and other 
Internet and intranet infrastructures. You’ll be equipped to scan target networks 
using best-of-breed tools from experience in our hands-on labs.  We won’t just 
GSZIV�VYR�SJ�XLI�QMPP�STXMSRW�ERH�GSR½KYVEXMSRW��[I´PP�EPWS�KS�SZIV�PIWW�[IPP�
known-but-super-useful capabilities of the best pen test toolsets available today.  
After scanning, you’ll learn dozens of methods for exploiting target systems to 
gain access and measure real business risk. You’ll dive deep into post exploitation, 
password attacks, wireless, and web apps, pivoting through the target environment 
to model the attacks of real-world bad guys to emphasize the importance of 
HIJIRWI�MR�HITXL���8LI�½REP�
portion of the class includes 
a comprehensive hands-on 
lab, conducting a full-day 
penetration test against a 
target organization.

Who Should Attend 

target networks and systems to find security 
vulnerabilities

You Will Be Able To 
Develop tailored scoping and rules of engagement 
for penetration testing projects to ensure the work is 
focused, well defined, and conducted in a safe manner

metadata, search engines, and other publicly 
available information sources to build a technical 
and organizational understanding of the target 
environment

fingerprinting, and version scanning to develop a 
map of target environments

scripts to extract detailed information from target 
systems
Configure and launch a vulnerability scanner such as 
Nessus so that it discovers vulnerabilities through both 
authenticated and unauthenticated scans in a safe 
manner, and customize the output from such tools to 
represent the business risk to the organization

verify findings and perform false positive reduction 
using connection-making tools such as Netcat and 
packet crafting tools such as Scapy

plunder target systems for vital information that 
can further the overall penetration test progress, 
establish pivots for deeper compromise, and help 
determine business risks

to scan, exploit, and then pivot through a target 
environment 

environment, including automated password guessing 
(while avoiding account lockout), traditional password 
cracking, rainbow table password cracking, and pass-
the-hash attacks

discover access points and clients (actively and 

client machines included within a project’s scope 

as ZAP and then manually exploit Cross-Site Request 
Forgery, Cross-Site Scripting, Command Injection, 

business risk faced by an organization

“I think if you genuinely want 
to learn how exploitation 

techniques work and how to 
properly think like a hacker, it 
would be silly not to attend.”  

-MARK HAMILTON, MCAFEE

“SANS is really the only 
information security training 

available and is therefore 
valuable on its own.   

The wide subject areas, 
relating to pen-testing, 

are what makes SEC560 
particularly valuable.”  

-NICHOLAS CAPALBO,  
FEDERAL RESERVE OF NEW YORK

giac.org sans.edu
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SEC560 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Virginia Beach 2014 . . Virginia Beach, VA . .
Albuquerque 2014 . . . Albuquerque, NM . . Sep 15-20
Network Security 2014 Las Vegas, NV . . . .

 Summit Events
Security Awareness . . . Dallas, TX  . . . . . . .
Retail Cybersecurity  . . Dallas, TX  . . . . . . .
Pen Test Hackfest . . . . Washington, DC . . . Nov 15-20

 Community SANS Events
 . . . . . . . . . . . . . . . . Jul 28-Aug 2

Los Angeles, CA . . . . . . . . . . . . . . . . . Aug 18-23
Cupertino, CA . . . . . . . . . . . . . . . . . .

 Mentor Program Events
Dulles, VA . . . . . . . . . . . . . . . . .
Regina, SK . . . . . . . . . . . . . . . . . Sep 10-Nov 12

 . . . . . . . . . . . . . . . . Sep 11-Nov 13
Manasquan, NJ  . . . . . . . . . . . . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . .

 Event Simulcast
 . . . . . . . . . . . . . . . . . .
 . . . . . . . . . . . . . . . . . . Nov 15-20

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

560.1    Comprehensive Pen Test Planning, Scoping & Recon
In this section of the course, you’ll develop the skills needed to conduct a best-of-breed, high-value penetration 
test.  We’ll go in-depth on how to build a penetration testing infrastructure that includes all the hardware, software, 
RIX[SVO�MRJVEWXVYGXYVI��ERH�XSSPW�]SY´PP�RIIH�JSV�GSRHYGXMRK�KVIEX�TIRIXVEXMSR�XIWXW��[MXL�WTIGM½G�PS[�GSWX�
recommendations for your arsenal. We’ll then cover formulating a pen test scope and rules of engagement that will 
set you up for success, with a role-playing exercise where you’ll build an effective scope and rules of engagement.  
We also dig deep into the reconnaissance portion of a penetration test, covering the latest tools and techniques, 
including hands-on document metadata analysis to pull sensitive information about a target environment.  
Topics:  

Extraction and Analysis

560.2    In-Depth Scanning
We next focus on the vital task of mapping the attack surface by creating a comprehensive inventory of machines, 
accounts, and potential vulnerabilities. We’ll look at some of the most useful scanning tools freely available today 
and run them in numerous hands-on labs to help hammer home the most effective way to use each tool.  We’ll 
also conduct a deep dive into some of the most useful tools available to pen testers today for formulating packets: 
7GET]�ERH�2IXGEX���;I�½RMWL�XLI�HE]�GSZIVMRK�ZMXEP�XIGLRMUYIW�JSV�JEPWI�TSWMXMZI�VIHYGXMSR�WS�]SY�GER�JSGYW�]SYV�
½RHMRKW�SR�QIERMRKJYP�VIWYPXW�ERH�EZSMH�XLI�WXMRK�SJ�E�JEPWI�TSWMXMZI��EW�[IPP�EW�LS[�XS�GSRHYGX�]SYV�WGERW�WEJIP]�
ERH�IJ½GMIRXP]�
Topics:  

560.3    Exploitation and Post-Exploitation
In this section, we look at the many kinds of exploits that penetration testers use to compromise target machines, 
including client-side exploits, service-side exploits, and local privilege escalation. We’ll see how these exploits 
are packaged in frameworks like Metasploit and its mighty Meterpreter.  You’ll learn in-depth how to leverage 
Metasploit and the Meterpreter to compromise target environments, search them for information to advance the 
penetration test, and pivot to other systems, all with a focus on determining the true business risk of the target 
SVKERM^EXMSR���;I´PP�EPWS�PSSO�EX�TSWX�I\TPSMXEXMSR�EREP]WMW�SJ�QEGLMRIW�ERH�TMZSXMRK�XS�½RH�RI[�XEVKIXW��½RMWLMRK�
the section with a lively discussion of how to leverage the Windows shell to dominate target environments.
Topics:  

Command Line Kung Fu for Penetration Testers

560.4    Password Attacks & Merciless Pivoting
This component of the course turns our attention to password attacks, analyzing password guessing, password 
cracking, and pass-the-hash techniques in depth. We’ll go over numerous tips based on real-world experience to 
help penetration testers and ethical hackers maximize the effectiveness of their password attacks. You’ll patch and 
custom-compile John the Ripper to optimize its performance in cracking passwords. You’ll look at the amazingly 
full-featured Cain tool, running it to crack sniffed Windows authentication messages. You’ll also perform multiple 
types of pivots to move laterally through our target lab environment, and pluck hashes and cleartext passwords 
from memory using the Mimikatz tool.  We’ll see how Rainbow Tables really work to make password cracking 
QYGL�QSVI�IJ½GMIRX��EPP�LERHW�SR��%RH��[I´PP�½RMWL�XLI�HE]�[MXL�ER�I\GMXMRK�HMWGYWWMSR�SJ�TS[IVJYP�±TEWW�XLI�LEWL²�
EXXEGOW��PIZIVEKMRK�1IXEWTPSMX��XLI�1IXIVTVIXIV��ERH�7%1&%�GPMIRX�WSJX[EVI��
Topics:  

560.5    Wireless and Web Apps Penetration Testing
This in-depth section of the course is focused on helping you become a well-rounded penetration tester.  
%YKQIRXMRK�]SYV�RIX[SVO�TIRIXVEXMSR�XIWXMRK�EFMPMXMIW��[I�XYVR�SYV�EXXIRXMSR�XS�QIXLSHW�JSV�½RHMRK�ERH�
I\TPSMXMRK�[MVIPIWW�[IEORIWWIW��MRGPYHMRK�MHIRXMJ]MRK�QMWGSR½KYVIH�EGGIWW�TSMRXW��GVEGOMRK�[IEO�[MVIPIWW�TVSXSGSPW��
and exploiting wireless clients.  We then turn our attention to web application pen testing, with detailed hands-on 
I\IVGMWIW�XLEX�MRZSPZI�½RHMRK�ERH�I\TPSMXMRK�GVSWW�WMXI�WGVMTXMRK��<77��GVSWW�WMXI�VIUYIWX�JSVKIV]��<76*��GSQQERH�
MRNIGXMSR��ERH�750�MRNIGXMSR�¾E[W�MR�ETTPMGEXMSRW�WYGL�EW�SRPMRI�FEROMRK��FPSK�WMXIW��ERH�QSVI�
Topics:  

of Command Injection Testing

560.6    Penetration Testing Workshop and  
Capture the Flag Event

This lively session represents the culmination of the network penetration testing and ethical hacking course, where 
you’ll apply all of the skills mastered in the course so far in a full-day, hands-on workshop.  You’ll conduct an actual 
penetration test of a sample target environment.  We’ll provide the scope and rules of engagement, and you’ll 
[SVO�[MXL�E�XIEQ�XS�EGLMIZI�]SYV�KSEP�SJ�½RHMRK�SYX�[LIXLIV�XLI�XEVKIX�SVKERM^EXMSR´W�4IVWSREPP]�-HIRXM½EFPI�
-RJSVQEXMSR��4--�MW�EX�VMWO���%RH��EW�E�½REP�WXIT�MR�TVITEVMRK�]SY�JSV�GSRHYGXMRK�TIRIXVEXMSR�XIWXW��]SY´PP�QEOI�
recommendations about remediating the risks you identify.
Topics:   

Analyzing Results

To register, visit sans.org  
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For schedules, course updates, prerequisites, special notes, 
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SECURITY 561

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

SEC561:  Intense Hands-on Pen Testing  
Skill Development

8S�FI�E�XST�TIR�XIWX�TVSJIWWMSREP��]SY�RIIH�JERXEWXMG�LERHW�SR�WOMPPW�JSV�½RHMRK��
exploiting, and resolving vulnerabilities. SANS’ top instructors engineered 
SEC561: Intense Hands-on Pen Testing Skill Development from the ground 
up to help you get good fast. The course teaches in-depth security capabilities 
through 80%+ hands-on exercises and labs, maximizing keyboard time during 
MR�GPEWW�PEFW�ERH�QEOMRK�XLMW�7%27�́QSWX�LERHW�SR�GSYVWI�IZIV��;MXL�SZIV����
hours of intense labs, students experience a leap in their capabilities, as they 
come out equipped with the practical skills needed to address today’s pen 
test and vulnerability assessment projects in enterprise environments.
To get the most out of this course, students should have at least some prior 
hands-on vulnerability assessment or penetration testing experience (at least six 
months) or have taken at least one other penetration testing course (such as 
SANS SEC504, SEC560, or SEC542). The course will build on that background, 
helping participants ramp up their skills even further across a broad range of 
penetration testing disciplines.

Throughout the course, an expert instructor coaches students as they work 
their way through solving increasingly demanding real-world information 
security scenarios, using skills that they can apply the day that they get back to 
their jobs.
A lot of people can talk about these concepts, but this course teaches you 
LS[�XS�EGXYEPP]�ETTP]�XLIQ�LERHW�SR�ERH�MR�HITXL���7)'����WLS[W�WIGYVMX]�
personnel, including penetration testers, vulnerability assessment personnel, 
auditors, and operations personnel, how to leverage in-depth techniques to 
KIX�TS[IVJYP�VIWYPXW�MR�IZIV]�SRI�SJ�XLIMV�TVSNIGXW��8LI�GSYVWI�MW�SZIV¾S[MRK�
with practical lessons and innovative tips, all with direct hands-on application. 
Throughout the course, students interact with custom-developed scenarios 
built just for this course on the innovative NetWars challenge infrastructure, 
which guides them through the numerous hands-on labs providing questions, 
hints, and lessons learned as they build their skills.

Who Should Attend 

hands-on technical skills in new analysis areas such 
as packet analysis, digital forensics, vulnerability 
assessment, system hardening, and penetration 
testing

gain hands-on experience in information security 
skills to become better administrators

understand system attack and defense techniques

analysis through experience with real-world attacks

on experience for use in their own assessments

You Will Be Able To 

tools to effectively map out networks and prioritize 
discovered vulnerabilities for effective remediation

authentication controls leading to unauthorized 
server access

flaws leading to significant data loss conditions

maliciously reconfigure internal network traffic 
patterns

and heuristic analysis systems

information disclosure threats present on Windows 
and Linux servers

application implementations

systems

scanning and exploitation tools

Android targets

To register, visit sans.org  
or call 301-654-SANS (7267) 52

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses
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SEC561 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 Summit Events
Pen Test Hackfest . . . . Washington, DC . . . Nov 15-20

 OnSite

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

561.1 Security Platform Analysis
8LI�½VWX�HE]�SJ�XLI�GSYVWI�TVITEVIW�WXYHIRXW�JSV�VIEP�[SVPH�WIGYVMX]�GLEPPIRKIW�F]�KMZMRK�XLIQ�
hands-on practice with essential Linux and Windows server and host management tools.  First, 
students will leverage built-in and custom Linux tools to evaluate the security of host systems 
and servers, inspecting and extracting content from rich data sources such as image headers, 
browser cache content, and system logging resources.  Next, students will turn their focus to 
performing similar analysis against remote Windows servers using built-in Windows system 
QEREKIQIRX�XSSPW�XS�MHIRXMJ]�QMWGSR½KYVIH�WIVZMGIW��WGVYXMRM^I�LMWXSVMGEP�VIKMWXV]�IRXVMIW�JSV�
97&�HIZMGIW��IZEPYEXI�XLI�MQTEGX�SJ�QEP[EVI�EXXEGOW��ERH�EREP]^I�TEGOIX�GETXYVI�HEXE���&]�
completing these tasks, students build their skills in managing systems, applicable to post-
compromise system host analysis, or defensive tasks such as defending targeted systems from 
TIVWMWXIRX�EXXEGO�XLVIEXW���&]�EHHMRK�RI[�XSSPW�ERH�XIGLRMUYIW�XS�XLIMV�EVWIREP��WXYHIRXW�EVI�
better prepared to complete the analysis of complex systems with greater accuracy in less time.
Topics:  

561.2 Enterprise Security Assessment
In this section of the class, students investigate the critical tasks for a high-quality penetration 
XIWX��;I´PP�PSSO�EX�XLI�WEJIWX��QSWX�IJ½GMIRX�[E]W�XS�QET�E�RIX[SVO�ERH�HMWGSZIV�XEVKIX�W]WXIQW�
and services. Once the systems are discovered, we look for vulnerabilities and reduce false 
TSWMXMZIW�[MXL�QERYEP�ZYPRIVEFMPMX]�ZIVM½GEXMSR��;I´PP�EPWS�PSSO�EX�I\TPSMXEXMSR�XIGLRMUYIW��
including the use of the Metasploit Framework to exploit these vulnerabilities, accurately 
describing risk and further reducing false positives. Of course, exploits are not the only way to 
access systems, so we also leverage password-related attacks, including guessing and cracking 
techniques to extend our reach for a more effective and valuable penetration test.
Topics:  

and Authentication Exploitation

561.3 Web Application Assessment
8LMW�WIGXMSR�SJ�XLI�GSYVWI�[MPP�PSSO�EX�XLI�ZEVMIX]�SJ�¾E[W�TVIWIRX�MR�[IF�ETTPMGEXMSRW�ERH�LS[�IEGL�SJ�XLIQ�MW�I\TPSMXIH��7XYHIRXW�[MPP�WSPZI�
challenges presented to them by exploiting web applications hands-on with the tools used by professional web application penetration testers 
every day. The websites students attack mirror real-world vulnerabilities including Cross-Site Scripting (XSS), SQL Injection, Command Injection, 
(MVIGXSV]�8VEZIVWEP��7IWWMSR�1ERMTYPEXMSR�ERH�QSVI��7XYHIRXW�[MPP�RIIH�XS�I\TPSMX�XLI�TVIWIRX�¾E[W�ERH�ERW[IV�UYIWXMSRW�FEWIH�SR�XLI�PIZIP�SJ�
compromise they are able to achieve.
Topics:  

561.4 Mobile Device and Application Analysis
;MXL�XLI�EGGIPIVEXIH�KVS[XL�SJ�QSFMPI�HIZMGI�YWI�MR�IRXIVTVMWI�RIX[SVOW��SVKERM^EXMSRW�½RH�ER�MRGVIEWMRK�RIIH�XS�MHIRXMJ]�I\TIVXMWI�MR�XLI�
security assessment and penetration testing of mobile devices and the supporting infrastructure.  In this component of the course, we examine the 
practical vulnerabilities introduced by mobile devices and applications, and how they relate to the security of the enterprise.  Students will look at 
the common vulnerabilities and attack opportunities against Android and Apple iOS devices, examining data remnants from lost or stolen mobile 
devices, the exposure introduced by common weak application developer practices, and the threat introduced by popular cloud-based mobile 
applications found in many networks today. 
Topics:  

561.5 Advanced Penetration Testing
This portion of the class is designed to teach the advanced skills required in an effective penetration test to extend our reach and move through the 
target network. This extended reach will provide a broader and more in-depth look at the security of the enterprise. We’ll utilize techniques to pivot 
XLVSYKL�GSQTVSQMWIH�W]WXIQW�YWMRK�ZEVMSYW�XYRRIPMRK�TMZSXMRK�XIGLRMUYIW��F]TEWW�ERXM�ZMVYW�ERH�FYMPX�MR�GSQQERHW�XS�I\XIRH�SYV�MR¾YIRGI�SZIV�
XLI�XEVKIX�IRZMVSRQIRX��ERH�½RH�MWWYIW�XLEX�PIWWIV�XIWXIVW�QE]�LEZI�QMWWIH��;I´PP�EPWS�PSSO�EX�WSQI�SJ�XLI�GSQQSR�QMWXEOIW�WYVVSYRHMRK�TSSVP]�SV�
incorrectly implemented cryptography and ways to take advantage of those weaknesses to access systems and data that are improperly secured.
Topics:  

561.6 Capture the Flag Challenge
This lively session represents the culmination of the course, where attendees will apply the skills they have mastered throughout all the other 
sessions in a hands-on workshop.  They will participate in a larger version of the exercises presented in the class to independently reinforce skills 
PIEVRIH�XLVSYKLSYX�XLI�GSYVWI���%XXIRHIIW�[MPP�ETTP]�XLIMV�RI[P]�HIZIPSTIH�WOMPPW�XS�WGER�JSV�¾E[W��YWI�I\TPSMXW��YRVEZIP�XIGLRMGEP�GLEPPIRKIW��ERH�
HSHKI�½VI[EPPW��EPP�[LMPI�KYMHIH�F]�XLI�GLEPPIRKIW�TVIWIRXIH�F]�XLI�2IX;EVW�7GSVMRK�7IVZIV���&]�TVEGXMGMRK�XLI�WOMPPW�MR�E�GSQFMREXMSR�[SVOWLST�MR�
which multiple focus areas are combined, participants will have the opportunity to explore, exploit, pillage, and continue to reinforce skills against a 
realistic target environment.
Topics:  
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SECURITY 566

Hands On    |    Five Days    |    Laptop Required    |    30 CPE/CMU Credits

SEC566:  Implementing and Auditing the  
Critical Security Controls – In-Depth

Cybersecurity attacks are increasing and evolving so rapidly 
XLEX�MX�MW�QSVI�HMJ½GYPX�XLER�IZIV�XS�TVIZIRX�ERH�HIJIRH�
against them.  Does your organization have an effective 
method in place to detect, thwart, and monitor external and 
MRXIVREP�XLVIEXW�XS�TVIZIRX�WIGYVMX]�FVIEGLIW#
As threats evolve, an organization’s security should too.  To 
enable your organization to stay on top of this ever-changing 
threat scenario, SANS has designed a comprehensive course on how to implement 
the Twenty Critical Security Controls, a prioritized, risk-based approach to security.  
Designed by private and public sector experts from around the world, the Controls 
are the best way to block known attacks and mitigate damage from successful 
EXXEGOW���8LI]�LEZI�FIIR�EHSTXIH�F]�XLI�9�7��(ITEVXQIRX�SJ�,SQIPERH�7IGYVMX]��WXEXI�
KSZIVRQIRXW��YRMZIVWMXMIW��ERH�RYQIVSYW�TVMZEXI�½VQW�
8LI�'SRXVSPW�EVI�WTIGM½G�KYMHIPMRIW�XLEX�'-73W��'-3W��-+W��W]WXIQW�EHQMRMWXVEXSVW��
and information security personnel can use to manage and measure the effectiveness 
of their defenses.  They are designed to complement existing standards, frameworks, 
and compliance schemes by prioritizing the most critical 
threat and highest payoff defenses, while providing a common 
baseline for action against risks that we all face.
The Controls are an effective security framework because 
they are based on actual attacks launched regularly against 
networks.  Priority is given to Controls that (1) mitigate 
ORS[R�EXXEGOW����EHHVIWW�E�[MHI�ZEVMIX]�SJ�EXXEGOW��ERH����
identify and stop attackers early in the compromise cycle.   
8LI�&VMXMWL�KSZIVRQIRX´W�'IRXIV�JSV�XLI�4VSXIGXMSR�SJ�
National Infrastructure describes the Controls as the “baseline of high-priority 
information security measures and controls that can be applied across an organisation 
in order to improve its cyber defence.”
7%27�́MR�HITXL��LERHW�SR�XVEMRMRK�[MPP�XIEGL�]SY�LS[�XS�QEWXIV�XLI�WTIGM½G�
techniques and tools needed to implement and audit the Critical Controls.  It will 
help security practitioners understand not only how to stop a threat, but why the 
threat exists, and how to ensure that security measures deployed today will be 
IJJIGXMZI�EKEMRWX�XLI�RI\X�KIRIVEXMSR�SJ�XLVIEXW��7TIGM½GEPP]��F]�XLI�IRH�SJ�XLI�GSYVWI�
students will know how to:
���'VIEXI�E�WXVEXIK]�XS�WYGGIWWJYPP]�HIJIRH�XLIMV�HEXE
����-QTPIQIRX�GSRXVSPW�XS�TVIZIRX�HEXE�JVSQ�FIMRK�GSQTVSQMWIH
����%YHMX�W]WXIQW�XS�IRWYVI�GSQTPMERGI�[MXL�'VMXMGEP�'SRXVSP�WXERHEVHW�

The course shows security professionals how to implement the controls in an existing 
RIX[SVO�XLVSYKL�GSWX�IJJIGXMZI�EYXSQEXMSR���*SV�EYHMXSVW��'-3W��ERH�VMWO�SJ½GIVW��XLI�
course is the best way to understand how 
you will measure whether the Controls are 
effectively implemented. 

Who Should Attend 

information assurance processes and secure their 
systems

to stay current with frameworks for information 
assurance

classes, and MGT512

You Will Be Able To 

threats that is measurable, scalable, and reliable 
in stopping known attacks and protecting 
organizations’ important information and systems

it is compromised if ignored, and explain the 
defensive goals that result in quick wins and 
increased visibility of networks and systems

through automation

the effectiveness of each Control

measure the effectiveness of the Controls

Australian Top 35, and more

specific, proven templates, checklists, and scripts 
provided to facilitate the audit process

“This class is extremely 
valuable for any 

organization wanting to 
know where they stand 

on security.” 
-DAVID O’BRIEN, COSTCO

“The instructor does 
an outstanding job of 

providing an overview of 
each control as well as 
offering his perspective 
and experience, which 

adds a lot of value.” 
-DANNY TOMLINSON, KAPSTONE PAPER
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C o u r s e  D a y  D e s c r i p t i o n s

566.1    Introduction and Overview of the  
20 Critical Controls

Day 1 will cover an introduction and overview of the 20 Critical Controls, laying the 
foundation for the rest of the class.  For each Control, we will follow the same outline 
covering the following information:

In addition, Critical Controls 1 and 2 will be covered in depth.
Topics:   

566.2    Critical Controls 3, 4, 5, and 6
Topics:  Critical Control 3: Secure Configurations for Hardware and Software on Laptops, Workstations, and 

Servers 
Critical Control 4: Continuous Vulnerability Assessment and Remediation 
Critical Control 5: Malware Defenses 
Critical Control 6: Application Software Security

566.3    Critical Controls 7, 8, 9, 10, and 11
Topics:   

Critical Control 8: Data Recovery Capability (validated manually) 
 

Critical Control 10: Secure Configurations for Network Devices such as Firewalls, Routers, and Switches 
Critical Control 11: Limitation and Control of Network Ports, Protocols, and Services

566.4   Critical Controls 12, 13, 14, and 15
Topics:   

Critical Control 13: Boundary Defense 
Critical Control 14: Maintenance, Monitoring, and Analysis of Audit Logs 

566.5   Critical Controls 16, 17, 18, 19, and 20
Topics:  Critical Control 16: Account Monitoring and Control 

 
Critical Control 18: Incident Response Capability (validated manually) 

 
Critical Control 20:  Penetration Tests and Red Team Exercises (validated manually)

Steps for Auditing a Control
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 vLive Events
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SECURITY 573

Hands On    |    Five Days    |    Laptop Required    |    30 CPE/CMU Credits

Python for Penetration Testers
Your target has been well hardened.  So far, your every 
EXXIQTX�XS�GSQTVSQMWI�XLIMV�RIX[SVO�LEW�JEMPIH���&YX�]SY�
HMH�½RH�IZMHIRGI�SJ�E�ZYPRIVEFMPMX]��E�FVIEO�MR�XLIMV�HIJIRWMZI�
posture.  Sadly, all of your tools have failed to successfully 
exploit it.  Your employers demand results.  What do you do 
[LIR�SJJ�XLI�WLIPJ�XSSPW�JEPP�WLSVX#��=SY�[VMXI�]SYV�S[R�XSSP�
The best penetration testers can customize existing open-
source tools or develop their own tools.  The ability to read, 
write, and customize software is what distinguishes the good 
penetration tester from the great penetration tester.  This course is designed to give 
you the skills you need for tweaking, customizing, or outright developing your own 
tools to put you on the path of becoming a great penetration tester.  Again and again, 
organizations serious about security emphasize their need for skilled tool builders.  
There is a huge demand for people who can understand a problem and then rapidly 
develop prototype code to attack or defend against it.  

9RJSVXYREXIP]��QER]�TIRIXVEXMSR�XIWXIVW�HS�RSX�LEZI�XLIWI�WOMPPW�XSHE]���8LI�XMQI�ERH�
IJJSVX�VIUYMVIH�XS�HIZIPST�TVSKVEQQMRK�WOMPPW�QE]�WIIQ�SZIV[LIPQMRK���&YX�MX�MW�RSX�
beyond your reach.  This course is designed to meet you at your current skill level, 
appealing to a wide variety of backgrounds ranging from people without a drop of 
coding experience all the way up to skilled Python developers looking to increase 
XLIMV�I\TIVXMWI�ERH�QET�XLIMV�GETEFMPMXMIW�XS�TIRIXVEXMSR�XIWXMRK���&IGEYWI�]SY�GER´X�
become a world-class tool builder by merely listening to lectures, the course is chock 
full of hours of hands-on labs every day that will teach you the skills required to 
develop serious Python programs and how to apply those 
skills in penetration testing engagements.  Join us and learn 
4]XLSR�MR�HITXL�ERH�JYPP]�[IETSRM^IH�
The course begins with an introduction to SANS pyWars, 
a four-day Capture the Flag competition that runs parallel 
to the course material.  It will challenge your existing 
programming skills and help you develop new skills at your 
own individualized pace.  This allows experienced programmers to quickly progress 
to more advanced concepts while novice programmers spend time building a strong 
foundation.  This individualized approach allows everyone to hone their current skills 
to make them the most lethal weapon they can be.

After introducing pyWars the course covers the essential skills required to get the 
most out of the Python language.  The essential skills workshop labs will teach those 
who are new to software development the concepts and techniques required to 
develop their own tools.  The workshop will also teach shortcuts that will make 
experienced developers even more deadly.  Then we turn to applying those skills in 
today’s real-world penetration testing scenarios.  You will develop a port scanning, 
antivirus evading, client infecting backdoor for placement on target systems.  You will 
develop a SQL injection tool to extract data from websites that fail with off-the-
shelf tools.  You will develop a multi-threaded password guessing tool and a packet 
assembling network reconnaissance tool.  The course concludes with a one-day 
Capture the Flag event that will test your ability to apply your new tools and coding 
skills in a penetration testing challenge.

Who Should Attend 

develop Python applications

a consumer of security tools to the creator of 
security tools

infrastructure and desire to create those tools 
themselves

You Will Be Able To 

sockets, process execution, and encryption to 
provide you with your initial foothold in a target 
environment. The backdoor will include features 
such as a port scanner to find an open outbound 
port, the ability to evade antivirus software and 
network monitoring and the ability to embed 
payload from tools such as Metasploit.  

Python libraries to interact with target websites.  

techniques for extracting data from a vulnerable 
target system.  

attacks.  While developing this tool you will also 
make your code run faster by using multi-

system by finding cookies and bypassing CAPTCHAs.  

local application proxies and how to create and 
use target customized password files.

streams, extract data payloads such as images, 
display images, and extract Metadata such as 
GPS coordinates and link those images with GPS 
coordinates to Google maps.

You Will Receive 

examples
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For schedules, course updates, prerequisites, special notes, 
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“SEC573 is vital for 
anyone who considers 

themselves to be a  
pen tester.”  

-JEFF TURNER,  
LEXIS NEXIS RISK SOLUTIONS

±-�FIRI½XXIH�JVSQ�RSX�
only the excellent course 

material of SEC573, 
but also the additional 

information and the very 
satisfactory percentage of 

hands-on time.”  
-ROSWITHA MACLEAN, SELF

https://www.sans.org/course/python-for-pen-testers


SEC573 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

“Scripting is a necessity for any 
serious pen tester.  

SEC573 provides useful  
hands-on knowledge.”  

-JEFFREY MOY, ATLAS AIR

“SEC573 was excellent, will be 
useful right away.”  
-JERRY SHENK WINDSTREAM

C o u r s e  D a y  D e s c r i p t i o n s

573.1 Essentials Workshop 

The course begins with a brief introduction to Python and the pyWars Capture-
XLI�¾EK�KEQI���;I�WIX�XLI�WXEKI�JSV�WXYHIRXW�XS�PIEVR�EX�XLIMV�S[R�TEGI�MR�XLI����	�
hands-on pyWars lab environment.  As more advanced students take on Python-
based Capture-the-Flag challenges, students who are new to programming will start 
from the very beginning with Python essentials.
Topics:  

573.2 Essentials Workshop 

You will never learn to program by staring at Powerpoint slides.  The second day 
continues the hands-on lab-centric approach established on day one.   This section 
continues covering the essentials of the language, including data structures and 
programming concepts.  With the essentials of the language under your belt, the 
pyWars challenges and the in-class labs start to cover more complex subjects.
Topics:   

573.3 Pen Testing Applications 

(E]���WLMJXW�KIEVW���;MXL�E�GSVI�WIX�SJ�WOMPPW�IWXEFPMWLIH��[I�GER�FIKMR�HIZIPSTMRK�
penetration testing tools that you can use in your next engagement.  You will 
develop a backdoor command shell that evades antivirus software and provides you 
with that critical initial foothold in the target environment.  You will then develop 
a customizable SQL injection tool that you can use to extract all the data from a 
vulnerable database when off-the-shelf tools fail.  Finally, we will discuss how to speed 
up your code with multi-threading.
Topics: 

573.4 Pen Testing Applications 

In this section you will develop more tools that will make you a more lethal 
penetration tester.  First, you will develop a custom web-based password guesser.  
This will teach you how to get the most out of Python’s web-based libraries and 
interact with websites using cookies, proxies, and other features to p0wn the 
QSWX�HMJ½GYPX�[IF�FEWIH�EYXLIRXMGEXMSR�W]WXIQW���8LIR��]SY´PP�[VMXI�E�RIX[SVO�
reconnaissance tool that will demonstrate the power of Python’s third-party libraries.   
Topics:   

Metadata

573.5 Capture the Flag

-R�XLMW�½REP�WIGXMSR�]SY�[MPP�FI�TPEGIH�SR�E�XIEQ�[MXL�SXLIV�WXYHIRXW���;SVOMRK�EW�
a team, you will apply skills you have mastered in a series of penetration testing 
challenges.  Participants will exercise the skills and code they have developed over the 
previous four days as they exploit vulnerable systems, break encryption cyphers, and 
VIQSXIP]�I\IGYXI�GSHI�SR�XEVKIX�W]WXIQW���8IWX�]SYV�WOMPPW���4VSZI�]SYV�QMKLX�
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SECURITY 575

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GMOB

Mobile Device Security and  
Ethical Hacking

Mobile phones and tablets have become essential 
to enterprise and government networks, from small 
organizations to Fortune 500 companies and large-
scale agencies.  Often, mobile phone deployments 
grow organically, adopted by multitudes of end-users 
for convenient email access as well as by managers and 
executives who need access to sensitive organizational 
resources from their favored personal mobile devices.  
In other cases, mobile phones and tablets have become 
critical systems for a wide variety of production 
applications from enterprise resource planning to project management.  With 
increased reliance on these devices, organizations are quickly recognizing that 
mobile phones and tablets need greater security implementations than a simple 
screen protector and clever password.
Whether the device is an Apple iPhone or iPad, a Windows Phone, or an Android 
SV�&PEGO&IVV]�TLSRI�SV�XEFPIX��XLI�YFMUYMXSYW�QSFMPI�HIZMGI�LEW�FIGSQI�E�LYKIP]�
attractive and vulnerable target for nefarious attackers.  The use of mobile devices 
introduces a vast array of new risks to organizations, including:

Mobile code and apps are also introducing new avenues 
for malware and data leakage, exposing critical enterprise 
WIGVIXW��MRXIPPIGXYEP�TVSTIVX]��ERH�TIVWSREPP]�MHIRXM½EFPI�
information assets to attackers.  To further complicate 
matters, today there simply are not enough people with 
the security skills needed to manage mobile phone and 
tablet deployments.
This course was designed to help organizations struggling with mobile device 
security by equipping personnel with the skills needed to design, deploy, operate, 
and assess a well-managed secure mobile environment.  From practical policy 
development to network architecture design and deployment, and from mobile 
code analysis to penetration testing and ethical hacking, this course will help you 
build the critical skills necessary to support the secure deployment and use of 
mobile phones and tablets in your organization.
You will gain hands-on experience in designing a secure mobile phone network 
for local and remote users and learn how to make critical decisions to support 
devices effectively and securely.  You will also be able to analyze and evaluate 
mobile software threats, and learn how attackers exploit mobile phone 
weaknesses so you can test the security of your own deployment.  With these 
skills, you will be a valued mobile device security analyst, fully able to guide your 
organization through the challenges of securely deploying mobile devices.

Who Should Attend 

deploying or securing mobile phones and tablets

mobile phones and tablets

You Will Be Able To 

enterprise-owned mobile devices, including the 
enforcement of effective passcode policies and 
permitted application

systems such as redsn0w & Absinthe

data using SqliteSpy, Plist Editor, and AXMLPrinter 
to plunder compromised devices and extract 
sensitive mobile device use information such as the 
SMS history, browser history, GPS history, and user 
dictionary keywords

reverse-engineering tools including class-dump, 

malware and information leakage threats in mobile 
applications

of mobile applications using iAuditor, Cycript, 
MobileSubstrate, TaintDroid, and DroidBox to 
identify security flaws in mobile applications

WPA2 access points, bypass enterprise wireless 
network authentication requirements, and harvest 
user credentials

activity using Burp to manipulate the actions taken 
by a user in an application and to deliver mobile 
device exploits to vulnerable devices

“SEC575 offers invaluable 
material. [Course 

Instructor’s] energy 
and enthusiasm are 

incomparable!”  
-RANDY PAULI, CHELAN COUNTY PUD

“With the mad rush 
towards mobile device 
adoption at the point 
of sale and industry 
regulations and laws 

struggling to keep up, 
thank goodness SANS 

helps companies maintain 
secure operations.”  
-DEAN ALTMAN, DISCOUNT TIRE

giac.org sans.edu
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SEC575 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Boston 2014 . . . . . . Boston, MA . . . . Jul 28-Aug 2
Crystal City 2014 . . . . Crystal City, VA  . . . .Sep 8-13
Seattle 2014 . . . . . . Seattle, WA . . . .
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

575.1    Mobile Device Threats, Policies, and Security Models
8LI�½VWX�TEVX�SJ�XLI�GSYVWI�PSSOW�EX�XLI�WMKRM½GERX�XLVIEXW�EJJIGXMRK�QSFMPI�TLSRI�
deployment and how organizations are being attacked through these systems. As a 
GVMXMGEP�GSQTSRIRX�SJ�E�WIGYVI�HITPS]QIRX��[I�KYMHI�]SY�XLVSYKL�XLI�TVSGIWW�SJ�HI½RMRK�
mobile phone and tablet policies with sample policy language and recommendations for 
various vertical industries, taking into consideration the legal obligations of enterprise 
organizations.  We’ll also look at the architecture and technology behind mobile device 
MRJVEWXVYGXYVI�W]WXIQW�JSV�%TTPI��%RHVSMH��&PEGO&IVV]��ERH�;MRHS[W�HIZMGIW��EW�[IPP�EW�XLI�
TPEXJSVQ�WTIGM½G�WIGYVMX]�GSRXVSPW�EZEMPEFPI��MRGPYHMRK�HIZMGI�IRGV]TXMSR��VIQSXI�HEXE�[MTI��
application sandboxing, and more.
Topics:  

575.2    Mobile Device Architecture Security & Management
With an understanding of the threats, architectural components and desired security 
methods, we can design and implement device and infrastructure systems to defend 
against these threats. In this part of the course, we’ll examine the design and deployment 
of network and system infrastructure to support a mobile phone deployment including 
the selection and deployment of Mobile Device Management (MDM) systems.
Topics:  

575.3    Mobile Code and Application Analysis
With the solid analysis skills taught in this section of the course, we can evaluate apps 
to determine the type of access and information disclosure threats that they represent.  
Security professionals can use these skills not only to determine which outside 
applications the organization should allow, but also to evaluate the security of any apps 
developed by the organization itself for its employees or customers.  In this process, we’ll 
use jailbreaking and other techniques to evaluate the data stored on mobile phones.
Topics:  

575.4    Ethical Hacking Mobile Networks
Through ethical hacking and penetration testing, we examine the mobile devices and infrastructure from the perspective of an attacker, 
MHIRXMJ]MRK�ERH�I\TPSMXMRK�¾E[W�XLEX�GSYPH�EPPS[�YREYXLSVM^IH�EGGIWW�XS�HEXE�SV�WYTTSVXMRK�RIX[SVOW���&]�MHIRXMJ]MRK�ERH�YRHIVWXERHMRK�XLI�
MQTPMGEXMSRW�SJ�XLIWI�¾E[W��[I�GER�IZEPYEXI�XLI�QSFMPI�TLSRI�HITPS]QIRX�VMWO�XS�XLI�SVKERM^EXMSR�[MXL�TVEGXMGEP��YWIJYP�VMWO�QIXVMGW�
Topics:  

575.5    Ethical Hacking Mobile Phones, Tablets, and Applications
Continuing our look at ethical hacking and penetration testing, we turn our focus to exploiting weaknesses on individual mobile devices 
MRGPYHMRK��M4LSRIW��M4EHW��%RHVSMH�TLSRIW��;MRHS[W�4LSRIW�ERH�&PEGO&IVV]�TLSRIW�ERH�XEFPIXW��;I´PP�EPWS�I\EQMRI�TPEXJSVQ�WTIGM½G�
application weaknesses and look at the growing use of web framework attacks.
Topics:  

575.6    Secure Mobile Phone Capture the Flag
On the last day of class, we apply the skills, concepts, and technology covered in the course for a comprehensive Capture the Flag event.   
In this day-long, in-depth hands-on exercise, you will:
����,EZI�XLI�STXMSR�XS�TEVXMGMTEXI�MR�QYPXMTPI�SVKERM^EXMSREP�VSPIW�VIPEXIH�XS�QSFMPI�HIZMGI�WIGYVMX]
����(IWMKR�E�WIGYVI�MRJVEWXVYGXYVI�JSV�XLI�HITPS]QIRX�SJ�QSFMPI�TLSRIW�
����1SRMXSV�RIX[SVO�EGXMZMX]�XS�MHIRXMJ]�EXXEGOW�EKEMRWX�QSFMPI�HIZMGIW�
���)\XVEGX�WIRWMXMZI�HEXE�JVSQ�E�GSQTVSQMWIH�M4EH�
����%XXEGO�E�ZEVMIX]�SJ�QSFMPI�TLSRIW�ERH�VIPEXIH�RIX[SVO�MRJVEWXVYGXYVI�GSQTSRIRXW�

In the exercise, you will use the skills built throughout the course to evaluate real-world systems and defend against attackers, simulating the 
VIEPMWXMG�IRZMVSRQIRX�]SY´PP�JEGI�[LIR�]SY�KIX�FEGO�XS�XLI�SJ½GI���=SY�[MPP�PIEZI�XLI�GSYVWI�EVQIH�[MXL�XLI�ORS[PIHKI�ERH�WOMPPW�]SY´PP�RIIH�
to securely integrate and deploy mobile devices in your organization.

To register, visit sans.org  
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SECURITY 579

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

 
Private Cloud Security

One of today’s most rapidly evolving and widely 
deployed technologies is server virtualization.  Many 
organizations are already realizing the cost savings 
from implementing virtualized servers, and systems 
administrators love the ease of deployment and 
QEREKIQIRX�JSV�ZMVXYEPM^IH�W]WXIQW���8LIVI�EVI�IZIR�WIGYVMX]�FIRI½XW�SJ�
virtualization – easier business continuity and disaster recovery, single points 
of control over multiple systems, role-based access, and additional auditing 
and logging capabilities for large infrastructures.

;MXL�XLIWI�FIRI½XW�GSQIW�E�HEVO�WMHI��LS[IZIV���:MVXYEPM^EXMSR�XIGLRSPSK]�
is the focus of many new potential threats and exploits and presents new 
vulnerabilities that must be managed.  In addition, there are a vast number 
SJ�GSR½KYVEXMSR�STXMSRW�XLEX�WIGYVMX]�ERH�W]WXIQ�EHQMRMWXVEXSVW�RIIH�XS�
understand, with an added layer of complexity that has to be managed by 
operations teams.  Virtualization technologies also connect 
to network infrastructure and storage networks and 
require careful planning with regard to access controls, user 
permissions, and traditional security controls.

In addition, many organizations are evolving virtualized 
infrastructure into private clouds – internal shared services 
running on virtualized infrastructure.  Security architecture, 
policies, and processes will need to adapt to work within a 
cloud infrastructure, and there are many changes that security and operations 
teams will need to accommodate to ensure assets are protected.

Who Should Attend 

virtualization and private cloud infrastructure

understand how to architect, secure, and maintain 
virtualization and cloud technologies

to gain a deeper understanding of VMware 
virtualization from a security and compliance 
perspective 

You Will Be Able To 

all components of a virtualization environment

and prevention systems, and other security 
infrastructure

virtual and private cloud environments, and acquire 
forensic evidence

virtual or private cloud environment

“Class continues to be spot-on.  
I’m really enjoying class and  
taking a lot from it as it’s  
forcing me to think about 

architectural items  
we hadn’t considered  
as an organization.” 

-GLENN GALANG, LAKE VILLA DISTRICT LIBRARY

“AWESOME class thus 
far. I will be able to take 

a lot back to apply to our 
Hyper-V environment!!!” 
-CRAIG VANHUSS, CRUTCHFIELD CORP.

“This is an essential 
course for anyone 

considering 
or developing 
a virtualized 

environment.” 
-BARRY WUDEL, FLUOR CORP.

To register, visit sans.org  
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SEC579 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
San Francisco 2014  . . San Francisco, CA . .
Virginia Beach 2014 . . Virginia Beach, VA . .
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

579.1  

We’ll cover the foundations of virtualization infrastructure and clarify the differences 
between server virtualization, desktop virtualization, application virtualization, and storage 
virtualization.  We’ll start with hypervisor platforms, covering the fundamental controls that 
should be set within VMware ESX and ESXi, Microsoft Hyper-V, and Citrix XenServer. You’ll 
spend time analyzing virtual networks. We’ll compare designs for internal networks and 
DMZs. Virtual switch types will be discussed, along with VLANs and PVLANs. We will cover 
ZMVXYEP�QEGLMRI�WIXXMRKW��[MXL�ER�IQTLEWMW�SR�:1[EVI�:1<�½PIW��8EGXMGW�[MPP�FI�GSZIVIH�
that help organizations better secure Fibre Channel, iSCSI, and NFS-based NAS technology. 
Topics:  

579.2   
Infrastructure Security

Today starts with virtualization management.  VMware vCenter, Microsoft System Center 
Virtual Machine Manager (SCVMM), and Citrix XenCenter will be covered.  Virtual 
Desktop Infrastructure (VDI) will be covered with an emphasis on security principles.  
7TIGM½G�WIGYVMX]�JSGYWIH�YWI�GEWIW�JSV�:(-��WYGL�EW�VIQSXI�EGGIWW�ERH�RIX[SVO�EGGIWW�
GSRXVSP��[MPP�FI�VIZMI[IH���;I�[MPP�XEOI�ER�MR�HITXL�PSSO�EX�ZMVXYEP�½VI[EPPW���7XYHIRXW�[MPP�
FYMPH�E�ZMVXYEPM^IH�MRXVYWMSR�HIXIGXMSR�QSHIP��MRXIKVEXI�TVSQMWGYSYW�MRXIVJEGIW�ERH�XVEJ½G�
GETXYVI�QIXLSHW�MRXS�ZMVXYEP�RIX[SVOW��ERH�XLIR�WIX�YT�ERH�GSR½KYVI�E�ZMVXYEPM^IH�-(7�
sensor.  Attention will be paid to host-based IDS, with considerations for multitenant platforms. 

579.3  PART 1

-R�XLMW�WIWWMSR��[I´PP�HIPZI�MRXS�XLI�SJJIRWMZI�WMHI�SJ�WIGYVMX]�WTIGM½G�XS�ZMVXYEPM^EXMSR�ERH�GPSYH�XIGLRSPSKMIW���;LMPI�QER]�OI]�IPIQIRXW�SJ�
vulnerability management and penetration testing are similar to traditional environments, there are many differences that we will cover. 
*MVWX��[I´PP�GSZIV�E�RYQFIV�SJ�WTIGM½G�EXXEGO�WGIREVMSW�ERH�QSHIPW�XLEX�VITVIWIRX�XLI�HMJJIVIRX�VMWOW�SVKERM^EXMSRW�JEGI�MR�XLIMV�ZMVXYEP�
environments.  Then we’ll go through the entire penetration testing and vulnerability assessment lifecycle, with an emphasis on virtualization 
XSSPW�ERH�XIGLRSPSKMIW���7XYHIRXW�[MPP�XLIR�PIEVR�EFSYX�QSRMXSVMRK�XVEJ½G�ERH�PSSOMRK�JSV�QEPMGMSYW�EGXMZMX]�[MXLMR�XLI�ZMVXYEP�RIX[SVO��ERH�
numerous network-based and host-based tools will be covered and implemented in class.  Finally, students will learn about logs and log 
management in virtual environments.

579.4  PART 2

8LMW�WIWWMSR�MW�EPP�EFSYX�HIJIRWI��;I´PP�WXEVX�SJJ�[MXL�ER�EREP]WMW�SJ�ERXM�QEP[EVI�XIGLRMUYIW���;I´PP�PSSO�EX�XVEHMXMSREP�ERXMZMVYW��[LMXIPMWXMRK��
ERH�SXLIV�XSSPW�ERH�XIGLRMUYIW�JSV�GSQFEXMRK�QEP[EVI��[MXL�E�WTIGM½G�I]I�XS[EVH�ZMVXYEPM^EXMSR�ERH�GPSYH�IRZMVSRQIRXW���2I[�GSQQIVGMEP�
offerings in this area will also be discussed to provide context.  The majority of this session will focus on incident response and forensics in 
a virtualized or cloud-based infrastructure.  We’ll walk students through the six-step incident response cycle espoused by NIST and SANS, 
ERH�LMKLPMKLX�I\EGXP]�LS[�ZMVXYEPM^EXMSR�½XW�MRXS�XLI�FMK�TMGXYVI���7XYHIRXW�[MPP�HMWGYWW�ERH�EREP]^I�MRGMHIRXW�EX�IEGL�WXEKI��EKEMR�[MXL�E�JSGYW�
SR�ZMVXYEPM^EXMSR�ERH�GPSYH���;I´PP�½RMWL�XLI�MRGMHIRX�VIWTSRWI�WIGXMSR�[MXL�TVSGIWWIW�ERH�TVSGIHYVIW�SVKERM^EXMSRW�GER�TYX�XS�YWI�VMKLX�
away to improve their awareness of virtualization-based incidents. 

579.5  

This session will explore how traditional security and IT operations change with the addition of virtualization and cloud technology in 
XLI�IRZMVSRQIRX���3YV�½VWX�HMWGYWWMSR�[MPP�FI�E�PIWWSR�SR�GSRXVEWX���*MVWX��[I´PP�TVIWIRX�ER�SZIVZMI[�SJ�MRXIKVEXMRK�I\MWXMRK�WIGYVMX]�MRXS�
virtualization.  Then, we’ll take a vastly different approach and outline how virtualization actually creates new security capabilities and 
JYRGXMSRW���8LMW�[MPP�VIEPP]�TVSZMHI�E�WSPMH�KVSYRHMRK�JSV�WXYHIRXW�XS�YRHIVWXERH�NYWX�[LEX�E�TEVEHMKQ�WLMJX�ZMVXYEPM^EXMSR�MW��ERH�LS[�WIGYVMX]�
GER�FIRI½X�JVSQ�MX��[LMPI�WXMPP�RIIHMRK�XS�EHETX�MR�QER]�[E]W�

579.6  

Today’s session will start off with a lively discussion on virtualization assessment and audit.  You may be asking – how will you possibly make 
E�HMWGYWWMSR�SR�EYHMXMRK�PMZIP]#��8VYWX�YW���;I´PP�GSZIV�XLI�XST�ZMVXYEPM^EXMSR�GSR½KYVEXMSR�ERH�LEVHIRMRK�KYMHIW�JVSQ�(-7%��'-7��1MGVSWSJX��
and VMware, and talk about the most important and critical things to take away from these to implement.  We’ll really put our money 
where our mouth is next – students will learn to implement audit and assessment techniques by scripting with the VI CLI, as well as some 
4S[IVWLIPP�ERH�KIRIVEP�WLIPP�WGVMTXMRK���%PXLSYKL�RSX�MRXIRHIH�XS�FI�ER�MR�HITXL�GPEWW�SR�WGVMTXMRK��WSQI�OI]�XIGLRMUYIW�ERH�VIEH]�QEHI�
scripts will be discussed to get students prepared for implementing these principles in their environments as soon as they get back to work.
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SECURITY 617

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GAWN

Wireless Ethical Hacking, Penetration 
Testing, and Defenses

Despite the security concerns many of us share 
regarding wireless technology, it is here to stay. 
In fact, not only is wireless here to stay, but it is 
growing in deployment and utilization with wireless 
LAN technology and WiFi as well as with other 
applications, including cordless telephones, smart 
homes, embedded devices, and more.  Technologies 
PMOI�>MK&II�ERH�>�;EZI�SJJIV�RI[�QIXLSHW�
of connectivity to devices, while other wireless 
XIGLRSPSK]��MRGPYHMRK�;M*M��&PYIXSSXL��&PYIXSSXL�0S[�
Energy, and DECT, continue their massive growth rate, 
each introducing their own set of security challenges 
and attacker opportunities.
To be a wireless security expert, you need to have 
a comprehensive understanding of the technology, 
threats, exploits, and defense techniques along with hands-on experience 
in evaluating and attacking wireless technology.  Not limiting your skill-set 
to WiFi, you’ll need to evaluate the threat from other standards-based and 
proprietary wireless technologies as well.  This course takes an in-depth 
look at the security challenges of many different wireless technologies, 
exposing you to wireless security threats through the eyes of an attacker.  
9WMRK�VIEHMP]�EZEMPEFPI�ERH�GYWXSQ�HIZIPSTIH�XSSPW��]SY´PP�REZMKEXI�]SYV�[E]�
through the techniques attackers use to exploit WiFi 
networks, including attacks against WEP, WPA/WPA2, 
PEAP, TTLS, and other systems.  You’ll also develop 
attack techniques leveraging Windows 7 and Mac 
OS X.  We’ll examine the commonly overlooked 
XLVIEXW�EWWSGMEXIH�[MXL�&PYIXSSXL��>MK&II��()'8��ERH�
proprietary wireless systems.  As part of the course, 
you’ll receive the SWAT Toolkit, which will be used in hands-on labs to back 
up the course content and reinforce wireless ethical hacking techniques.
9WMRK�EWWIWWQIRX�ERH�EREP]WMW�XIGLRMUYIW��XLMW�GSYVWI�[MPP�WLS[�]SY�LS[�
to identify the threats that expose wireless technology and build on this 
knowledge to implement defensive techniques that can be used to protect 
wireless systems.

“SEC617 was great! I am still impressed with the  
consistency from day one thru day six. The instructor keeps a  

high level of energy and knowledge throughout.”    
-PHILIP MEIN, JCCC 

Who Should Attend 

You Will Be Able To 

using free and low-cost tools

wireless including ZigBee to identify control system 
and related wireless vulnerabilities

CarWhisperer, and btaptap to collect sensitive 
information from headsets, wireless keyboards and 
Bluetooth LAN devices

conversations and network traffic from DECT 
wireless phones to identify information disclosure 
threats exposing the organization

to exploit vulnerable wireless client systems for 
credential harvesting

file2air, and Scapy to identify new vulnerabilities in 
wireless devices

“SEC617 helps bridge 
the gap of knowledge 

between the specialized 
attackers and corporate 

administrators.”  
-ROBERT LUETTJOHANN, OVERSTOCK.COM 

“The labs were great and 
provided a good means 
to practice the material. 

An excellent course for all 
levels of professionals who 

are dealing with wireless 
in the organization. Not 

knowing this information 
is like having your head in 

the sand. Easy to follow, 
FYX�HMJ½GYPX�XS�QEWXIV���XLI�

instructor has stretched me 
and my skills this week and 

I am better for it!”  
-JOHN FRUGE, B&W TECHNICAL SERVICES

giac.org

sans.edu
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C o u r s e  D a y  D e s c r i p t i o n s

617.1   Wireless Data Collection & WiFi MAC Analysis
Students will identify the risks associated with modern wireless deployments as well 
as the characteristics of physical layer radio frequency systems, including 802.11a/b/g 
W]WXIQW���7XYHIRXW�[MPP�PIZIVEKI�STIR�WSYVGI�XSSPW�JSV�EREP]^MRK�[MVIPIWW�XVEJ½G�ERH�
mapping wireless deployments.
Topics:  

In-Depth

617.2   Wireless Tools and Information Analysis 
Students will develop an in-depth treatise on the IEEE 802.11 MAC layer and 
STIVEXMRK�GLEVEGXIVMWXMGW���9WMRK�TEWWMZI�ERH�EGXMZI�EWWIWWQIRX�XIGLRMUYIW��WXYHIRXW�
will evaluate deployment and implementation weaknesses, auditing against common 
implementation requirements including PCI and the DoD Directive 8100.2.  Security 
threats introduced with rogue networks will be examined from a defensive and 
penetration-testing perspective.  Threats present in wireless hotspot networks will 
also be examined, identifying techniques attackers can use to manipulate a guest or 
commercial hotspot environments. 
Topics:  Wireless LAN Assessment Techniques

617.3   Client, Crypto, and Enterprise Attacks 
Students will continue their assessment of wireless security mechanisms, such as 
XLI�MHIRXM½GEXMSR�ERH�GSQTVSQMWI�SJ�WXEXMG�ERH�H]REQMG�;)4�RIX[SVOW�ERH�XLI�
exploitation of weak authentication techniques, including the Cisco LEAP protocol.  
Next-generation wireless threats will be assessed, including attacks against client 
W]WXIQW��WYGL�EW�RIX[SVO�MQTIVWSREXMSR�EXXEGOW�ERH�XVEJ½G�QERMTYPEXMSR���7XYHIRXW�
will evaluate the security and threats associated with common wireless MAN 
technology, including proprietary and standards-based solutions.
Topics:  

617.4 

8LMW�WIGXMSR�GSZIVW�XLI�IZEPYEXMSR�SJ�QSHIVR�[MVIPIWW�IRGV]TXMSR�ERH�EYXLIRXMGEXMSR�W]WXIQW��MHIRXMJ]MRK�XLI�FIRI½XW�ERH�¾E[W�MR�
;4%�;4%��RIX[SVOW�ERH�GSQQSR�EYXLIRXMGEXMSR�W]WXIQW���9TTIV�PE]IV�IRGV]TXMSR�WXVEXIKMIW�JSV�[MVIPIWW�WIGYVMX]�YWMRK�-47IG�EVI�
evaluated with in-depth coverage of denial-of-service attacks and techniques.
Topics:  

617.5   Bluetooth, DECT, and ZigBee Attacks 
Advanced wireless testing and vulnerability discovery systems will be covered, including 802.11 fuzzing techniques.  A look at other 
[MVIPIWW�XIGLRSPSK]��MRGPYHMRK�TVSTVMIXEV]�W]WXIQW��GIPPYPEV�XIGLRSPSK]��ERH�ER�MR�HITXL�GSZIVEKI�SJ�&PYIXSSXL�VMWOW��[MPP�HIQSRWXVEXI�
the risks associated with other forms of wireless systems and the impact to organizations. 
Topics:  

617.6   Wireless Security Strategies and Implementation 
8LI�½REP�HE]�SJ�XLI�GSYVWI�IZEPYEXIW�WXVEXIKMIW�ERH�XIGLRMUYIW�JSV�TVSXIGXMRK�[MVIPIWW�W]WXIQW���7XYHIRXW�[MPP�I\EQMRI�XLI�FIRI½XW�
ERH�[IEORIWWIW�SJ�;0%2�-(7�W]WXIQW�[LMPI�KEMRMRK�MRWMKLX�MRXS�XLI�HIWMKR�ERH�HITPS]QIRX�SJ�E�TYFPMG�OI]�MRJVEWXVYGXYVI��4/-���
Students will also examine critical secure network design choices, including the selection of an EAP type, selection of an encryption 
WXVEXIK]��ERH�XLI�QEREKIQIRX�SJ�GPMIRX�GSR½KYVEXMSR�WIXXMRKW�
Topics:  

To register, visit sans.org  
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This course is available in SANS SelfStudy
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SECURITY 642

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

SEC642:  Advanced Web App Penetration 
Testing and Ethical Hacking

This advanced pen testing course is designed to teach you the advanced skills and 
techniques required to test web applications today.  The course uses a combination 
of lecture, real-world experiences, and hands-on exercises to educate you in 
the techniques used to test the security of enterprise 
ETTPMGEXMSRW���8LI�½REP�HE]�SJ�XLI�GSYVWI�GYPQMREXIW�MR�E�
Capture the Flag (CtF) event that tests the knowledge you 
[MPP�LEZI�EGUYMVIH�XLI�TVIZMSYW�½ZI�HE]W�
;I�[MPP�FIKMR�F]�I\TPSVMRK�WTIGM½G�XIGLRMUYIW�ERH�EXXEGOW�
to which applications are vulnerable.  These techniques and 
attacks use advanced ideas and skills to exploit the system 
through various controls and protections.  This learning will be accomplished through 
lectures and exercises using real-world applications.

We will then explore encryption as it relates to web applications.  You will learn how 
encryption works as well as techniques to identify the type of encryption in use 
within the application.  Additionally, you will learn methods for exploiting or abusing 
this encryption, again through lecture and labs.

The next day of class will focus on how to identify web 
ETTPMGEXMSR�½VI[EPPW��½PXIVMRK��ERH�SXLIV�TVSXIGXMSR�XIGLRMUYIW���
You will then learn methods to bypass these controls in order 
to exploit the system.  You’ll also gain skills in exploiting the 
control itself to further the evaluation of the security within 
the application.

*SPPS[MRK�XLIWI�KIRIVEP�I\TPSMXW��]SY�[MPP�PIEVR�XIGLRMUYIW�XLEX�XEVKIX�WTIGM½G�
enterprise applications.  You will attack systems such as content management and 
XMGOIXMRK�W]WXIQW���;I�[MPP�I\TPSVI�XLI�VMWOW�ERH�¾E[W�JSYRH�[MXLMR�XLIWI�W]WXIQW�ERH�
how to better exploit them.  This part of the course will also include web services 
and mobile applications due to their prevalence within modern organizations.

This information-packed advanced pen testing course will wrap up with a full day 
Capture the Flag (CtF) event.  This CtF will target an imaginary organization’s web 
applications and will include both Internet and intranet applications of various 
technologies.  This event is designed to allow you to put the pieces together from the 
TVIZMSYW�½ZI�HE]W�VIMRJSVGMRK�XLI�MRJSVQEXMSR�ERH�PIEVRMRK�]SY�[MPP�LEZI�KEMRIH�
The SANS promise is that you will be able to use these ideas immediately upon 
VIXYVRMRK�XS�XLI�SJ½GI�MR�SVHIV�XS�FIXXIV�TIVJSVQ�
penetration tests of your web applications and related 
infrastructure.  This course will enhance your exploitation 
ERH�HIJIRWI�WOMPP�WIXW�EW�[IPP�EW�JYP½PP�E�RIIH�XS�XIEGL�
more advanced techniques than can be covered in 
the foundational course, SEC542: Web Application 
Penetration Testing and Ethical Hacking.

Who Should Attend 

You Will Be Able To 

available against content management systems such 
as SharePoint and WordPress

within applications

application filtering techniques to exploit the 
system

perform advanced attacks against web application 

“Subject material is 
current. Instructor  

is a pro.  Great stuff.   
I’ll be back.”  
-BRIAN HOULIHAN,  

NATIONAL CREDIT UNION ADMINISTRATION

“The real-world examples 
presented will be useful 

when I go back to 
report to my executive 

management.”  
-JASON BALDERANN, COUNTY OF MARIN

“Thank you for offering 
this class.  It has been a 

tremendous assistance to 
me in strengthening my web 

app pen testing skills. ”  
-MARK GEESLIN, CITRIX

To register, visit sans.org  
or call 301-654-SANS (7267) 64

For schedules, course updates, prerequisites, special notes, 
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SEC642 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 Summit Events
Pen Test Hackfest . . . . Washington, DC . . . Nov 15-20

 OnSite

 Event Simulcast
 . . . . . . . . . . . . . . . . . . Nov 15-20

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

642.1    Advanced Discovery and Exploitation
As applications and their vulnerabilities become more complex, penetration testers have to be 
EFPI�XS�LERHPI�XLIWI�XEVKIXW���;I�[MPP�FIKMR�XLI�GPEWW�F]�I\TPSVMRK�LS[�&YVT�7YMXI�[SVOW�ERH�QSVI�
EHZERGIH�[E]W�XS�YWI�MX�[MXLMR�]SYV�TIRIXVEXMSR�XIWXMRK�TVSGIWWIW���8LI�I\TPSVEXMSR�SJ�&YVT�7YMXI�
will focus on its ability to work within the traditional web penetration testing methodology and 
EWWMWX�MR�QERYEPP]�HMWGSZIVMRK�XLI�¾E[W�[MXLMR�XLI�XEVKIX�ETTPMGEXMSRW���*SPPS[MRK�XLMW�HMWGYWWMSR��
[I�[MPP�QSZI�MRXS�WXYH]MRK�WTIGM½G�ZYPRIVEFMPMX]�X]TIW���8LMW�I\EQMREXMSR�[MPP�I\TPSVI�WSQI�SJ�XLI�
QSVI�EHZERGIH�XIGLRMUYIW�JSV�½RHMRK�WIVZIV�FEWIH�¾E[W�WYGL�EW�750�MRNIGXMSR���%JXIV�HMWGSZIVMRK�
XLI�¾E[W��[I�[MPP�XLIR�[SVO�XLVSYKL�ZEVMSYW�[E]W�XS�I\TPSMX�XLIWI�¾E[W�FI]SRH�XLI�X]TMGEP�QIERW�
exhibited today.  These advanced techniques will help penetration testers show the risks to which 
XLI�¾E[W�I\TSWI�ER�SVKERM^EXMSR�
Topics:  

642.2    Discovery and Exploitation for Specific Applications
We will continue the exploration of advanced discovery and exploitation techniques for today’s 
GSQTPI\�[IF�ETTMGEXMSRW���;I´PP�WXEVX�F]�I\TPSVMRK�EHZERGIH�GPMIRX�WMHI�¾E[W�WYGL�EW�GSQFMRIH�
cross-site scripting (XSS) and cross-site request forgery (XSRF) vulnerabilities.  We will explore 
WSQI�SJ�XLI�QSVI�EHZERGIH�QIXLSHW�JSV�HMWGSZIVMRK�XLIWI�MWWYIW���%JXIV�½RHMRK�XLI�¾E[W��]SY�[MPP�
learn some of the more advanced methods of exploitation, such as scriptless attacks and building 
[IF�FEWIH�[SVQW�YWMRK�<76*�ERH�<77�¾E[W�[MXLMR�ER�ETTPMGEXMSR���(YVMRK�XLI�RI\X�TEVX�SJ�XLI�
day we’ll explore various popular applications and frameworks and how they change the discovery 
techniques within a web penetration test.  This section of the class examines applications such as 
7LEVI4SMRX�ERH�;SVH4VIWW���8LIWI�WTIGM½G�XEVKIXW�LEZI�YRMUYI�RIIHW�ERH�JIEXYVIW�XLEX�QEOI�XIWXMRK�
them both more complex and more fruitful for the tester.  This section of the class will help you 
understand these differences and make use of them in your testing.
Topics:  

642.3    Web Application Encryption
'V]TXSKVETLMG�[IEORIWWIW�EVI�E�GSQQSR�EVIE�[LIVI�¾E[W�EVI�TVIWIRX��]IX�JI[�TIRIXVEXMSR�XIWXIVW�LEZI�XLI�WOMPP�XS�MRZIWXMKEXI��EXXEGO�ERH�I\TPSMX�XLIWI�
¾E[W���;LIR�[I�MRZIWXMKEXI�[IF�ETTPMGEXMSR�GV]TXS�EXXEGOW��[I�X]TMGEPP]�XEVKIX�XLI�MQTPIQIRXEXMSR�ERH�YWI�SJ�GV]TXSKVETL]�MR�QSHIVR�[IF�ETTPMGEXMSRW���
Many popular web programming languages or development frameworks make encryption services available to the developer, but do not inherently protect 
encrypted data from being attacked, or permit the developer to use cryptography in a weak manner.  These implementation mistakes are going to be 
SYV�JSGYW�MR�XLMW�WIGXMSR��EW�STTSWIH�XS�XLI�I\TPSMXEXMSR�SJ�HI½GMIRGMIW�MR�XLI�GV]TXSKVETLMG�EPKSVMXLQW�XLIQWIPZIW��;I�[MPP�EPWS�I\TPSVI�XLI�ZEVMSYW�[E]W�
applications use encryption and hashing insecurely.  Students will learn techniques such as identifying what the encryption technique is to how to exploit 
ZEVMSYW�¾E[W�[MXLMR�XLI�IRGV]TXMSR�SV�LEWLMRK�
Topics:  

642.4    Mobile Applications and Web Services
Web applications are no longer limited to the traditional HTML-based interface.  Web services and mobile applications have become more common and 
are regularly being used to attack clients and organizations.  As such, it has become very important that penetration testers understand how to evaluate the 
WIGYVMX]�SJ�XLIWI�W]WXIQW���%JXIV�½RMWLMRK�YT�SYV�HMWGYWWMSR�SR�GV]TXSKVETL]�EXXEGOW��]SY�[MPP�PIEVR�LS[�XS�FYMPH�E�XIWX�IRZMVSRQIRX�JSV�XIWXMRK�[IF�WIVZMGIW�
YWIH�F]�QSFMPI�ETTPMGEXMSRW���;I�[MPP�EPWS�I\TPSVI�ZEVMSYW�XIGLRMUYIW�XS�HMWGSZIV�¾E[W�[MXLMR�XLI�ETTPMGEXMSRW�ERH�FEGOIRH�W]WXIQW���8LIWI�XIGLRMUYIW�[MPP�
QEOI�YWI�SJ�XSSPW�WYGL�EW�&YVT�7YMXI�ERH�SXLIV�EYXSQEXIH�XSSPWIXW�
Topics:  

642.5    Web Application Firewall and Filter Bypass
%TTPMGEXMSRW�XSHE]�EVI�YWMRK�QSVI�WIGYVMX]�GSRXVSPW�XS�LIPT�TVIZIRX�EXXEGOW���8LIWI�GSRXVSPW��WYGL�EW�;IF�%TTPMGEXMSR�*MVI[EPPW�ERH�½PXIVMRK�XIGLRMUYIW��QEOI�
MX�QSVI�HMJ½GYPX�JSV�TIRIXVEXMSR�XIWXIVW�HYVMRK�XLIMV�XIWXMRK���8LIWI�GSRXVSPW�FPSGO�QER]�SJ�XLI�EYXSQEXIH�XSSPW�ERH�WMQTPI�XIGLRMUYIW�YWIH�XS�HMWGSZIV�¾E[W�
XSHE]���3R�HE]���]SY�[MPP�I\TPSVI�XIGLRMUYIW�YWIH�XS�QET�XLI�GSRXVSP�ERH�LS[�MX�MW�GSR½KYVIH�XS�FPSGO�EXXEGOW���=SY´PP�FI�EFPI�XS�QET�SYX�XLI�VYPI�WIXW�
ERH�HIXIVQMRI�XLI�WTIGM½GW�SJ�LS[�XLI]�HIXIGX�EXXEGOW��8LMW�QETTMRK�[MPP�XLIR�FI�YWIH�XS�HIXIVQMRI�EXXEGOW�XLEX�[MPP�F]TEWW�XLI�GSRXVSP���=SY´PP�YWI�,810���
92-'3()�ERH�SXLIV�IRGSHMRKW�XLEX�[MPP�IREFPI�]SYV�HMWGSZIV]�XIGLRMUYIW�XS�[SVO�[MXLMR�XLI�TVSXIGXIH�ETTPMGEXMSR�
Topics:  

642.6    Capture the Flag
During day six of the class, you will be placed on a network and given the opportunity to complete an entire penetration test.  The goal of this capture the 
¾EK�IZIRX�MW�JSV�]SY�XS�I\TPSVI�XLI�XIGLRMUYIW��XSSPW��ERH�QIXLSHSPSK]�]SY�[MPP�LEZI�PIEVRIH�SZIV�XLI�PEWX�½ZI�HE]W���=SY´PP�FI�EFPI�XS�YWI�XLIWI�MHIEW�ERH�
QIXLSHW�EKEMRWX�E�VIEPMWXMG�I\XVERIX�ERH�MRXVERIX���%X�XLI�IRH�SJ�XLI�HE]��]SY�[MPP�TVSZMHI�E�ZIVFEP�VITSVX�SJ�XLI�½RHMRKW�ERH�QIXLSHSPSK]�]SY�JSPPS[IH�XS�
complete the test.  Students will be provided with a virtual machine that contains the Samurai Web Testing Framework (SamuraiWTF) web penetration-
testing environment.  Students will be able to use this both in the class and after leaving and returning to their jobs.
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SECURITY 660

Hands On    |    Six Days    |    Laptop Required    |    46 CPE/CMU Credits    |    GIAC Cert: GXPN

SEC660:  Advanced Penetration Testing, Exploit 
Writing, and Ethical Hacking

This course is designed as a logical progression point for those who have 
completed SEC560: Network Penetration Testing and Ethical Hacking, or for 
those with existing penetration testing experience.  Students with the prerequisite 
knowledge to take this course will walk through dozens of real-world attacks used 
by the most seasoned penetration testers.  The methodology 
of a given attack is discussed, followed by exercises in a 
real-world lab environment to solidify advanced concepts 
and allow for the immediate application of techniques in the 
workplace.  Each day includes a two-hour evening bootcamp 
to allow for additional mastery of the techniques discussed and 
even more hands-on exercises.  A sample of topics covered 
includes weaponizing Python for penetration testers, attacks 
against network access control (NAC) and VLAN manipulation, network device 
I\TPSMXEXMSR��FVIEOMRK�SYX�SJ�0MRY\�ERH�;MRHS[W�VIWXVMGXIH�IRZMVSRQIRXW��-4Z���
Linux privilege escalation and exploit-writing, testing cryptographic implementations, 
fuzzing, defeating modern OS controls such as ASLR and DEP, Return Oriented 
4VSKVEQQMRK��634��;MRHS[W�I\TPSMX�[VMXMRK��ERH�QYGL�QSVI�
Attackers are becoming more clever and their attacks more complex.  In order to 
keep up with the latest attack methods, one must have a strong desire to learn, the 
WYTTSVX�SJ�SXLIVW��ERH�XLI�STTSVXYRMX]�XS�TVEGXMGI�ERH�FYMPH�I\TIVMIRGI���7)'����
engages attendees with in-depth knowledge of the most prominent and powerful 
attack vectors and an environment to perform these attacks in numerous hands-
on scenarios.  This course goes far beyond simple scanning for low-hanging fruit, 
and shows penetration testers how to model the abilities of an advanced attacker 
XS�½RH�WMKRM½GERX�¾E[W�MR�E�XEVKIX�IRZMVSRQIRX�ERH�HIQSRWXVEXI�XLI�FYWMRIWW�VMWO�
EWWSGMEXIH�[MXL�XLIWI�¾E[W�
7)'����WXEVXW�SJJ�F]�MRXVSHYGMRK�EHZERGIH�TIRIXVEXMSR�GSRGITXW�ERH�TVSZMHMRK�ER�
overview to help prepare students for what lies ahead.  The focus of day one is on 
network attacks, an area often left untouched by testers.  Topics include accessing, 
manipulating, and exploiting the network.  Attacks are performed against NAC, 
:0%2W��374*�������<��'(4��-4Z���:3-4��770��%64��7214��ERH�SXLIVW���(E]�X[S�WXEVXW�
off with a technical module on performing penetration testing against various 
cryptographic implementations.  The rest of the day is spent on network booting 
attacks, escaping Linux restricted environments such as chroot, and escaping 
Windows restricted desktop environments.  Day three jumps into an introduction 
of Python for penetration testing, Scapy for packet crafting, product security testing, 
network and application fuzzing, and code coverage techniques.  Days four and 
½ZI�EVI�WTIRX�I\TPSMXMRK�TVSKVEQW�SR�XLI�0MRY\�ERH�;MRHS[W�STIVEXMRK�W]WXIQW���
You will learn to identify privileged programs, redirect the execution of code, 
reverse-engineer programs to locate vulnerable code, obtain code execution for 
administrative shell access, and defeat modern operating system controls such as 
ASLR, canaries, and DEP using Return Oriented Programming (ROP) and other 
techniques.  Local and remote exploits, as well as client-side exploitation techniques 
EVI�GSZIVIH���8LI�½REP�GSYVWI�HE]�MW�HIHMGEXIH�XS�RYQIVSYW�TIRIXVEXMSR�XIWXMRK�
GLEPPIRKIW�VIUYMVMRK�]SY�XS�WSPZI�GSQTPI\�TVSFPIQW�ERH�GETXYVI�¾EKW�

Who Should Attend 

You Will Be Able To 

SDL process

application protocols

Windows

perform 0-day vulnerability discovery and exploit 
development

risk assessments through validation

modern exploit mitigation controls

exploits

“The CTF with teams was 
awesome!!! I learned a lot more 

when working through some of the 
issues with my peers.”    

-MIKE EVANS, ALASKA AIRLINES  

“SEC660 is actually 
a technical class and 
not ‘fad’ info security 

garbage everyone 
else is teaching.”  

-KYLE HANSLOVAN, MANTECH  

giac.org

sans.edu
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SEC660 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Virginia Beach 2014 . . Virginia Beach, VA . .
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

660.1   Network Attacks for Penetration Testers
Day one serves as an advanced network attack module, building on knowledge gained 
from SEC560: Network Penetration Testing and Ethical Hacking.  The focus will be on 
SFXEMRMRK�EGGIWW�XS�XLI�RIX[SVO��QERMTYPEXMRK�XLI�RIX[SVO�XS�KEMR�ER�EXXEGO�TSWMXMSR�JSV�
IEZIWHVSTTMRK�ERH�EXXEGOW��ERH�JSV�I\TPSMXMRK�RIX[SVO�HIZMGIW��PIZIVEKMRK�[IEORIWWIW�MR�
RIX[SVO�MRJVEWXVYGXYVI��ERH�XEOMRK�EHZERXEKI�SJ�GPMIRX�JVEMPX]�
Topics:  

660.2   Crypto, Network Booting Attacks, and Escaping 
Restricted Environments 

Day two starts by taking a tactical look at techniques penetration testers can use to 
MRZIWXMKEXI�ERH�I\TPSMX�GSQQSR�GV]TXSKVETL]�QMWXEOIW���;I�½RMWL�XLI�QSHYPI�[MXL�PEF�
exercises that allow you to practice your new-found crypto attack skill set against repro-
duced real-world application vulnerabilities.
Topics:  

660.3 

Day three starts with a focus on how to leverage Python as a penetration tester. It is designed to help people unfamiliar with Python start 
modifying scripts to add their own functionality while helping seasoned Python scripters improve their skills.  Once we leverage the Python 
WOMPPW�MR�GVIEXMZI�PEF�I\IVGMWIW��[I�QSZI�SR�XS�PIZIVEKMRK�7GET]�JSV�GYWXSQ�RIX[SVO�XEVKIXMRK�ERH�TVSXSGSP�QERMTYPEXMSR���9WMRK�7GET]��[I�
I\EQMRI�XIGLRMUYIW�JSV�XVERWQMXXMRK�ERH�VIGIMZMRK�RIX[SVO�XVEJ½G�FI]SRH�[LEX�GERRIH�XSSPW�GER�EGGSQTPMWL��MRGPYHMRK�-4Z��
Topics:  

660.4   Exploiting Linux for Penetration Testers  
(E]�JSYV�FIKMRW�F]�[EPOMRK�XLVSYKL�QIQSV]�JVSQ�ER�I\TPSMXEXMSR�TIVWTIGXMZI�EW�[IPP�EW�MRXVSHYGMRK�\���EWWIQFPIV�ERH�PMROMRK�ERH�PSEHMRK��
Processor registers are directly manipulated by testers and must be intimately understood.  Disassembly is a critical piece of testing and 
will be used throughout the remainder of the course.  We will take a look at the Linux OS from an exploitation perspective and discuss 
XLI�XSTMG�SJ�TVMZMPIKI�IWGEPEXMSR���;I�GSRXMRYI�F]�HIWGVMFMRK�LS[�XS�PSSO�JSV�79-(�TVSKVEQW�ERH�SXLIV�PMOIP]�TSMRXW�SJ�ZYPRIVEFMPMXMIW�ERH�
QMWGSR½KYVEXMSRW���8LI�QEXIVMEP�[MPP�JSGYW�SR�XIGLRMUYIW�XLEX�EVI�GVMXMGEP�XS�TIVJSVQMRK�TIRIXVEXMSR�XIWXMRK�SR�0MRY\�ETTPMGEXMSRW�
Topics:  

660.5   Exploiting Windows for Penetration Testers 
3R�HE]�½ZI�[I�WXEVX�SJJ�[MXL�GSZIVMRK�XLI�37�WIGYVMX]�JIEXYVIW��%076��()4��IXG��EHHIH�XS�XLI�;MRHS[W�37�SZIV�XLI�]IEVW��EW�[IPP�EW�;MR-
HS[W�WTIGM½G�GSRWXVYGXW��WYGL�EW�XLI�TVSGIWW�IRZMVSRQIRX�FPSGO��4)&��WXVYGXYVIH�I\GITXMSR�LERHPMRK��7),��XLVIEH�MRJSVQEXMSR�FPSGO��8-&��
and the Windows API.  Differences between Linux and Windows will be covered.  These topics are critical in assessing Windows-based 
applications.  We then focus on stack-based attacks against programs running on the Windows OS.  We look at fuzzing skills, which are 
required to test remote services, such as TFTP and FTP, for faults.  Once a fault is discovered, the student will work with Immunity Debugger 
to turn the fault into an opportunity for code execution and privilege escalation. Advanced stack-based attacks, such as disabling data execu-
tion prevention (DEP) and heap spraying for browser-based applications, are covered.  Client-side exploitation will be introduced, as it is a 
highly common area of attack. The day will end with a look at shellcode and the differences between Linux and Windows.
Topics:  

660.6   Capture the Flag
This day will serve as a real-world challenge for students, requiring them to utilize skills obtained throughout the course, think outside the 
box, and solve simple-to-complex problems.  In this offensive exercise, challenges range from local privilege escalation to remote exploita-
tion on both Linux and Windows systems, as well as networking attacks and other challenges related to the course material. 
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SECURITY 760

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits

Advanced Exploit Development for 
Penetration Testers

Vulnerabilities in modern operating systems such as Microsoft Windows 7/8, 
Server 2012, and the latest Linux distributions are often very complex and 
WYFXPI���=IX�XLIWI�ZYPRIVEFMPMXMIW�GSYPH�I\TSWI�SVKERM^EXMSRW�XS�WMKRM½GERX�
attacks, undermining their defenses when attacked by very skilled adversaries.  
Few security professionals have the skillset to discover let alone even 
understand at a fundamental level why the vulnerability exists and how to 
write an exploit to compromise it.  Conversely, attackers must maintain this 
skillset regardless of the increased complexity. 7)'�����%HZERGIH�)\TPSMX�
Development for Penetration Testers teaches the skills required to reverse-
IRKMRIIV����FMX�ERH����FMX�ETTPMGEXMSRW��TIVJSVQ�VIQSXI�YWIV�ETTPMGEXMSR�
and kernel debugging, analyze patches for one-day exploits, and write 
complex exploits, such as use-after-free attacks, against modern software and 
operating systems.
7SQI�SJ�XLI�WOMPPW�]SY�[MPP�PIEVR�MR�7)'����MRGPYHI�

one-day exploitation through patch analysis, and other advanced topics

along with Threat Modeling

research and speed

and defeating determination

Who Should Attend 

You Will Be Able To 

running on fully-patched modern operating systems

through a detailed penetration testing process

your own IDC and IDA Python scripts

applications

and drivers to find patched vulnerabilities

attacks

Windows 8 64-bit

What You Will Receive

for use in class

To register, visit sans.org  
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SEC760 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Baltimore 2014 . . . . . Baltimore, MD . . . .
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . .Jul 22-Aug 28

 Custom Simulcast
Customized training for distributed workforces

This course is available in SANS SelfStudy

C o u r s e  D a y  D e s c r i p t i o n s

760.1   Threat Modeling, Reversing and Debugging with IDA

Many penetration testers, incident handlers, developers, and other related 
professionals lack reverse-engineering and debugging skills.  This is a different skill 
than reverse-engineering malicious software.  As part of the Security Development 
Lifecycle (SDL) and Secure-SDLC, developers and exploit writers should have 
I\TIVMIRGI�YWMRK�-(%�4VS�XS�HIFYK�ERH�VIZIVWI�XLIMV�GSHI�[LIR�½RHMRK�FYKW�SV�
when identifying potential risks after static code analysis or fuzzing.
Topics:  

Remote Application Debugging with IDA  

760.2   Advanced Linux Exploitaiton

The ability to progress into more advanced reversing and exploitation requires an 
expert-level understanding of basic software vulnerabilities, such as those covered 
MR�7)'������,IET�SZIV¾S[W�WIVZI�EW�E�VMXI�SJ�TEWWEKI�MRXS�QSHIVR�I\TPSMXEXMSR�
techniques.  This day is aimed at bridging this gap of knowledge in order to inspire 
thinking in a more abstract manner, necessary for continuing further with the course. 
Linux can sometimes be an easier operating system to learn these techniques, serving 
as a productive gateway into Windows.
Topics: 

760.3   Patch Diffing, One-Day Exploits, and Return-Oriented Shellcode

%XXEGOIVW�KIRIVEPP]�HS[RPSEH�TEXGLIW�EW�WSSR�EW�XLI]�EVI�HMWXVMFYXIH�F]�ZIRHSVW�WYGL�EW�1MGVSWSJX�MR�SVHIV�XS�½RH�RI[P]�TEXGLIH�
vulnerabilities.  Often, vulnerabilities are disclosed privately, or even discovered in-house, allowing the vendor to more silently patch 
the vulnerability.  This also allows the vendor to release limited or even no details at all about a patched vulnerability.  Attackers are 
[IPP�E[EVI�SJ�XLMW�ERH�UYMGOP]�[SVO�XS�½RH�XLI�TEXGLIH�ZYPRIVEFMPMX]�MR�SVHIV�XS�XEOI�GSRXVSP�SJ�YRTEXGLIH�W]WXIQW���8LMW�XIGLRMUYI�
is also performed by incident handlers, IDS administrators and vendors, vulnerability and penetration testing framework companies, 
government entities, and others.
Topics:  

Modern Exploit Mitigation Controls

760.4   Windows Kernel Debugging and Exploitation

8LI�;MRHS[W�/IVRIP�MW�ZIV]�GSQTPI\�ERH�MRXMQMHEXMRK���8LMW�HE]�EMQW�XS�LIPT�]SY�YRHIVWXERH�XLI�;MRHS[W�OIVRIP�ERH�XLI�ZEVMSYW�
I\TPSMX�QMXMKEXMSRW�EHHIH�MRXS�VIGIRX�ZIVWMSRW���=SY�[MPP�TIVJSVQ�/IVRIP�HIFYKKMRK�SR�ZEVMSYW�ZIVWMSRW�SJ�XLI�;MRHS[W�37��WYGL�EW�
Windows 7 and 8, and learn to deal with its inherent complexities.  Exercises will be performed to analyze vulnerabilities, look at 
exploitation techniques, and get a working exploit.
Topics:  

760.5   Windows Heap Overflows and Client-Side Exploitation

The focus of this section is primarily on Windows browser and client-side exploitation.  You will learn to analyze C++ vftable 
SZIV¾S[W��SRI�SJ�XLI�QSWX�GSQQSR�QIGLERMWQW�YWIH�XS�GSQTVSQMWI�E�QSHIVR�;MRHS[W�W]WXIQ���1ER]�SJ�XLIWI�ZYPRIVEFMPMXMIW�
are discovered in the browser, so browser techniques will also be taught, including modern heap spraying to deal with IE 8/9/10 
ERH�SXLIV�FVS[WIVW�WYGL�EW�*MVI*S\�ERH�'LVSQI���=SY�[MPP�[SVO�XS[EVHW�[VMXMRK�I\TPSMXW�MR�XLI�9WI�%JXIV�*VII�(ERKPMRK�4SMRXIV�
vulnerability class.
Topics: 

Exploit Mitigation Controls

760.6   Capture the Flag

(E]���[MPP�WIVZI�EW�E�GETXYVI�XLI�¾EK�HE]�[MXL�HMJJIVIRX�X]TIW�SJ�GLEPPIRKIW�XEOIR�JVSQ�QEXIVMEP�XEYKLX�XLVSYKLSYX�XLI�[IIO�
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AUDIT  507

Hands On    |    Six Days    |    Laptop Required    |    36 CPE/CMU Credits    |    GIAC Cert: GSNA

Auditing Networks, Perimeters,  
and Systems

how exactly to go about auditing the security of an enterprise. What 
systems really matter?  How should the firewall and routers be config-
ured?  What settings should be checked on the various systems under 
scrutiny? Is there a set of processes that can be put into place to 
allow an auditor to focus on the business processes rather than the 
security settings?  All of these questions and more will be answered 
by the material covered in this course.

This course is specifically organized to provide a risk-driven method for tackling the enormous task 
of designing an enterprise security validation program.  After covering a variety of high-level audit 
issues and general audit best practices, the students will have the opportunity to dive deep into the 
technical how-to for determining the key controls that can 
be used to provide a level of assurance to an organiza-
tion.  Tips on how to repeatedly verify these controls and 
techniques for automatic compliance validation will be given 
from real-world examples.

management understand the relationship between the techni-
cal controls and the risks to the business that that these 
controls address. In this course, these threats and vulnerabili-
ties are explained based on validated information from real-
world situations.  The instructor will take the time to explain 
how this can be used to raise the awareness of management 
and others within the organization to build an understand-
ing of why these controls specifically and auditing in general 
are important.  From these threats and vulnerabilities, we 
will explain how to build the ongoing compliance monitoring 
systems and how to automatically validate defenses through 
instrumentation and automation of audit checklists.

-
duce or provide you directly with a general checklist that can be customized for your audit practice.  
Each of these days includes hands-on exercises with a variety of tools discussed during the lecture 
sections so that you will leave knowing how to verify each and 
every control described in the class.  Each of the five hands-on 
days gives you the chance to perform a thorough technical audit 
of the technology being considered by applying the checklists pro-
vided in class to sample audit problems in a virtualized environ-
ment.  Each student is invited to bring a Windows XP Professional 
or higher laptop for use during class.  Macintosh computers 

the underlying controls are, what the best practices are, and why.  Sign up for this 
course and experience the mix of theoretical, hands-on, and practical knowledge.

“This class is great at integrating auditing how-tos with practical applications.”  
-KATHRYN RHINEHART, SOLUTIONS DEVELOPMENT CORP.

You Will Be Able To 

technical vs. non-technical) essential to performing a 
successful audit
Conduct a proper network risk assessment to identify 
vulnerabilities and prioritize what will be audited

networks—a standard to conduct an audit against

seven-step process

working as designed, blocking traffic as required

provide management with the continuous remediation 
information necessary to make informed decisions 
about risks and resources.

and session management to identify vulnerabilities 
attackers can exploit

automatically audit Active Directory and all systems 
in a Windows domain

Audit 507 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Baltimore 2014 . . . . . Baltimore, MD . . . .
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . . Aug 4-Sep 10

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

giac.org sans.edu
 

“In 20+ years of industry 
experience, I have never 
seen a smoother intro to 

batch progress to branching 
and looping. Well done!” 

-MICHAEL DECKER, CNS SECURITY

“This course is full of relevant, 
timely, current content, delivered 

in a highly engaging style. This 
course is a must for IT auditors 

and security specialists.” 
-BROOKS ADAMS, GEORGIA SOUTHERN UNIVERSITY

Who Should Attend 

in IT systems

details on auditing

work of an audit or security team

audit responsibilities
-

ing to better understand what an auditor 
is trying to achieve, how auditors think, 
and how to better prepare for an audit

seeking to create strong change control 
management and detection systems for 
the enterprise

To register, visit sans.org  
or call 301-654-SANS (7267) 

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses70

https://www.sans.org/course/auditing-networks-perimeters-systems
https://www.sans.edu
https://www.giac.org/certification/systems-network-auditor-gsna
https://www.sans.org/8570


INDUSTR IAL  CONTROL SYSTEMS 410

Hands On    |    Five Days    |    Laptop Required    |    30 CPE/CMU Credits    |    GIAC Cert: GICSP

ICS410:  ICS/SCADA Security Essentials
SANS has joined forces with industry leaders to equip security professionals and 
control system engineers with the cybersecurity skills they need to defend na-
tional critical infrastructure.  ICS410: ICS/SCADA Security Essentials provides a 
foundational set of standardized skills and knowledge for industrial cybersecurity 
professionals.  The course is designed to ensure that the workforce involved in sup-
porting and defending industrial control systems is trained to keep the operational 
environment safe, secure, and resilient against current and emerging cyber threats.

The course will provide you with:
 

deployments, significant drivers, and constraints.
 

methods, and tools
 

When examining the greatest risks and needs in critical infrastructure sectors, the 
course authors looked carefully at the core security principles necessary for the 
range of tasks involved in supporting control systems on a daily basis.  While other 
courses are available for higher-level security practitioners who need to develop 
WTIGM½G�WOMPPW�WYGL�EW�MRHYWXVMEP�GSRXVSP�W]WXIQ�TIRIXVEXMSR�XIWXMRK��ZYPRIVEFMPMX]�
analysis, malware analysis, forensics, secure coding, and red team training, most 
of these courses do not focus on the people who operate, manage, design, 
implement, monitor, and integrate critical infrastructure production control systems.
With the dynamic nature of industrial control systems, many engineers do not 
fully understand the features and risks of many devices.  In addition, IT support 
personnel who provide the communications paths and network defenses do 
not always grasp the systems’ operational drivers and constraints.  This course is 
designed to help traditional IT personnel fully understand the design principles 
underlying control systems and how to support those systems in a manner that 
ensures availability and integrity.  In parallel, the course addresses the need for 
control system engineers and operators to better understand the important role 
they play in cybersecurity.  This starts by ensuring that a control system is designed 

and engineered with cybersecurity built 
into it, and that cybersecurity has the 
same level of focus as system reliability 
throughout the system lifecycle.
When these different groups of 
professionals complete this course, they 
will have developed an appreciation, 
understanding, and common language that 
will enable them to work 
together to secure their 
industrial control system 

environments.  The course will help develop cyber-secure-aware 
engineering practices and real-time control system IT/OT support 
carried out by professionals who understand the physical effects 
of actions in the cyber world.

You Will Be Able To 

looking for high-risk items

basic scripting to automate the running of programs to 
perform continuous monitoring of various tools

their purpose, application, function, and dependencies on 
network IP and industrial communications
Work with operating systems (system administration 

Work with network infrastructure design (network architec-
ture concepts, including topology, protocols, and components)

and tenets (confidentiality, integrity, availability, 
authentication, non-repudiation)

host and network-based intrusions via intrusion 
detection technologies)

ICS410 will be offered at these upcoming 
training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .
CDI 2014 . . . . . . . . Washington, DC . . .

 Summit Events
ICS Security Training - Houston . . . . . . . . Jul 21-25
Healthcare . . . . . . . . San Francisco, CA . . Dec 5-10

 Community SANS Events
Charlotte, NC . . . . . . . . . . . . . . . . . . Jul 14-18

 OnSite

 vLive Events
Live Virtual Training . . . . . . . . . . . Aug 26-Sep 25

 Event Simulcast
 . . . . . . . . . . . . . . . . . . Jul 21-25
 . . . . . . . . . . . . . . . . . .

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

To register, visit sans.org  
or call 301-654-SANS (7267) 71

giac.org

Who Should Attend 
The course is designed for the range of individuals 
who work in, interact with, or can affect industrial 
control system environments, including asset owners, 
vendors, integrators, and other third parties. These 
personnel primarily come from four domains: 

 Corporate, industry, and professional standards

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

https://www.sans.org/course/ics-scada-cyber-security-essentials
https://www.giac.org/certification/global-industrial-cyber-security-professional-gicsp


LEGAL 523

Five Days    |    30 CPE/CMU Credits    |    GIAC Cert: GLEG

LEG523:  Law of Data Security & Investigations
1HZ�OHJDO�WLSV�RQ�FRQ¼VFDWLQJ�DQG�LQWHUURJDWLQJ�PRELOH�GHYLFHV��,QFOXGHV�WKH�
public response by retailer Target since January 2014 to a major payment card 
security incident.

New law on privacy, e-discovery, and data security is creating an 
urgent need for professionals who can bridge the gap between 
the legal department and the IT department.  The needed 
TVSJIWWMSREP�XVEMRMRK�MW�YRMUYIP]�EZEMPEFPI�MR�XLI�0)+����WIVMIW�
of courses, including skills in the analysis and use of contracts, 
policies, and records management procedures.

+-%'�GIVXM½GEXMSR�YRHIV�0)+����HIQSRWXVEXIW�XS�IQTPS]IVW�
that a professional has not only attended classes, but studied 
and absorbed the sophisticated content of these courses. 
'IVXM½GEXMSR�HMWXMRKYMWLIW�ER]�TVSJIWWMSREP��[LIXLIV�ER�-8�I\TIVX��ER�EYHMXSV��E�
TEVEPIKEP��SV�E�PE[]IV��ERH�XLI�ZEPYI�SJ�GIVXM½GEXMSR�[MPP�KVS[�MR�XLI�]IEVW�XS�GSQI�EW�
law and security issues become even more interlinked.

This course covers the law of business, contracts, fraud, crime, IT security, IT liability 
and IT policy – all with a focus on electronically stored and transmitted records.  The 
course also teaches investigators how to prepare credible, 
defensible reports, whether for cyber, forensics, incident 
response, human resources or other investigations.

This course provides training and continuing education for many 
compliance programs under InfoSec and privacy mandates such 
EW�+0&%��,-4%%��*-71%�ERH�4'-�(77�
Each successive day builds upon lessons from the earlier 
days.  The lessons will help any enterprise (public or private sector) cope with 
such problems as hackers, botnets, malware, phishing, unruly vendors, data leakage, 
industrial spies, rogue or uncooperative employees, or bad publicity connected with IT 
security.

Recent updates to the course address hot topics such as risk, investigations and 
business records retention connected with cloud computing and social networks like 
*EGIFSSO�ERH�8[MXXIV���9THEXIW�EPWS�XIEGL�WXYHIRXW�LS[�XS�EREP]^I�ERH�VIWTSRH�XS�
the risks and opportunities surrounding OSINT (open-source intelligence gathering).

8LMW�GSYVWI�EHSTXW�ER�MRGVIEWMRKP]�KPSFEP�TIVWTIGXMZI��2SR�9�7��TVSJIWWMSREPW�EXXIRH�
XLI�0)+����GSYVWI�FIGEYWI�XLIVI�MW�RS�XVEMRMRK�PMOI�MX�ER][LIVI�IPWI�MR�XLI�[SVPH���
A lawyer from a European police agency recently attended and expressed high 
praise for the course when it was over.  Another lawyer – from the national tax 
authority in an African country – sought out the 
GSYVWI�FIGEYWI�IPIGXVSRMG�½PMRKW��IZMHIRGI�ERH�
investigations have become so important to her 
work. Students like the European and African 
PE[]IVW�LIPT�XLI�MRWXVYGXSV��9�7��EXXSVRI]�&IRNEQMR�
Wright, improve the course and include more 
RSR�9�7��GSRXIRX�EW�LI�GSRWXERXP]�VIZMWIW�MX�

Who Should Attend 

“LEG523 was an excellent use of 
time. [Course Instructor] knows the 
material very well. He has excellent 

¾S[�ERH�MW�VMKLX�SR�XEVKIX� 
with the course description.”    

-SHARON O’BRYAN, DEVRY INC.

LEG523 will be offered at these 
upcoming training events (subject to change):

 Featured Training Events
Network Security 2014 Las Vegas, NV . . . .

 OnSite

 Custom Simulcast
Customized training for distributed workforces

 OnDemand
E-learning available anytime, anywhere, at your pace 

This course is available in SANS SelfStudy

giac.org sans.edu

To register, visit sans.org  
or call 301-654-SANS (7267) 72

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

“Coming from an 
intense IT operations 

background, it was 
extremely valuable 

to receive an 
understanding of my 
security role from a 
legal point of view.”  

-JOHN OCHMAN, BD

“LEG523 provides a 
great foundation and 
introduction into the 
legal issues involving 

cybersecurity.”  
-TRACEY KINSLOW,  

TN AIR NATIONAL GUARD 

https://www.sans.org/course/law-data-security-investigations
https://www.sans.edu
https://www.giac.org/certification/law-data-security-investigations-gleg


To register, visit sans.org  
or call 301-654-SANS (7267) 73

For schedules, course updates, prerequisites, special notes, 
or laptop requirements, visit sans.org/courses

H O S T E D  C O U R S E S
SANS Hosted is a series of courses presented by other educational providers  to complement your needs for training outside of our 

current course offerings. A complete list of Hosted courses and descriptions can be seen at sans.org/courses/hosted.

(ISC)²® Certified Secure Software Lifecycle Professional (CSSLP®)  
CBK® Education Program

Five Days    |    35 CPE/CMU Credits    |    Laptop NOT Needed

This course will help you advance your software development expertise by ensuring you’re properly prepared to take on the 
constantly evolving vulnerabilities exposed in the SDLC. It will train you on every phase of the software lifecycle, detailing security 
measures and best practices for each phase. The CSSLP® Education Program is for all the stakeholders involved in software 
HIZIPSTQIRX���&]�XEOMRK�XLMW�GSYVWI��RSX�SRP]�[MPP�]SY�IRLERGI�]SYV�EFMPMX]�XS�HIZIPST�WSJX[EVI�[MXL�QSVI�EWWYVERGI��]SY�[MPP�EPWS�
understand how to build security within each phase of the software lifecycle.

Offensive Countermeasures: The Art of Active Defenses
7ZR�'D\V����_�������&3(�&08�&UHGLWV����_����/DSWRS�5HTXLUHG

Active Defenses have been capturing a large about of attention in the media lately.  There are those who thirst for vengeance and 
want to directly attack the attackers.  There are those who believe that any sort of active response directed at an attacker is wrong. 
We believe the answer is somewhere in between.  In this class you will learn how to force an attacker to take more moves to attack 
your network. Moves that can increase your ability to detect them.  You will learn how to gain better attribution as to who is attacking 
]SY�ERH�[L]���=SY�[MPP�EPWS�½RH�SYX�LS[�XS�KIX�EGGIWW�XS�E�FEH�KY]W�W]WXIQ���%RH�QSWX�MQTSVXERXP]��]SY�[MPP�½RH�SYX�LS[�XS�HS�XLI�
above legally.
The current threat landscape is shifting. Traditional defenses are failing us.  We need to develop new strategies to defend ourselves. 
Even more importantly, we need to better understand who is attacking us and why.  Some of the things we talk about you may 
implement immediately, others may take you a while to implement. Either way, consider what we discuss as a collection of tools at 
]SYV�HMWTSWEP�[LIR�]SY�RIIH�XLIQ�XS�ERRS]�EXXEGOIVW��EXXVMFYXI�[LS�MW�EXXEGOMRK�]SY�ERH��½REPP]��EXXEGO�XLI�EXXEGOIVW�
This class is based on the DARPA funded Active Defense Harbinger Distribution live Linux environment.  This VM is built from the 
ground up for defenders to quickly implement Active Defenses in their environments.  This class is also very heavy with hands-on labs. 
We wont just talk about Active Defenses. We will be doing hands on labs and through them in a way that can be quickly and easily 
implemented in your environment.

Physical Penetration Testing – Introduction
7ZR�'D\V����_�������&3(�&08�&UHGLWV����_����/DSWRS�127�1HHGHG

Physical security is an oft-overlooked component of data and system security in the technology world. While frequently forgotten, it 
is no less critical than timely patches, appropriate password policies, and proper user permissions. You can have the most hardened 
servers and network but that doesn’t make the slightest difference if someone can gain direct access to a keyboard or, worse yet, 
march your hardware right out the door.
Those who attend this session will leave with a full awareness of how to best protect buildings and grounds from unauthorized access, 
as well as how to compromise most existing physical security in order to gain access themselves. Attendees will not only learn how 
to distinguish good locks and access control from poor ones, but will also become well-versed in picking and bypassing many of the 
most common locks used in North America in order to assess their own company’s security posture or to augment their career as a 
penetration tester.

Embedded Device Security Assessments For The Rest Of Us
7ZR�'D\V����_�������&3(�&08�&UHGLWV����_����/DSWRS�5HTXLUHG

8LI�-RXIVRIX�SJ�8LMRKW�LEW�KVS[R�PEVKI�IRSYKL�XS�EJJIGX�YW�EPP�MR�E�ZEVMIX]�SJ�[E]W��FSXL�TSWMXMZIP]�ERH�RIKEXMZIP]����;LIXLIV�]SY�
are a penetration tester or working in IT security for your organization, you’ve encountered an embedded device (or 10) that likely 
GSRXEMRW�ZYPRIVEFMPMXMIW���8LI�GLEPPIRKIW�[I�EPP�JEGI�MW�LS[�XS�EWWIWW�XLI�WIGYVMX]�SJ�XLIWI�HIZMGIW�EGGYVEXIP]��IJ½GMIRXP]��ERH�XLSVSYKLP]��-J�
you’ve wondered how much damage attackers can do with devices such as printers, wireless routers, thermostats, TVs, and even WiFi-
enabled treadmills, look no further than this course. If you’ve wondered just how to test “The Internet of Things” for security without 
crashing the device and uncover its hidden secrets, this course will satisfy your curiosity.  The goal of this course is to enable you to 
uncover embedded system’s vulnerabilities as part of your duties as a security professional.

https://www.sans.org/course/isc2-certified-secure-software-lifecycle-professional-csslp
https://www.sans.org/courses/hosted
https://www.sans.org/course/offensive-countermeasures-defensive-tactics-work
https://www.sans.org/course/physical-penetration-testing-intro
https://www.sans.org/course/embedded-device-security-assessments


A D D I T I O N A L  T R A I N I N G  C O U R S E S

SEC434:  Log Management In-Depth: Compliance, Security, 
Forensics, and Troubleshooting 

8LMW�½VWX�IZIV�HIHMGEXIH�PSK�QEREKIQIRX�GPEWW�XIEGLIW�
system, network, and security logs as well as their analysis and 
management, and covers the complete lifecycle of dealing 
with logs: the whys, hows, and whats.  You will learn how 
to enable logging and then how to deal with the resulting 
data deluge by managing data retention, analyzing data using 
WIEVGL��½PXIVMRK�ERH�GSVVIPEXMSR��EW�[IPP�EW�LS[�XS�ETTP]�[LEX�
you learned to key business and security problems. The class 
also teaches applications of logging to forensics, incident 
response and regulatory compliance.
SEC440:  Critical Security Controls: Planning, 

Implementing and Auditing 
8LMW�GSYVWI�LIPTW�]SY�QEWXIV�WTIGM½G��TVSZIR�XIGLRMUYIW�
and tools needed to implement and audit the 20 Critical 
7IGYVMX]�'SRXVSPW��8LIWI�GSRXVSPW�[IVI�WIPIGXIH�ERH�HI½RIH�
F]�XLI�9�7��QMPMXEV]�ERH�SXLIV�KSZIVRQIRX�ERH�TVMZEXI�
organizations (including NSA, DHS, GAO, and many others) 
that are the most respected experts on how attacks actually 
work and what can be done to stop them. For security 
professionals, the course enables you to see how to put the 
controls in place in your existing network though effective 
and widespread use of cost-effective automation.  For 
EYHMXSVW��'-3W��ERH�VMWO�SJ½GIVW��XLI�GSYVWI�MW�XLI�FIWX�[E]�XS�
understand how to measure if the 20 Critical Controls are 
effectively implemented.  
SEC464:  Hacker Guard: Security Baseline Training for IT 

Administrators and Operations with Continuing 
Education 

There are not enough well-trained IT administrators and 
operations staff to meet the daily onslaught of cyber criminal 
and cyber terrorist activities. Sandia National Labs, NASA, 
and the State of Texas recently demonstrated that we can 
address this issue by leveraging the large number of IT admins 
within an organization to act as a hacker guard to help thwart 
many of these attacks. The goal is to have IT administrators 
MR�ER�SVKERM^EXMSR�WIVZI�EW�XLI�½VWX�PMRI�SJ�HIJIRWI�EW�LYQER�
intrusion detectors.

SEC480:  Implementation & Auditing of the Australian 
Signals Directorate (ASD) Top 4 Mitigation 
Strategies  NEW!

Over the past three years, there has been an ever-increasing 
focus on preventing targeted cyber intrusions around the 
world.  The Australian Signals Directorate (ASD) in Australia 
responded to the sharp increase in observed intrusion activity 
with the Strategies to Mitigate Targeted Cyber Intrusions. This 
MW�E�PMWX�SJ����WXVEXIKMIW�VEROIH�MR�SVHIV�SJ�IJJIGXMZIRIWW�XLEX�
organizations can implement to reduce the likelihood of a 
successful targeted cyber intrusion.
SEC524: Cloud Security Fundamentals 
Cloud computing is rapidly emerging as a viable means to 
create dynamic, rapidly provisioned resources for operating 
platforms, applications, development environments, storage 
and backup capabilities, and many more IT functions.  A 
staggering number of security considerations exist that 
information security professionals need to consider when 
evaluating the risks of cloud computing.
SEC546: IPv6 Essentials 
-4Z��MW�GYVVIRXP]�FIMRK�MQTPIQIRXIH�EX�E�VETMH�TEGI�MR�%WME�MR�
response to the exhaustion of IPv4 address space, which is 
most urgently felt in rapidly growing networks in China and 
India.  Even if you do not feel the same urgency of IP address 
I\LEYWXMSR��]SY�QE]�LEZI�XS�GSRRIGX�XS�XLIWI�-4Z��VIWSYVGIW�
as they become more and more important to global 
commerce.  This course will introduce network administrators 
ERH�WIGYVMX]�TVSJIWWMSREPW�XS�XLI�FEWMG�GSRGITXW�SJ�-4Z���
SEC580:  Metasploit Kung Fu for Enterprise Pen Testing  

Many enterprises today face regulatory or compliance 
requirements that mandate regular penetration testing and 
vulnerability assessments. Commercial tools and services for 
performing such tests can be expensive.  While really solid 
free tools such as Metasploit are available, many testers do 
not understand the comprehensive feature sets of such 
tools and how to apply them in a professional-grade testing 
methodology.  Metasploit was designed to help testers with 
GSR½VQMRK�ZYPRIVEFMPMXMIW�YWMRK�ER�STIR�WSYVGI�ERH�IEW]�XS�
use framework.  This course will help students get the most 
out of this free tool.

S E C U R I T Y

D E V E L O P E R
DEV536:  Secure Coding: Developing Defensible 

Applications 
The audit procedure documents for PCI 1.2 tell auditors 
that they should look for evidence that web application 
programmers in a PCI environment have had “training for 
secure coding techniques.”  The problem that many businesses 
EVI�JEGMRK��LS[IZIV��MW��±;LEX�MW�XLEX�ERH�[LIVI�GER�-�KIX�MX#²��
This course packs a thorough explanation and examination of 
the OWASP top ten issues, which are the foundation of the 
PCI requirement, into a two-day course.

DEV543:  Secure Coding in C & C++ 
The C and C++ programming languages are the bedrock for 
most operating systems, major network services, embedded 
systems and system utilities.  Even though C and, to a lesser 
I\XIRX��'����EVI�[IPP�YRHIVWXSSH�PERKYEKIW��XLI�¾I\MFMPMX]�SJ�
the language and inconsistencies in the standard C libraries 
have led to an enormous number of discovered vulnerabilities 
over the years.  The unfortunate truth is that there are 
probably more undiscovered vulnerabilities than there are 
ORS[R�ZYPRIVEFMPMXMIW���8LMW�GSYVWI�[MPP�GSZIV�EPP�SJ�XLI�QSWX�
GSQQSR�TVSKVEQQMRK�¾E[W�XLEX�EJJIGX�'�ERH�'���GSHI�
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https://www.sans.org/courses/security
https://www.sans.org/courses/developer


A D D I T I O N A L  T R A I N I N G  C O U R S E S

MGT305:  Technical Communication and Presentation 
Skills for Security Professionals  

This course is designed for every IT professional in your 
organization. In this course we cover the top techniques that 
will show attendees how to research and write professional 
quality reports, how to create outstanding presentation 
materials, and as an added bonus, how to write expert 
witness reports.  Attendees will also get a crash course on 
advanced public speaking skills.
MGT404:  Fundamentals of Information Security Policy  

This course is designed for IT professionals recently assigned 
security duties that include responsibility for creating and 
maintaining policies and procedures.  It focuses on how to 
write, analyze and assess a wide range of security policies, 
MRGPYHMRK�MWWYI��ERH�W]WXIQ�WTIGM½G�TSPMG]��8LI�WXYHIRX�[MPP�
develop skills and gain practical experience by completing 
the 24 guided labs that cover both the policy header and 
policy body or statement and learn to create successful policy 
that is accepted by the organization by being sensitive to the 
corporate culture. 
MGT405:  Critical Infrastructure Protection  
This class is designed to give the student a full examination 
of the scope of critical infrastructure vulnerabilities, the 
dependence of critical infrastructures on the Internet, and 
Internet security problems. No laptop is required, but the 
subject material requires at least a working knowledge of 
computer networks and business decision-making. The ideal 
student is a manager, supervisor, senior engineer, or other 
professional with a strong working knowledge of plant 
STIVEXMSRW�SV�E�KSZIVRQIRX�SJ½GMEP�[MXL�VIWTSRWMFMPMXMIW�JSV�
CIP policy development wanting to learn more about the 
interdependence of critical infrastructures and the dangers 
posed by the global Internet.

MGT415:  A Practical Introduction to Risk Assessment  
There are simply too many threats, too many potential vul-
nerabilities, and simply not enough resources to create an im-
pregnable security infrastructure. Therefore, all organizations, 
whether in an organized manner or not, will make priority 
decisions on how best to defend their valuable data assets. In 
this course students will learn the practical skills necessary to 
perform regular risk assessments for their organizations. The 
ability to perform a risk assessment is crucial for organizations 
hoping to defend their systems. 
MGT433:  Securing The Human: How to Build, Maintain and 

Measure a High-Impact Awareness Program  
Organizations have invested in information security for years 
RS[���9RJSVXYREXIP]��EPQSWX�EPP�SJ�XLMW�IJJSVX�LEW�FIIR�JSGYWIH�
on technology with little, if any, effort on the human factor.  As 
a result, the human is now the weakest link.  In this challenging 
course you will learn the key concepts and skills to plan, imple-
ment, and maintain an effective security awareness program 
that makes your organization both more secure and compliant.
MGT438:  How to Establish a Security Awareness Program 

Security awareness is a never-ending process. We must invest 
in teaching users what to do and what not to do when using 
the Internet in order to achieve an acceptable level of risk. This 
GSYVWI�MW�FEWIH�SR�2-78�74���������±&YMPHMRK�ER�-RJSVQEXMSR�
Technology Security Awareness and Training Program.”
MGT535:  Incident Response Team Management 
This course will take you to the next level of managing an 
incident response team. Given the frequency and complex-
ity of today’s attacks, incident response has become a critical 
JYRGXMSR�JSV�SVKERM^EXMSRW��(IXIGXMRK�ERH�IJ½GMIRXP]�VIWTSRH-
ing to incidents, especially those where critical resources are 
exposed to elevated risks, has become paramount.  To be 
effective, incident response efforts must have strong manage-
ment processes to facilitate and guide them. Managing an 
incident response team requires special skills and knowledge.

M A N A G E M E N T

For schedules, course updates, prerequisites, special notes, or laptop requirements, visit sans.org/courses

I T  A U D I T
AUD480:  Implementation & Auditing of the 

Australian Signals Directorate (ASD) Top 
4 Mitigation Strategies  NEW!

Over the past three years, there has been an ever-
increasing focus on preventing targeted cyber 
intrusions around the world. The Australian Signals 
Directorate (ASD) in Australia responded to the 
sharp increase in observed intrusion activity with the 
Strategies to Mitigate Targeted Cyber Intrusions. This is 
E�PMWX�SJ����WXVEXIKMIW�VEROIH�MR�SVHIV�SJ�IJJIGXMZIRIWW�
that organizations can implement to reduce the 
likelihood of a successful targeted cyber intrusion.

AUD440:  Critical Security Controls: Planning, Implementing and 
Auditing  

8LMW�GSYVWI�LIPTW�]SY�QEWXIV�WTIGM½G��TVSZIR�XIGLRMUYIW�ERH�XSSPW�
needed to implement and audit the 20 Critical Security Controls. 
8LIWI�GSRXVSPW�[IVI�WIPIGXIH�ERH�HI½RIH�F]�XLI�9�7��QMPMXEV]�ERH�
other government and private organizations (including NSA, DHS, 
GAO, and many others) that are the most respected experts on 
how attacks actually work and what can be done to stop them. For 
security professionals, the course enables you to see how to put 
the controls in place in your existing network through effective and 
widespread use of cost-effective automation.  For auditors, CIOs, 
ERH�VMWO�SJ½GIVW��XLI�GSYVWI�MW�XLI�FIWX�[E]�XS�YRHIVWXERH�LS[�XS�
measure if the 20 Critical Controls are effectively implemented.  
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As an information security professional, it is critical to stay 
abreast of the latest techniques and demonstrate you have 
the skills to protect vital systems, data, and infrastructure.  

GIAC is the leading provider and developer of Information 
7IGYVMX]�'IVXM½GEXMSRW��+-%'� XIWXW� ERH�ZEPMHEXIW� XLI� EFMPMX]�SJ�
practitioners in information security, forensics, and software 
WIGYVMX]��+-%'�GIVXM½GEXMSR�LSPHIVW�EVI�VIGSKRM^IH�EW�I\TIVXW�
in the IT industry and are sought after globally by government, 
the military, and industry to protect the cyber environment.

&VSEH�GIVXM½GEXMSRW�HSR´X�GSZIV�LERHW�SR�XIGLRMGEP�WOMPPW� PMOI�
GIAC. 8LIVI�EVI�SZIV����+-%'�GIVXM½GEXMSRW� MR�G]FIV�HIJIRWI��
forensics, penetration testing and ethical hacking, and management. 

� = 3 9 6 � 7

forensics, penetration testing and ethical hacking, and management. 

G L O B A L  I N F O R M A T I O N  A S S U R A N C E  C E R T I F I C A T I O N 

w w w . g i a c . o r g     |     i n f o @ g i a c . o r g     |     3 0 1 - 6 5 4 - 7 2 6 7

“GIAC defines a higher level of mastery and skill that is required in order to earn the credential.  
GIAC really stands out among other security certifications.”  -JOSH RINGER, BENFIS HEALTH SYSTEM
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change, please visit http://iase.disa.mil/eta/iawip  
for the most updated version.

For more information, contact us at  
8570@sans.org or visit sans.org/8570

Department of Defense Directive 8570  
(DoDD 8570)

'SQTYXIV�2IX[SVO�(IJIRWI��'2(�'IVXM½GEXMSRW
 

CND  
Analyst

GCIA
GCIH

CEH

CND 
Infrastructure 

Support

SSCP
CEH

CND  
Incident 

Responder

GCIH
GCFA

CSIH, CEH

 
CND  

Auditor

GSNA
CISA
CEH

CND  
Service Provider 

Manager

CISSP - ISSMP
CISM

(S(�&EWIPMRI�-%�'IVXM½GEXMSRW
IAT Level I

A+CE
Network+CE

SSCP

IAT Level II

GSEC
Security+CE

SSCP

IAT Level III

GCED
GCIH
CISSP  

(or Associate)
CISA, CASP

IAM Level I

GSLC
CAP

Security+CE

IAM Level II

GSLC
CISSP  

(or Associate)
CAP, CASP

CISM

IAM Level III

GSLC
CISSP  

(or Associate)
CISM

Computer Environment (CE) 
'IVXM½GEXMSRW

GCWN GCUX

Information Assurance System 
Architecture & Engineering 
�-%7%)�'IVXM½GEXMSRW

IASAE I

CISSP  
(or Associate)
CASP, CSSCP

IASAE II

CISSP  
(or Associate)
CASP, CSSLP

IASAE III

CISSP - ISSEP
CISSP - ISSAP

Compliance/Recertification:

To stay compliant with DoDD 8570 

certifications. GIAC certifications are 
renewable every four years. 

Go to giac.org to learn more  
about certification renewal.

sans.org/8570

7%27�8VEMRMRK�'SYVWIW�JSV�(S((�%TTVSZIH�'IVXM½GEXMSRW

SANS TRAINING COURSE DoDD APPROVED CERT

SEC401 Security Essentials Bootcamp Style GSEC
SEC501 Advanced Security Essentials – Enterprise Defender GCED
SEC503  Intrusion Detection In-Depth GCIA
SEC504 Hacker Techniques, Exploits, and Incident Handling GCIH

  Auditing Networks, Perimeters, and Systems GSNA
  Advanced Computer Forensic Analysis and Incident Response GCFA

MGT414  SANS® +S™ Training Program for the CISSP®�'IVXM½GEXMSR�)\EQ� CISSP
MGT512  SANS Security Essentials for Managers with Knowledge Compression™ GSLC

Department of Defense 

provides guidance and 

procedures for the training, 

certification, and management 

of all government employees 

who conduct information 

assurance functions in 

assigned duty positions.  These 

individuals are required to 

carry an approved certification 

for their particular job 

classification. GIAC provides 

the most options in the 

requirements. 
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Group Discounts  
for SANS  

Security Training
VDQV�RUJ�YRXFKHUV

SANS Universal Voucher Credit Program

The SANS Universal Voucher Credit Program provides 
RUJDQL]DWLRQV�RI�DOO�VL]HV�ZLWK�D����PRQWK�RQOLQH�DFFRXQW�WKDW�LV�
FRQYHQLHQW�DQG�HDV\�WR�PDQDJH��6$16�ZLOO�PD[LPL]H�\RXU�WUDLQLQJ�
LQYHVWPHQW�E\�SURYLGLQJ�\RX�ZLWK�ERQXV�FUHGLWV��6$16�8QLYHUVDO�
9RXFKHU�&UHGLWV�FDQ�EH�XVHG�IRU�DQ\�6$16�OLYH�RU�RQOLQH�WUDLQLQJ�
IRUPDW�DV�ZHOO�DV�*,$&�FHUWL¼FDWLRQ�H[DPV��7KLV�ZLOO�JLYH�\RX�
PD[LPXP�½H[LELOLW\�DQG�DQ�HDV\�RQH�WLPH�SURFXUHPHQW�SURFHVV���

6$16�8QLYHUVDO�9RXFKHU�&UHGLW�%HQH¼WV
����:EPMH�JSV�GPEWWVSSQ��SRPMRI�PIEVRMRK��ERH�+-%'�GIVXM½GEXMSR
����'SWX�WEZMRKW�LIPT�]SY�I\TERH�]SYV�XVEMRMRK�FYHKIX
����)\XIRHW�]SYV�½WGEP�]IEV
����*VII�0IEVRMRK�1EREKIQIRX�8SSP�JIEXYVMRK�SRPMRI�IRVSPPQIRX�

and usage reports
����3RPMRI�EGGIWW�XS�GVIHMXW��SVHIVW��ERH�+-%'�GIVXM½GEXMSR�VIWYPXW
����*YPP]�XVERWJIVEFPI
����3RP]�SRI�TVSGYVIQIRX�MW�RIIHIH�JSV����QSRXLW�� 

but you can add funds to renew the account at any time
����+VIEX�[E]�XS�QSXMZEXI�ERH�VIXEMR�]SYV�ZEPYIH�IQTPS]IIW�

,I�\RXU�RUJDQL]DWLRQ�SUHIHUV�RQOLQH�WUDLQLQJ��¼QG�RXW�KRZ�\RX�FDQ�HDUQ�
DQ�DGGLWLRQDO����ERQXV�ZLWK�D�SANS Online Voucher Credit Program 
IRU�2Q'HPDQG�DQG�Y/LYH�FRXUVHV��7R�OHDUQ�PRUH��SOHDVH�FRQWDFW�
RQOLQHYRXFKHU#VDQV�RUJ�RU�YLVLW�WKH�6$16�9RXFKHU�&UHGLW�3URJUDP��
6$16�8QLYHUVDO�&UHGLW�DOORZV�\RX�WR�LQYHVW�WRGD\��HDUQ�LQVWDQW�FUHGLWV��
DQG�GHFLGH�ODWHU�KRZ�WR�VSHQG�\RXU�WUDLQLQJ�FUHGLWV�RYHU�WKH�QH[W����
PRQWKV�WR�PD[LPL]H�\RXU�LQYHVWPHQW�DQG�H[WHQG�\RXU�¼VFDO�\HDU���

Create an Account

 for 
details

Vouchers@sans.org for 
a proposal or questions

Administrator” responsible for 
allocating credits.

Questions? 

(�PDLO� 
YRXFKHUV#VDQV�RUJ 

RU�FDOO� 
��������6$16�������  

>0RQ�)UL���DP��SP�(67@

 Minimum Investment Maximum Investment Bonus Example

 $35,000 $74,999 10% $50,000 investment = $55,000

   
                            $75,000+  Call 

� 'SRXEGX�=SYV�%GGSYRX�1EREKIV 
    vouchers@sans.org  

SANS Voucher Credit Pricing and Savings
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SANS OnSite
SANS OnSite brings our world-class training to your location so you can conveniently 
XVEMR�]SYV�XIEQ�EX�SRI�XMQI�ERH�MR�SRI�PSGEXMSR���=SY�TVSZMHI�XLI�WXYHIRXW�ERH�GPEWWVSSQ��
we’ll provide a top gun instructor and courseware. All SANS courses feature cutting-edge 
information and practical knowledge you can apply immediately upon returning to your to 
your daily work.  OnSite courses may also be available for community or industry events.

8LIVI�EVI�QER]�FIRI½XW�JSV�XVEMRMRK�]SYV�XIEQ�[MXL�ER�3R7MXI�GPEWW���8LI�QSWX�
ZEPYEFPI�FIRI½X�MW�XLEX�EPP�TEVXMGMTERXW�VIGIMZI�XLI�WEQI�MRWXVYGXMSR��LIEV�XLI�WEQI�
examples, practice the same labs, and hear the questions their peers are asking. In 
addition, the instructor can focus on the scenarios or situations relating to your 

organization to ensure your employees get the most out of their learning experience.

SANS Training at 

Y O U R  LO C AT I O N !

s a n s . o r g / o n s i t e

used to take courses 
from the SANS 

Technology Institute 
curricula. Credits 

may be applied to 
a master’s degree or 
graduate certificate.  

2Q6LWH�%HQH¼WV

remote students at multiple locations. Learn more about our virtual learning offerings. 

items as CyberTalent, which is an assessment engine to evaluate students’ skills before they arrive at class.
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F E AT U R E D  S U M M I T  E V E N T S

Cyber Defense 
7 911 - 8 � 
 �8 6 % - 2 - 2+

Nashville, TN     |     August 13-20

Courses offered:

SEC401
SEC440

SEC464 SEC503
SEC504

Security Awareness 
7 911 - 8 � 
 �8 6 % - 2 - 2+

Dallas, TX     |     September 8-17

Courses offered:

SEC401
SEC560

SEC566 MGT433
MGT512

Retail Cyber Security 
7 911 - 8 � 
 �8 6 % - 2 - 2+

Dallas, TX     |     September 8-17

Courses offered:

SEC401
SEC560

SEC566 MGT433
MGT512

Pen Test Hackfest 
7 911 - 8 � 
 �8 6 % - 2 - 2+

Washington, DC     |     November 15-20

Courses offered:

SEC542
SEC560

SEC561 SEC573
SEC642

Healthcare Cyber Security 
7 911 - 8 � 
 �8 6 % - 2 - 2+

San Francisco, CA     |     December 3-10

Courses offered:

SEC504
SEC542

FOR508 ICS410
MGT512

81

ICS Security Training – Houston
Houston, TX     |     July 21-25

Courses offered:

ICS410 
Two Hosted Courses

https://www.sans.org/event/scada-training-houston-2014
https://www.sans.org/event/cyber-defense-summit
https://www.sans.org/event/security-awareness-summit-and-training-2014
https://www.sans.org/event/retail-cyber-security-summit-2014
https://www.sans.org/event/sans-pen-test-hackfest-2014
https://www.sans.org/event/healthcare-summit-2014


F E AT U R E D  T R A I N I N G  E V E N T S

SANS Chicago 2014

Chicago, IL     |     August 24-29

Courses offered:
SEC401
SEC501

SEC503
SEC504
FOR508

MGT414
MGT514

SANS Virginia Beach 2014

Virginia Beach, VA     |     August 18-29

Courses offered:
SEC401
SEC503

SEC504
SEC560
SEC579

SEC660
FOR408
FOR508

FOR610
MGT512

SANS San Antonio 2014

San Antonio, TX     |     August 11-16

Courses offered:
SEC401
SEC503

SEC504
FOR526

MGT414
MGT512
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SANS Boston 2014

Boston, MA     |     July 28 - August 2

Courses offered:
SEC401
SEC501
SEC504

SEC542
SEC560
SEC575

DEV522
FOR408
FOR572

FOR585
MGT414

SANS Crystal City 2014

Crystal City, VA     |     September 8-13

Courses offered:
SEC401
SEC504

SEC575
FOR408

FOR518
MGT512

SANS  2014

Albuquerque, NM     |     September 15-20

Courses offered:
SEC401
SEC501

SEC504 SEC560
FOR508

https://www.sans.org/event/boston-2014
https://www.sans.org/event/san-antonio-2014
https://www.sans.org/event/virginia-beach-2014
https://www.sans.org/event/chicago-2014
https://www.sans.org/event/crystal-city-2014
https://www.sans.org/event/albuquerque-2014


F E AT U R E D  T R A I N I N G  E V E N T S

SANS Seattle 2014

Seattle, WA     |     Sept 29 - Oct 6

Courses offered:
SEC401
SEC504

SEC575
SEC580
FOR408

FOR518
MGT514

SANS Cyber Defense Initiative 2014

Washington, DC     |     December 12-17

21 Courses offered:
See VDQV�RUJ�HYHQW�F\EHU�GHIHQVH�LQLWLDWLYH����� 

for a complete list of courses

SANS Network Security 2014

Las Vegas, NV     |     October 19-27

46 Courses offered:
See VDQV�RUJ�HYHQW�QHWZRUN�VHFXULW\����� 

for a complete list of courses

SANS DFIRCON East 2014

Fort Lauderdale, FL     |     November 3-8

Courses offered:
SEC401
FOR408

FOR518 FOR572
FOR585
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SANS Baltimore 2014

Baltimore, MD     |     September 22-27

Courses offered:
SEC401
SEC501
SEC502

SEC504
SEC760
FOR408

FOR610
MGT414
%9(���

SANS Cyber Defense San Diego 2014

San Diego, CA     |     November 3-8

Courses offered:
SEC401
SEC501

SEC503
SEC511
SEC566

MGT414
MGT512

https://www.sans.org/event/baltimore-2014
https://www.sans.org/event/seattle-2014
https://www.sans.org/event/network-security-2014
https://www.sans.org/event/dfircon-east-2014
https://www.sans.org/event/cyber-defense-san-diego-2014
https://www.sans.org/event/cyber-defense-initiative-2014


There’s always a seat open with 

O N L I N E  T R A I N I N G

Online students get the same course books, 

materials, and instructors as in-person training.  

And with online, you have the option to train 

ER][LIVI��EX�ER]XMQI��[MXL�RS�XVEZIP�I\TIRWIW�

To see what Online Course Specials are available now, 

visit: sans.org/online-security-training

BUNDLE IT! LIVE +  TRAINING  

8LVII�*PI\MFPI�ERH�)JJIGXMZI�3RPMRI�*SVQEXW�

OnDemand  Custom E-Learning Software Available Anytime,  Anywhere

vLive  Live Evening Courses with SANS’ Top Instructors

Simulcast  Attend a Live Training Event from Home
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I T  S E CUR I TY  
T RA IN ING  
A N D  Y O U R 

C A R E E R  
R O A D M A P

C
O

R
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U
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S
E
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Information Security
SAMPLE JOB TITLES

SEC301

GISF

SEC401

GSEC

SEC501

GCED

Risk and Compliance/Auditing/Governance Titles

SAMPLE JOB TITLES

SEC566

GCCC

AUD507

GSNA

Security Operations Center/Intrusion Detection

SAMPLE JOB TITLES

SEC502

GPPA

SEC511SEC503

GCIA

FOR572

GNFA

SEC501

GCED

FOR508

GCFA

In-Depth,  
Hands-On InfoSec Skills

sans.org/netwars

NetWars is designed to help 
participants develop skills in 
several critical areas:

��9XOQHUDELOLW\�$VVHVVPHQWV
��6\VWHP�+DUGHQLQJ
��0DOZDUH�$QDO\VLV
��'LJLWDO�)RUHQVLFV
��,QFLGHQW�5HVSRQVH
��3DFNHW�$QDO\VLV
��3HQHWUDWLRQ�7HVWLQJ
��,QWUXVLRQ�'HWHFWLRQ

Penetration Testing/Vulnerability Assessment

SAMPLE JOB TITLES

CORE COURSES

SEC560

GPEN

SEC561

SEC760

SEC660

GXPN

SEC575

GMOB

SEC617

GAWN

SEC573 SEC580

SEC562

SEC542

GWAPT

SEC642

SEC504

GCIH

CORE COURSES

SEC504

GCIH

Network Operations Center, System Admin, Security Architecture
SAMPLE JOB TITLES

CORE COURSES

SEC505

GCWN

SEC506

GCUX

SEC579SEC566

GCCC

Secure Development

SEC542

GWAPT

SEC642DEV541 DEV544

DEV522

GWEB

Securing the Human  
for Developers –  
STH.Developer

SAMPLE JOB TITLES

S A N S  T R A I N I N G  F O R M A T S 
SANS Institute offers a full range of effective live and online training formats.

After selecting a course, consider which format will work best for you

Custom arrangements can also be made for group training, please contact us to learn more at info@sans.org.

Live Instruction

Online Access to Course Labs and 
Presentations

Daytime Sessions

Evening Sessions

Self-Paced Training

Custom E-Learning Software

SANS-Authored Training Materials

Taught by SANS Expert Instructors

Extended Online Access of 4 Months  
or More

Access to Subject-Matter Experts

Use SANS Voucher Credits

OnSite and Custom Group Training 
Options Available
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%HH�XLI�FIRI½XW�SJ�SRPMRI�EGGIWW�XS�ER]�
GSYVWI�[MXL�ER�OnDemand Bundle

An OnDemand Bundle extends your learning  

with four months of online access to our  

custom e-learning software, lectures, labs,  

quizzes, and exercises for just $599.

Bundle Live + Online and receive:

 Most in-depth IT security training available

 Extended online access  

 Quizzes to reinforce studies

 Subject-matter-expert support

CONTACT  ondemand@sans.org

±-�LEZI�XEOIR�FSXL�SRPMRI�ERH�MR�TIVWSR�7%27�
XVEMRMRK��8LI�MRWXVYGXSVW�EVI�XLI�FIWX�LERHW�

HS[R���8LI�GSYVWI�QEXIVMEP�MW�PEMH�SYX�ZIV]�[IPP�
ERH�IEW]�XS�YRHIVWXERH�¯�IZIR�[MXL�XLI�QSVI�
HMJ½GYPX�XSTMGW��XLI�MRWXVYGXSVW�HMH�E�WYTIVF�NSF�²� 

-KURT MANKE, ORGANIC VALLEY

https://www.sans.org/security-training/by-location/all
https://www.sans.org/ondemand/
https://www.sans.org/vlive
https://www.sans.org/simulcast
https://www.sans.org/summit/
https://www.sans.org/mentor/
https://www.sans.org/onsite/
https://www.sans.org/ondemand/bundles


Y O U R  S O U R C E  F O R  
I T  S E C U R I T Y  E D U C AT I O N

SANS is the most trusted and by far the largest source for information security training in the world.  We 
offer training through several delivery methods: live and virtual, classroom-style, online at your own pace 
or webcast with live instruction, guided study with a local mentor, or onsite at your workplace, where even 
your most remote colleagues can join in via Simulcast.  Our computer security courses are developed by 
MRHYWXV]� PIEHIVW� MR�RYQIVSYW�½IPHW�� MRGPYHMRK�RIX[SVO�WIGYVMX]�� JSVIRWMGW�� EYHMX�� WIGYVMX]� PIEHIVWLMT�� ERH�
application security. Courses are taught by real-world practitioners who are the best at ensuring you 
not only learn the material, but that you can apply it immediately to your work. In addition to top-notch 
XVEMRMRK��[I�SJJIV�GIVXM½GEXMSR�XLVSYKL�XLI�+-%'�WIGYVMX]�GIVXM½GEXMSR�TVSKVEQ�EGGVIHMXIH�F]�XLI�%QIVMGER�
2EXMSREP� 7XERHEVHW� -RWXMXYXI��QEWXIV Ẃ� HIKVII� ERH� KVEHYEXI� GIVXM½GEXI� TVSKVEQ� XLVSYKL� XLI� EGGVIHMXIH�
SANS Technology Institute graduate school, and numerous free security resources such as newsletters, 
whitepapers, and webcasts.

Why SANS is the best training and educational investment

����-RXIRWMZI��LERHW�SR�MQQIVWMSR�XVEMRMRK�[MXL�XLI�LMKLIWX�UYEPMX]�GSYVWI[EVI�MR�XLI�MRHYWXV]�

�����-RGSQTEVEFPI� MRWXVYGXSVW� ERH�EYXLSVW�[LS�EVI� MRHYWXV]�I\TIVXW� ERH�TVEGXMXMSRIVW�½KLXMRK� XLI� WEQI�
cyber battles as you and discovering new ways to thwart attacks.

�����8VEMRMRK� XLEX� WXVIRKXLIRW� E� WXYHIRX Ẃ� EFMPMX]� XS�
EGLMIZI�E�+-%'�GIVXM½GEXMSR��[LMGL�MW�YRMUYI�MR�XLI�
½IPH� SJ� MRJSVQEXMSR� WIGYVMX]� GIVXM½GEXMSRW� FIGEYWI�
it not only tests a candidate’s knowledge, but also 
the candidate’s ability to put that knowledge into 
practice in the real world.  See page 76 for more  
MRJSVQEXMSR�EFSYX�+-%'�

Global Information 
%WWYVERGI�'IVXM½GEXMSR�
(GIAC)
3JJIVW����GIVXM½GEXMSRW�MR�

Career Paths
Areas of study:

Higher Education
The SANS Technology Institute is the only 
accredited institution offering master’s degree 
ERH�KVEHYEXI�GIVXM½GEXI�TVSKVEQW�JSGYWIH�
solely on cybersecurity. 

Learn more about STI at sans.edu

Continuing Education
Over 50 courses in the following disciplines: 
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LQIRUPDWLRQ�VHFXULW\�WUDLQLQJ��FHUWL¼FDWLRQ��DQG�UHVHDUFK�LQ�WKH�ZRUOG�

Five Tips to Get Approval for SANS Training
1. EXPLORE

���5HDG�WKLV�EURFKXUH�DQG�QRWH�WKH�FRXUVHV�WKDW�ZLOO�
enhance your role at your organization.  

���8VH�WKH�Career Roadmap (inside cover) to arm yourself 
ZLWK�DOO�WKH�QHFHVVDU\�PDWHULDOV�WR�PDNH�D�JRRG�FDVH�IRU�
attending a SANS training event.   

���1RWH�WKDW�WKH�FRUH��MRE�EDVHG�FRXUVHV�FDQ�EH�
FRPSOHPHQWHG�E\�VKRUW��VNLOO�EDVHG�FRXUVHV�RI�RQH�RU�
WZR�GD\V���:H�DOVR�RIIHU�GHHS�GLVFRXQWV�IRU�EXQGOHG�
FRXUVH�SDFNDJHV���&RQVLGHU�D�*,$&�&HUWL¼FDWLRQ��ZKLFK�
ZLOO�VKRZ�WKH�ZRUOG�WKDW�\RX�KDYH�DFKLHYHG�SURYHQ�
H[SHUWLVH�LQ�\RXU�FKRVHQ�¼HOG�

2. RELATE
���6KRZ�KRZ�UHFHQW�SUREOHPV�RU�LVVXHV�ZLOO�EH�VROYHG�ZLWK�
WKH�NQRZOHGJH�\RX�JDLQ�IURP�WKH�6$16�FRXUVH�

���3URPLVH�WR�VKDUH�ZKDW�\RX³YH�OHDUQHG�ZLWK�\RXU�
colleagues.

3. SAVE
���7KH�HDUOLHU�\RX�VLJQ�XS��WKH�PRUH�\RX�VDYH��VR�H[SODLQ�
WKH�EHQH¼W�RI�VLJQLQJ�XS�HDUO\���

���6DYH�HYHQ�PRUH�ZLWK�JURXS�GLVFRXQWV���6HH�LQVLGH�IRU�
details.

 

4. ADD VALUE
���6KDUH�ZLWK�\RXU�ERVV�WKDW�\RX�FDQ�DGG�YDOXH�WR�\RXU�
HQWHUSULVH�E\�PHHWLQJ�ZLWK�QHWZRUN�VHFXULW\�H[SHUWV�®�
SHRSOH�ZKR�IDFH�WKH�VDPH�W\SH�RI�FKDOOHQJHV�WKDW�\RX�
face every single day.  

���([SODLQ�KRZ�\RX�ZLOO�EH�DEOH�WR�JHW�DQG�VKDUH�JUHDW�
LGHDV�RQ�LPSURYLQJ�\RXU�,7�SURGXFWLYLW\�DQG�HI¼FLHQF\���

���(QKDQFH�\RXU�6$16�WUDLQLQJ�H[SHULHQFH�ZLWK� 
SANS@Night�WDONV�DQG�WKH�9HQGRU�([SR��ZKLFK�DUH�IUHH�
and only available at live training events. 

���7DNH�DGYDQWDJH�RI�WKH�VSHFLDO�6$16�KRVW�KRWHO�UDWH�VR�
\RX�ZLOO�EH�ULJKW�ZKHUH�WKH�DFWLRQ�LV��

5. ACT
���:LWK�WKH�IRUWLWXGH�DQG�LQLWLDWLYH�\RX�KDYH�GHPRQVWUDWHG�
WKXV�IDU��\RX�FDQ�FRQ¼GHQWO\�VHHN�DSSURYDO�WR�DWWHQG�
6$16�WUDLQLQJ�

Return on Investment:  SANS training events are 
UHFRJQL]HG�DV�WKH�EHVW�SODFH�LQ�WKH�ZRUOG�WR�JHW�
LQIRUPDWLRQ�VHFXULW\�HGXFDWLRQ��:LWK�6$16��\RX�ZLOO�
JDLQ�VLJQL¼FDQW�UHWXUQV�RQ�\RXU�,QIR6HF�LQYHVWPHQW���
7KURXJK�RXU�LQWHQVLYH�LPPHUVLRQ�FODVVHV��RXU�WUDLQLQJ�
is designed to help your staff master the practical 
VWHSV�QHFHVVDU\�IRU�GHIHQGLQJ�V\VWHPV�DQG�QHWZRUNV�
DJDLQVW�WKH�PRVW�GDQJHURXV�WKUHDWV�®�WKH�RQHV�EHLQJ�
actively exploited.

Remember: 6$16�LV�\RXU�¼UVW�DQG�EHVW�FKRLFH�IRU�
LQIRUPDWLRQ�DQG�VRIWZDUH��VHFXULW\�WUDLQLQJ���7KH�6$16�
3URPLVH�LV�°<RX�ZLOO�EH�DEOH�WR�DSSO\�RXU�LQIRUPDWLRQ�
VHFXULW\�WUDLQLQJ�WKH�GD\�\RX�JHW�EDFN�WR�WKH�RI¼FH�±�

5705 Salem Run Blvd.
Suite 105
Fredericksburg, VA 22407

PROMO CODE

S P E C I A L
Register with this Promo Code and  

receive $150 off any 5- or 6-day course  

when paid for by September 15 2014.*

*This discount cannot be combined with any other offer or discount.

To be removed from future mailings please contact unsubscribe@sans.org or (301) 654-SANS (7267). Please include name and complete address.

details.

Scan to see current course 

information and specials.

Scan to get up-to-date information 

for all events and training formats

sans.org/info/133227

PIVOT TO INTRANET
SECURITY 
��4IRIXVEXMSR�8IWXMRK 
��;IF�%TT�4IR�8IWXMRK 
��1IXEWTPSMX

ATTACK A DMZ
SECURITY 
��7IGYVMX]�)WWIRXMEPW 
��:YPRIVEFMPMX]�%WWIWWQIRX 
��;IF�%TT�4IR�8IWXMRK 
��1IXEWTPSMX
FORENSICS 
��*MPI�%REP]WMW

LOCAL LINUX WITH ROOT
SECURITY 
��7IGYVMX]�)WWIRXMEPW 
��:YPRIVEFMPMX]�%WWIWWQIRX 
��-RXVYWMSR�(IXIGXMSR 
��;MVIPIWW 
��)\TPSMX�(IZIPSTQIRX
FORENSICS 
��4EGOIX�%REP]WMW 
��1EP[EVI�%REP]WMW
OS & Network Hardening

LOCAL LINUX WITHOUT ROOT
37�*92(%1)28%07
SECURITY 
��7IGYVMX]�)WWIRXMEPW
FORENSICS 
��*MPI�%REP]WMW 
��4EGOIX�%REP]WMW 
��1EP[EVI�%REP]WMW

ATTACK AND DEFENSE
1EWXIV�]SYV�HSQEMR 
Castle versus castle
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P R O D U C T  O F F E R I N G S

°$Q�H[FHOOHQW�KDQGV�RQ�
DSSURDFK�IRU�DOO�OHYHOV�± 

-JARROD FRATES, ACS, INC.

°,�IHOW�DV�LI�1HW:DUV�
ZDV�RQH�RI�WKH�EHVW�

HGXFDWLRQDO�H[SHULHQFHV�
,³YH�EHHQ�WKURXJK�±��

-SAMUEL GAUDET, UNIV. OF MAINE SYSTEM

6$16�1HW:DUV is a suite of hands-on, interactive learning scenarios 
that enable information security professionals to develop and master 
XLI�VIEP�[SVPH��MR�HITXL�WOMPPW�XLI]�RIIH�XS�I\GIP�MR�XLIMV�½IPH��-R�
SANS’ award-winning courses, attendees consistently rate our hands-
SR�I\IVGMWIW�EW�XLI�QSWX�ZEPYEFPI�TEVX�SJ�XLI�GSYVWI��;MXL�2IX;EVW��
we have really raised the ante, as participants learn in a cyber range 
while working through various challenge levels, all hands-on, with a 
focus on mastering the skills information security professionals can 
YWI�MR�XLIMV�NSFW�IZIV]�HE]�

6$16�1HW:DUV�RIIHULQJV�

1HW:DUV�LV�GHVLJQHG�WR�KHOS� 
SDUWLFLSDQWV�GHYHORS�VNLOOV� 
LQ�VHYHUDO�FULWLFDO�DUHQDV�

 
Use Case

NetWars 
Core    DFIR
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CyberCity
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https://www.sans.org

