INTELLECTUAL PROPERTY INCIDENT HANDLING FORMS PAGE__ OF

INCIDENT CONTACT LIST DATE UPDATED:

Intellectual Property (IP) Owner Contacts

Corporate Security Officer:

Corporate Incident Handling, CIRT, or FIRST Team:

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Corporate DMCA Agent:

CIO or Information Systems Security Manager:

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Corporate Public Affairs Officer:

Corporate Legal Affairs Officer

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:
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INTELLECTUAL PROPERTY INCIDENT HANDLING FORMS

PAGE __ OF __

INCIDENT CONTACT LIST

DATE UPDATED:

IP Owner Local Contacts

Internet Service Provider Technical Contact:

Name:

Title:

Phone: Alt. Phone:

Mobile: Pager:

Fax: Alt. Fax:

E-mail:

Address:

Local FBI or Equivalent Agency:

Name:

Title:

Phone: Alt. Phone:

Mobile: Pager:

Fax: Alt. Fax:

E-mail:

Address:

Local Law Enforcement Computer Crime:

Name:

Title:

Phone: Alt. Phone:

Mobile: Pager:

Fax: Alt. Fax:

E-mail:

Address:

Local CIRT or FIRST Team:

Name:

Title:

Phone: Alt. Phone:

Mobile: Pager:

Fax: Alt. Fax:

E-mail:

Address:

Other (Specify):

Name:

Title:

Phone: Alt. Phone:

Mobile: Pager:

Fax: Alt. Fax:

E-mail:

Address:

Other (Specify):

Name:

Title:

Phone: Alt. Phone:

Mobile: Pager:

Fax: Alt. Fax:

E-mail:

Address:
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INCIDENT CONTACT LIST DATE UPDATED:

Suspect’s Local Contacts

Suspect’s Internet Service Provider (ISP)

Technical Contact: Suspect’s ISP DMCA Agent:

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Suspect’s Local FBI or Equivalent Agency: Suspect’s Local Law Enforcement Computer Crime:
Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Suspect’s Local CIRT or FIRST Team: Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

© SANS Institute 2003 Prepared By: Greg Jones All Rights Reserved



INTELLECTUAL PROPERTY INCIDENT HANDLING FORMS PAGE__ OF

INCIDENT CONTACT LIST DATE UPDATED:

Suspect’s Local Contacts

Suspect’s Web Hosting Technical Contact: Suspect’s Web Hosting DMCA Agent:
Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Other (Specify): Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Other (Specify): Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

© SANS Institute 2003 Prepared By: Greg Jones

All Rights Reserved



INTELLECTUAL PROPERTY INCIDENT HANDLING FORMS

PAGE __ OF __

INCIDENT CONTACT LIST

Suspect Individual:

Suspect Contacts

DATE UPDATED:

Suspect Organization:

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Suspect Technical Contact:

Suspect DMCA Agent:

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Suspect Legal Contact: Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:
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INCIDENT CONTACT LIST DATE UPDATED:
Other Contacts

Other (Specify): Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Other (Specify): Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:

Other (Specify): Other (Specify):

Name: Name:

Title: Title:

Phone: Alt. Phone: Phone: Alt. Phone:
Mobile: Pager: Mobile: Pager:
Fax: Alt. Fax: Fax: Alt. Fax:
E-mail: E-mail:

Address: Address:
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