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1      
Purpose

The latest battle cry in the Government Security arena comes from OMB!  “No more funds for your Exhibit 300’s until you have completed your Certification and Accreditation”.  The system security plan is a key building block for Certification and Accreditation (C&A) and Information Assurance.  In fact, on your requests for funds, the question is being asked, “Do you have System Security Plans for your systems?”

As many of the System Owners/System Administrators out in the field know, we are constantly being assigned tasks as collateral duties.  Unfortunately these collateral duties eat up a lot of time that could be used to help build better systems, plan ahead or even have a life outside of work!  The Security Plan Tool (SPT) is not the great answer to all the problems, but it is a small step for Mankind.

The purpose of the system security plan (SSP) is to provide an overview of the security requirements of the system and describe the controls in place or planned, responsibilities and expected behavior of all individuals who access the system.  The system security plan should be viewed as documentation of the structured process of planning adequate, cost-effective security protection for a system.  It should reflect input from various managers with responsibilities concerning the system, including information owners, the system operator, and the system security manager.  Additional information may be included in the basic plan and the structure and format organized according to agency needs, so long as the major sections described in this document are adequately covered and readily identifiable.

A SSP, Self Assessment and Contingency plan are building blocks for C&A.  A System Security Authorization Agreement or C&A Work-plan are built upon the information provided in these documents at the beginning of the C&A process.  The scope of the System Test & Evaluation are based upon the documents, as well as the Risk Assessment and Remediation.

The completion of system security plans is a requirement of the Office of Management and Budget (OMB) Circular A-130, “Management of Federal Information Resources,” Appendix III, “Security of Federal Automated Information Resources,” and Public Law 100-235, “Computer Security Act of 1987”.
The System Owner is responsible for ensuring that the system security plan is prepared and for implementing the plan and monitoring its effectiveness.  System security plans should reflect input from various individuals with responsibilities concerning the system, including functional “end users,” Information Owners, the System Administrator, and the System Security Manager.

To assist System Owners and security personnel in preparing the SSP, the System Security Plan Development Tool (SPT) has been developed.  The tool is designed to assist users in drafting an SSP for an unclassified automated information technology system.  This guide contains detailed instructions for the use of the SPT whether you have a General Support System (GSS) or a Major Application (MA).

A SSP tool is a two step process, first step is to enter the data required into the tool, which then creates a word document with all the required wording.  Next the System Owner/Administrator must then tailor the document to meet the needs and policies of the organization.  The SSP is living document that is changed as the system changes.

2

 Scope

The System Security Plan Tool (SPT) is designed to contain detailed technical information about your system, its security requirements, and the controls implemented to provide protection against its risks and vulnerabilities.  

By entry of data into the SPT and combining it with boilerplate text provided (based upon NIST guidance) a document is created that can be modified to identify the specific security specifications of the systems or applications being defined.

Future Development is being done on a Contingency plan tool, which has quite a bit of the same information, that will interface with the database of the SPT allowing single entry of information.

3

Security Plan Tool

The SPT is constructed using a Microsoft Access (97 or 2000) database on a Windows operating system.  The SPT window displays 10 tabs, each of which give access to data entry fields for the information to be inserted into the SSP.  Selecting a tab takes the user directly to a specific group of records where data may be entered.  

Navigation buttons (Figure 1) are provided at the bottom of the SPT window to enable the user to progress forward or backward through the record fields.  These buttons are available in each of the tab screens except the “Introduction, Reports and Alter Boilerplate Text” screens.  Data for systems that have been previously entered into the SPT may be accessed by selecting the button identified as “Go to/Find previously entered systems”.    Additional information concerning the data entry fields can be obtained by double clicking on the data entry fields.  Supplementary guidance pertaining to the requested information for that field will appear in a separate text box.  The Exit button is always available at the bottom of the SPT window.

3.1

Introduction

When started, the SPT application opens to the Introduction tab (Figure 1).  This screen consists of two buttons displayed in the center of the window.  The “Initial Guidance” button provides the user with access to basic guidance concerning the operation of the SPT application.  The “Reference Document” button opens a portal for viewing a list of reference documents for the security plan. To open a reference document right-click on the ‘Document’ field, select ‘Document Object’ and left-click on ‘Open’.   
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Figure 1:  SPT Introduction Screen
3.2 
System Data

The System Data tab contains record fields for entering information describing the system and the data processed by the system. (See Figure 2)

System – List the unique identifier for the system, e.g. OpenNet.

Abbrv – Abbreviation may be an identifier or acronym by which the system is known, e.g. NEPA
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Figure 2:  System Tab
Status – Select the operational status of the system.  Is the system operational, under development or Undergoing a major modification.

Primary System? –  This Tab designates whether this system is the primary system for the Bureau/Office.  There can be only one primary system for this security plan.  Other attached systems should be designated as connected systems or other applications.

Category – Categorize each system as either a Major Application (MA) or as a General Support System" (GSS).  All systems must be covered by a security plan.  A major application will be covered individually by a system-specific security plan, or within the security plan of a general support system.

Purpose – Briefly describe the purpose and function of the system.  List all applications supported by the GSS and state whether the application is a MA  

Confidentiality, Integrity, Availability- Indicate the sensitivity of the information processed by assigning High, Medium or Low designation to each of the three categories.  Refer to the accompanying Q-Guide or the SPT Assistance details on system sensitivity.

Logical Boundaries – The logical boundaries of a system are determined to be those elements of the system which are under the same direct management control, have the same function or mission objective, have the same operating characteristics and security needs, or reside in the same general operating environment. 
Life Cycle Phase – Select from the list the current life cycle phases of the system. 

Other Names for System – Other names by which the system is known, e.g. an acronym or short name.

3.3
 Office/Org



Information entered in this window (Figure 3) specifies the Federal organizational sub-component responsible for the system being reported.  Be specific about the organization and do not abbreviate.
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Figure 3:  Office or Organization of Ownership


3.4

POC

Figure 4 instructs the SSP creator to list the name, title, organization, email address and telephone number of one or more persons designated to be the Point(s) of Contact (POC) for this system. Any number of points of contact may be entered.  If the POC is other than Program Manager, Information Management Officer (IMO) or ISSO, please designate the “Other” position and input the POC’s title in the ‘Other Position’ field.  If the POC has multiple Roles please indicate the role as appropriate.

Only one contact should be identified as the System Owner. The Information System Security Officer (ISSO) or Alternate ISSO should be identified as the persons responsible for having Security Responsibility.
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Figure 4:  Points of Contact for the System

 

 

 

 
3.5

 Location

Specify the location of the system, identifying, in specific terms, the building address, floor and room utilized to house the system in the fields shown in Figure 5.  
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Figure 5:  System Location Information

Description of location – Provide a narrative description of the facility and the surrounding area.  The description should focus on type of building, such as Federal leased office building, whether the building is open to the public and a brief description of the room housing the system, e. g. is it converted office space or is the space being shared with other groups.

System environment and special considerations – Provide a general description of the system location (floor, room).  Include environmental factor such as air conditioning, moisture control, fire and other alarm systems. 

Personnel authentication - Describe the controls in place to authorize or restrict the access to and activities within the system of users and ADP personnel.  Please indicate whether there is public access to the system.  

 

 

3.6 

Other Systems

The following, Figure 6, identifies similar systems to the system that is subject of this SSP.
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Figure 6:  Other Similar Systems

Similar Systems – Identify similar systems and their location.  Similar systems could be systems that differ only in the responsible organization or in the physical environment in which they are located.  Systems connected to the primary system are not included here but are identified in the Connected System record field.

External Network Connections are connections to systems outside the logical boundaries of the system described by the SSP.  Include in this field, documentation (or include as an appendix but reference here) concerning the authorization for connecting this system to other systems or the sharing of information between systems.

Other Applications – Provide the name and a narrative description of other applications covered by this security plan.  Examples of other applications may be network monitoring systems, system monitors or file and print domains.

3.7

 Security

Every three years, an independent management review or audit of the security controls for a system must be performed.  The objective of the review or audit is to provide verification that the controls selected and/or installed are adequate to provide protection sufficient to attain an acceptable level of risk for the system.  Figure 7 captures the status of the security review.
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Figure 7: Security Review Results

 

 

Certification Reviews – In these fields provide a narrative about the last independent review of the system.  The narrative should provide the information described below, including the   Date of Certification review and the name and title of Certifying Agent or Certifier.  If system has not had a certification review, provide the name and title of the manager requesting approval to operate and date of request.               

 

Documentation and Locations – List the documentation maintained for the system/application and the location of the documentation.

Accreditation – Please indicate the current system accreditation status. If authorized by the DAA to operate either fully or temporarily then indicate ‘Full Authorization’ or ‘Interim Approval’, respectively.  If not authorized by the DAA then indicate ‘Pending’. Also indicate the date of  authorization or if ‘Pending’ the date of this report.

Production, Input/Output – These security controls are implemented to protect the output information produced by the system.  These controls must be in place if applicable.  Indicate whether these controls are in place or not applicable.  These controls normally only affect Major Applications.  There is output associated with GSS too - This is also a confusing paragraph…

Contingency Planning - Indicate whether a contingency plan is ‘Initiated’, ‘Completed’ or ‘Tested’.  If the contingency plan is ‘Initiated’ please indicate the date of the start of contingency plan initiation.  If  ‘Completed’ please indicate date of completion or if the Contingency Plan has been tested please indicate the date of the test.

Risk Assessment – Indicate whether a formal risk assessment has been completed for the system.  If the system has gone through the risk assessment process, attach the report as an appendix (see Section 3.10).  If no risk assessment has been done, this should be indicated also with projected dates for a future risk assessment effort.

Physical and Environmental Protection – Provide a narrative, describing the physical and environmental security controls implemented for the protection of the system.  These consist of access controls and controls implemented to protected the processing (AC, water protection, etc) environment. – this is a repeat of the system location description where the same info is asked for.

3.8

 Reports

The STP provides the capability to create reports. (See Figure 9 below) 
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Figure 9:  Reports and Templates

Template Creation Assistance – This button displays information (on-line help) explaining the purpose and use of the other buttons in this screen.

Update Template - This button will update/overwrite all data for the template with information entered in the tab sections.  This is the last step in the report generation process.  It should be performed only after all information from the previous tabs has been entered or updated
Preview Template Report – This button will create the security plan utilizing boilerplate information and the data entered into the SPT.  Once the template is previewed and accepted, it can be printed.

        Select the print icon at the top of the screen (this automatically prints using your default printer). Selection of [Alt+P] will allow you to specify a printer and change properties if necessary before printing.  

        A Word document in rich text format can be created.  ** Remember changes made on the Word document will not be reflected in the template database.
3.9 

Altering Boilerplate Text

“!!CAUTION!!“  Only individuals who are comfortably familiar with the content of SSPs should use the Alter Boilerplate Text tab.  This tab allows the user to alter the boilerplate portion of the SPT after viewing the printed or Word document. (See Figure 10)
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Figure 10:  Alter Boilerplate Text

 
 

3.10          Appendices

Under this tab (Figure 11), the user may add other documents to the SSP as appendices.  Data entry fields are provided for document titles and additional comments.  The “Document” field provides the user with the means to drag and drop a document into the SPT.  The SPT will generate an appendix header page for each document entered.
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Figure 11:  Appendices

 

4.
Conclusion

The SPT can either be kept in the database or outputted to a Microsoft word file.  The Word file is easier to update, but keeping it in the database and updating the boilerplate for your organization, will allow a better interface to the future Contingency Plan Tool.  Either way the SPT through its interface and the boilerplate language, should help to lessen the development time for an System Security Plan and help your organization to keep the flow of funds coming.

The SPT and the supporting documentation can be downloaded from the following URL.

http://www.sans.org/address.html
Appendix A  Glossary

Accreditation: The formal declaration by the DAA that the System is approved to operate using a prescribed set of safeguards and should be based on the acceptance of residual risks identified during certification.

Certification: The comprehensive assessment or verification of technical and non-technical security features and other safeguards associated with the use and environment of a System to establish the extent to which a System meets a set of specified security requirements. 

Certification and Accreditation Work Plan: A required plan that is prepared in Phase 1of the C&A process, including information such as scope of the C&A, level of effort, resources required, and C&A schedule of planned activities (i.e., timeline of major milestones).  

Contingency Plan (CP):  Preventive measures established to assist an organization in their ability to quickly and cost effectively recover critical IT resources in the event of some type of disruption or disaster.
Designated Approving Authority (DAA):  The CIO is assigned as the DAA for the Department of State.  The DAA determines accreditation based on security risks of the System, business case, and budget.

General Support System (GSS): An interconnected set of information resources under the same direct management control, which shares common functionality. A GSS normally includes hardware, software, information, data, applications, communications, and people. A GSS can be, for example, a local area network, including smart terminals that support a branch office; an agency-wide backbone; a communications network; a departmental data processing center, including its operating system and utilities; a tactical radio network; or a shared information processing service organization.

Major Application (MA): An application that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access/modification of the information in the application.  Note: All Federal applications require some level of protection, however certain applications(because of the information in them(require special management oversight and should be treated as major.  Adequate security for other applications should be provided by security of the GSS in which they operate..

Risk Assessment (RA):  The process of analyzing threats to and vulnerabilities of an information system to determine the risks (potential for losses), and using an analysis as a basis for identifying appropriate and cost-effective measures.

Security Test and Evaluation (ST&E): An evaluation of all hardware, software, and physical security features that are part of a system. This process involves testing these features to determine what threats and vulnerabilities exist for the system.  The findings are documented, and recommendations are made that may be included in the RA.

System Security Plan (SSP): A set of requirements that are used to delegate how system security will be managed.  This plan includes system identification, management controls, operational controls, and technical controls.  The system security plan outlines responsibilities for all system users and describes the rules of behavior for those users.

Appendix B  Supporting Documentation

NIST Computer Security Resource Clearinghouse Web site URL:  http://csrc.nist.gov

Office of Management and Budget. Circular A-130, “Management of Federal Information Resources,” Appendix III, “Security of Federal Automated Information Resources.” 1996.

Public Law 100-235, “Computer Security Act of 1987.”

SP 800-12 An Introduction To Computer Security: The NIST Handbook 
10/1995

SP 800-18 Guide for Developing Security Plans for Information Technology Systems, December 1998

800-37, Guidelines for the Security Certification and Accreditation (C&A) of Federal Information Technology Systems Draft
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