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1'2&-!*)!3*4(-4(5!
&AB!C+,/D'$E!B#?6$&/;!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8!

8F! GH#?6/&<#!B6EE,$;!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!2!

0F! I(/$'.6?/&'(!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!2!

2F! C6$@'%#!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!J!

JF! K4$#,/%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!J!

5.! C+,/D'$E!B#?6$&/;!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!J!

LF8F! "6+(#$,M&+&/&#%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!J!

LF8F8F! *#?'<#$;!'D!.,/,!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!J!

LF8F0F! I(%#$/&'(!'D!6(,6/4'$&N#.!,@@+&?,/&'(!O!D6(?/&'(,+&/;!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!L!

LF8F2F! -4,(7#!'D!%#?6$&/;!@'+&?;!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!P!

LF8FJF! Q,&+M$#,R&(7!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!P!

LF8FLF! =,+S,$#!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!P!

LF8FPF! T(%6@@'$/#.!D&$ES,$#!,(.!@,/?4&(7!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!U!

LF0F! -'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!U!

LF0F8F! 56/4#(/&?,/&'(!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!U!

LF0F0F! 56/4'$&%,/&'(!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!V!

LF0F2F! 1,/,!B#?6$&/;!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!V!

LF0FJF! 56.&/&(7!,(.!9'77&(7!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!83!

LF0FLF! 5%%6$,(?#!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!83!

LF0FPF! B#?6$&/;!='(&/'$&(7!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!80!

LF0FUF! I(?&.#(/!*#%@'(%#!-'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!80!

LF0FVF! B#?6$&/;!C$'D&+#%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!82!

LF0FWF! X6&+/YI(!G(?$;@/&'(!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!82!

LF0F83F! -'(/$'+!'D!?'((#?/&'(%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!82!

LF0F88F! X,?R6@%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8J!

LF0F80F! 5..&/&'(,+!G(?$;@/&'(!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8J!

PF! -4#?R+&%/!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8J!

PF8F! 5<'&.!1,/,!9#,R,7#!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8J!

PF0F! "6+(#$,M&+&/&#%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8J!

PF2F! -'(/$'+%!FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8J!

PFJF! Z#(#$,+FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF!8L!
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67 89-./(":-!$/,,'+0!
5@@+#!4,%!&(/$'.6?#.!/4$##!4&74+;!%6??#%%D6+!E'M&+&/;!@+,/D'$E%![&C'.\!&C4'(#!,(.!&C,.\!?'++#?/&<#+;!
R('S(!,%!&1#<&?#%]F!I/!&%!@'%%&M+#!/'!%/'$#!+,$7#!,E'6(/%!'D!.,/,!'(!/4#!&1#<&?#%F!K4#!.,/,!?,(!M#!
,(;/4&(7!D$'E!.'?6E#(/%!/'!#E,&+%!/'!%#(%&/&<#!&(D'$E,/&'(!%6?4!,%!@,%%S'$.%F!

K4&%!.'?6E#(/!,&E%!/'!@$'<&.#!@$,?/&?,+!%/#@YM;Y%/#@!76&.,(?#!/'!%#?6$&(7!.,/,!'(!/4#!&1#<&?#F!K4&%!
76&.#!&%!%/$6?/6$#.!D'$!6%#$%!?'(D&76$&(7!,!%/,(.Y,+'(#!.#<&?#!'$!?'$@'$,/&'(%!S&/4'6/!?#(/$,+!E'M&+#!
.#<&?#!E,(,7#E#(/!%'+6/&'(\!S&%4&(7!/'!@$'/#?/!/4#!<,+6,M+#!&(D'$E,/&'(!%/'$#.!'(!/4#&$!.#<&?#F!!

5@@+#!&AB!B#?6$&/;!&%!,!.#<#+'@&(7!/#?4('+'7;F!A@/&E,+!%#?6$&/;!$#^6&$#%!,!?'EM&(,/&'(!'D!/#?4(&?,+!
,(.!,.E&(&%/$,/&<#!?'(/$'+%F!:'/!'(+;!E6%/!/4#!.#<&?#!M#!%#?6$#+;!?'(D&76$#.\!,(.!/4#!,@@+&?,/&'(%!
6%#!/4#!%#?6$&/;!5CI_%!/'!@$'/#?/!/4#&$!.,/,\!M6/!,+%'!/4#!6%#$!E6%/!('/!#H/$,?/!.,/,!D$'E!,!%#?6$#!
,@@+&?,/&'(!,(.!&(%#$/!&/!&(/'!,!+#%%!%#?6$#!,@@+&?,/&'(F!B#?6$&/;!%#//&(7%!D'$!Q,&+M$'R#(![,R,!4,?R#.]!
.#<&?#%!,$#!'6/!'D!%?'@#!D'$!/4&%!76&.#!,%!/4#!%#?6$&/;!D#,/6$#%!,$#!('!+'(7#$!,/!,!R('S(!%/,/#F!

`'++'S&(7!/4#!76&.#+&(#%!&(!/4&%!.'?6E#(/\!&/!&%!@'%%&M+#!/'!%#?6$#!/4#!&1#<&?#[%]F!>'S#<#$\!S&/4!/4#!
#H&%/#(?#!'D!<6+(#$,M&+&/&#%\!/4#!.&DD&?6+/;!&(!D6++!D&+#!%;%/#E!#(?$;@/&'(!,(.!/4#!$6+#%!&E@'%#.!'(!,@@Y
.#<#+'@#$%!M;!5@@+#\!&/!&%!('/!@'%%&M+#!/'!%#?6$#!/4#E!/'!/4#!#H/#(/!,!4,$.#(#.!?'E@6/#$!%;%/#E!?,(!
M#!%#?6$#.F!

;7 <4(+*=/.("*4!
B#?6$&(7!&1#<&?#%!&%!,!?'EM&(,/&'(!'D!%#?6$&/;!%#//&(7%![/#?4(&?,+!?'(/$'+%]!,(.!%E,$/!6%#$!,?/&'(!
[,.E&(&%/$,/&<#!?'(/$'+%F]!K4&%!76&.#!&%!&(/#(.#.!D'$!&(.&<&.6,+!6%#$%!'$!?'$@'$,/#!6%#$%!S&/4'6/!,!
?#(/$,+!E'M&+#!E,(,7#E#(/!%'+6/&'(F!!

5%!&AB!,(.!/4#!&1#<&?#!4,$.S,$#!4,%!E,/6$#.\!/4#!?'$$#%@'(.&(7!%#?6$&/;!'@/&'(%!4,<#!,+%'!E,/6$#.F!
`'$!/4&%!76&.#\!S#!,%%6E#!;'6!,$#!6%&(7!&AB!J!'$!4&74#$\!S&/4!?6$$#(/!4,$.S,$#\!,/!,!E&(&E6E!,(!
&C4'(#!2ZB\!&C,.!,(.!&C'.!/'6?4!2$.!'$!J/4!7#(#$,/&'(F!

K4&%!76&.#!S&++!+#,.!;'6!/4$'674!%#?6$&/;!%#//&(7%!,(.!@$,?/&?#%!S4&?4!?,(!M#!?'(D&76$#.!(,/&<#+;!'(!
/4#!.#<&?#!,(.!/4#!?'E@6/#$!;'6!%;(?4$'(&N#!/4#!.#<&?#!S&/4F!!

K4#!%#?6$&/;!E#,%6$#%!%/,$/!S&/4!/4#!M,%&?%)!G(,M+#!$#E'/#!S&@#\!%#+#?/!,!7''.!@,%%?'.#!,(.!
?'(D&76$#!/4#!.#<&?#!/'!S&@#!,D/#$!,!%#/!(6EM#$!'D!@,%%?'.#!D,&+6$#%F!-'(%&.#$!S4#$#!;'6!?'((#?/!/'!
/4#!(#/S'$RF!a&Y`&!4'/%@'/%!,$#!M#&(7!%@''D#.!'$!'/4#$S&%#!#H@+'&/#.!/'!?,@/6$#!?$#.#(/&,+%!'D!
6(%6%@#?/&(7!6%#$%F!K4#(!?'(%&.#$!/4#!,@@+&?,/&'(%!&(%/,++#.!'(!/4#!.#<&?#!,%!('/!,++!,@@+&?,/&'(%!
&E@+#E#(/!/4#!%,E#!.,/,!@$'/#?/&'(!E'.#+F!

K4#!&(D'$E,/&'(!@$'<&.#.!&(!/4&%!76&.#!&%!&(/#(.#.!/'!M#!/4#!D'6(.,/&'(!D'$!,!$&%R!M,%#.!.#?&%&'(!'(!
/4#!/;@#!'D!&(D'$E,/&'(!;'6!S,(/!/'!%/'$#!'(!/4#!.#<&?#!,(.!4'S!;'6!S'6+.!'@#$,/#!/4#!.#<&?#!&(!
/4,/!$&%R!#(<#+'@#F!

5!S'$.!'(!Q,&+M$#,R&(7!['$!4,?R&(7!&AB]b!?4,(7&(7!/4#!.#<&?#!/4#E#\!&(%/,++&(7!,@@+&?,/&'(%!'$!
D6(?/&'(,+&/;!.&%,++'S#.!M;!5@@+#\!'$!%&E@+;!#(,M+&(7!,!/4&$.!@,$/;!,@@!%/'$#!,$#!?'EE'(!$#,%'(%!
@#'@+#!4,?R!&ABF!5%!/4&%!&(/$'.6?#%!,(!6(R('S(!#+#E#(/!&(!/4#!.#<&?#!%#?6$&/;!%#//&(7%!,(.!M#4,<&'$\!
S#!?,(('/!76,$,(/##!'6$!%677#%/&'(%!'(!,!Q,&+M$'R#(!.#<&?#F!-'$@'$,/#!6%#$%!,$#!#(?'6$,7#.!/'!
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E,R#!@'+&?;!$#7,$.&(7!/4#%#!.#<&?#%!,(.!&(%/,++!,@@$'@$&,/#!/#?4(&?,+!,(.O'$!,.E&(&%/$,/&<#!?'(/$'+%!
&(!%6@@'$/!'D!/4,/!@'+&?;F!

>7 %/+?*5-!
K4&%!&%!&(/#(.#.!/'!M#!,!^6&?R!$#D#$#(?#!'(!%#?6$&(7!&1#<&?#%F!I(D'$E,/&'(!@$#%#(/#.!4#$#!&%!7,/4#$#.!
D$'E!E6+/&@+#!%'6$?#%!,(.!?'(%'+&.,/#.!/'!.#%?$&M#!/4#!/4$#,/%\!$&%R%!,(.!E&/&7,/&'(%!/'!E,R#!
&(D'$E#.!.#?&%&'(%!D'$!,@@$'@$&,/#!&1#<&?#!%#?6$&/;F!

@7 1A+-'(5!
K4$#,/%!?,(!M#!&(/#(/&'(,+!'$!,??&.#(/,+\!,(.!&(?+6.#!M6/!,$#!('/!+&E&/#.!/')!!

• K4#D/O9'%%)!a4#/4#$!/4&%!&%!,!E'M&+#!.#<&?#!M#&(7!%/'+#(!'$!,!E&%@+,?#.!&(!,!@6M+&?!@+,?#\!/4#!
,M&+&/;!D'$!@#//;!?$&E&(,+%!/'!?'(<#$/!.#<&?#%!&(/'!?,%4!E,R#%!@4;%&?,+!/4#D/!'(#!'D!/4#!4&74#%/!
/4$#,/%!/'!@'$/,M+#!.#<&?#%F!5!$#?#(/!%/6.;!D'6(.!8!&(!03!.#<&?#%!S,%!+'%/!'$!%/'+#(F!
!

• I(/#$?#@/&'(!,(.!B@''D&(7)!I(/#$?#@/&'(!'D!/$,DD&?!/'!,!='M&+#!1#<&?#!&(!/4#!%&E@+#%/!'D!D'$E!
?,(!?'E#!D$'E!#,<#%.$'@@&(7!'(!,!?'(<#$%,/&'(!M;!+&%/#(&(7!/'!/4#!a&Y`&\!2Z!'$!X+6#/''/4!
?'((#?/&'(!6%&(7!4,?R&(7!/''+%F!>,<&(7!&(/#$?#@/#.!/$,DD&?\!&/!?,(!M#!E'.&D&#.!'$!(#S!/$,DD&?!
?,(!/4#(!M#!,..#.!/'!,//,?R!#(.@'&(/%F!K4#!/''+%!,$#!&(?$#,%&(7+;!#,%&#$!/'!6%#\!S&/4!%'E#!
M#&(7!D$##+;!.'S(+',.,M+#!D$'E!/4#!&(/#$(#/F!K4#!,??'E@,(;&(7!c'6K6M#!<&.#'%!E,R#!/4#!
6%#!'D!/4#%#!/#?4(&^6#%!&(?$#,%&(7+;!E'$#!D$#^6#(/F!
!

• T(,6/4'$&%#.!,??#%%\!4,?R&(7!,(.!E,+S,$#)!B/#,+&(7!&(D'$E,/&'(!&%!M#?'E&(7!&(?$#,%&(7!#,%;!
&(!&/%!E'%/!%&E@+&%/&?!D'$E!/4&%!?,(!?'E#!D$'E!,??#%%&(7!E#%%,7#%!&(!,!<'&?#!E,&+M'H!S&/4!('!
CI:\!'$!?'@;&(7!B=B!E#%%,7#%!,(.!?'(/,?/%!D$'E!,!BI=!?,$.!6%&(7!,!$#,.#$!F!B/#,+&(7!
&(D'$E,/&'(!?,(!'??6$!D$'E!E,+S,$#!'(!&(D#?/#.!S#M%&/#%\!&(!#E,&+!,//,?4E#(/%\!&(!B=B!
E#%%,7#%\!D$'E!X+6#/''/4!@6%4#.!D&+#%!'$!$'67#!,@@+&?,/&'(%F!>,?R#.!='M&+#!1#<&?#%!,$#!
#<#(!?,@,M+#!'D!4,<&(7!E&?$'@4'(#%!,(.!?,E#$,%!$#E'/#+;!,?/&<,/#.!%'!/4#;!M#?'E#!
#,<#%.$'@@&(7!.#<&?#%F!
!

• I(%#?6$#!1&%@'%,+O5%%#/!K$,(%D#$)!='M&+#!1#<&?#%!%/'$#!&(D'$E,/&'(!'(!BI=%\!&(/#$(,+!
E#E'$;!,(.!E#.&,!S4&?4!&%!4,$.!/'!?+#,$\!,(.!?,(!M#!$#/$&#<#.F!G<#(!,D/#$!,!%/,(.,$.!D&+#!
.#+#/#!S&/4!/4#!$&74/!R('SY4'S!.,/,!?,(!M#!%&E@+&%/&?,++;!$#?'<#$#.F!K4#!$#%6+/%!D$'E!,!%/6.;!
'(!/4#!&(D'$E,/&'(!D'6(.!'(!.&%@'%#.!@4'(#%!&%!%4'S(!M#+'SF!

5. %&'()*+,!$-./+"(0 

B767 C/&4-+'2"&"("-5!

B76767 D-.*:-+0!*)!='('!
4//@)OOM+'7F?$,?R@,%%S'$.F?'EO0388O3LO#+?'E%'D/YM$#,R%Y&@4'(#Y#(?$;@/&'(Y'DD#$%Y
D'$#(%&?Y,??#%%Y/'YD&+#Y%;%/#EY.6E@%O!

4//@)OOE'?,(,F?'EOM+'7O0388O30O8VO&@4'(#Y4,?R#$%Y?,(Y7,&(Y,??#%%Y/'Y;'6$Y@,%%S'$.%Y&(Y
PYE&(6/#%Y'$Y+#%%O!
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4//@)OOSSSF?#++#M$&/#F?'EO6D#.Y&@4'(#Y@4;%&?,+Y#H/$,?/&'(Y#H/$,?/&'(Y,(.Y#(?$;@/&'(Y
D,^F4/E+!

ID!.,/,!#(?$;@/&'(!&%!.&%,M+#.\!&/!&%!@'%%&M+#!/'!$#/$&#<#!,++!&(D'$E,/&'(!%/'$#.!'(!/4#!&1#<&?#F!
CI:!?'.#%!,(.!@,%%S'$.%!?,(!M#!M;@,%%#.!'(!,(;!&1#<&?#!/4,/!&%!<6+(#$,M+#!/'!,!M''/$'E!
<6+(#$,M&+&/;\!'$!M;!6%&(7!@4;%&?,+!#H/$,?/&'(F!-6$$#(/+;\!,++!&1#<&?#%!'(!/4#!E,$R#/\!#H?#@/!/4#!
&C,.!0\!,$#!<6+(#$,M+#!/'!,/!+#,%/!'(#!M''/$'E!<6+(#$,M&+&/;F!I/!%4'6+.!M#!('/#.!/4,/!M''/$'E!
<6+(#$,M&+&/&#%!?,(('/!M#!.&%/$&M6/#.!/4$'674!&AB!6@.,/#%F!

&1#<&?#%!?'(/,&(!/S'!@,$/&/&'(%b!K4#!AB!@,$/&/&'(\!S4&?4!&%!/4#!D&$%/!8ZX!'D!%/'$,7#\!,(.!/4#!
6%#$!@,$/&/&'(\!S4&?4!&%!/4#!$#E,&(&(7!%@,?#F!G<#(!&D!.,/,!#(?$;@/&'(!&%!#(,M+#.\!/4#!AB!
@,$/&/&'(!&%!('/!#(?$;@/#.F!1#?$;@/&(7!,!M&/Y&E,7#!'D!/4#!T%#$!@,$/&/&'(!&%!@'%%&M+#!S4#(!;'6!
4,<#!@4;%&?,+!,??#%%!/'!/4#!.#<&?#F!ID!,!%&E@+#!@,%%?'.#!&%!#(,M+#.\!M$6/#!D'$?#!,//#E@/!/'!
$#?'<#$!/4#!@,%%?'.#!&%!,!^6&?R!/,%R\!/,R&(7!6(.#$!03!E&(6/#%!'(!,(!&C4'(#!JF!X$6/#!D'$?#!&%!
('/!(#?#%%,$;!&D!;'6!4,<#!/4#!#%?$'S!R#;%F!K4#%#!,$#!?$#,/#.!M;!&K6(#%!'(!/4#!?'E@6/#$!
M,?R&(7!6@!/4#!.#<&?#F!!

K4#$#!,$#!4'S#<#$!D&+#%!'(!/4#!6%#$!@,$/&/&'(!/4,/!S&++!%/&++!M#!#(?$;@/#.!,D/#$!/4#!@,$/&/&'(!&%!
.#?$;@/#.\!D'$!#H,E@+#!/4#!#E,&+!%/'$,7#!,(.!/4#!R#;?4,&(F!!

=#?4,(&%E%!,$#!M#&(7!.#<&%#.!/'!$#?'<#$O.#?$;@/!/4#!?'(/#(/%!'D!D6++;!#(?$;@/#.!&1#<&?#%F!I(!
7#(#$,+\!/4#%#!E#?4,(&%E%!$#+;!'(!4,<&(7!('/!'(+;!/4#!.#<&?#!M6/!,+%'!/4#!.#<&?#!/4,/!&%!
M,?R&(7!&/!6@F!B'E#!'D!/4#%#!/#?4(&^6#%!&(<'+<#!M$6/#!D'$?#!@,%%S'$.!,//,?R%!'(!/4#!$,S!
.#<&?#!,/!,!+#<#+!M#+'S!/4#!?'(D&76$,M+#!&AB!%#//&(7!/4,/!S&@#%!/4#!.#<&?#!'(!$#@#,/#.!
@,%%S'$.!D,&+6$#%F!

K'!E&/&7,/#!/4&%!&%%6#\!E,R#!%6$#!/4,/!,??#%%!&%!('/!@$'<&.#.!/'!M'/4!/4#!&1#<&?#!,(.!/4#!
%;%/#E!/4,/!@#$D'$E%!&/%!M,?R6@F!`6$/4#$E'$#\!M$6/#!D'$?#!,//#E@/%!?,(!M#!E,.#!'(!CI:!
?'.#%!,(.!@,%%S'$.%F!K4#$#D'$#\!E,R#!%6$#!/'!D'++'S!?6$$#(/!M#%/!@$,?/&?#%!S4#(!?4''%&(7!
/4#!@,%%S'$.!,(.!.'!('/!6%#!%4'$/!CI:!?'.#%!%6?4!,%!D'6$!.&7&/%F!

C$'/#?/&'(%!?'6+.!&(?+6.#!('/!'(+;!.&%R!#(?$;@/&'(!'D!/4#!.#<&?#\!M6/!,+%'!/,R&(7!,!+,;#$#.!
,@@$',?4!D'$!%#(%&/&<#!.,/,!S4#$#!/4#!-AKB!%'+6/&'(!@$'<&.#.!@$'/#?/&'(!/'!.,/,!%/'$#.!'(!
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! K6$(!'DD!X+6#/''/4!/'!@$#<#(/!6(,6/4'$&%#.!,??#%%!M;!/4&%!<6+(#$,M+#!?'EE6(&?,/&'(!
?4,((#+F!T%#)!B#//&(7%YkZ#(#$,+YkX+6#/''/4YkADDF!Z6&.,(?#!'(!/4#!%#?6$&/;!,%@#?/%!
,$#!,<,&+,M+#!D$'E!:IBK![%##!http://csrc.nist.gov/publications/nistpubs/800-121/SP800-
121.pdf) 
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/4#!T%#$F!T%#)!B#//&(7%YkZ#(#$,+Yk:#/S'$RYka&Y`&Yka&Y`&Yk5%R!/'!j'&(!:#/S'$R%Y
kA(F!a4#(!6%&(7!,!a&Y`&!?'((#?/&'(!/4#!D'++'S&(7!%/#@%!,$#!$#?'EE#(.#.)!

o 1'!('/!6%#!6(/$6%/S'$/4;!4'/%@'/%!

o A(+;!6%#!#(?$;@/&'(!'(!'@#(!a&Y`&!(#/S'$R%!/'!,<'&.!#,<#%.$'@@&(7!!

o -4#?R!%&/#!?#$/&D&?,/#%!'(!,(;!S#M!,6/4#(/&?,/&'(!@,7#%!M#D'$#!#(/#$&(7!,(;!
?$#.#(/&,+%!

! a4#(!/6$(&(7!'(!X+6#/''/4!/4#$#!,$#!/4$##!@$&(?&@+#!,$#,%!/'!?'(%&.#$!S4&?4!,$#)!
1&%?'<#$,M&+&/;\!C,%%?'.#!%/$#(7/4!,(.!6%#!'D!G(?$;@/&'(F!K'!#(%6$#!?'$$#?/!
&E@+#E#(/,/&'(!'D!/4#!@$'/'?'+!6%#!1#<&?#%!S4&?4!.&%@+,;!/4#!,@@$'@$&,/#!
g#H@#$&#(?#!&?'(h![4//@)OOSSSFM+6#/''/4F?'EOC,7#%OGH@#$&#(?#YI?'(%F,%@H]F!9&E&/!
/4#!/&E#!/4#!&1#<&?#!&%!.&%?'<#$,M+#!/'!,<'&.!.#/#?/&'(!&F#F!'(+;!D'$!&(&/&,+!@,&$&(7F!
C$'/#?/!/4#!?'EE6(&?,/&'(%!M;!6%&(7!#(?$;@/&'(!,(.!,!+'(7!@,%%!@4$,%#!'$!CI:!
M#?,6%#!/4#!R#;!&%!%6%?#@/&M+#!/'!M$6/#!D'$?#!,//,?R%!.#D,6+/!,(.!%4'$/!@,%%!@4$,%#!'$!
CI:%!E6%/!M#!,<'&.#.F!5(!V!.&7&/!@,%%@4$,%#!'$!CI:!%4'6+.!@$'/#?/!,!,7,&(%/!/4#!/&E#!
S&(.'S!+&R#+;!D'$!,(!'@@'$/6(&%/&?!,//,?R!&F#F!/4#!+#(7/4!'D!/&E#!/'!.$&(R!,!?6@!'D!
?'DD##!&(!,!@6M+&?!+'?,/&'(F!

4//@)OOSSSFDY%#?6$#F?'EOS#M+'7O,$?4&<#%O33330332F4/E+!
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K4#!&C4'(#!2ZBl\!2$.!,(.!J/4!7#(#$,/&'(!&C'.!,(.!&C,.!D#,/6$#!M6&+/YI(!5GB!0LP!4,$.S,$#!
#(?$;@/&'(F!K4&%!#(?$;@/&'(!E6%/!M#!@$'@#$+;!#(,M+#.!D'$!&/!/'!S'$RF!1#<&?#%!.#+&<#$#.!S&/4!
&AB!Jl!,$#!@$'@#$+;!?'(D&76$#.!'6/Y'D!m/4#!M'HF!1#<&?#%!/4,/!4,<#!M##(!6@7$,.#.!/'!&AB!J!
E6%/!M#!$#%/'$#.!/'!@$'@#$+;!#(,M+#!/4#!D6++!4,$.S,$#!#(?$;@/&'(F!
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/4#(!@$#<#(/%!6(,6/4'$&N#.!,??#%%!/'!.,/,!'(!/4#!.#<&?#!,%!S#++!,%!?'(D&76$&(7!,(!,6/'E,/&?!
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5('/4#$!S#,R(#%%!&(!/4&%!%?#(,$&'!&%!/4,/!&D!/4#!?'E@6/#$!6%#.!/'!M,?R6@O?'(D&76$#!/4#!
.#<&?#!&%!?,@/6$#.!S&/4!/4#!?'$$#%@'(.&(7!.#<&?#\!/4#!.#<&?#!M,?R6@%!'(!/4,/!?'E@6/#$!?,(!
M#!#H,E&(#.O#H@+'&/#.!/'!7,&(!,??#%%!/'!.,/,!'/4#$S&%#!%/'$#.!'(!/4#!&1#<&?#F!&K6(#%!&%!6%#.!
/'!M,?R6@!,(!&1#<&?#!,(.!%/'$#%!/4#!.,/,!['(!a&(.'S%!"&%/,!'$!a&(.'S%!U]!&(!/4#!+'?,/&'(!
-)nT%#$%no+'7&(!(,E#k5@@1,/,n*',E&(7n5@@+#!-'E@6/#$n='M&+#B;(?nX,?R6@F!I/!&%!@'%%&M+#!
/'!E'.&D;!/4&%!+'?,/&'(!/'\!D'$!#H,E@+#\!,(!#(?$;@/#.!+'?,/&'(!#F7F!4,$.S,$#!#(?$;@/#.!D+,%4!
.$&<#!D'$!#H/$,!%#?6$&/;F!5+/#$(,/&<#+;!%#/!,!%/$'(7!C,%%?'.#F!
:AKG)!5%!/4&%!?,(_/!M#!?4,(7#.!&/!&%!$#?'EE#(.#.!/4#!@,%%S'$.!&%!,/!+#,%/!03!?4,$,?/#$%!
+'(7F!!
K'!%#/!,!C,%%?'.#!I(!/4#!&K6(#%!B6EE,$;!%?$##(\!%#+#?/!pG(?$;@/!o&1#<&?#k!M,?R6@p!&D!;'6!
S,(/!/'!#(?$;@/!/4#!&(D'$E,/&'(!%/'$#.!'(!;'6$!?'E@6/#$!S4#(!&K6(#%!E,R#%!,!M,?R6@F!
G(?$;@/#.!M,?R6@%!,$#!&(.&?,/#.!M;!,!@,.+'?R!&?'(![B##!/4#!1#+#/&(7!,!X,?R6@!%#?/&'(!4#$#)!
4//@)OO%6@@'$/F,@@+#F?'EORMO>KJ3UW]\!,(.!,!@,%%S'$.!&%!$#^6&$#.!/'!$#%/'$#!/4#!&(D'$E,/&'(!
/'!&1#<&?#![B##!4//@)OO%6@@'$/F,@@+#F?'EORMO>KJ3UW!D'$!/4#!&(D'$E,/&'(!&K6(#%!M,?R%!6@]F!

ID!;'6!E6%/!/$,<#+!S&/4!M'/4!/4#!&1#<&?#!,(.!,!?'E@6/#$!/4,/!4,%!M##(!?'(D&76$#.!/'!%;(?!/'!
/4#!.#<&?#\!M#!%6$#!/'!@$'@#$+;!%#?6$#!/4,/!?'E@6/#$!,%!S#++F!GF7F!'(+;!%;(?4$'(&%#!S&/4!
&K6(#%!'(!.#<&?#%!S4&?4!4,<#!,@@$'@$&,/#!?'(/$'++#.!,??#%%![#F7F!1&%R!G(?$;@/&'(!,(.!%/$'(7!
6%#$!@,%%S'$.%]!,(.!7''.!4;7&#(#![#F7F!,6/'E,/&?!6@.,/#%\!6@!/'!.,/#!,(/&Y<&$6%!%'D/S,$#]F!
I(!&K6(#%!6(.#$!@$#D#$#(?#%Yk.#<&?#%\!;'6!%4'6+.!%##!;'6$!E'%/!$#?#(/!M,?RY6@!.,/#O/&E#F!

-+'6.!M,%#.!M,?R6@!%'+6/&'(%!,$#!,+%'!,<,&+,M+#!/4$'674!<,$&'6%!@$'<&.#$%!#F7F!!

5@@+#)!&1&%R!,(.!&-+'6.!!

-;.&,)!1,/,1#@'%&/!q!1$'@M'H!

>'S#<#$\!#<#(!S&/4!/4#!.#<&?#!#(?$;@/&'(!,(.!@,%%?'.#!,(.!#(?$;@/#.!M,?R6@%!/4#$#!&%!/4#!
$&%R!'D!/4#!,//,?R#$!,??#%%&(7!/4#!.#<&?#!,(.!.,/,!,(.!E'%/!7''.!@$,?/&?#!$#^6&$#!,@@+&?,/&'(!
?'(/$'+%!/'!@$'/#?/!/4#!.,/,F!T(D'$/6(,/#+;!/4#$#!,$#!&%%6#%!S&/4!.,/,!+#,R,7#!D'$E!
,@@+&?,/&'(!@$'/#?/&'(!,(.!/4#!D'++'S&(7!%/#@%!,$#!$#?'EE#(.#.!

! GH&/!/4#!,@@+&?,/&'(!6%&(7!,@@+&?,/&'(!'@/&'(%!,(.!('/!/4#!4'E#!M6//'(!/'!,<'&.!
?,@/6$&(7!%?$##(!%4'/%!'D!%#(%&/&<#!.,/,!M;!/4#!5@@+#!%;%/#EF!!

! ID!/4#$#!&%!('!#H&/!'@/&'(!&(!/4#!,@@+&?,/&'(\!?+&?R!/4#!4'E#YM6//'(!'(?#!/'!#H&/!/4#!
,@@+&?,/&'(\!/4#(!.'6M+#Y?+&?R!/4#!4'E#!M6//'(!,(.!/#$E&(,/#!/4#!,@@+&?,/&'(!D$'E!
/4#!M,$!%4'S&(7!$6((&(7!,@@+&?,/&'(%F!

! 1'!('/!?6/!,(.!@,%/#!%#(%&/&<#!.,/,F!
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! B#/!.#<&?#!/'!#$,%#!'(!&(?'$$#?/!@,%%S'$.!76#%%#%F!T%#)!B#//&(7%YkZ#(#$,+YkC,%%?'.#!
9'?RYkG$,%#!1,/,YkA(F!

K4#!.#<&?#!%4'6+.!M#!?'(D&76$#.!/'!@$#<#(/!B=B!@$#<&#S!/'!@$#<#(/!/4#!$#<#+,/&'(!'D!
%#(%&/&<#!&(D'$E,/&'(!S&/4'6/!,@@$'@$&,/#!,6/4#(/&?,/&'(F!T%#)!B#//&(7%YkZ#(#$,+YkC,%%?'.#!
9'?RYkB4'S!B=B!C$#<&#SYkADD!

!

!

K'!@$#<#(/!.,/,!+#,R,7#!/4$'674!/4#!M$'S%#$!?'(D&76$,/&'(!%#//&(7%\!&/!&%!$#?'EE#(.#.!/4#!
56/'D&++!'@/&'(!&%!$#%/$&?/#.F!T%#)!B#//&(7%YkB,D,$&!Yk56/'!D&++!YkADDF!

B7;7@7 N/="("4G!'4=!P*GG"4G!3*4(+*&5!
='%/!+'7%!,$#!('/!('$E,++;!<&#S,M+#!'(!/4#!.#<&?#\!,(.!/4#!#,%&#%/!S,;!/'!%##!/4#E!&%!
/4$'674!%;(?&(7!S&/4!&K6(#%!,(.!/4#(!<&#S&(7!+'7!D&+#%F!5@@+&?,/&'(!?$,%4!+'7%\!S4&?4!E,;M#!
%;E@/'E,/&?!'D!E,+&?&'6%!,?/&<&/;\!?,(!M#!D'6(.!&(!/4#!D'++'S&(7!+'?,/&'(%)!!

=,?!AB!r!
sO9&M$,$;O9'7%O-$,%4*#@'$/#$O='M&+#1#<&?#Oo;'6$!&1#<&?#_%!(,E#kO!

a&(.'S%!rC!
-)n1'?6E#(/%!,(.!B#//&(7%no+'7&(!(,E#kn5@@+&?,/&'(!1,/,n5@@+#!
?'E@6/#$n9'7%n-$,%4*#@'$/#$no;'6$!&1#<&?#_%!(,E#kn!

a&(.'S%!"&%/,!
-)nT%#$%no+'7&(!(,E#kn5@@1,/,n*',E&(7n5@@+#!
?'E@6/#$n9'7%n-$,%4*#@'$/#$n='M&+#1#<&?#no;'6$!&1#<&?#_%!(,E#kn!

B7;7B7 N55/+'4.-!3*4(+*&5!
a4&+#!('!<6+(#$,M&+&/;!%?,((#$%\!,(/&Y<&$6%\!D&$#S,++!,(.!I1B!@$'.6?/%!#H&%/!&(!/4#!('$E,+!
%#?6$&/;!%#(%#!D'$!&1#<&?#%b!?#$/,&(!?'(/$'+%!?,(!M#!#(7&(##$#.F!

K4#!D&$%/!?'(/$'+!&%!/'!#(%6$#!/4#!D&$ES,$#!&%!@,/?4#.!/'!/4#!E'%/!?6$$#(/!+#<#+!6%&(7!&K6(#%F!
A(!/4#!.#<&?#\!6%#)!B#//&(7%Yk5M'6/!/'!.&%@+,;!/4#!<#$%&'(!&(%/,++#.!<#$%&'(\!S4&?4!?,(!M#!



!

-4
,@

/#
$)!
&A
B!
C+
,/
D'
$E

!B
#?
6$
&/;

!

8
8!
!

?'E@,$#.!/'!/4#!+,/#%/!<#$%&'(\!#&/4#$!<&,!&K6(#%!,(.!,(!&(/#$(#/!?'((#?/#.!C-\!'$!'(+&(#!<&,!
/4#!5@@+#!%6@@'$/!@,7#%F!

4//@)OO%6@@'$/F,@@+#F?'EORMO4/8000!

I(!,!%&E&+,$!S,;!/'!@,/?4&(7!&AB\!&/!&%!&E@'$/,(/!/'!E,&(/,&(!/4#!&(%/,++#.!,@@+&?,/&'(%!,(.!
/4#%#!%4'6+.!M#!?4#?R#.!$#76+,$+;!D'$!6@.,/#%F!&K6(#%!?,(!4#+@!S&/4!/4&%\!6(.#$!/4#!
5@@+&?,/&'(%!/,M!'(!&K6(#%![6%6,++;!M#+'S!/4#!C'.?,%/!/,M]\!/4#$#!&%!,(!'@/&'(!/'!E,(6,++;!
?4#?R!D'$!5@@!6@.,/#%F!Q6%/!?+&?R!'(!&/!,(.!;'6!S&++!%##!/4#!+&%/!'D!'6/Y.,/#.!,@@%!/4,/!;'6!
4,<#F!G&/4#$!6@.,/#!#<#$;/4&(7!'$!'(#YM;Y'(#F!

*'76#!,@@%!,$#!,!?'(?#$(!,(.!%/#@%!%4'6+.!M#!/,R#(!M#D'$#!,(.!,D/#$!&(%/,++,/&'(!,(!,@@!
&(?+6.&(7)! !

8F -4#?R&(7!$#<&#S%!,(.!%#?6$&/;!M+'7%!

0F T(.#$%/,(.&(7!/4#!<#(.'$\!&%!/4#!?'E@,(;!+'?,/&'(!,(.!?'(/,?/!.#/,&+%!
,<,&+,M+#!!

2F I%!/4#!%'6$?#!/$6%/S'$/4;\!,@@!%/'$#!.&%/$&M6/#.!@$'.6?/%!6(.#$7'!E'$#!
,%%6$,(?#!

JF K,R#!,!D6++!M,?R!6@!M#D'$#!&(%/,++,/&'(!

LF -4#?R!@#$E&%%&'(%!(##.#.!

PF !T@.,/#%!,(.!%&.#!?4,((#+!?'EE6(&?,/&'(%!%4'6+.!M#!?4#?R#.F!

B'E#!+#7&/&E,/#!,@@%!,$#!%6%?#@/&M+#!/'!E,+&?&'6%!6%#b!'(#!#H,E@+#!'D!%6?4!,(!,@@!&%!
`+#H&%@;F!5D/#$!,++\!S4;!.'!;'6!(##.!/'!S'$$;!,M'6/!K$'j,(%!S4#(!/4#$#!&%!,(!,@@!D'$!/4,/d!!

=,+S,$#!@$'/#?/&'(!&%!,(!#E#$7&(7!E,$R#/!,%!S#++!,%!&(D#?/&(7!/4#!&1#<&?#!&/%#+DF!5!+'/!'D!
E,+S,$#!&%!M#&(7!#(7&(##$#.!/'!6%#!E'M&+#!,(.!$#E'<,M+#!E#.&,!/'!?$'%%!&(D#?/!(#/S'$R%!
M;@,%%&(7!@#$&E#/#$!E,+S,$#!D&+/#$%F!K'!/4&%!#(.\!&/!&%!<&/,+!/'!#(%6$#!,(;!.#<&?#!6%#.!D'$!
%;(?4$'(&%,/&'(!4,%!6@Y/'Y.,/#!,(/&<&$6%!@$'/#?/&'(!,(.!%&E&+,$+;!,++!/$,DD&?!&%!%?$##(#.!D'$!
E,+&?&'6%!?'.#F!

5!D#S!<#(.'$%!,$#!%/,$/&(7!/'!,..$#%%!/4&%!&(?+6.&(7!&(/#7'_%!<&$6%M,$$&#$!,(.!tW_%!a#M!
C$'/#?/&'(!X$'S%#$F!I/!&%!,+%'!@'%%&M+#!/'!6%#!'/4#$!D&+/#$&(7!%#$<&?#%!+&R#!A@#(1:BF!!

I(!,!%&E&+,$!S,;\!#E,&+!/$,DD&?!%4'6+.!M#!%?,((#.!D'$!E,+&?&'6%!?'(/#(/F!!

C4&%4&(7!&%!,!@,$/&?6+,$!?'(?#$(!'(!E'M&+#!.#<&?#%F!T*9!%4'$/#(&(7!&%!?'EE'(!&(!6%#$!
&(/#$D,?#%\!,(.!6%#$%!,$#!/4#$#D'$#!E'$#!+&R#+;!/'!M#!/$&?R#.!'(!,!E'M&+#!.#<&?#F!

-4#?R!'(+&(#!/''+%!

4//@)OO%#?6$&/;F%;E,(/#?F?'EO%%?<PO4'E#F,%@d+,(7&.f&#q<#(&.f%;Eq@+D&.f02q@Rjf9"r`c>
ZXc:-QGI=rit-!!
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4//@)OO%#?6$&/;F%;E,(/#?F?'EO%%?<POa#+?'E#C,7#F,%@!

4//@)OOSSSFDY%#?6$#F?'EO#(eTtO%#?6$&/;O%#?6$&/;Y+,MO/''+%Y,(.Y%#$<&?#%O'(+&(#Y%?,((#$O!

B7;7L7 $-./+"(0!J*4"(*+"4G!3*4(+*&5!
K4#$#!,$#!+&E&/#.!?'(/$'+%!/4,/!?,(!M#!,@@+&#.!D'$!%#?6$&/;!E'(&/'$&(7!?'(%&.#$,/&'(%!,$#!
+&E&/#.!,(.!E,&(+;!D'$!?'$@'$,/#!7,/#S,;!%?,((&(7!#F7F!BGI=!'(!,!@$'H;!+'7F!>'S#<#$!%'E#!
?'(/$'+%!,(.!%4'6+.!M#!?'(%&.#$#.F!!

a4&+#!5@@+#!4,%!.$'@@#.!&/%!%4'$/!+&<#.!Q,&+M$#,R!5CI\!%'E#!/''+%!.'!,//#E@/!/'!.#/#?/!
j,&+M$#,R!M#4,<&'6$!%6?4!,%!Z''.!K#?4('+'7&#%F!

B'E#!.#/#?/&'(!$6+#%!,$#!('S!,@@#,$&(7!&(!I1B!%'+6/&'(%F!GF7F!%('$/!%&7(,/6$#%!#H&%/!D'$!
j,&+M$#,R!#H@+'&/%!,(.!$'6/&(7!&1#<&?#!('(Y2Z!(#/S'$R!/$,DD&?!/4$'674!,(!&(+&(#!ICB!&%!
$#?'EE#(.#.F!!

B7;7Q7 <4."=-4(!D-5?*45-!3*4(+*&5!
X6%&(#%%#%!(##.!/'!.#<#+'@!,(.!@6M+&%4!&(?&.#(/!$#%@'(%#!@'+&?;!S4&?4!&(?+6.#%!&1#<&?#%F!
*#@'$/&(7\!/$,?R&(7!,(.!$#%@'(%#!$#%'6$?#%!(##.!/'!M#!,<,&+,M+#!/'!,%%&%/!S&/4!D'$#(%&?\!
$#%@'(%#!,(.!$#@'$/&(7!$#^6&$#E#(/%F!

B#+DYE,(,7#.!.#<&?#%!E6%/!$#+;!'(!%#$<&?#%!%6?4!,%!D&(.!E;!&C4'(#!/'!$#E'/#+;!S&@#\!+'?R\!
+'?,/#!,(.O'$!@6/!,!E#%%,7#!'(!/4#!.#<&?#!%?$##(\!,%!S#++!,%!$#76+,$+;!S,/?4!D'$!%#?6$&/;!
,+#$/%!M'/4!D$'E!5@@+#!,(.!+#,.&(7!%#?6$&/;!%'6$?#%!%6?4!,%!B5:BF!

9'?,/&'(!/$,?R&(7!

I/!&%!@'%%&M+#!/'!#%/,M+&%4!/4#!+'?,/&'(!'D!,!.#<&?#!$#E'/#+;!/4$'674!ZCB!/$,?R&(7F!
4//@)OOSSSF,@@+#F?'EO6RO&@,.OM6&+/Y&(Y,@@%OD&(.YE;Y&@,.F4/E+!
!
:'/&D&?,/&'(!'D!,@@$'@$&,/#!%#$<&?#!@$'<&.#$%\!,6/4'$&/&#%!,(.!&(%6$,(?#!?'(/,?/!E,;!M#!
$#^6&$#.F!-4#?R!;'6$!+'?,+!$#^6&$#E#(/%F!

`'$#(%&?%!

`'$#(%&?!/''+%!,$#!,<,&+,M+#!/'!?,@/6$#!,(.!,(,+;%#!?'(/#(/!'(!&1#<&?#%F!B'E#!D'$#(%&?!/''+%!
,$#!?,@,M+#!'D!.#?$;@/&(7!/4#!#(?$;@/#.!?'(/#(/\!&(?+6.&(7!/4#!R#;?4,&(!,(.!D&+#!%;%/#E%F!
4//@)OO&@4'(#YD'$#(%&?%F?'EO!!4//@)OO&H,EYD'$#(%&?%F?'EO!4//@)OOR,/,(,D'$#(%&?%F?'EO!
4//@)OOSSSF&'%$#%#,$?4F'$7O!!

='%/!D'$#(%&?!/''+%!,$#!.#@#(.#(/!'(!#H@+'&/&(7!M''/$'E!<6+(#$,M&+&/&#%!/'!#H/$,?/!.,/,!D$'E!
#(?$;@/#.!&1#<&?#%F!5%!'D!/4&%!S$&/&(7\!/4#!&C,.!0!&%!/4#!'(+;!.#<&?#!S&/4!('!&.#(/&D&#.!
M''/$'E!<6+(#$,M&+&/&#%F!!

*#E'/#!1#<&?#!a&@&(7!

a&/4'6/!,(!=1=!%'+6/&'(\!5@@+#_%!`&(.!=;!&C,.!'$!`&(.!=;!&C4'(#!&%!/4#!M#%/!E#?4,(&%E!
D'$!$#E'/#!S&@#F!:'/#!/4,/!/4&%!.#@#(.%!'(!,!='M&+#!=#!,??'6(/!'(!/4#!.#<&?#\!,(.!'(+;!
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'(#!='M&+#!=#!,??'6(/!?,(!M#!?'(D&76$#.!D'$!`&(.!=;!&C4'(#F!5..&(7!,(!,..&/&'(,+!='M&+#!
=#!,??'6(/!/'!/4#!.#<&?#!S&++!.&%,M+#!/4#!#H&%/&(7!`&(.!=;!&C4'(#!,??'6(/F!

=,(6,+!1#<&?#!a&@&(7!

c'6!?,(!$#E'<#!,++!%#//&(7%!,(.!&(D'$E,/&'(!D$'E!,(!&1#<&?#!6%&(7!pG$,%#!5++!-'(/#(/!,(.!
B#//&(7%Fp!T%#)!B#//&(7%YkZ#(#$,+Yk*#%#/F!

4//@)OO%6@@'$/F,@@+#F?'EORMO4/0883!

*#%/'$#!C$'?#%%!!

&1#<&?#%!?,(!M#!$#%/'$#.!D$'E!M,?R6@!6%&(7!&K6(#%F!

4//@)OO&'%?#(/$,+F?'F6ROd@f8VW!!

B7;7R7 $-./+"(0!%+*)"&-5!
5@@+#!&C-T!,(.!=1=!%'+6/&'(%!D'$!&1#<&?#%!?,(!&(%/,++!%#?6$&/;!@'+&?&#%!['$!@$'D&+#%]!'(!/4#!
.#<&?#%F!K4#!@$'D&+#%!?,(!M#!%&7(#.\!#(?$;@/#.\!,(.!E,;!$#^6&$#!,!@,%%S'$.!D'$!$#E'<,+F!I(!
/4#!#H/$#E#!?,%#\!/4#;!?,(!M#!E,.#!@#$E,(#(/!,(.!'(+;!$#E'<#.!<&,!.#<&?#!S&@#F!a4#(!
?$#,/&(7!%#?6$&/;!@$'D&+#%\!,/!,!E&(&E6E!$#^6&$#!,!6(&^6#!%/$'(7!@,%%S'$.!/'!$#E'<#!&/F!!

C$'D&+#%!?,(!M#!.#+&<#$#.!/'!/4#!.#<&?#!<&,!/4#!S#M\!#E,&+!,//,?4E#(/!'$!@6%4#.!<&,!=1=!
%'+6/&'(F!1#@#(.&(7!'(!/4#!%'6$?#!'D!/4#!%#?6$&/;!@$'D&+#\!/4#!.#<&?#!6%#$O'S(#$!E,;!'$!E,;!
('/!M#!&(<'+<#.!&(!,??#@/&(7!/4'%#!@$'D&+#%F!B'E#!@$'.6?/%!#H@&$#!/4#!?#$/&D&?,/#%!(#?#%%,$;!
/'!?'EE6(&?,/#!S&/4!?'$@'$,/#!$#%'6$?#%!S4#(!,!(#S!@$'D&+#!&%!@6M+&%4#.!/'!&(?#(/&<&N#!6%#$!
,.'@/&'(!'D!/4#!6@.,/#.!@$'D&+#F!!

=6+/&@+#!%#?6$&/;!@$'D&+#%!?,(!M#!,?/&<#!'(!,!%&(7+#!&1#<&?#F!B#?6$&/;!@$'D&+#%!,$#!+,;#$#.\!S&/4!
/4#!E'%/!$#%/$&?/&<#!%#//&(7!D'$!,(;!'@/&'(!M#&(7!#(D'$?#.F!

B7;7S7 T/"&(U<4!84.+0?("*4!
&1#<&?#%!6%#!5GB!0LP!M&/!4,$.S,$#!#(?$;@/&'(F!G(,M+&(7!,!@,%%?'.#!/6$(%!'(!/4#!#(?$;@/&'(F!

B7;76V7 3*4(+*&!*)!.*44-.("*45!
I/!&%!$#?'EE#(.#.!/4#!6(6%#.!?'((#?/&'(%!,$#!.&%,M+#.!,(.!?'(D&76$#.!D'$!M#%/!%#?6$&/;!
S4#$#!(##.#.F!K4#!D'++'S&(7!?'(/$'+%!,$#!?'(D&76$#.!

K'!.&%,M+#!?'((#?/&'(%!

! K6$(!'DD!X+6#/''/4!/'!@$#<#(/!6(,6/4'$&%#.!,??#%%!M;!/4&%!<6+(#$,M+#!?'EE6(&?,/&'(!
?4,((#+F!T%#)!B#//&(7%YkZ#(#$,+YkX+6#/''/4YkADD!F!Z6&.,(?#!'(!/4#!%#?6$&/;!,%@#?/%!
,$#!,<,&+,M+#!D$'E!:IBK![%##!http://csrc.nist.gov/publications/nistpubs/800-121/SP800-
121.pdf) 

! K'!.&%,M+#!"C:!6%#)!B#//&(7%YkZ#(#$,+Yk:#/S'$RYk"C:Yk"C:YkADDF 

! K'!.&%,M+#!a&Y`&!6%#)!B#//&(7%YkZ#(#$,+Yk:#/S'$RYka&Y`&ka&Y`&kADDF 

K'!6%#!?'((#?/&'(%!
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! a4#(!/6$(&(7!'(!a&Y`&!&/!$#?'EE#(.#.!#(%6$&(7!?'((#?/&'(%!,$#!,6/4'$&%#.!M;!/4#!
T%#$F!T%#)!B#//&(7%YkZ#(#$,+Yk:#/S'$RYka&Y`&Yka&Y`&Yk5%R!/'!j'&(!:#/S'$R%YkA(F!
a4#(!6%&(7!,!a&Y`&!?'((#?/&'(!/4#!D'++'S&(7!%/#@%!,$#!$#?'EE#(.#.)!

o 1'!('/!6%#!6(/$6%/S'$/4;!4'/%@'/%!

o A(+;!6%#!#(?$;@/&'(!'(!'@#(!a&Y`&!(#/S'$R%!/'!,<'&.!#,<#%.$'@@&(7!!

o -4#?R!%&/#!?#$/&D&?,/#%!'(!,(;!S#M!,6/4#(/&?,/&'(!@,7#%!M#D'$#!#(/#$&(7!,(;!
?$#.#(/&,+%!

B7;7667 T'.I/?5!
&1#<&?#%!,$#!M,?R#.!6@!6%&(7!&K6(#%F!G(?$;@/!/4#!M,?R6@%!6%&(7!,!('(Y/$&<&,+!@,%%S'$.!/'!
E,R#!&/!4,$.#$!/'!,??#%%F!

B7;76;7 N=="("*4'&!84.+0?("*4!
K4&$.Y@,$/;!#(?$;@/&'(!,@@%!,$#!,<,&+,M+#!/'!@$'/#?/!/4#!?'(D&.#(/&,+&/;!'D!.,/,!D'$!,.<,(?#.!
,@@+&?,/&'(%!,(.!%4'6+.!M#!?'(%&.#$#.!S4#$#!,.<,(?#.!@$'/#?/&'(%!,$#!$#^6&$#.F!

L7 3A-.I&"5(!

"#$# %&'()!*+,+!-.+/+0.!
• T%#!%/$'(7!@,%%S'$.%!D'$!,++!%#$<&?#%!,(.!,??'6(/%!,??#%%#.!D$'E!/4#!.#<&?#F!
• C$'/#?/!;'6$!@#$%'(,+!#E,&+!M;!#(?$;@/&(7!/$,DD&?F!T%#)!B#//&(7%Yk=,&+\!-'(/,?/%\!

-,+#(.,$%!YkoB#+#?/!,(!5??'6(/kYk5.<,(?#.\!/4#(!%?$'++!.'S(!/'!/4#!T%#!BB9!'@/&'(F!
K4&%!S&++!@$#<#(/!'/4#$%!M#&(7!,M+#!/'!$#,.!;'6$!#E,&+!'<#$!@6M+&?!a&Y`&!(#/S'$R%F!!

• 1'!('/!M,?R6@!?'E@,(;!.,/,!/'!?+'6.!%#$<&?#%!+&R#!='M&+#!=#!&1&%R!'$!1$'@M'HF!
• 1'!('/!6%#!;'6$!&1#<&?#!D'$!&(D'$E,/&'(!'$!?'EE6(&?,/&'(%!S4&?4!&%!$#76+,/#.F!
• 1'!('/!%#(.!S'$R!$#+,/#.!#E,&+!/'!@#$%'(,+!#E,&+!,??'6(/%F!
• G$,%#!'$!S&@#!&1#<&?#%!S4#(!$#,%%&7(&(7\!$#@+,?&(7\!$#/6$(&(7\!'$!'/4#$!.&%@'%&/&'(F!

"#1# 2345.6+7(4(,(.8!
• B/'$#!/4#!&K6(#%!M,?R6@!%#?6$#+;!
• B/'$#!<,+6,M+#!.,/,!&(!,@@+&?,/&'(%!/4,/!%#?6$#!&/!&(!&/%!'S(!?'(/,&(#$!
• T%#!,(!,@@!/4,/!?+#,$%!D$##!%@,?#!,/!$#76+,$!&(/#$<,+%!
• -'(%&.#$!/4#!$&%R!,(.!7,&(!/$,.#Y'DD!S4#(!.#?&.&(7!S4#/4#$!'$!('/!/'!j,&+M$#,R!/4#!.#<&?#!
• 5+S,;%!6@.,/#!M'/4!&AB!,(.!&(%/,++#.!,@@%!S4#(!6@.,/#%!,$#!E,.#!,<,&+,M+#\!?4#?R!,/!

+#,%/!'(?#!,!E'(/4!D'$!6@.,/#%!
• a4#(!/4#!.#<&?#!4,%!$#,?4#.!#(.Y'DY+&D#!,(.!&%!('!+'(7#$!%6@@'$/#.!S&/4!(#S!6@.,/#%\!

?'(%&.#$!6@7$,.&(7!/4#!.#<&?#!
• a4#(!$#@+,?&(7\!$#/&$&(7!'$!$#,%%&7(&(7!,!.#<&?#\!S&@#!/4#!.#<&?#!/'!@$#<#(/!.,/,!+#,R,7#F!!

L7>7 3*4(+*&5!
G(,M+#!/4#!D'++'S&(7!?'(/$'+%!

• C,%%S'$.!C$'/#?/&'(!
o T%#!,!-'E@+#H!C,%%S'$.!
o T%#!,!T(&^6#!C,%%S'$.!

• 1#<&?#!G(?$;@/&'(!



!

-4
,@

/#
$)!
&A
B!
C+
,/
D'
$E

!B
#?
6$
&/;

!

8
L!
!

• 56/'Y9'?R!%#/!/'!L!E&(6/#%!
• =,H&E6E!B#%%&'(!

o B#/!/'!$#^6&$#!@,%%?'.#!&EE#.&,/#+;F!
• 56/'E,/&?,++;!G$,%#!1,/,!,D/#$!83!D,&+#.!56/4#(/&?,/&'(!5//#E@/%!
• 5%R!/'!Q'&(!a&Y`&!(#/S'$R%!

o 1'!('/!6%#!6(/$6%/S'$/4;!4'/%@'/%!
o G(%6$#!/4,/!.,/,!&%!/$,(%D#$$#.!#(?$;@/#.!S4#(!%#(/!'<#$!'@#(!>'/%@'/%!
o 5+S,;%!?4#?R!?#$/&D&?,/#%!'(!S#M@,7#%!

1&%,M+#!/4#!D'++'S&(7!S4#(!('/!&(!6%#!

• X+6#/''/4!
• a&Y`&!
• "C:!
• 9'?,/&'(!B#$<&?#%!

L7@7 W-4-+'&!
• 1'!('/!+#,<#!/4#!.#<&?#!6(,//#(.#.!S4#(!/$,<#++&(7!,(.!/$;!/'!,<'&.!.&%@+,;&(7!&/!&(!

@6M+&?!,$#,%F!A(#!&(!/S#(/;!E'M&+#!.#<&?#%!&%!+'%/!'$!%/'+#(F!
• `&/!,!@$&<,?;!%?$##(!/'!,<'&.!%'E#'(#!+''R&(7!'<#$!/4#!%4'6+.#$!,/!/4#!%?$##(F!
• a4#(!M$'S%&(7!6%&(7!/4#!&1#<&?#\!/$;!/'!,<'&.!6(R('S(!%&/#%\!,(.!@,;!%@#?&,+!,//#(/&'(!

/'!?#$/&D&?,/#%!/'!#(%6$#!/4#;!,$#!<,+&.F!
• A(+;!.'S(+',.!,@@%!D$'E!$#@6/,M+#!.#<#+'@#$%!&(!/4#!5@@+#!'$!-'$@'$,/#!5@@!%/'$#F!
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Last Updated: February 7th, 2026

Upcoming SANS Training
Click Here for a full list of all Upcoming SANS Events by Location

SANS Secure Caribbean 2026 Kingston, JM Feb 16, 2026 - Feb 21, 2026 Live Event

SANS Surge 2026 La Jolla, CAUS Feb 23, 2026 - Feb 28, 2026 Live Event

SANS Dublin February 2026 Dublin, IE Feb 23, 2026 - Feb 28, 2026 Live Event

SANS Secure Japan 2026 Tokyo, JP Mar 02, 2026 - Mar 14, 2026 Live Event

SANS London March 2026 London, GB Mar 02, 2026 - Mar 07, 2026 Live Event

SANS DC Metro March 2026 Arlington, VAUS Mar 02, 2026 - Mar 07, 2026 Live Event

SANS Secure Singapore 2026 Singapore, SG Mar 02, 2026 - Mar 14, 2026 Live Event

SANS Paris March 2026 Paris, FR Mar 09, 2026 - Mar 14, 2026 Live Event

SANS Open-Source Intelligence Summit 2026 Arlington, VAUS Mar 16, 2026 - Mar 22, 2026 Live Event

SANS Thailand March 2026 Bangkok, TH Mar 16, 2026 - Mar 21, 2026 Live Event

SANS Amsterdam March 2026 Amsterdam, NL Mar 16, 2026 - Mar 21, 2026 Live Event

SANS Melbourne March 2026 Melbourne, VIC, AU Mar 16, 2026 - Mar 21, 2026 Live Event

SANS Cybersecurity Leadership Summit  & Training 2026 Arlington, VAUS Mar 17, 2026 - Mar 22, 2026 Live Event

SANS 2026 Orlando, FLUS Mar 29, 2026 - Apr 03, 2026 Live Event

SANS London April 2026 London, GB Apr 13, 2026 - Apr 18, 2026 Live Event

SANS Rome April 2026 Rome, IT Apr 13, 2026 - Apr 18, 2026 Live Event

SANS Secure Australia 2026 Canberra, ACT, AU Apr 13, 2026 - Apr 18, 2026 Live Event

SANS Rocky Mountain 2026 Denver, COUS Apr 20, 2026 - Apr 25, 2026 Live Event

SANS SEC535 at AI Cybersecurity Summit & Training 2026 Arlington, VAUS Apr 20, 2026 - Apr 27, 2026 Live Event

SANS AI Cybersecurity Summit & Training 2026 Arlington, VAUS Apr 20, 2026 - Apr 27, 2026 Live Event

SANS Amsterdam April 2026 Amsterdam, NL Apr 20, 2026 - Apr 25, 2026 Live Event

SANS ICS Munich 2026 Munich, DE Apr 20, 2026 - Apr 25, 2026 Live Event

SANS Doha April 2026 Doha, QA Apr 26, 2026 - Apr 30, 2026 Live Event

SANS Cyber Incident Management 2026 OnlineAU Feb 09, 2026 - Feb 13, 2026 Live Event

SANS OnDemand Books & MP3s OnlyUS Anytime Self Paced

http://www.sans.org/info/36919
http://www.sans.org/link.php?id=90985
http://www.sans.org/secue-caribbean-2026
http://www.sans.org/link.php?id=88845
http://www.sans.org/surge-2026
http://www.sans.org/link.php?id=89785
http://www.sans.org/dublin-february-2026
http://www.sans.org/link.php?id=89875
http://www.sans.org/secure-japan-2026
http://www.sans.org/link.php?id=88695
http://www.sans.org/london-march-2026
http://www.sans.org/link.php?id=89565
http://www.sans.org/dc-metro-march-2026
http://www.sans.org/link.php?id=90855
http://www.sans.org/secure-singapore-2026
http://www.sans.org/link.php?id=88685
http://www.sans.org/paris-march-2026
http://www.sans.org/link.php?id=89895
http://www.sans.org/sans-osint-summit-2026
http://www.sans.org/link.php?id=89915
http://www.sans.org/thailand-march-2026
http://www.sans.org/link.php?id=88240
http://www.sans.org/amsterdam-march-2026
http://www.sans.org/link.php?id=89795
http://www.sans.org/melbourne-2026
http://www.sans.org/link.php?id=90250
http://www.sans.org/sans-cybersecurity-leadership-summit-2026
http://www.sans.org/link.php?id=88640
http://www.sans.org/sans-2026
http://www.sans.org/link.php?id=88175
http://www.sans.org/london-april-2026
http://www.sans.org/link.php?id=88765
http://www.sans.org/rome-april-2026
http://www.sans.org/link.php?id=89790
http://www.sans.org/secure-australia-2026
http://www.sans.org/link.php?id=90115
http://www.sans.org/Live Event
http://www.sans.org/link.php?id=90965
http://www.sans.org/sec535-ai-summit-2026
http://www.sans.org/link.php?id=90275
http://www.sans.org/ai-summit-2026
http://www.sans.org/link.php?id=88810
http://www.sans.org/amsterdam-april-2026
http://www.sans.org/link.php?id=88830
http://www.sans.org/ics-munich-2026
http://www.sans.org/link.php?id=87980
http://www.sans.org/doha-april-2026
http://www.sans.org/link.php?id=91170
http://www.sans.org/cyber-incident-management-2026
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

