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I. Configure Login Banners:

There are two scenarios regardi ng Logi n Banners, the first assunes
that you previously edited and saved the files to a DOS formatted
fl oppy. The second scenario explains how to nodify/create the files
your sel f.

A. If you have pre-saved the Banner files on a floppy:
** Be sure it is wite protected and virus free**

Performthe following as root to mount the floppy and then
copy the files to the locations specified in step 2:

1. To transfer a file froma PC floppy to the UNIl X system
doscp /dev/rfl oppy/ cOt 1d0: <DCS- Fi | enane> <UNI X-

Fi |l ename and Pat h>
2. Copy Xresources to /etc/dt/config/Cl Xresources and copy
issue to /etc/issue
3. Skip ahead to part I1.

Addi tional transfer notes:

To view the contents of a DCS floppy: type “dosls -a /
dev/rfl oppy/ cOt 1d0:”

To view the contents of a UNIX directory type “Is -a
</ path/to/the/directory>"

To view the contents of a UNIX file type “nore

</ path/to/fil ename>"

B. If you do not have pre-saved copies of the Xresources and issue
files:

Step 1.

Copy the exanple Xresources file from/usr/dt/config/ C Xresources
to /etc/dt/config/C Xresources and edit it to nmatch the foll ow ng
(Changes made to the default file have been highlighted), or
create a new file containing the follow ng and save it to /
etc/dt/config/ C Xresources:

**.- Begin Copying for Xresources file Below This Line --**
| HHHHHHBHHHBHH PR H B H PR H R H B H R H R H R H R R H R R R
Xresources

!

!

!

! Conmon Deskt op Environnent

!

! Configuration file for the Logi n Manager
!



(c) Copyright 1993, 1994 Hew ett-Packard Conpany

(c) Copyright 1993, 1994 International Business Machi nes Corp
(c) Copyright 1993, 1994 Sun M crosystens, |nc.

(c) Copyright 1993, 1994 Novell, Inc.

*kkkkkhkkhkhkkkkkk*x [D No'r EDIT THI S FI LE *kkhkkkkkhkhkkkhkhkkk*k

/usr/dt/config/ Xresources is a factory-default file and wll

be unconditionally overwitten upon subsequent installation.

Bef ore maki ng changes to the file, copy it to the configuration
directory, /etc/dt/config. You nust also update the resources
resource in /etc/dt/config/ Xconfig.

$Revision: 1.1 $

V| #HHHHBH B H BB R R H R R R R R R R R R R AR

This file contains appearance and behavi our resources for the

Dt 1 ogin

Il ogin screen. These are designed to be read into the root w ndow
property via the 'xrdb' program Dtlogin will do this automatically
after the server is reset and will renpove them before the session
starts.

Dtlogin contains internal default values for all resources. To
override a default value, uncomment the appropriate |line bel ow and
supply the desired val ue.

Custom zation hints are included at the end of this file.

| HAHHBHBHHBHBHHBHBH B BB B A R R R R R AR

Motif visuals

* XnCascadeBut t on* shadowThi ckness: 1
* XnmDr awnBut t on* shadowThi ckness: 1
* XmPushBut t on* shadowThi ckness: 1

* XmPushBut t onGadget * shadowThi ckness: 1
* Xmlrext * shadowThi ckness: 1

* Xmrext Fi el d* shadowThi ckness: 1
*enabl eBut t onTab: True

*enabl eDef aul t Butt on: True

*enabl eEt chedl nMenu: True

*enabl eMenul nCascade: True

*enabl eMul ti KeyBi ndi ngs: True
*enabl eToggl eCol or: True

*enabl eToggl eVi sual : True

*hi ghl i ght Thi ckness: 1

V| BB H B HBHBHHBH BB H BB B B R R R R R B R R



COLORS

1

I

I #a8aB8a8 = |ightgray

I #7e7e7e = gray (darker shade)

I #ef 506f = bur gundy

11

I'l Dtl ogi n*f oreground: bl ack
#i fdef COLOR

I'l Dtlogi n*background: #a8a8a8
I'l Dtl ogi n*highlightCol or: #ef 506f
I'l Dtlogin*l ogo*Backgr ound: #ef 506f
#el se

I'l Dtl ogi n*backgr ound: white
#endi f

V| #HHHHBHBHBH R HBH B H R BB H B R R B R R R R R R R R
FONTS

| abel Font button and | abel text

|
|
!
!
|
! t ext Font hel p and error dial og text
|

#if WDTH < 1024
Dt | ogi n*l abel Font : -dt-interface systemnmediumr-normal - *-*-*-*_*_

*_ ok _k_ k-

Dt | ogi n*t ext Font : -dt-interface user-nediumr-normal -] *-*-*-*_*_*_
* _ %k _ %

Dtl ogi n*greeting.fontList: -dt-interface systemnediumr-nornmal-|*-*-
*_*_*_*_*_*_*:

#el se

Dt | ogi n*l abel Font : -dt-interface systemmediumr-normal - *-*-*-*_*_
*_k_ Kk _ K-

Dt | ogi n*t ext Font : -dt-interface user-nediumr-normal -] *-*-*_*_*_%*._

* _ ok _ k.

Dtl ogi n*greeting.fontList: -dt-interface system nediumr-normal - *-*-*-

k_k_k_k_K_ k-

#endi f

| HHHHHHBHBHBH R BHBH B R BB H BB H B R R R R H B R R
|

!

Il

Il CURSOR

Il

I Fal se = The MT "X" cursor (default)
I True = The left pointer cursor

Dt | ogi n*wor kspaceCur sor: True

V| #HHRHBHBHBH R R H B H B B H B H B R R B R B H B R BB R BB
I

'l GREETI NG

M



I'l Dtlogin*greeting.foreground: bl ack

I'l Dtlogin*greeting. background: #a8a8a8

Dt | ogi n*greeting. | abel String: **DoD WAr ni ng Banner** \

\n Use of this or any other DoD interest conputer system constitutes a
consent \

\n to nonitoring at all tinmes. This is a DoD interest conputer system
Al DoD \

\n interest conmputer systens and rel ated equi pnent are intended for the
\

\'n comuni cation, transnission, processing, and storage of officia
us. \

\'n Governnment or other authorized information only. Al DoD interest
conput er \

\n systens are subject to nonitoring at all times to ensure proper
functioning \

\'n of equi pment and systens including security devices and systens, to
prevent \

\'n unaut hori zed use and viol ations of statutes and security

regul ations, to \

\n deter crimnal activity, and for other similar purposes. Any user of
a DoD \

\n interest conputer system should be aware that any infornation placed
in the \

\n systemis subject to nonitoring and is not subject to any
expectation of \

\n privacy. |If nonitoring of this or any other DoD interest conputer
system \

\'n reveal s possi bl e evidence of violation of crimnal statutes, this
evi dence \

\n and any other related i nformation, including identification

i nformation \

\'n about the user, may be provided to | aw enforcenent officials. If
nmoni toring \

\n of this or any other DoD interest conputer systens reveals

viol ati ons of \

\'n security regul ati ons or unaut hori zed use, enpl oyees who viol ate
security \

\'n regul ati ons or make unaut horized use of DoD interest comnputer
systenms are \

\'n subject to appropriate disciplinary action. Use of this or any other
DoD \

\n interest conputer system constitutes a consent to nonitoring at al
times.

Dt | ogi n*greeting. persLabel Stri ng: Hello %
I'l Dtlogin*greeting.alignnent: ALl GNVENT_CENTER

UL S
I

Il Size of Text | nput Area
1

Dt ogi n*l ogi n_text.colums: 20
Dt | ogi n*passwd_t ext.colums: 20



V| #HAHHBHBHBH R H B H B H B B H BB R R R H B R R R R R R
'

I MSC

I

Dt | ogi n*l ogo*bi t mapFi | e: [etc/dt/config/ dIlogo. xpm

Dt | ogi n*preedi t Type:

V| #H#HHAH B H B AR A H R R A AR R R AR AR AR R AR R R R AR

I
't LANGUAGE MENU NAME MAPPI NGS

#undef C

Dt | ogi n*C. | anguageNane: C

Dt | ogi n*C. i s0o88591. | anguageNane: C. 1 SC8859-1

Dt | ogi n* PCSI X. | anguageNarne: PCSI X

Dt | ogi n*ar abi c- w. | anguageNane: Al geri an. Arabi c8

Dt | ogi n*ar abi c. | anguageNane: Ar abi c. Arabi c8

Dt | ogi n*ar abi c. i s088596. | anguageNane: Ar abi c. | SC8859- 6

Dt | ogi n*bul gari an. | anguageNane: Bul gari an. | S08859-5
Dt | ogi n*czech. | anguageNane: Czech. | SC8859- 2

Dt | ogi n*dani sh. i s0o88591. | anguageNane: Dani sh. | SO8859- 1

Dt | ogi n*dani sh. | anguageNane: Dani sh. Roman8

Dt | ogi n*ger man. i so88591. | anguageNane: Ger man. | SC8859- 1

Dt | ogi n*ger man. | anguageNane: Ger man. Ronan8

Dt | ogi n*gr eek. | anguageNane: G eek. G eek8

Dt | ogi n*greek. i so88597. | anguageNane: Greek. | SCB8859- 7

Dt | ogi n*engli sh.i so88591. | anguageNane: Engl i sh- UK. | SC8859- 1
Dt | ogi n*engl i sh. | anguageNarne: Engl i sh- UK. Ronan8
Dt | ogi n*ameri can. i so88591. | anguageNarne: Engl i sh- US. | SC8859- 1
Dt | ogi n*ameri can. | anguageNane: Engl i sh- US. Roman8
Dt | ogi n*spani sh. i s088591. | anguageNane: Spani sh. | SO8859- 1
Dt | ogi n*spani sh. | anguageNare: Spani sh. Roman8

Dt ogi n*finni sh.iso88591. | anguageNane: Fi nni sh. 1 S08859- 1
Dt | ogi n*fi nni sh. | anguageNarre: Fi nni sh. Ronan8

Dt ogi n*c-french. i so88591. | anguageNarne: Fr ench- Canadi an. | S08859- 1
Dt | ogi n*c-french. | anguageNane: French- Canadi an. Roman8
Dt ogi n*french. i so88591. | anguageNane: French. | SG8859- 1

Dt | ogi n*french. | anguageNane: French. Roman8

Dt | ogi n*ser bocroati an. | anguageNane: Croati an. | SO8859- 2
Dt | ogi n*hungari an. | anguageNane: Hungari an. | SO8859- 2
Dt | ogi n*i cel andi c. i so88591. | anguageNane: |cel andi c.|S08859-1
Dt | ogi n*i cel andi c. | anguageNane: | cel andi c. Roman8
Dtlogin*italian.iso88591. | anguageNane: Italian.|SC8859-1
Dt 1 ogi n*italian.| anguageNane: Italian. Roman8

Dt | ogi n*hebr ew. | anguageNane: Hebr ew. Hebr ew8

Dt | ogi n*hebrew. i s088598. | anguageNane: Hebr ew. | SO8859- 8

Dt | ogi n*j apanese. | anguageNane: Japanese. SJI S

Dt | ogi n*j apanese. euc. | anguageNane: Japanese. EUC

Dt | ogi n*kat akana. | anguageNane: Japanese. KANAS

Dt | ogi n*kor ean. | anguageNane: Kor ean. EUC

Dt | ogi n*dut ch. i s088591. | anguageNane: Dut ch. | SC8859- 1

Dt | ogi n*dut ch. | anguageNarne: Dut ch. Roman8

Dt | ogi n*norwegi an. i so88591. | anguageNane: Norwegi an. | SO8859-1



Dt | ogi n*nor wegi an. | anguageNarne: Nor wegi an. Roman8

Dt | ogi n*pol i sh. | anguageNane: Pol i sh. | SO8859- 2
Dt | ogi n*portuguese. i so88591. | anguageNane: Portuguese. | SO8859-1
Dt | ogi n*portuguese. | anguageNane: Port uguese. Roman8
Dt | ogi n*rumani an. | anguageNarne: Rumani an. | SO8859- 2
Dt | ogi n*russi an. | anguageNarne: Russi an. | S(B859-5
Dt | ogi n*sl ovak. | anguageNane: Sl ovak. | SC8859- 2
Dt | ogi n*sl ovene. | anguageNare: Sl ovene. | SCB859- 2
Dt | ogi n*swedi sh. i s088591. | anguageNane: Swedi sh. | SO8859- 1
Dt | ogi n*swedi sh. | anguageNare: Swedi sh. Roman8

Dt | ogi n*t hai . | anguageNane: Thai . TI S620

Dt | ogi n*t ur ki sh. i s088599. | anguageNane: Tur ki sh. I SO8859- 9
Dt | ogi n*t ur ki sh. | anguageNarne: Tur ki sh. Turki sh8
Dt | ogi n*chi nese-s. | anguageNane: Chi nese-s. HP15

Dt | ogi n*chi nese-t. bi g5. 1 anguageNane: Chi nese-t.BI G

Dt | ogi n*chi nese-t. | anguageNane: Chi nese-t. CCDC

|| #HHHHHBHHHH PR R R R R R R R R R
Il

'l CHOGCSER

Il

dt chooser *chl i st Font : -dt-interface user-nediumr-normal -s*-*-*-

k_k_k_k_K_ k-

dt chooser *vi si bl el t emCount : 10

| I S ko Sk ok kS kS R S S S S S S R R R O R R O O O O Sk

*kkkk k%

CUSTOM ZATI ON HI NTS

The | ogin screen was designed to be easy to custonize for a variety

1. custom | ogo bitmap

2. custom greeting nessage
3. colors

4. fonts

|
|
|
|
f
I attributes. These include..
|
|
|
|
|
|
|

Users may replace the default Iogo with a customone of their
oi ce.

Colors and fonts can be changed using the standard Mtif resources
the appropriate w dget and/or cl ass.

**.- End Copying for Xresources File Above This Line --**



Step 2:

Create a file /etc/issue and place the following in it:

**.- Begin Copying for issue File Below This Line --**

**DoD War ni ng Banner **
Use of this or any other DoD interest conputer systemconstitutes
consent to nonitoring at all times. This is a DoD interest conputer
system All DoD interest conputer systens and rel ated equi pnent are
i ntended for the comunication, transm ssion, processing, and storage
of official U S. Governnment or other authorized information only. Al
DoD i nterest conputer systens are subject to nonitoring at all tinmes to
ensure proper functioning of equi prent and systens including security
devi ces and systems, to prevent unauthorized use and viol ations of
statutes and security regulations, to deter criminal activity, and for
other similar purposes. Any user of a DoD interest conputer system
shoul d be aware that any infornmation placed in the systemis subject to
monitoring and is not subject to any expectation of privacy. If
nmonitoring of this or any other DoD interest conputer systemreveal s
possi bl e evidence of violation of crimnal statutes, this evidence and
any other related information, including identification infornation
about the user, nmay be provided to |l aw enforcenent officials. If
nmonitoring of this or any other DoD interest conputer systens reveals
viol ations of security regulations or unauthorized use, enployees who
viol ate security regul ati ons or nmake unaut hori zed use of DoD interest
conputer systens are subject to appropriate disciplinary action. Use
of this or any other DoD interest computer systemconstitutes a consent
to nonitoring at all tines.

**.- End Copying for issue File Above This Line --**

Step 3:

Enabl e banners for telnet access to the system

a. Edit /etc/inetd.conf
b. Append "-b /etc/issue" to the "telnet" entry.
(the line should end with "telnetd -b /etc/issue")

c. Fromthe conmand |ine, deternine the Process ID (PID) for
i netd:

Type "ps -ef |grep inetd”. (The PIDis the first nunber from
the right. In the exanple below, it is 449)



_V TihtVNC: root's X desktop (asdihp:1
=/ /@awerm ________ I#ly

d. Restart inetd to | oad your changes:

Type “kill -HUP <PID of inetd>"

Il1. Disable access to the system PROM

a. Reboot the systemvia the "reboot" command (you nust be
root to do this)
b. During the boot process, you will be pronpted with "to
di scontinue, press any key within 10 seconds" (press a key)
c. Type "CO' (for the Configuration Menu)
d. Type "SEC ON' (to enabl e secure boot node)
e. Type "BIN'
- Verify that both Primary and Secondary boot devices
have t he sanme SCSI |D.
- Check that the Secure flag is set to ON and auto
search is OFF
f. Type “RESET” to reboot the systemw th your changes
enabl ed.

**To re-enabl e PROM access at a later tinme, shutdown the
system and renove the hard di sks. Re-boot the system and di sable
the “SEC OFF" command using the sane steps as above, shut down
the system again, replace the drives and restart the systent*



I1l. Configure Auditing

a. Login as root

: root's X desktop (asd

b TightVNC: root's X desktop (asdihp:1)

System Administration Manager (asdihp)

—
One! I T
[iree ||| =] == e

"Auditing and Security"

c. Sel ect



d. Select "Audited Events"

**|f this is the first tinme you have done this or the “audnanes”
file does not exist, you will first be pronpted if one should be
created (select yes)**

System Administration Manager (asdihp)

e. Make sure the following itens are selected for auditing:
(“Right dick” on the itemto change its status)



hd TightVNC: root's X desktop (asdihp:1)

B sty teiinll e |

dtterm

T ey

g. Select “Password Format Policies”, “Password Aging
Policies”, “General User Account Policies”, and “Term nal
Security Policies” and be sure they match the settings in
the four inmages bel ow



hdTightVNC: root's X desktop (asdihp:1)

=il dtterm

Manager (asdihp)

Password Format Palicies (asdihp)

Bhe |
| '_Three Four | B fg""

dtterm

Password Aging Polici




TightVNC:

root’s X desktop

(asdih

dtterm

System Administration Manager (asdihp)

neral User Account Palicies (asdihp)




IightVNC: root

dtterm

System Administration Manager (asdihp)

One I o —
'_Three | Four: ||—_-| FETJ |""‘

h. Select “Audited Events” Again

System Administration Manager (asdi

One [ |
[[Thre= | For | [¥ii}

"Actions, Turn Auditing ON'







TightVNC: root's X desktop (asdihp:1)

Auditing and Security (asdihp) [

One: I D
flal tThree | Eour: |]—_|

I V. Congratul ations! You have fini shed.
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