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What is it?

CyberStart Essentials is an online
learning platform with over one
hundred hours of content and

labs, designed to teach computer,
hardware, network and security
fundamentals. The platform, which

is a part of the CyberDiscovery
programme, features text, video,
mini podcasts and virtualised lab
exercises, resulting in a fun and
captivating student experience. Every
module ends with a quiz, designed

to test students’ comprehension of
the content, but also their ability to
research and apply their knowledge
of the topic beyond what is covered in
CyberStart Essentials.
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What problem
does it solve?

As has been widely reported, there is
currently a significant global shortage
of cyber security practitioners. For
many governments, it is therefore

a top priority to develop new talent
through retraining and encouraging
young adults to engage with the
profession. There are, however,
numerous challenges in achieving
this on a large scale, including talent
identification and delivering the right
foundational knowledge for students
to study.




What does it
teach?

Cyber security has a vast number

of disciplines, with many different
specialist skill areas underneath

the high-level banners of offensive,
defensive and forensic. SANS, as the
world's largest trainer of technical
cyber security skills in both breadth
and depth, consistently observes
that certain foundation knowledge
makes grasping security concepts
and skills significantly easier. In order
to grasp how to forensically unpick
modern technology to reconstruct

a crime, or to find flaws in software
that attackers might exploit,

the components on which this

technology runs must be understood.

CyberStart Essentials focuses on this
challenge.

During CyberStart Essentials
students learn the role of a CPU,
how it executes code, its relationship
with memory and the fundamentals
of how attackers disrupt intended
behaviours. Protocols and constructs
behind networks are also taught,
including the inner workings of
packets and protocols that allow

the internet to function. CyberStart
Essentials covers key concepts

and terms, dramatically increasing
students’ rapid and successful
progression to deeper cyber security
study.

How does it
work?

Many of the concepts that need to

be learnt before pursuing the more
‘fun’ aspects of cyber security can
involve moderately in-depth learning
and seemingly arbitrary study to
newcomers. CyberStart Essentials
provides this crucial content but
always with relevance to current
cyber security, weaving fun security
tasks and concepts into the theory.
Modules are stacked so that concepts
are progressively built up and detailed
understanding is developed. Students
study a diverse set of topics that
slowly increase in difficulty until

they grasp that concept, rather than
overloading them with information
on a single topic. The platform

also features web-based access to
virtualised labs, enabling students

to get hands on with new Linux
commands or security problems
without the difficulty of setting up
infrastructure. This significantly
reduces the barrier to entry and
allows for transition between theory
and hands-on exercises for a more
engaging student experience.
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