
T h e  M o s t  T r u s t e d  N a m e  f o r  I n f o r m ati  o n  a n d  S o f t wa r e  S e c u r it  y  T r a inin    g  W o r l d w i d e

S E C 5 0 4 
Hacker Tools, Techniques, Exploits,  

and Incident Handling
12-13, 19-20, 26-27 June | GIAC Cert: GCIH | Dr. Sorot Panichprecha

By helping you understand attackers’ tactics and strategies in 
detail, giving you hands-on experience in finding vulnerabilities and 
discovering intrusions, and equipping you with a comprehensive 
incident handling plan, this course helps you turn the tables on 
computer attackers.  It addresses the latest cutting-edge insidious 
attack vectors, the “oldie-but-goodie” attacks that are still prevalent, 
and everything in between. Instead of merely teaching a few hack 
attack tricks, this course provides a time-tested, step-by-step process 
for responding to computer incidents, and a detailed description of 
how attackers undermine systems so you can prepare, detect, and 
respond to them.  In addition, the course explores the legal issues 
associated with responding to computer attacks, including employee 
monitoring, working with law enforcement, and handling evidence. 
Finally, students will participate in a hands-on workshop that focuses 
on scanning for, exploiting, and defending systems.  It will enable you 
to discover the holes in your system before the bad guys do!

F O R 5 0 8 
Advanced Digital Forensics, Incident 

Response, and Threat Hunting
15-16, 22-23, 29-30 June | GIAC Cert: GCFA | Dr. Sorot Panichprecha
Chances are very high that hidden threats already exist 
inside your organization’s networks.  Organizations can’t 
afford to believe that their security measures are perfect 
and impenetrable, no matter how thorough their security 
precautions might be.  Prevention systems alone are 
insufficient to counter focused human adversaries who know 
how to get around most security and monitoring tools.  
FOR508 will help you to:

• Detect how and when a breach occurred

• Identify compromised and affected systems

• Determine what attackers took or changed

• Contain and remediate incidents

• Develop key sources of threat intelligence

• �Hunt down additional breaches using knowledge of the adversary

Venue: TISCO Tower  

Level 12, Room 12G Business Lounge 

48/2 North Sathorn Road 

Bangrak, Bangkok, 10500 Thailand

REGISTER AT: www.sans.org/event/thailand-2017       EMAIL: asiapacific@sans.org

Thai Language Instruction Using English Language Courseware Materials

Dr. Sorot Panichprecha 
is the founder of 
Epiphany Consulting. 
Epiphany, based in 
Bangkok, Thailand, 
provides both offensive 

and defensive services from penetration 
testing to digital forensic investigation and 
security incident response. Dr. Sorot’s 
information security experience started 
in 1998, where he was responsible for 
managing the servers and networks 
for the university faculty. He started 
his professional career as a system 
administrator designing and building the 

first government public key infrastructure 
(PKI) in Thailand. Following the 
operationalisation of the PKI, he pursued 
further studies in Australia. He is now 
an active member of the digital forensic 
community in Thailand.

Dr. Sorot provides seminars on various 
information security topics, including digital 
forensics, information security fundamentals, 
information security risk management, and 
information security standards. In addition 
to his information security career, he is also 
a part-time university lecturer teaching 
information security subjects including 

digital forensics and has conducted classes 
for the SANS Institute in Singapore and 
Thailand, in addition to workshops with 
RSA Asia Pacific-Japan.

Dr. Sorot holds a bachelor’s degree in 
computer science, a master’s degree in 
information technology and a PhD, with 
a thesis focused on intrusion-detection 
systems (IDS). He has been active with 
SANS since 2009 and currently holds the 
following certifications: GSEC, GCIA, GCIH, 
GPEN, GWAPT, GXPN, GCFE, GCFA, 
GREM, and CISSP.

Instructor: Dr. Sorot Panichprecha
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