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PHONE: +81 3 3242 6276

SEC504
Hacker Tools, Techniques, Exploits,
and Incident Handling
10-15 July | GIAC Cert: GCIH | George Bakos & Zach Matthis

By helping you understand attackers’ tactics and strategies
in detail, giving you hands-on experience in finding
vulnerabilities and discovering intrusions, and equipping
you with a comprehensive incident handling plan, this
course helps you turn the tables on computer attackers. It
addresses the latest cutting-edge insidious attack vectors,
the “oldie-but-goodie” attacks that are still prevalent, and
everything in between. Instead of merely teaching a few
hack attack tricks, this course provides a time-tested, step-
by-step process for responding to computer incidents, and a
detailed description of how attackers undermine systems so
you can prepare, detect, and respond to them.

Taught in Japanese Language

SEC401
Security Essentials Bootcamp Style
5-7 & 12-14 July | GIAC Cert: GSEC | Satoshi Hayashi & Masafumi Negishi

Learn the most effective steps to prevent attacks and
detect adversaries with actionable techniques that you
can directly apply when you get back to work. Learn tips
and tricks from the experts so that you can win the battle
against the wide range of cyber adversaries that want to
harm your environment. SEC401 is focused on teaching you
the essential information security skills and techniques
you need to protect and secure your organization’s critical
information assets and business systems. Our course

will show you how to prevent your organization’s security
problems from being headline news!

“This course is an eye opener for anyone who cares about
securing their information today!”

-DON CERVONE, BRIDGEWATER ASSOCIATES
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SEC575
Mobile Device Security and Ethical Hacking
10-15 July | GIAC Cert: GMOB | Tim Medin

This course is designed to give you the skills you need to
understand the security strengths and weaknesses in Apple i0S,
Android, and wearable devices including Apple Watch and Android
Wear. With these skills, you will evaluate the security weaknesses
of built-in and third-party applications. You'll learn how to bypass
platform encryption, and how to manipulate Android apps to
circumvent obfuscation techniques. You'll leverage automated and
manual mobile application analysis tools to identify deficiencies
in mobile app network traffic, file system storage, and inter-app
communication channels. You'll safely work with mobile malware
samples to understand the data exposure and access threats
affecting Android and i0S devices, and you'll exploit lost or stolen
devices to harvest sensitive mobile application data.

SEC660
Advanced Penetration Testing, Exploit Writing,
and Ethical Hacking
10-15 July | GIAC Cert: GXPN | Stephen Sims

This course is designed as a logical progression point for those
who have completed SANS SEC560, or for those with existing
penetration testing experience. Students with the prerequisite
knowledge to take this course will walk through dozens of real-
world attacks used by the most seasoned penetration testers. The
methodology of a given attack is discussed, followed by exercises
in a real-world lab environment to solidify advanced concepts
and allow for the immediate application of techniques in the
workplace. Each day includes a two-hour evening bootcamp to
allow for additional mastery of the techniques discussed and even
more hands-on exercises. A sample of topics covered includes
weaponizing Python for penetration testers, attacks against
network access control (NAC) and VLAN manipulation, network
device exploitation, breaking out of Linux and Windows restricted
environments, IPv6, Linux privilege escalation and exploit-writing,
testing cryptographic implementations, fuzzing, defeating modern
0S controls such as ASLR and DEP, return-oriented programming
(ROP), Windows exploit-writing, and much more!
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