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S E C 4 0 1 
Security Essentials 

Bootcamp Style
GIAC Cert: GSEC

This course will teach you the most effective 
steps to prevent attacks and detect adversaries 
with actionable techniques that you can directly 
apply when you get back to work. You’ll learn 
tips and tricks from the experts so that you can 
win the battle against the wide range of cyber 
adversaries that want to harm your environment.

SEC401: Security Essentials Bootcamp Style 
is focused on teaching you the essential 
information security skills and techniques you 
need to protect and secure your organization’s 
critical information assets and business systems.

S E C 5 4 2 
Web App Penetration Testing  

and Ethical Hacking
GIAC Cert: GWAPT

SEC542 enables students to assess a web application’s security posture and 
convincingly demonstrate the impact of inadequate security that plagues most 
organizations. Students will come to understand major web application flaws 
and their exploitation and, most importantly, learn a field-tested and repeatable 
process to consistently find these flaws and convey what they have learned to 
their organizations. Even technically gifted security geeks often struggle with 
helping organizations understand risk in terms relatable to business. Much 
of the art of penetration testing has less to do with learning how adversaries 
are breaking in than it does with convincing an organization to take the risk 
seriously and employ appropriate countermeasures. The goal of SEC542 is to 
better secure organizations through penetration testing, and not just show off 
hacking skills. The course will help you demonstrate the true impact of web 
application flaws through exploitation.

S E C 5 5 0 
Active Defense, Offensive 

Countermeasures and Cyber Deception
The current threat landscape is shifting. Traditional defenses are 
failing us. We need to develop new strategies to defend ourselves. 
Even more importantly, we need to better understand who is 
attacking us and why. You may be able to immediately implement 
some of the measures we discuss in this course, while others may 
take a while. Either way, consider what we discuss as a collection 
of tools at your disposal when you need them to annoy attackers, 
determine who is attacking you, and, finally, attack the attackers 
SEC550 is based on the Active Defense Harbinger Distribution live 
Linux environment funded by the Defense Advanced Research 
Projects Agency (DARPA).

F O R 5 0 8 
Advanced Digital Forensics, Incident 

Response, and Threat Hunting
GIAC Cert: GCFA

This course will help you to:
• Detect how and when a breach occurred
• Identify compromised and affected systems
• Determine what attackers took or changed
• Contain and remediate incidents
• Develop key sources of threat intelligence
• �Hunt down additional breaches using knowledge of the adversary

ADVANCED THREATS ARE IN YOUR NETWORK - IT’S TIME TO GO HUNTING!

REGISTER AT: www.sans.org/melbourne-2017          EMAIL: asiapacific@sans.org

Cyber Defence Canberra . . . . . .     27 June – 8 July. . . . . . .      www.sans.org/cyber-defence-canberra-2017
Adelaide . . . . . . . . . . . . . . . . . . . . .                    21-26 August. . . . . . . . .        www.sans.org/adelaide-2017
Sydney . . . . . . . . . . . . . . . . . . . . . .                     13-25 November. . . . . .     www.sans.org/sydney-2017

FUTURE  
SANS  

TRAINING  
EVENTS

GIAC-Approved Training




