NORTHERN VIRGINIA Reston 2017

Sheraton Reston Hotel

WELCOME

Registration Information
Location: Diamond Ballroom Foyer

Sunday, May 21. ... ... 7:00-9:00am
Monday, May 22 ........ ... .. ... ... . ... 8:00-9:00am
Location: Meeting Room F
Monday, May 22 - Friday, May 26............ 9:00am - 5:00pm

May 21-26
Internet Café
Location: Diamond Ballroom Foyer
Sunday, May 21........... ... ... ... Opens at noon
Monday, May 22 - Thursday, May 25........... Open 24 hours
Friday, May 26................. ... ... .. ... Closes at 2:00pm

Course Breaks

7:00am - 9:00am - Morning Coffee
10:30am - 10:50am — Morning Break

12:15pm - 1:30pm - Lunch (on your own)
3:00pm - 3:20pm - Afternoon Break

Class Information
All courses will run 9:00am - 5:00pm (unless noted).

SEC301: Intro to Information Security
Instructor: DocBlackburn . ... Location: Room 6

SEC401: Security Essentials Bootcamp Style
Instructor: TimGarcia..........oovvvenenennnn... Location: Diamond Ballroom A
Bootcamp Hours: 5:00-7:00pm (Course days 1-5)

SEC501: Advanced Security Essentials - Enterprise
Defender
Instructor: Paul A Henry. ... o Location: Room 1/2

SEC504: Hacker Tools, Techniques, Exploits & Incident
Handling

Instructor: Kevin Fiscus. .. ... Location: Room 9/10
Extended Hours: 5:00-7:15pm (Course day 1)

SEC505: Securing Windows and PowerShell Automation
Instructor: Jason Fossen. . ...t Location: Room 7

SEC511: Continuous Monitoring and Security Operations
Instructor: Christopher Crowley ............ccooviiiiiin... Location: Room 5
Extended Hours: 5:00-7:00pm (Course days 1-5)

SEC542: Web App Penetration Testing and Ethical
Hacking
Instructor: Micah Hoffman ......... ... it Location: Room 4

SEC560: Network Penetration Testing and Ethical
Hacking

Instructor: Matthew Toussain . ..................... Location: Diamond Ballroom C
Extended Hours: 5:00-7:15pm (Course day 1)

SEC573: Automating Information Security with Python
Instructor: JonathanThyer .......... ... il Location: Room 8

FOR408: Windows Forensic Analysis
Instructor: Carlos Cajigas .............cooveiein.. Location: Diamond Ballroom B

MGT514: IT Security Strategic Planning, Policy, and
Leadership
Instructor: 6. Mark Hardy .. ........ ..o Location: Room 3

Special Events

General Session - Welcome to SANS
Speaker: Paul A. Henry
Sunday, May 21 | 8:00-8:30am | Location: Diamond Ballroom A

KEYNOTE: What's New for Security in Windows 10 and Server
2016?

Speaker: Jason Fossen

Sunday, May 21 | 7:15-9:15pm | Location: Diamond Ballroom A

Virtualizing Forensic Images Using Free Tools in Linux
Speaker: Carlos Cajigas
Monday, May 22 | 7:15-8:15pm | Location: Diamond Ballroom A

Utilizing the Normality of Network Traffic as a Security Sensor
Tuesday, May 23 | 12:30-1:15pm | Lunch & Learn Location: Room 1/2

Collecting and Exploiting Your “Private” Internet Data
Speaker: Micah Hoffman
Tuesday, May 23 | 7:15-8:15pm | Location: Diamond Ballroom A

Shell Is Only The Beginning:

Understanding Metasploit Post Exploitation Modules
Speaker: Kevin Fiscus

Wednesday, May 24 | 7:15-8:15pm | Location: Diamond Ballroom A

Advancing the Security Agenda:

Compelling Leadership to Support Security
Speaker: Doc Blackburn

Thursday, May 25 | 7:15-8:15pm | Location: Diamond Ballroom A
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Interested in adding a GIAC Certification or an OnDemand Bundle?

To receive the discounted rate, you must sign up before Tuesday, May 30th at 8:00pm EDT

Call or e-mail SANS Registration:
1.301.654.SANS(7267) | registration@sans.org | ondemand@sans.org




