THE MosT TRUSTED NAME FOR INFORMATION AND SOFTWARE SECURITY TRAINING WORLDWIDE

Secure India

20 Feb -4 Mar_ | Venue: Le Meridien Bangalore

SEC504 SEC503
Hacker Tools, Techniques, Exploits, Intrusion Detection
and Incident Handling In-Depth

20-25 Feb |  GIAC Cert: G(IH | Steve Armstrong 27 Feb - 4 Mar |  GIAC Cert: GLIA | Jonathan Ham

By helping you understand attackers' tactics and strategies in
detail, giving you hands-on experience in finding vulnerabilities
and discovering intrusions, and equipping you with a
comprehensive incident handling plan, this course helps you
turn the tables on computer attackers. It addresses the latest
cutting-edge insidious attack vectors, the “oldie-but-goodie”

SEC503 delivers the technical knowledge, insight, and
hands-on training you need to defend your network

with confidence. Our goal is to acquaint you with the
core knowledge, tools, and techniques to defend your
networks. The training will prepare you to put your new
skills and knowledge to work immediately upon returning

attacks that are still prevalent, and everything in between. to a live environment.

FORS578
Cyber Threat Intelligence
27 Feb - 3 Mar | Jake Williams

FOR508
Advanced Threat Hunting
and Incident Response
20-25 Feb |  GIAC Cert: GCFA | Jake Williams

During a targeted attack, an organization
needs a top-notch and cutting-edge
incident response armed with the critical
intelligence necessary to understand how
adversaries operate and to combat the
threat. FOR578 will train you and your
team to detect, scope, and select resilient

This in-depth incident response and threat hunting course provides
responders and threat hunting teams with advanced skills to hunt down,
identify, counter, and recover from a wide range of threats within enterprise
networks, including APT nation-state adversaries, organized crime syndicates,
and hactivism. Constantly updated, FOR508 addresses today's incidents

by providing hands-on incident response and threat hunting tactics and

techniques that elite responders and hunters are successfully using to detect, courses of action in response to such

counter; and respond to real-world breach cases. intrusions and data breaches.

”i‘ ‘\ For further information, contact:
a : aroy@sans.org | +91-9741900324 (Arindam Roy)
¥ ’ ajohns@sans.org | +91 9717886943 (Andrew Johns)

www.sans.org/secure-india-2017
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