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Choose from these popular courses:

IT Security Strategic Planning, Policy,
and Leadership NEW!
Network Penetration Testing & Ethical Hacking NEW!
Security Essentials Bootcamp Style
Hacker Tools, Techniques, Exploits,
and Incident Handling
SANS Training Program for CISSP® Certification
Advanced Security Essentials – Enterprise Defender
Continuous Monitoring and Security Operations

“Sharp, experienced, and engaging lectures
in a structured fast-paced format! I can’t wait to
get back to work and try my new tricks.”
-Margarita Jauregui, Intel Corporation

GIAC-Approved
Training

Register at

sans.org/scottsdale-2016

Save

$400

by registering & paying early!

See page 13 for more details.
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SCOTTSDALE, AZ
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SANS Instructors

SANS Instructors are real-world practitioners who
specialize in the subjects they teach. All instructors
undergo rigorous training and testing in order to become
SANS Certified Instructors. This guarantees what you
learn in class will be up-to-date and relevant to your job.
The SANS Scottsdale 2016 line-up of instructors includes:

G. Mark Hardy
Certified Instructor

Paul A. Henry
Senior Instructor

David R. Miller
SANS Instructor

Seth Misenar
Senior Instructor

Bryan Simon
Certified Instructor

Ed Skoudis
Faculty Fellow

John Strand
Senior Instructor

Evening Bonus Sessions
Take advantage of these extra evening presentations –
adding more value to your training. Learn more on page 9.
• Evolving Threats and Defenses – Paul A. Henry
• Card Fraud 101 – G. Mark Hardy
• Offensive Countermeasures, Active Defenses, and Internet Tough Guys – John Strand
• Overview of the New 2015 CISSP® Exam – David R. Miller
Be sure to register and pay by Dec 16th for a $400 tuition discount!

The training campus for SANS Scottsdale
2016, Hilton Scottsdale Resort & Villas, is set
in the shadow of the majestic Camelback
Mountain. The AAA Four Diamond Scottsdale
resort combines a relaxed ambience with
decor inspired by the Sonoran Desert.

P AGE 1 3

Courses-at-a-Glance
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SEC401	
Security Essentials Bootcamp Style
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Advanced Security Essentials – Enterprise Defender
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SEC504	
Hacker Tools, Techniques, Exploits, and Incident Handling
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SEC511	
Continuous Monitoring and Security Operations
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SEC560	
Network Penetration Testing and Ethical Hacking NEW!
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MGT414	SANS Training Program for CISSP® Certification
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MGT514	IT Security Strategic Planning, Policy and Leadership NEW!
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Register today for SANS Scottsdale 2016!
sans.org/scottsdale-2016

@SANSInstitute
Join the conversation:
#SANSScottsdale

The Value of SANS Training & YOU

EXPLORE
• Read this brochure and note the
courses that will enhance your role
in your organization
• Use the Career Roadmap
(sans.org/media/security-training/roadmap.pdf)
to plan your growth in your chosen career path
RELATE
• Consider how security needs in your workplace will be met
with the knowledge you’ll gain in a SANS course
• Know the education you receive will make you an expert
resource for your team
Validate
• Pursue a GIAC Certification after your training to validate
your new expertise
• Add a NetWars challenge to your SANS experience to prove
your hands-on skills
SAVE
• Register early to pay less using early-bird specials
• Consider group discounts or bundled course packages to
make the most of your training budget

ADD VALUE
• Network with fellow security experts in
your industry
• Prepare thoughts and questions before
arriving to share with the group
• Attend SANS@Night talks and activities to
gain even more knowledge and experience
from instructors and peers alike
Alternatives
• If you cannot attend a live training event
in person, attend the courses virtually via
SANS Simulcast
• Use SANS OnDemand or vLive to complete
the same training online from anywhere in
the world, at any time
ACT
• Bring the value of SANS training to your
career and organization by registering
for a course today, or contact us at
301-654-SANS with further questions

Return on Investment

REMEMBER

SANS live training is recognized as the best
resource in the world for information security
education. With SANS, you gain significant
returns on your InfoSec investment. Through
our intensive immersion classes, our training is
designed to help your staff master the practical
steps necessary for defending systems and
networks against the most dangerous threats –
the ones being actively exploited.

the SANS promise:
You will be able to apply
our information security
training the day you get
back to the office!
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SEC401:

Security Essentials Bootcamp Style
Six-Day Program
Mon, Feb 8 - Sat, Feb 13
9:00am - 7:00pm (Days 1-5)
9:00am - 5:00pm (Day 6)
Laptop Required
46 CPEs
Instructor: Bryan Simon
GIAC Cert: GSEC
STI Master’s Program
Cyber Guardian
DoDD 8570
OnDemand Bundle

Who Should Attend
Security professionals who
want to fill the gaps in their
understanding of technical
information security
M anagers who want to
understand information
security beyond simple
terminology and concepts
O perations personnel who do
not have security as their
primary job function but
need an understanding of
security to be effective
IT engineers and supervisors
who need to know how to
build a defensible network
against attacks

Learn the most effective steps to prevent attacks and detect
adversaries with actionable techniques that you can directly apply
when you get back to work. Learn tips and tricks from the experts
so that you can win the battle against the wide range of cyber
adversaries that want to harm your environment.

Learn to build a security roadmap that can scale today and into the future.
SEC401: Security Essentials Bootcamp Style is focused on teaching
you the essential information security skills and techniques you need
to protect and secure your organization’s critical information assets
and business systems. This course will show you how to prevent your
organization’s security problems from being headline news in the Wall
Street Journal!

Prevention is Ideal but Detection is a Must.
With the advanced persistent threat, it is almost inevitable that
organizations will be targeted. Whether the attacker is successful in
penetrating an organization’s network depends on the effectiveness
of the organization’s defense. Defending against attacks is an ongoing
challenge, with new threats emerging all of the time,
including the next generation of threats. Organizations
need to understand what really works in cybersecurity.
What has worked, and will always work, is taking a
giac.org
risk-based approach to cyber defense. Before your
organization spends a dollar of its IT budget or allocates
any resources or time to anything in the name of
cybersecurity, three questions must be answered:

What is the risk?

sans.edu

Is it the highest priority risk?
“The understanding I have
after taking this course
is light years ahead of
where I was six days ago!
Fantastic and informative!”
-Don Cervone,
Bridgewater Associates

What is the most cost-effective way to reduce the risk?
Security is all about making sure you focus on the right
areas of defense. In SEC401 you will learn the language
and underlying theory of computer and information
security. You will gain the essential and effective security
knowledge you’ll need if you are given the responsibility
for securing systems and/or organizations. This course
meets both of the key promises SANS makes to our
students: (1) You will learn up-to-the-minute skills you can
put into practice immediately upon returning to work;
and (2) You will be taught by the best security instructors
in the industry.

sans.org/
cyber-guardian

sans.org/8570

WITH THIS COURSE

sans.org/ondemand

Bryan Simon SANS Certified Instructor

Bryan Simon is an internationally recognized expert in cybersecurity and has been working
in the information technology and security field since 1991. Over the course of his career,
Bryan has held various technical and managerial positions in the education, environmental,
accounting, and financial services sectors. Bryan speaks on a regular basis at international conferences and with the
press on matters of cybersecurity. He has instructed individuals from organizations such as the FBI, NATO, and the UN
in matters of cybersecurity, on two continents. Bryan has specialized expertise in defensive and offensive capabilities.
He has received recognition for his work in I.T. Security, and was most recently profiled by McAfee (part of Intel
Security) as an I.T. Hero. Bryan holds 11 GIAC Certifications including GSEC, GCWN, GCIH, GCFA, GPEN, GWAPT, GAWN,
GISP, GCIA, GCED, and GCUX. Bryan’s scholastic achievements have resulted in the honour of sitting as a current
member of the Advisory Board for the SANS Institute, and his acceptance into the prestigious SANS Cyber Guardian
program. Bryan is a SANS instructor for SEC401, SEC501, SEC505, and SEC511. @BryanOnSecurity
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SEC501:

Advanced Security Essentials –
Enterprise Defender
Six-Day Program
Mon, Feb 8 - Sat, Feb 13
9:00am - 5:00pm
Laptop Required
36 CPEs
Instructor: Paul A. Henry
GIAC Cert: GCED
STI Master’s Program
OnDemand Bundle

Effective cybersecurity is more
Who Should Attend
Incident response and
important than ever as attacks become
penetration testers
stealthier, have a greater financial impact,
Security Operations Center
and cause broad reputational damage.
engineers and analysts
SEC501: Advanced Security Essentials
Network security professionals
- Enterprise Defender builds on a
Anyone who seeks technical
in-depth knowledge about
solid foundation of core policies and
implementing comprehensive
practices to enable security teams to
security solutions
defend their enterprise.

“This training is valuable
to my company because it
allows me to learn about
aspects of security I don’t
normally get exposed to
on a normal basis.
-Brendon Rager,
Talquin Electric Cooperative

“I found this course to
be filled with invaluable
information on how to
protect yourself, and
excellent use of real-world
examples!”
-David Billingly,
Sandia National Labs

It has been said of security that “prevention is ideal, but detection
is a must.” However, detection without response has little value.
Network security needs to be constantly improved to prevent
as many attacks as possible and to swiftly detect and respond
appropriately to any breach that does occur. This PREVENT DETECT - RESPONSE strategy must be in place both externally
and internally. As data become more portable and networks
continue to be porous, there needs to be an increased focus on
data protection. Critical information must be secured regardless of
whether it resides on a server, in a robust network architecture, or
on a portable device.
Of course, despite an organization’s best efforts to prevent
network attacks and protect its critical data, some attacks will
still be successful. Therefore, organizations need to be able to
detect attacks in a timely fashion. This is accomplished
by understanding the traffic that is flowing on your
networks, looking for indications of an attack, and
performing penetration testing and vulnerability
giac.org
analysis against your organization to identify problems
and issues before a compromise occurs.
Finally, once an attack is detected we must react
quickly and effectively and perform the forensics
required. Knowledge gained by understanding
how the attacker broke in can be fed back into
more effective and robust preventive and detective
measures, completing the security lifecycle.

sans.edu

WITH THIS COURSE

sans.org/ondemand

Paul A. Henry SANS Senior Instructor

Paul Henry is a Senior Instructor with the SANS Institute and one of the world’s foremost
global information security and computer forensic experts with more than 20 years’ experience
managing security initiatives for Global 2000 enterprises and government organizations
worldwide. Paul is a principal at vNet Security, LLC and is keeping a finger on the pulse of network security as the
security and forensic analyst at Lumension Security. Throughout his career, Paul has played a key strategic role in
launching new network security initiatives to meet our ever-changing threat landscape. Paul also advises and consults
on some of the world’s most challenging and high-risk information security projects, including the National Banking
System in Saudi Arabia, the Reserve Bank of Australia, the Department of Defense’s Satellite Data Project (USA), and
both government as well as telecommunications projects throughout Southeast Asia. @phenrycissp
For course updates, prerequisites, special notes, or laptop requirements, visit sans.org/event/scottsdale-2016/courses
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SEC504:

Hacker Tools, Techniques, Exploits,
and Incident Handling
Six-Day Program
Mon, Feb 8 - Sat, Feb 13
9:00am - 7:15pm (Day 1)
9:00am - 5:00pm (Days 2-6)
37 CPEs
Laptop Required
Instructor: John Strand
GIAC Cert: GCIH
STI Master’s Program
Cyber Guardian
DoDD 8570
OnDemand Bundle

“This training gives you
the knowledge to think
like an attacker, and
it better equips you to
defend your networks.”
-Sheryll Tiauzon,
Coca-Cola Company

“This course helped me fill
in the finer details and
gaps in my knowledge.
I understood the higher
level concepts. I have
worked with a few of the
tools but this helped put
it all together.”
-Jenna Esparza, Los Alamos
National Laboratory

The Internet is full of powerful hacking
Who Should Attend
tools and bad guys using them extensively.
Incident handlers
Penetration testers
If your organization has an Internet
Ethical hackers
connection or one or two disgruntled
Leaders of incident handling
employees (and whose does not!), your
teams
computer systems will get attacked. From
System administrators who are
the five, ten, or even one hundred daily
on the front lines defending
probes against your Internet infrastructure
their systems and responding
to attacks
to the malicious insider slowly creeping
through your most vital information assets, Other security personnel who are
first responders when systems
attackers are targeting your systems
come under attack
with increasing viciousness and stealth.
As defenders, it is essential we understand these hacking tools and
techniques.
By helping you understand attackers’ tactics and strategies in
detail, giving you hands-on experience in finding vulnerabilities
and discovering intrusions, and equipping you with a
comprehensive incident handling plan, this course helps
you turn the tables on computer attackers. It addresses
the latest cutting-edge insidious attack vectors, the “oldiegiac.org
but-goodie” attacks that are still prevalent, and everything
in between. Instead of merely teaching a few hack attack
tricks, this course provides a time-tested, step-by-step
process for responding to computer incidents, and a
sans.edu
detailed description of how attackers undermine systems
so you can prepare, detect, and respond to them. In
addition, the course explores the legal issues associated
with responding to computer attacks, including employee
monitoring, working with law enforcement, and handling
evidence. Finally, students will participate in a hands-on
sans.org/
cyber-guardian
workshop that focuses on scanning for, exploiting, and
defending systems. It will enable you to discover the
holes in your system before the bad guys do!
The course is particularly well-suited to individuals who
sans.org/8570
lead or are a part of an incident handling team. General
security practitioners, system administrators, and security
architects will benefit by understanding how to design,
build, and operate their systems to prevent, detect, and
WITH THIS COURSE
respond to attacks.
sans.org/ondemand

John Strand SANS Senior Instructor
Along with SEC504, John Strand also teaches SEC560: Network Penetration Testing and Ethical
Hacking; SEC580: Metasploit Kung Fu for Enterprise Pen Testing; and SEC464: Hacker Detection
for System Administrators. John is the course author for SEC464 and the co-author for
SEC580. When not teaching for SANS, John co-hosts PaulDotCom Security Weekly, the world’s largest computer security
podcast. He also is the owner of Black Hills Information Security, specializing in penetration testing and security
architecture services. He has presented for the FBI, NASA, the NSA, and at DefCon. In his spare time he writes loud
rock music and makes various futile attempts at fly fishing. @strandjs
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SEC511:

Continuous Monitoring and
Security Operations
Six-Day Program
Mon, Feb 8 - Sat, Feb 13
9:00am - 5:00pm
36 CPEs
Laptop Required
Instructor: Seth Misenar
GIAC Cert: GMON
Master’s Program
OnDemand Bundle

“It is only day one and
I already know SEC511
will arm me with the
knowledge I need to lead
my security program to
effectively defend my
organization.”
-Stacey Boivin, Alberta Electric
System Operator
“SEC511 is a practical
approach to continue
security monitoring using
free and open-source
tools either alone or in
conjunction with existing
tools and devices. This
course is a must for
anyone responsible for
monitoring networks for
security.”
-Brad Milhorn, CompuCom

We continue to underestimate the tenacity Who Should Attend
of our adversaries! Organizations are
Security architects
Senior security engineers
investing a significant amount of time and
Technical security managers
financial and human resources trying to
Security Operations Center (SOC)
combat cyber threats and prevent cyber
analysts
attacks, but despite this tremendous
SOC engineers
effort organizations are still getting
SOC managers
compromised. The traditional perimeterCND analysts
focused, prevention-dominant approach to
Individuals working to implement
security architecture has failed to prevent
Continuous Diagnostics and
Mitigation (CDM), Continuous
intrusions. No network is impenetrable,
Security Monitoring (CSM), or
a reality that business executives and
Network Security Monitoring
security professionals alike have to accept.
(NSM)
Prevention is crucial, and we can’t lose
sight of it as the primary goal. However, a new proactive approach
to security is needed to enhance the capabilities of organizations to
detect threats that will inevitably slip through their defenses.
The underlying challenge for organizations victimized by an attack is
timely incident detection. Industry data suggest that most security
breaches typically go undiscovered for an average of seven months.
Attackers simply have to find one way into most organizations,
because they know that the lack of visibility and internal security
controls will then allow them to methodically carry out their mission
and achieve their goals.
The Defensible Security Architecture, Network
Security Monitoring (NSM)/Continuous Diagnostics
and Mitigation (CDM)/Continuous Security Monitoring
(CSM) taught in this course will best position your
organization or Security Operations Center (SOC) to
giac.org
analyze threats and detect anomalies that could indicate
cybercriminal behavior. The payoff for this new proactive
approach is early detection of an intrusion, or successfully
thwarting the efforts of attackers altogether. The
sans.edu
National Institute of Standards and Technology (NIST)
developed guidelines described in NIST SP 800-137 for
Continuous Monitoring (CM), and this course will greatly
increase your understanding and enhance your skills in
WITH THIS COURSE
implementing CM utilizing the NIST framework.
sans.org/ondemand

Seth Misenar SANS Senior Instructor
Seth Misenar serves as lead consultant and founder of Jackson, Mississippi-based Context
Security, which provides information security thought leadership, independent research, and
security training. Seth’s background includes network and web application penetration testing,
vulnerability assessment, regulatory compliance, security architecture design, and general security consulting. He has
previously served as both physical and network security consultant for Fortune 100 companies as well as the HIPAA
and as information security officer for a state government agency. Prior to becoming a security geek, Seth received
a BS in philosophy from Millsaps College, where he was twice selected for a Ford Teaching Fellowship. Also, Seth is no
stranger to certifications and thus far has achieved credentials that include the CISSP, GPEN, GWAPT, GSEC, GCIA, GCIH,
GCWN, GCFA, and MCSE. @sethmisenar
For course updates, prerequisites, special notes, or laptop requirements, visit sans.org/event/scottsdale-2016/courses
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SEC560:

Network Penetration Testing
and Ethical Hacking
Six-Day Program
Mon, Feb 8 - Sat, Feb 13
9:00am - 7:15pm (Day 1)
9:00am - 5:00pm (Days 2-6)
37 CPEs
Laptop Required
Instructor: Ed Skoudis
GIAC Cert: GPEN
Cyber Guardian
STI Master’s Program

“This course has a direct
correlation to my job
duties. The insight, realworld references, and the
use of various tools will
make my job a lot easier.
You will learn skills and
ways your systems are
vulnerable.”
-Roland Thomas, USAF
“SEC560 really tests your
skills and abilities and
the Netcat backdoor
exercises have really
opened my eyes on the
endless possibilities and
capabilities.”
-David P., 7th Cyber
Protection Brigade

As a cybersecurity professional, you have a
unique responsibility to find and understand
your organization’s vulnerabilities, and to work
diligently to mitigate them before the bad guys
pounce. Are you ready? SANS SEC560, our
flagship course for penetration testing, fully
arms you to address this duty head-on.
SEC560 is the must-have course for every
well-rounded security professional.
This course starts with proper planning,
scoping and recon, then dives deep into
scanning, target exploitation, password attacks
and wireless and web apps, with over 30
detailed hands-on labs throughout.
Learn the best ways to test your own systems
before the bad guys attack.

Who Should Attend
Security personnel whose job
involves assessing networks
and systems to find and
remediate vulnerabilities
Penetration testers
Ethical hackers
Defenders who want to
better understand offensive
methodologies, tools, and
techniques
Auditors who need to build
deeper technical skills
Red and blue team members
Forensics specialists who
want to better understand
offensive tactics

Chock full of practical, real-world tips from some of the world’s best
penetration testers, SEC560 prepares you to perform detailed reconnaissance by examining a target’s infrastructure and mining
blogs, search engines, social networking sites and other
Internet and intranet infrastructure. You will be equipped
to scan target networks using best-of-breed tools. We will
not just cover run-of-the-mill options and configurations, we
giac.org
will also go over the less-known but highly useful capabilities of the best pen test toolsets available today. After
scanning, you will learn dozens of methods for exploiting
target systems to gain access and measure real business risk,
then examine post-exploitation, password attacks, wireless
sans.edu
and web apps, pivoting through the target environment to
model the attacks of real-world bad guys.
You will bring comprehensive penetration testing and
ethical hacking know-how back to your organization.
After building your skills in challenging labs over five days,
sans.org/
cyber-guardian
the course culminates with a full-day, real-world network
penetration test scenario. You will conduct an end-to-end
penetration test, applying the knowledge, tools and principles from throughout the course as you discover and exWITH THIS COURSE
ploit vulnerabilities in a realistic sample target organization. sans.org/ondemand

Ed Skoudis SANS Faculty Fellow
Ed Skoudis is the founder of Counter Hack, an innovative organization that designs, builds,
and operates popular infosec challenges and simulations including CyberCity, NetWars, Cyber
Quests, and Cyber Foundations. As director of the CyberCity project, Ed oversees the development of missions that
help train cyber warriors in how to defend the kinetic assets of a physical, miniaturized city. Ed’s expertise includes
hacker attacks and defenses, incident response, and malware analysis, with over 15 years of experience in information
security. Ed authored and regularly teaches the SANS courses on network penetration testing (SEC560) and incident
response (SEC504), helping over 3,000 information security professionals each year improve their skills and abilities to
defend their networks. He has performed numerous security assessments; conducted exhaustive anti-virus, anti-spyware,
Virtual Machine, and IPS research; and responded to computer attacks for clients in government, military, financial,
high technology, healthcare, and other industries. Previously, Ed served as a security consultant with InGuardians,
International Network Services (INS), Global Integrity, Predictive Systems, SAIC, and Bell Communications Research
(Bellcore). Ed also blogs about command line tips and penetration testing. @edskoudis
6
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MGT414:

SANS Training Program for
CISSP® Certification
Six-Day Program
Mon, Feb 8 - Sat, Feb 13
9:00am - 7:00pm (Day 1)
8:00am - 7:00pm (Days 2-5)
8:00am - 5:00pm (Day 6)
46 CPEs
Laptop NOT Needed
Instructor: David R. Miller
GIAC Cert: GISP
DoDD 8570
OnDemand Bundle

Note:
The CISSP® exam itself
is not hosted by SANS.
You will need to make
separate arrangements
to take the CISSP® exam.
Please note as well that
the GISP exam offered
by GIAC is NOT the same
as the CISSP® exam
offered by (ISC)2.

“Best security training I
have ever received and
had just the right
amount of detail for
each domain.”
-Tony Barnes,
United States Sugar Corp

SANS MGT414: SANS Training Program
for CISSP® Certification is an accelerated
review course that has been specifically
updated to prepare you to pass the 2015
version of the CISSP® exam.
Course authors Eric Conrad and Seth
Misenar have revised MGT414 to take into
account the 2015 updates to the CISSP®
exam and prepare students to navigate
all types of questions included in the new
version.

Who Should Attend
Security professionals who want
to understand the concepts
covered in the CISSP® exam as
determined by (ISC)2
Managers who want to
understand the critical areas of
network security
System, security, and network
administrators who want to
understand the pragmatic
applications of the CISSP® 8
domains
Security professionals and
managers looking for practical
ways to apply the 8 domains
of knowledge to their current
activities

MGT414 focuses solely on the 8 domains
of knowledge as determined by (ISC)2 that
form a critical part of CISSP® exam. Each
domain of knowledge is dissected into its critical components, and
those components are then discussed in terms of their relationship
with one another and with other areas of information security.

You Will Be Able To:
U nderstand the 8 domains of knowledge that are covered on
the CISSP® exam
Analyze questions on the exam and be able to select the
correct answer
Apply the knowledge and testing skills learned in class to pass
the CISSP® exam

giac.org

sans.org/8570

U nderstand and explain all of the concepts covered in the 8
domains of knowledge
Apply the skills learned across the 8 domains to solve security
problems when you return to work

WITH THIS COURSE

sans.org/ondemand

Take advantage of the SANS CISSP® Get Certified Program
currently being offered.

sans.org/special/cissp-get-certified-program
David R. Miller

SANS Instructor

David has been a technical instructor since the early 1980s and has specialized in consulting, auditing, and lecturing on the topics of information systems security, legal and regulatory
compliance, and network engineering. David has helped many enterprises develop their overall
compliance and security program, including policy writing, network architecture design to include security zones,
development of incident response teams and programs, design and implementation of public key infrastructures (PKI),
security awareness training programs, specific security solution designs like secure remote access and strong authentication architectures, disaster recovery planning and business continuity planning, and pre-audit compliance gap analysis
and remediation. He performs as a security lead and forensic investigator on numerous enterprise-wide IT design and
implementation projects for fortune 500 companies, providing compliance, security, technology, and architectural recommendations and guidance. Projects include Microsoft Windows Active Directory enterprise designs, Security Information
and Event Management (SIEM) systems, Intrusion Detection and Protection Systems (IDS / IPS), endpoint protection
systems, patch management systems, configuration monitoring systems, enterprise data encryption for data at rest,
in transit, in use, and within email systems, to describe a few. David is an author, a lecturer and technical editor of
books, curriculum, certification exams, and computer-based training videos.
For course updates, prerequisites, special notes, or laptop requirements, visit sans.org/event/scottsdale-2016/courses
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MGT514:

IT Security Strategic Planning,
Policy, and Leadership
Five-Day Program
Mon, Feb 8 - Fri, Feb 12
9:00am - 5:00pm
30 CPEs
Laptop NOT Needed
Instructor: G. Mark Hardy
STI Master’s Program
OnDemand Bundle

As security professionals we have seen the
landscape change. Cybersecurity is now
more vital and relevant to the growth of
your organization than ever before. As a
result, information security teams have more
visibility, more budget, and more opportunity.
However, with this increased responsibility
comes more scrutiny.

Who Should Attend
CISOs
Information Security Officers
Security Directors
Security Managers
Aspiring Security Leaders
Other security personnel
who have team-lead or
management responsibilities

This course teaches security professionals
how to do three things:

 evelop Strategic Plans
D
Strategic planning is hard for people in IT and IT security because
we spend so much time responding and reacting. We almost never
get to practice until we get promoted to a senior position and then
we are not equipped with the skills we need to run with the pack.
Learn how to develop strategic plans that resonate with other IT
and business leaders.

“As I progress in
my career within
cybersecurity, I find that
courses such as MGT514
will allow me to plan
and lead organizations
forward.”
-Eric Burgan,
Idaho National Labs

 reate Effective Information Security Policy
C
Policy is a manager’s opportunity to express expectations for the
workforce, set the boundaries of acceptable behavior, and empower
people to do what they ought to be doing. It is easy to get wrong.
Have you ever seen a policy and your response was, “No way, I am
not going to do that?” Policy must be aligned with an organization’s
culture. We will break down the steps to policy development so
that you have the ability to develop and assess policy to successfully
guide your organization.

“MGT514 contained good
practical information, and
both professional and
personal value.”
-Keith Turpin, Boeing

 evelop Management and Leadership Skills
D
Leadership is a capability that must be learned, exercised and
developed to better ensure organizational success. Strong
leadership is brought about primarily through selfless
devotion to the organization and staff, tireless effort
in setting the example, and the vision to see and
effectively use available resources toward the end goal.
Effective leadership entails persuading team members
sans.edu
to accomplish their objectives while removing
obstacles and maintaining the well-being of the team in
support of the organization’s mission. Learn to utilize
management tools and frameworks to better lead,
WITH THIS COURSE
inspire, and motivate your teams.
sans.org/ondemand

G. Mark Hardy SANS Certified Instructor

G. Mark Hardy is founder and president of National Security Corporation. He has been providing
cybersecurity expertise to government, military, and commercial clients for over 30 years, and is
an internationally recognized expert who has spoken at over 250 events world-wide. He serves
on the Advisory Board of CyberWATCH, an Information Assurance/Information Security Advanced Technology Education
Center of the National Science Foundation. A retired U.S. Navy Captain, he was privileged to serve in command nine
times, including responsibility for leadership training for 70,000 Sailors. He also served as wartime Director, Joint
Operations Center for U.S. Pacific Command, and Assistant Director of Technology and Information Management for
Naval Logistics in the Pentagon, with responsibility for INFOSEC, Public Key Infrastructure, and Internet security. Captain
Hardy was awarded the Defense Superior Service Medal, the Legion of Merit, five Meritorious Service Medals, and 24
other medals and decorations. A graduate of Northwestern University, he holds a BS in Computer Science, a BA in
Mathematics, a Masters in Business Administration, a Masters in Strategic Studies, and holds the GSLC, CISSP, CISM, and
CISA certifications. @g_mark
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301-654-SANS (7267)

B O N U S S E S S I O N S – E V E NIN G T A L K S
Enrich your SANS training experience!
Evening talks by our instructors and selected subject-matter experts
help you broaden your knowledge, hear from the voices that matter in
computer security, and get the most for your training dollar.

KEYNOTE: Evolving Threats and Defenses Paul A. Henry
For nearly two decades, defenders have fallen into the “crowd mentality trap.” They
have simply settled on doing the same thing everyone else was doing, while at the same
time attackers have clearly evolved both in terms of malware delivery vectors and attack
methodology. Today our defenses focus primarily on the gateway and on attempting to
outwit attacker’s delivery methods. This leaves us woefully exposed, and according to a
recent Data Breach Report has resulted in 3,765 incidents, 806 million records exposed,
and $157 billion in data breach costs in only the past six years. This presentation will
highlight recent/current developments in the evolution of both attacks and defenses.
Card Fraud 101 G. Mark Hardy
Ever get a call from your bank saying your credit card was stolen, but it was still in your
wallet? What’s going on here? Card fraud costs $16 billion annually, and it’s not getting
better. Target, PF Changs, Michaels, Home Depot, who’s next? Find out how these big
card heists are pulled off, why chip-and-pin won’t solve the fraud problem, and how
crooks compromised Apple Pay. See if your bank even bothers to use the security
protections it could – we’ll have a mag stripe card reader so you can really see what’s
in your wallet. Certified SANS Instructor G. Mark Hardy is the CEO and founder of
CardKill Inc., a start-up that helps banks preemptively kill stolen cards BEFORE they are
used in fraud.
Offensive Countermeasures, Active Defenses,
and Internet Tough Guys John Strand

In this presentation John Strand will demonstrate the Active Defense Harbinger
Distribution, a DARPA funded, free Active Defense virtual machine. He will debunk
many of the myths, outright lies, and subtle confusions surrounding taking active actions
against attackers. From this presentation, you will not only know how to take action
against attackers, you will learn how to do it legally.

The NEW 2015 CISSP® exam
was implemented on April 15, 2015 David R. Miller

Are you interested in the CISSP certification? How might it improve your career? On
the resume? Getting a new job? On the business card? Maintaining your career and
moving you up the ladder. With your skill set? As the professional you are. How about
helping with that pay raise? We will look at how management views this well soughtafter certification. Have you been studying for it? Do you plan to take the exam real
soon? On January 15, 2015, ISC2, the certifying body for the CISSP certification exam,
released a new set of exam objectives for the CISSP certification exam. These changes
were implemented on the CISSP certification exam beginning April 15, 2015. This
new set of exam objectives is a major change from the previous version of the CISSP
exam. ISC2 has moved and merged content to form 8 Domains of the Common Body
of Knowledge, down from 10 Domains in the previous exam. They have also added
numerous new topics to the objectives. You will need to know about the new material
you will be tested on. Learn the new shape and the new topics of the 2015 CISSP
Certification exam.
Register at sans.org/scottsdale-2016

|

301-654-SANS (7267)
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Build Your Best Career
WITH

Add an
OnDemand Bundle & GIAC Certification Attempt
to your course within seven days

of this event for just $659 each.

Special
Pricing

OnDemand Bundle
Four months of supplemental online review
24/7 online access to your course lectures, materials, quizzes, and labs
Subject-matter expert support to help you increase your retention of
course material
“The course content and OnDemand delivery method have
both exceeded my expectations.”
-Robert Jones, Team Jones, Inc.

GIAC Certification
Distinguish yourself as an information security leader
30+ GIAC certifications to choose from
Two practice exams included
Four months of access to complete the attempt
“GIAC is the only certification that proves you have
hands-on technical skills.”
-Christina Ford, Department of Commerce

MORE INFORMATION
sans.org/ondemand/bundles
giac.org
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*GIAC and OnDemand Bundles are only available for certain courses.

Security Awareness Training by the Most Trusted Source

Computer-based Training for your Employees
End User
Phishing
CIP v5
ICS Engineers
Developers
Healthcare

• Let employees train on their own schedule
• Tailor modules to address specific audiences
• Courses translated into many languages
• Test learner comprehension through module quizzes
• Track training completion for compliance reporting purposes
• Test employee behavior through phishing emails

Visit SANS Securing The Human at
securingthehuman.sans.org

Change Human Behavior | Manage Risk | Maintain Compliance | Protect Your Brand

The SANS Technology Institute transforms
the world’s best cybersecurity training and
certifications into a comprehensive and rigorous
graduate education experience.
Master’s Degree Programs:

M.S. in Information Security Engineering
M.S. in Information Security Management
Specialized Graduate Certificates:

Cybersecurity Engineering (Core)
Cyber Defense Operations
Penetration Testing and Ethical Hacking
Incident Response
SANS Technology Institute, an independent subsidiary of SANS, is accredited by The Middle States Commission on Higher Education.
3624 Market Street | Philadelphia, PA 19104 | 267.285.5000
an institutional accrediting agency recognized by the U.S. Secretary of Education and the Council for Higher Education Accreditation.

Eligible for Veterans Education benefits!
Earn industry-recognized GIAC certifications throughout the program
Learn more at www.sans.edu | info@sans.edu
GI Bill® is a registered trademark of the U.S. Department of Veterans Affairs (VA).
More information about education benefits offered by VA is available at the official U.S. government website at www.benefits.va.gov/gibill.

S A N S T ra i n i n g F ormats
L I V E

C L A S S R O O M

T R A I N I N G

Multi-Course Training Events sans.org/security-training/by-location/all
Live Instruction from SANS’ Top Faculty,Vendor Showcase, Bonus Evening Sessions, and
Networking with Your Peers

Community SANS sans.org/community

Live Training in Your Local Region with Smaller Class Sizes

Private Training sans.org/private-training

Live Onsite Training at Your Office Location. Both In-person and Online Options Available

Mentor sans.org/mentor

Live Multi-Week Training with a Mentor

Summit sans.org/summit

Live IT Security Summits and Training

O N L I N E

T R A I N I N G

OnDemand sans.org/ondemand

E-learning Available Anytime, Anywhere, at Your Own Pace

vLive sans.org/vlive

Online, Evening Courses with SANS’ Top Instructors

Simulcast sans.org/simulcast

Attend a SANS Training Event without Leaving Home

OnDemand Bundles sans.org/ondemand/bundles

Extend Your Training with an OnDemand Bundle Including Four Months of E-learning

F U T U R E S A N S T R A ININ G E V E N T S
SANS Security Leadership SUMMIT & TRAINING
Dallas, TX

|

December 3-10

SANS Cyber Defense Initiative 2015
Washington, DC

|

December 12-19

SANS Las Vegas 2016

Las Vegas, NV

|

January 9-14

SANS Security East 2016

New Orleans, LA

|

January 25-30

SANS Cyber Threat Intelligence Summit & Training
Alexandria, VA

|

February 3-10

SANS Northern Virginia – McLean 2016
McLean, VA

|

February 15-20

ICS Security Summit & Training
Orlando, FL

|

February 16-23

SANS Anaheim 2016

Anaheim, CA

|

February 22-27

SANS Philadelphia 2016

Philadelphia, PA

|

February 29 - March 5

The latest information on all events can be found at sans.org/security-training/by-location/all
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Hotel Information
Training Campus

Hilton Scottsdale Resort and Villas
6333 North Scottsdale Road
Scottsdale, AZ 85250
480-948-7750
sans.org/event/scottsdale-2016/location

Hilton Scottsdale Resort & Villas is located
in the heart of Scottsdale, Arizona, within
minutes of shopping, dining, world-class golf,
and business districts. Set in the shadow of
the majestic Camelback Mountain, this AAA
Four Diamond Scottsdale resort combines a
relaxed ambience with decor inspired by the
Sonoran Desert.

Top 5 reasons to stay at the
Hilton Scottsdale Resort and Villas
1 A
 ll SANS attendees receive
complimentary high-speed Internet when
booking in the SANS block.
2 N
 o need to factor in daily cab fees and
the time associated with travel to alternate
hotels.
3 B
 y staying at the Hilton Scottsdale Resort
and Villas, you gain the opportunity to
further network with your industry peers
and remain in the center of the activity
surrounding the training event.

Special Hotel Rates Available

A special discounted rate of $219.00 S/D
will be honored based on space availability.

Government per diem rooms are available with proper
ID; you will need to call reservations and ask for the
SANS government rate. These rates include high-speed
Internet in your room and are only available through
Feb. 3, 2016.

4 S ANS schedules morning and evening
events at the Hilton Scottsdale Resort
and Villas that you won’t want to miss!
5 E verything is in one convenient location!
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Registration Information
We recommend you register early to ensure
you get your first choice of courses.

Register online at sans.org/event/scottsdale-2016/courses
Select your course or courses and indicate whether you plan to test for GIAC certification.
If the course is still open, the secure, online registration server will accept your registration.
Sold-out courses will be removed from the online registration. Everyone with Internet access
must complete the online registration form. We do not take registrations by phone.

Use code
rl
Ea yBird16
when registering early

Pay Early and Save
DATE

Pay & enter code before

DISCOUNT

12-16-15 $400.00

DATE

DISCOUNT

1-6-16

$200.00

Some restrictions apply.

Group Savings (Applies to tuition only)
10% discount if 10 or more people from the same organization register at the same time
5% discount if 5-9 people from the same organization register at the same time
To obtain a group discount, complete the discount code request form at
sans.org/security-training/discounts prior to registering.

Cancellation
You may substitute another person in your place at any time, at
no charge, by e-mail: registration@sans.org or fax: 301-951-0140.
Cancellation requests without substitution must be submitted in
writing, by mail, or fax, and postmarked by January 20, 2016 –
processing fees may apply.

SANS Voucher Credit Program

Expand your training budget! Extend your Fiscal
Year. The SANS Voucher Discount Program pays
you credits and delivers flexibility.
sans.org/vouchers
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Open a SANS Portal Account today
to enjoy these FREE resources:
WEBCASTS
Ask The Expert Webcasts – SANS experts bring current and timely
information on relevant topics in IT Security.

5705 Salem Run Blvd.
Suite 105
Fredericksburg, VA 22407

Save $400 when you pay for any long course and
enter the code “EarlyBird16” before December 16th.

BROCHURE CODE

Analyst Webcasts – A follow-on to the SANS Analyst Program, Analyst
Webcasts provide key information from our whitepapers and surveys.
WhatWorks Webcasts – The SANS WhatWorks webcasts bring powerful
customer experiences showing how end users resolved specific IT Security issues.
Tool Talks – Tool Talks are designed to give you a solid understanding of a
problem and to tell you how a vendor’s commercial tool can be used to solve or
mitigate that problem.

NEWSLETTERS
NewsBites – Twice-weekly high-level executive summary of the most important
news relevant to cybersecurity professionals
OUCH! – The world’s leading monthly free security awareness newsletter
designed for the common computer user
@RISK: The Consensus Security Alert – A reliable weekly summary of
(1) newly discovered attack vectors, (2) vulnerabilities with active new exploits,
(3) insightful explanations of how recent attacks worked and other valuable data

OT H E R F R E E R E S O U R C E S
InfoSec Reading Room

Security Posters

Top 25 Software Errors

Thought Leaders

20 Critical Controls

20 Coolest Careers

Security Policies

Security Glossary

Intrusion Detection FAQ

S CORE (Security Consensus
Operational Readiness Evaluation)

Tip of the Day

sans.org/security-resources
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