SANS 2014 Health Care Security Summit - Call for Presentations

SANS will be holding its second annual Health Care Security Summit on December 3™ and 4™, 2014 in
San Francisco, CA. This Summit is aimed at security professionals working in all areas across health care
delivery, insurance, services and products. We are soliciting the SANS community for ideas for
presentations and panels. The Call for Presentations is now open, through Monday, July 7" at 5 p.m.
CDT.

Summit talks should provide attendees with actionable take-aways for improving security in their own
organizations. Presentations that focus on case studies, lessons learned and real world experience (both
positive and negative) are especially valuable. We are also looking for any examples of the Critical
Security Controls being used in health care environments.

Topics to be covered may include, but are not limited to:

e Moving from a Compliance—Based Approach to Security Towards one Based on Risk
healthcare.gov and state exchanges

Medical Devices

Identity and Access Management

e SMB Providers

e Regulatory landscape and changes

e Current and emerging threats

e Vulnerability management process lifecycle

e Emerging strategies for vulnerability identification

e Data aggregation and active network intelligence

e Integrated detection and classification solutions

e Managed security services

e Creating prescriptive countermeasures using vulnerabilities and exploits

e Coordinated vulnerability disclosure and information sharing

e Public vs. Private management solutions: Balancing capabilities with requirements
e Managing the human element

e Using threat intelligence

e Vulnerability classification and asset correlation

Submissions should be relevant to the topics listed above and should include:

e Proposed presentation and title

e Presenter name, title, organization, email and phone.

e If a panel, suggested panelists

e Presenter bio(s)

e List of events where this presentation has been or will be given within 6 months of the Summit.
NB: In the interest of providing relevant, timely and unique content that delivers real value to
attendees, SANS asks that submitters not deliver the same presentation at any other event
within 90 days prior to the Summit.

Submissions may be sent to HealthcareCFP@sans.org by Monday, July 7" at 5 p.m. CDT.
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