SANS DHS CDM Award Workshop

Washington, DC | Wed Nov 6, 2013

Wednesday, November 6

8:00-8:30 am Welcome & Opening Remarks

The workshop opens with a concise overview of the threats government systems

face and the need for more continuous approaches to cybersecurity,

John Pescatore, Director of Emerging Security Trends, SANS Institute

8:30-9:30 am Panel

Continuous Diagnostics/Monitoring : Increasing US Cybersecurity Levels
Moderator: Jane Lute, CEO, Council on CyberSecurity

Panelists:

Gene Dodaro , Comptroller General, GAO

John Streufert, Director — Federal Network Resilience, US Dept. of Homeland
Security

9:30-10:15 am SIEM Solution Shootout

SIEM solution providers on the CDM contract will be challenged by the moderator to
detail real-world government use cases, and will answer audience questions.
Moderator:

John Pescatore, Director of Emerging Security Trends, SANS Institute

Panelists:

Salo Fajer, Senior Director, Product Management — Security Management, McAfee
Joseph Hamblin, CISSP, Chief Security Architect — Federal, IBM

Matthew McCormack, RSA, CTO, Public Sector

10:45 am-Noon | Vulnerability Assessment Solution Shootout

Solution providers on the CDM contract will be challenged by the moderator to detail
real-world government use cases, and will answer audience questions.

Moderator:

John Pescatore, Director of Emerging Security Trends, SANS Institute

Panelists:

Keren Cummins, Director — Federal Business, Tripwire

Ron Gula, CEO, Tenable Network Security

Wolfgang Kandek, CTO, Qualys

Darren Thomas, Senior Product Manager — Vulnerability & Discovery, McAfee
Matt Webster, CTO, Lumeta

Noon-1:00 pm Lunch & Learn, Presented by Tenable Lunch & Learn, Presented by ForeScout
Network Security

Session Description to Come

John Lyons, VP, American Sales

Paul Crutchfield, Sales Engineering
Director

Tenable Network Security

1:00-2:00 pm Endpoint Monitoring Solution Shootout




Solution providers on the CDM contract will be challenged by the moderator to detail
real-world government use cases, and will answer audience questions.

Moderator: Tony Sager, Director, SANS Institute

Panelists:

Tom Blauvelt, Technical Architect, Security — Public Sector Strategic Programs,
Symantec

Partha Panda, Vice President, Global Channel and Alliances and US Federal
Business, Trend Micro

Wallace Sann, Federal CTO, ForeScout

Josh Stegall, Federal Chief Security Architect, IBM

2:00-3:00 pm

3:00-3:30 pm |
3:30-4:30 pm

Integrator Roundtable

Technical representatives from the integrators on the CDM contract will be

challenged to detail strawman approaches to task orders to solve government

security issues using the CDM program.

Moderator: Alan Paller, Director of Research, SANS Institute

Panelists:

Christopher Ballister, IBM

Matt Brown, VP-Homeland Security & CDM Executive Director, Knowledge

Consulting Group, Inc.

Josh F Canary, CISSP, PMP, CSC Global Cybersecurity

Eric Eifert, SVP/GM - Cyber Defense Solutions Business Unit, ManTech
Networking Break

Real Stories of Using Continuous Monitoring to Make a Difference

Alan Paller, Director of Research, SANS Institute

4:30-5:00 pm

5:00-7:30 pm |

Town Hall Meeting & Closing Remarks

What needs to happen to enable government security managers to make real

progress in cybersecurity? End the day with a lively, interactive discussion.

Moderator: John Pescatore, Director of Emerging Security Trends, SANS Institute
Networking Reception




