
WELCOME
Registration Information

Location: San Carlos Foyer 

Wednesday, March 5. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 7:00am - 9:00am
Location: Santa Monica 

Thursday, March 6 - Monday, March 10. .  .  .  .  .  .  .  .  .  .  . 8:00am - 9:00am

Internet Café 
Location: San Carlos Foyer 

Wednesday, March 5. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Opens at noon - 24 hours
Monday, March 10. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Closes at 2:00pm
All other days . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Open 24 hours

Course Breaks
10:30am - 10:50am – Morning Break   

12:15pm - 1:30pm – Lunch (on your own)
3:00pm - 3:20pm – Afternoon Break

Class Information
All courses will run 9:00am - 5:00pm (unless noted).

Six-Day Classes: March 5-10

SEC504: Hacker Techniques, Exploits & Incident Handling 
Instructor: John Strand. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: San Carlos 2 
Extended Hours: �5:00pm - 6:30pm (Course day 1)

FOR408: Computer Forensic Investigations –  
Windows In-Depth 
Instructor: Rob Lee. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: San Carlos 3

FOR508: Advanced Computer Forensic Analysis and 
Incident Response 
Instructor: Chad Tilbury. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Santa Barbara

FOR572: Advanced Network Forensics and Analysis 
Instructor: Philip Hagen. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: Los Angeles

FOR585: Advanced Smartphone Forensics 
Instructors: Cindy Murphy, Heather Mahalik . .  . Location: San Carlos 4

FOR610: Reverse-Engineering Malware:  
Malware Analysis Tools and Techniques 
Instructor: Lenny Zeltser. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: San Carlos 1

Five-Day Class: March 5-9

FOR526: Memory Forensics In-Depth   
Instructor: Alissa Torres. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Salon 207

Special Events

Welcome to SANS General Session 
Speaker: Rob Lee 

Wednesday, March 5   |   8:15am - 8:45am   |   Location: San Carlos 3  

R E C E P T I O N 
DFIReception - Forensicators Unite! 

Wednesday, March 5   |   6:00pm - 7:00pm   |   Location: San Carlos 3  

k e y note   
Have no fear - DFIR is here! 

Speakers: Rob Lee, Chad Tilbury, Alissa Torres, Phil Hagen,  
and Lenny Zeltser 

Wednesday, March 5   |   7:00pm - 8:30pm   |   Location: San Carlos 3  

S A N S @ N I G H T 
Introduction to Behavioral Analysis of Malicious Software 

Speaker: Lenny Zeltser 
Thursday, March 6   |   6:00pm - 7:00pm   |   Location: San Carlos 3  

S A N S @ N I G H T 
Panic! Hysteria! No malware required! 

Speaker: John Strand 
Thursday, March 6   |   7:00pm - 8:00pm   |   Location: San Carlos 3  

S A N S @ N I G H T 
There’s *GOLD* in them thar package management 

databases! 
Speaker: Phil Hagen 

Thursday, March 6   |   8:00pm - 9:00pm   |   Location: San Carlos 3  

S A N S @ N I G H T 
Sick Anti-Forensics Mechanisms in the Wild 

Speaker: Alissa Torres 
Friday, March 7   |   6:00pm - 7:00pm   |   Location: San Carlos 3  

S A N S @ N I G H T 
Forensic Handling of the iPhone 5c and 5s 

Speaker: Heather Mahalik 
Friday, March 7   |   7:00pm - 8:00pm   |   Location: San Carlos 3  

S A N S @ N I G H T 
A 10 Second Journey: Parsing the structure of the 

Windows 8 Prefetch Artifact 
Speaker: Jared Atkinson 

Friday, March 7   |   8:00pm - 9:00pm   |   Location: San Carlos 3  

GIAC/STI Overview 
Speaker: Rob Lee 

Saturday, March 8   |   12:30pm - 1:15pm   |   Location: San Carlos 3  

DFIR NetWars 
Saturday, March 8 & Sunday, March 9   |   6:30pm - 9:30pm 

Location: San Carlos 3  

S A N S @ N I G H T 
Closing the Door on Web Shells 

Speaker: Anuj Soni 
Sunday, March 9   |   7:00pm - 8:00pm   |   Location: San Carlos 4

DFIRCON 2014
Monterey Marriott   |   Monterey, CA   |   March 5-10  



Monterey Marriott – Floorplan
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FOR526 IS LOCATED 
ON 2ND FLOOR IN 

SALON 207

Interested in adding a GIAC Certification or an OnDemand Bundle?

To receive the discounted rate, you must sign up before Tuesday, March 11th at 8:00pm EDT

Call or e-mail SANS Registration:     

1.301.654.SANS(7267)     |     registration@sans.org     |     ondemand@sans.org 

Special  
Events


