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Welcome!

A copy of this talk is available at:
https://github.com/HASecuritySolutions/presentations

More free stuff
https://github.com/HASecuritySolutions



https://github.com/HASecuritySolutions/presentations
https://github.com/HASecuritySolutions

Untapped Potential

Writing without vowels may still be understandable

A But it is widely inefficient. Same true for SOC/SIEM
V A - Automation

V E - Enrichment

V | - ldentify

V O - Orchestration

V U - Universalize

Which are all enabled by Y ---> You



Autmaticm




NXLog AutoConfig

Created to overcome log agent deficiencies and as a
functional proof of concept:

https://github.com/SMAPPER/NXLog -AutoConfig
Checks systems each day looking for components (IS, etc.)

A If found, automatically configures for consistency
Aor initial configurationé

A Then, sets up an agent to start shipping logs
Largest deployment maintained > 12 K systems



https://github.com/SMAPPER/NXLog-AutoConfig

Custom Logging with PowerShell

PowerShell makes writing custom logs easy!
A Create new log sources

A Push logs to custom Windows event channel
Example: Want to log Autoruns items?

PS > New EventLog - LogName "My- Autoruns” - Source "Autoruns”
PS > autorunsc.exe I ¢ > autoruns_out.csv

PS> S$items = Import - Csv - Header "Time","Entry
Location","Entry","Enabled","Category","Profile","Description"”,"Compan
v","Image Path","Version","Launch String" .\ autoruns_out.csv

PS> S$items | ForEach - Object {Write - EventLog -LogName "my- autoruns” -
source "Autoruns" - Eventld 1 - EntryType Information - Message $ }




Autoruns in Windows Event Log

Event Viewer

File Action View Helg
= zn= E

@ Event Viewer (Local) My-Autoruns  Mumber of events: 112
» E Custom Views

y _—; Windows Logs Level Date and Tirme Source Event ID  Task Category &R
W :E Applications and Servic gs (D Information 11/6/2018 1:2%:37 PM Autoruns 1 (1N
@ Hardware Events @ Information 11/6/2018 1:2%37 PM Autoruns 1 (1
] Internet Explor (D Information 11/6/2018 1:2%:37 PM Autoruns 1 (1)
El Key Mana t Service @ Information 11/6/2018 1:2%:37 PM Autoruns 1 (1N
» ] Microso (i) Information 11/6/2018 1:28:47 PM Autoruns 1
El My-Autoruns Information 11/6/2018 1:28:47 PM Autoruns 1
i ThinPrint Diagnostics (i) Information 11/6/2018 1:28:47 PM Autoruns 1 (1)
_ [&] Windows PowerShell (i) Information 11/6/2018 1:28:47 PM Autoruns 1 (1)
> [ saved Logs (@) Information 11/6/2018 1:28:47 PM Autoruns 1 ()
214 Subscriptions (@ Information 11/6/2018 1:28:47 PM Autoruns 1
(D Information 11/6/2018 1:28:47 PM Autoruns 1 (1 W
Event 1, Autoruns x

General Details

@{Time=3/28/2017 1:19 AM; Entry Location=HKCUNSOFTWARE\Micresoft\Windows\CurrentVersion\Run;
Entry=0neDrive; Enabled=enabled; Category=Logon; Profile=5EC51 1\ student; Descriptiocn=Microsoft OneDrive;
Company=Microsoft Corporation; Image Path=ch\users\student\appdatatlocalimicrosoft\onedrivel onedrive. exe
Version=17.3.6799.327; Launch String="C\Users\student\ AppData‘\Local\Microsoft\OneDrive

"OneDrive.exe" /background}
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Make a New Log

What if a log lacks context... ? Build a better one

Windows Task Scheduler + PowerShell
A Reads native block log

A Runs custom checks against B TaskTrigger

bIOCked blnary EatEEE“iCT“k When do you want the task to start?

O Daiy
A (Optional) Sends binary to sandbox Uhenanfuentislossed () weeky
A Generates new Windows log Finish g O
One time
Possible to use new log within SIEM: O When the computer starts
. () When | log on

A Auto update GPO and notify user ‘ @ When a specific event i logged



Dynamic Deployments

Automation may seem harder than it Is
A Consider an organization with 1000s of remote sites
A Each has a local hypervisor with a few business assets

To mass gain capabilities consider:

A Auto deploy NSM VM to each location

A Spin up asset discovery VM

A Createlog relay or local WEC with GPO

—_—_— e e e e e e e e e e e e e — ———

TN
Hypervisor




Enrichment Example

Which would you rather investigate?

. . _ IDS Alert# 1
#1 Signature : ET POLICY PE EXE or DLL Windows file download
SID : 2000419 or
Classification : Potential Corporate Privacy Violation IDS Alert# 2

Source IP :74.125.159.56
Source Port : 80
Destination IP  : 192.168.2.40

#2 Signature : ET POLICY PE EXE or DLL Windows file download Geo: US

SID : 2000419 ASN: Google Inc.
Classification : Potential Corporate Privacy Violation DNS : dl.google.com
Source IP :74.125.159.56 Process : iexplore.exe
Source Port : 80 User : jhenderson
Destination IP  :192.168.2.40 File : ChromeSetup.exe



Simple breakdown of fields can yield MANY detection opportunities!

http://myaccount.google.com - securitysettingspage.tk
Subdomain field Parent domain field TLD

Lots of opportunity for detection!



github.com/HASecuritySolutions/tld_pattern_calculator

tld_pattern_calculator

This project exists to help genarate regex patterns for SIEMs to break up a domain into proper subcomponents such as
subdomain, parent_domain, and various tlds. This aids in analyst searching as well as the application of enrichment
techniques.

This command runs the generate_tld_regex.ps1 script which attempts to pull down online lists of TLDs and directly builds a
regex pattern file in a file called tld_patterns.txt.

powershell.exe -File C:\users\user\Downloads\tld pattern calculator\generate tld regex.psl -ExecutionPolicy Bypass

GTLD aaa|aarp|abarth|abb|abbott|abbvie|abc|able|abogado|abudhabi|academy|accenture|accountant|accountants|aco|acti
CCTLD ac|ad|ae|af|ag|ai|al|am|an|ac|ag|ar|as|at|au|aw|ax|az|ba|bb|bd|be|bf|bg|bh|bi|bj|bl|bm|bn|bo|bg|br|bs|bt]|bv]|
STLD aerco|asia|cat|coop|edulgov]|int]|jobs|mil|museum|post|tel|travel |xxx

GRTLD biz|name|pro

REGISTEREDDOMAIN %{WORD:parent domainl}\.(%{GTLD:gtld}|%{GRTLD:grtld}|%{STLD:st1ld})(\.%{CCTLD:cctld})?$



Detection Based onTLD

Some TLDs are jJjust more jE@S|

:a

Lz *Z?
'%‘331'
tk

31,311,498

Tokelau

https: //WWW nominet.uk/mapping -the-online-world/

I



Detection Based on Subdomain

Subdomain field:

1. Does it contain the word Google, or your org name?
2. Long / random, changing and NOT a CDN?

3. 1000's of different subdomains per parent? Tunneling!
Phishing alert pseudo-logic examples:

- If subdomain = *google*, parent domain != google.com
- If subdomain contains google, ASN = Google

- Group by parent domain, if unique subdomains > 500



Spear Phishing Link

Email Body: Check outthisc | I e n t before ®ur cak
Links To: http://afecrej6h7cn5sdfhvjg9evmj.com

Attacker
-~ Web Server




freq_server.py

How about natural language processing of select fields?
A Scores the likelihood something is "weird"

Web call —— freq server ——— score

Custom freq table
nttp - {

url => " http://fregserver:10004/measure2/%{domain}
verb => "GET
target _body => "frequency_score

}



Top1M Filtering

Before After - approx < 90% logs

20:30 21:00 2130

22:00 22:30 20

:30 21:00 21:30 2200 2230
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Enrichment via SIEM auto -correlation

Signature : Something bad happened /Q; IE

SID : 2000419 downloading
Classification : Potential Corporate Privacy Violation Chrome
Source IP :74.125.159.56 installer
Source Port : 380

Destination IP  : 192.168.2.40

Does 74.125.159.56 exist in prior DNS logs (answer field)

¢
A Pull back DNS query (dl.google.com )
Any logs that have network socket to process/user?

A Sysmon eventID 3 (pulls in jhenderson and iexplore.exe )



Dynamic DNS Domains

Dynamic DNS Services
A VERY often used for malware

A VERY unlikely to be 1177777 =X\
|eg itimate business sjte l ""-..‘ |
A Often used for policy ERRRRRARNS
violation / vendors
Detect via blacklist!

A Or just block access via DNS RPZ
block based on nameserver

https://medium.com/alphasoedeepedook-atdangerouslds-19f9e3e77926
SIEM Summit 2019 20

sytes.net
pw
hopto.org
duckdns.org
no-ip.info
zapto.org
ddns.net
no-ip.org




Autonomous System Numbers (ASN)

Attaches an organization name to an IP address
A Makes geolocation databetter
A Gives context on downloads

Use case : Which is more suspicious?
User downloads file chromesetup.exe f r om ASNE

1. Google LLC SPAMHAUS
2. No.31/Jin -rong Street  [EAEC I S
As of 30 September 2019 the world's worst botnet infected Autonomous System Numbers are:
AS4134
l No.31/Jin-rong Street Number of Bots: 1146630



| IS for

ldentify



|dentify All the Things

““IETSTFOCUS ON
DETECTING ALL THE THINGS”

mngfip.com

Easy right? What do you look for?




One Good Rule

Step # 3 - Credential Theft and Step # 2 - Persistence

Reuse
Backdoor installed
Stolen credentials and reuse System - 7045 (new service) A b
- - _ L J

Security - 4624 (successful login)  system - 4698 (scheduled task) l - i-o.

Security - 4625 (failed login) System - 4657 iregistry audit) B o
Step # 4 - Backdoor local /
account o o

Step # 1 - USB

Compromise

Pass-the-hash
. < PowerShell C2 launch
Local account not your domain
from virtual keyboard

Service Account / Privilege Escalation
o USB device

New local user added then
added to Administratorsgroup
Security - 4720 (new user) =
Security - 4732 (added to local

group) Source address invalid for account
Ransomware Detection Source: Windows Event Logs
Too many logins PowerShell - 4104
o Step #5 - Logs cleared DriverFrameworks-UserMode - 2003

System - Possibly 7045 (new service)
Logs cleared from both systems
Security - 1102
System - 104

Advanced attack versions of scenario such as using
Mimikatzto clear logs requires alternative methods such as:
Sysmon - 1 process creation monitoring

Sysmon - 7 DLL monitoring

PowerShell Logging - 400, 4103, 4104
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MITRE ATT&CK

Adversarial Tactics, Techniques,and Common K nowledge
A Focus is onactionable detection techniques

A Given common adversarial methodologies

Framework is high-level enough to report on and adapt
A Yet specific enough to provide actual items to look for

A Source of specific detection rules
MITRE ATT&CK




MITRE ATT&CK Matrix

Initial Access
Drive-by Compromise

Exploit Public-Facing
Application

Hardware Additions

Replication Through
Removahble Media

Spearphishing
Attachment

Spearphishing Link

Spearphishing via
service

Supply Chain
Compromise

Trusted Relationship

Valid Accounts

Exacution

AppleScript

CMSTP

Command-Line
Interface

Compiled HTML File

Control Panel ltems

Dynamic Data
Exchange

Execution through API

Execution through
Module Load

Exploitation for Client
Execution

Graphical User
Interface

Persistance

bash_profile and _bashrc

Accessibility Features

Account Manipulation

AppCert DLLs

Appinit DLLs

Application Shimming

Authentication Package

BITS Jobs

Bootkit

Browser Extensions

Privilege Escalation Defansa Evasion Credential Access
Access Token Actess Token i :
: ) ) . Account Manipulation
Manipulation Magnipulation
Accessibility Features BITS Jobs Bash History
AppCert DLLs Bingry Padding BErute Force
Bypasg User Account
Appinit DLLs = niro Credential Dumping
Application Shimming CMSTP Credentials in Files

Bypass User Account
Conftrol

DLL Search Order

N Cod
Hijacking

Dylib Hijacking

Exploitation for
Privilege Escalation

Compiled HTML File

Compadnent Firmware

lear Cgmmand History Credentials in Registry

Exploitation for

e Signin
drng Credential Access

Forced Authentication

Hooking

Extra Window Memory

Discovery

Account Discovery

Application Window
Discovery

Browser Bookmark
Discovery

File and Directory
Discovery

Metwaork Service
Scanning

Metwark Share
Discovery

Metwork Sniffing
Password Policy
Discovery

Peripheral Device
Discovery

Injection Mode

Component Object

Input Capture
Hijacking . .

Fermission Groups
Discovery
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