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About Us

Justin Henderson
Å Author - SEC555

Å Co-Author - SEC455, SEC530

Å GSE #108 / Cyber Guardian Blue + Red / 61 certs
Å Owner of H & A Security Solutions
Å Twitter : @SecurityMapper

John Hubbard
Å Author - SEC450 

o New course! Blue Team Fundamentals ïSecurity Operations & Analysis

Å Co-author SEC455 , Instructor - SEC555 / SEC511

Å Owner of Blueprint Cyber Security 
Å Twitter : @SecHubb
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Welcome!

A copy of this talk is available at:
https://github.com/HASecuritySolutions/presentations

More free stuff :  
https://github.com/HASecuritySolutions

https://github.com/HASecuritySolutions/presentations
https://github.com/HASecuritySolutions
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Untapped Potential

Writing without vowels may still be understandable

ÅBut it is widely inefficient. Same true for SOC/SIEM

VA - Automation

VE - Enrichment

V I - Identify

VO - Orchestration

VU - Universalize

Which are all enabled by Y ---> You
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A is for

Automation
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NXLog AutoConfig

Created to overcome log agent deficiencies and as a 
functional proof of concept:

https://github.com/SMAPPER/NXLog -AutoConfig

Checks systems each day looking for components (IIS, etc.)

Å If found, automatically configures for consistency

ÅOr initial configurationé

ÅThen, sets up an agent to start shipping logs

Largest deployment maintained > 12 K systems

https://github.com/SMAPPER/NXLog-AutoConfig
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Custom Logging with PowerShell

PowerShell makes writing custom logs easy!

ÅCreate new log sources

ÅPush logs to custom Windows event channel

Example: Want to log Autoruns items?

PS > New- EventLog - LogName "My- Autoruns" - Source "Autoruns"

PS > autorunsc.exe ïc  > autoruns_out.csv

PS > $items = Import - Csv - Header "Time","Entry 

Location","Entry","Enabled","Category","Profile","Description","Compan

y","Image Path","Version","Launch String" . \ autoruns_out.csv

PS > $items | ForEach - Object { Write - EventLog - LogName "my- autoruns" -

source "Autoruns" - EventId 1 - EntryType Information - Message $_}
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Autoruns in Windows Event Log
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Make a New Log

What if a log lacks context... ? Build a better one

Windows Task Scheduler + PowerShell

ÅReads native block log

ÅRuns custom checks against
blocked binary

Å (Optional) Sends binary to sandbox

ÅGenerates new Windows log

Possible to use new log within SIEM:

ÅAuto update GPO and notify user
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Dynamic Deployments

Automation may seem harder than it is

ÅConsider an organization with 1000s of remote sites

ÅEach has a local hypervisor with a few business assets

To mass gain capabilities consider:

ÅAuto deploy NSM VM to each location

ÅSpin up asset discovery VM

ÅCreate log relay or local WEC with GPO

DC Web

App

Hypervisor
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Enrichment Example

Which would you rather investigate?

Signature : ET POLICY PE EXE or DLL Windows file download 
SID : 2000419 
Classification : Potential Corporate Privacy Violation 
Source IP : 74.125.159.56 
Source Port : 80 
Destination IP : 192.168.2.40 

Signature : ET POLICY PE EXE or DLL Windows file download 
SID : 2000419 
Classification : Potential Corporate Privacy Violation 
Source IP : 74.125.159.56 
Source Port : 80 
Destination IP : 192.168.2.40 

Geo: US
ASN: Google Inc.
DNS : dl.google.com
Process : iexplore.exe
User : jhenderson
File : ChromeSetup.exe

IDS Alert # 1

or

IDS Alert # 2

#1

#2
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Domain Parsing

Simple breakdown of fields can yield MANY detection opportunities!

http://myaccount.google.com - securitysettingspage.tk

Subdomain field                              Parent domain field             TLD

Lots of opportunity for detection!
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github.com/HASecuritySolutions/tld_pattern_calculator



SIEM Summit 2019 14

Detection Based on TLD

Some TLDs are just more evilé.dashboard it!

https://www.nominet.uk/mapping -the-online-world/
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Detection Based on Subdomain

Subdomain field:

1. Does it contain the word Google, or your org name?

2. Long / random, changing and NOT a CDN? 

3. 1000's of different subdomains per parent? Tunneling!

Phishing alert pseudo-logic examples: 

- If subdomain = *google*, parent domain != google.com 

- If subdomain contains google, ASN != Google

- Group by parent domain, if unique subdomains > 500
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Spear Phishing Link

Email Body: Check out this clientôs site before our call

Links To: http://afecrej6h7cn5sdfhvjg9evmj.com

Attacker

Web Server
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freq_server.py

How about natural language processing of select fields?

ÅScores the likelihood something is "weird"

http {

url => " http://freqserver:10004/measure2/%{domain} "

verb => " GET"

target_body => " frequency_score "

}

Web call freq_server score

Custom freq tableNLP
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Top1M Filtering

Before After - approx < 90% logs
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Enrichment via SIEM auto -correlation

Does 74.125.159.56 exist in prior DNS logs (answer field)

Å Pull back DNS query (dl.google.com )

Any logs that have network socket to process/user?

Å Sysmon event ID 3 (pulls in jhenderson and iexplore.exe )

Signature : Something bad happened
SID : 2000419 
Classification : Potential Corporate Privacy Violation 
Source IP : 74.125.159.56 
Source Port : 80 
Destination IP : 192.168.2.40 

IE 
downloading 

Chrome 
installer
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Dynamic DNS Domains

https://medium.com/alphasoc/a-deeper-look-at-dangerous-tlds-19f9e3e77926

Dynamic DNS Services 

ÅVERY often used for malware

ÅVERY unlikely to be 
legitimate business site

ÅOften used for policy 
violation / vendors

Detect via blacklist! 

Å Or just block access via DNS RPZ 
block based on nameserver
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Autonomous System Numbers (ASN)

Attaches an organization name to an IP address

Å Makes geolocation data better

Å Gives context on downloads

Use case : Which is more suspicious? 

User downloads file chromesetup.exe from ASNé 

1. Google LLC 

2. No. 31/Jin -rong Street
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I is for

Identify
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Identify All the Things

Easy right? What do you look for?
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One Good Rule
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MITRE ATT&CK

Adversarial Tactics, Techniques, and Common K nowledge

ÅFocus is on actionable detection techniques

ÅGiven common adversarial methodologies

Framework is high-level enough to report on and adapt

ÅYet specific enough to provide actual items to look for

ÅSource of specific detection rules
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MITRE ATT&CK Matrix


