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Who we are

Rachel Mullan
Strategic Threat Intelligence Lead
PwC

@jaded _muse
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Cyber paleontology

1

When the passage
of time affords

new evidence, [any
judgement] is thus
susceptible of
change. sheman kent

This is the story of how we revisited old intelligence - with
surprising results.
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Wh at we 0| |

BlackTech pursuit:
- Evolution of activity & TTPs

Analysis of a recent
campaign

Following the (P)Leads

Chasing the Djinn
- Through the analysis

process and down
attribution road
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Names for days
Bluether ...
KIVARS

Waterbear 17ronichell  DDNS
Linopid ,gow

ROUterS ) ShroudedCrossbow Taiwan
HongKong .
GOODTIMES TSCookie

~ WhiteGritfin
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History lessons

BlackTech conducts
router-level MitM
2010: Shrouded attack to dep|0y

Crossbow first PLEAD in TW
operations begin

BlackTech i ‘.
steals certs F\>NL rzpzr e
xBOW revealed from D-Link, [Plkzeil Aeieis,
) ’ White Griffin,
linked to KIVARS TW technology et T
and BIFROSE organisations J

2010-2014 S !

Fileless
PLEAD
developed PwC report:
TSCookie
BlackTech abuses The Four-Element Timelini
vulnerable routers Sword Engagement Imelining
In TW, uses Drigo (KIVARS on media)
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Once upon a time, a detection:
Bluether £

ad34b50772b67a62b927b25021231h85. ..

lGZip compressed parent to

£

4e6d5983775d52215ab6779a928796¢6...

ad34b50772b67a62b927b2502123fb858e05c7e

112817d8ad4a44a98096b14751 /p { et oy
WmiPrvSE.exe 2019-05-22T00:44:447 ﬁ HmEneEee
4e6d5983775d52215ab6779a928796¢c60f57321

b9c65f4b89135bc0c9bh880103 fdch5f779d0640659121a2a7¢75d1707...
fdcb5f779d0640659121a2a7c75d1707d0c8f37 >

menset.peachyweb.com.com

2019-05-28 13:48:04 - 2019-06-10 UB:SV \219-05-28 13:48:04 - 2019-06-10 08:30:08
L2 D

78.142.29.210

b833cd528675c405eaalbe650

79.124.78.120
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Malware Analysis: Execution chain

Sets auto-start key

HKCUSOFTWARMIcrosoft \ Windows
\ CurrentVersion \Run, 2- 350%tct e

+ Passes execution to shellcode

offset Type 3 "DAT™
66h ; int

FindResource_LockResource_sub_ 4810008

ebx, eax
esp, BCh
ebx, ehx
loc_4@1287

Decoding loc 48125F: ; Decoding Subroutine

ed=, eax

edx, 1Fh

cl, [espredx+i14Bh+var_124]
dl, [ebx+eax+28h]

dl, cl

[ebx+eax+Z28h], dl

edx, [esp+14Bh+var_138] ; in debugger: ebx+eax+28

eax
eds, BFFFFFFEBh

eax, edx

short Decoding_loc_ 4B8125F

Need for PLEAD: BlackTech Pursuit
PwC

; Decoding Subroutine
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Malware Analysis: Execution chain

Sets auto-start key

HKCUSOFTWARMIcrosoft \ Windows
\ CurrentVersion \Run, 2- 350 %ty c

+ Passes execution to shellcode

offset Type 3 "DAT™
66h ; int

FindResource_LockResource_sub_ 4810008

ebx, eax
esp, BCh
ebx, ehx
loc_4@1287

Decoding loc 48125F: ; Decoding Subroutine

ed=, eax

edx, 1Fh

cl, [espredx+i14Bh+var_124]
dl, [ebx+eax+28h]

dl, cl

[ebx+eax+Z28h], dl

edx, [esp+14Bh+var_138] ; in debugger: ebx+eax+28

eax
eds, BFFFFFFEBh

eax, edx

short Decoding_loc_ L8125F ;

Need for PLEAD: BlackTech Pursuit
PwC

Decoding Subroutine

Shellcode in memory drops binary wuaclt.exe in

AppData\ Roaming Microsoft

as fhidden o .

Tiny sample indicators of the PLEAD backdoor:

cl, 43h :|'C°

short loc
edx
edx

cl, 4ih ;|'A°

short loc

cl, 4Ch 5 |°L°

short loc

cl, 45h ;|'E°

short loc

cl, S6h ;|'P°

short loc

cl, 47h ;|'G"

short loc

cl, 44%h ;|'D°

short loc
short loc

 6BD

25 November 2019
9



Malware Analysis: Execution chain

Need for PLEAD: BlackTech Pursuit

PwC

Sets auto-start key
HKCUSOFTWARMIcrosoft \ Windows
\ CurrentVersion \Run, 2- 350 %ty c

Shellcode in memory drops binary wuaclt.exe in
AppData\ Roaming\ Microsoft as rhidden 0

Tiny sample indicators of the PLEAD backdoor:

cl, 43h ;|°
short loc
edx

edx

cl, 41h ;|°

+ Passes execution to shellcode

offset Type 3 "DAT™
66h ; int

FindResource_LockResource_sub_ 4810008
ebx, eax
esp, BCh
ebx, ehx

short loc
cl, 4Ch ;|
short loc

loc_4B81287 cl, 45h : |

short loc
cl, S6h ;|
short loc
cl, 47h ;
short loc

cl, 44h ;
%04¥/%c%d.asp
Software\Microsoft\Windows\CurrentVersion\Run

Decoding loc 48125F:
ed=, eax
edx, 1Fh
cl, [espredx+i14Bh+var_124]

dl, [ebx+eax+28h]

dl, cl

[ebx+eax+Z28h], dl

edx, [esp+14Bh+var_138] ; in debugger: ebx+eax+28
eax

edx, BFFFFFFEBh

eax, edx

short Decoding_loc_48125F ; Decoding Subroutine

; Decoding Subroutine

run ok!

&d/ %=

iz floppy disk!

is not exist path!

can't open!

<Software\Microsoft\Windows\CurrentVersion\Internet

Settings\ProxyEnable\ProxyServer %s %s

#Mozillas/4.0 (compatikble; MSIE 8.0)
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Malware Analysis: C2 comms

Need for PLEAD: BlackTech Pursuit
PwC

Calls GetTickCount() ->
Dynamically-generated URLS: %04 X/%c%d.asp
Server-side folder /0000/ will accept any value
generated this way

Information transmitted:

- PDFKLQHYYVY ORFDO ,3 DGGUHVYV
- computer name, user name, system version;

- unigue moniker (campaign 1D?);

- hardcoded C2 domain and ports; and,

- Autorun Registry Key value set by dropper.

(DFK VWULQJ E\WH LV |

this case xor value works like a rolling cypher,
starting at O and resetting after 11.
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