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@jaded_muse
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Cyber paleontology
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When the passage 
of time affords 
new evidence, [any 
judgement] is thus 
susceptible of 
change. Sherman Kent

This is the story of how we revisited old intelligence - with 

surprising results.
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BlackTech pursuit:

- Evolution of activity & TTPs

- Analysis of a recent 

campaign

Following the (P)Leads

Chasing the Djinn

- Through the analysis 

process and down 

attribution road

What weôll cover today
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Names for days
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History lessons

2010-2014 2015 2017 2019 NOW

2014: PLEAD

named 

(targeting TW 

gov entities)

BlackTech 

steals certs 

from D-Link,

TW technology 

organisations

BlackTech conducts 

router-level MitM 

attack to deploy 

PLEAD in TW 
TrendMicro 

connects PLEAD, 

Waterbear, and 

Shrouded xBow 

xBOW revealed, 

linked to KIVARS 

and BIFROSE

TSCookie 

variant and 

IconDown 

downloader 

detailed

BlackTech abuses 

vulnerable routers 

in TW, uses Drigo

The Four-Element 

Sword Engagement 

(KIVARS on media)
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20182016

2014: 64-

bit KIVARS 

is 

introduced

2010: Shrouded 

Crossbow first 

operations begin

PwC report: 

(P)Lead Actors: 

White Griffin, 

Red Djinn

Fileless

PLEAD

developed

PLEAD variant 

TSCookie seen 

targeting JP 

organisations with 

gov lure PwC report: 

TSCookie 

Timelining
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Once upon a time, a detection: 
Bluether

ZIP archive: Bluether
ad34b50772b67a62b927b2502123fb858e05c7e
112817d8a4a44a98096b14751

WmiPrvSE.exe
4e6d5983775d52215ab6779a928796c60f57321
b9c65f4b89135bc0c9b880103

Injected shellcode
fdcb5f779d0640659121a2a7c75d1707d0c8f37
b833cd528675c405eaa1be650

7

25 November 2019
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Malware Analysis: Execution chain
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Sets auto-start key

HKCU\ SOFTWARE\ Microsoft \ Windows
\ CurrentVersion \ Run, Ƨ-350$ʨʧƨ

+ Passes execution to shellcode
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Malware Analysis: Execution chain
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Shellcode in memory drops binary wuaclt.exe in 

AppData\ Roaming\ Microsoft asñhiddenò.

Tiny sample indicators of the PLEAD backdoor:

Sets auto-start key

HKCU\ SOFTWARE\ Microsoft \ Windows
\ CurrentVersion \ Run, Ƨ-350$ʨʧƨ

+ Passes execution to shellcode
P
L
E
A
D

config
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Malware Analysis: Execution chain
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Shellcode in memory drops binary wuaclt.exe in 

AppData\ Roaming\ Microsoft asñhiddenò.

Tiny sample indicators of the PLEAD backdoor:

Sets auto-start key

HKCU\ SOFTWARE\ Microsoft \ Windows
\ CurrentVersion \ Run, Ƨ-350$ʨʧƨ

+ Passes execution to shellcode

Recurrent 

User-Agent:

Backdoor 

status strings:

P
L
E
A
D

config
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Malware Analysis: C2 comms
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For C2 URL: Calls GetTickCount() - >
Dynamically-generated URLS: %04X/%c%d.asp
Server-side folder /0000/ will accept any value 

generated this way

Information transmitted: 

- �P�D�F�K�L�Q�H�¶�V���O�R�F�D�O���,�3���D�G�G�U�H�V�V��
- computer name, user name, system version;

- unique moniker (campaign ID?);

- hardcoded C2 domain and ports; and,

- Autorun Registry Key value set by dropper.

Encoding: �(�D�F�K���V�W�U�L�Q�J���E�\�W�H���L�V���[�R�U�¶�H�G���±in 

this case xor value works like a rolling cypher, 

starting at 0 and resetting after 11.


