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Map
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a common tool

Finding similar endpoints Finding similar investigation cases

Jaccard Similarity
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two small
examples
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The what , the how , and the how -how . 
Analytics and the three levels of abstraction

what

how

how -how

is there abnormal behavior at 
this particular endpoint?

From a corpus of behavior, 
detect those entries that have 

low probability.

Depending on the distributions, 
use simple statistical methods or 

density -based anomaly
detection

Business  Problem

ML/AI Problem

Implementation Problem

is this malware?

From a corpus of malware/clean 
software build a classifier.

Depending on the corpus size 
use either DNN, single class 

classification, or Bayes.

Example 1 Example 2security realm

ML realm
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A day in the life of a SOC analyst

When a system is reported as infected or is acting suspiciously:

ÁDo I have enough context to determine what to do next?

ÁWhat if the attacker can detect my response and change tactics?

ÁIs it possible that the system holds other malware that hasnõt been detected yet?

ÁHow can I collect enough information from these systems (quickly enough) to 
determine the best containment and eradication strategy?

ÁCan they help me to profile the attackerõs techniques?

ÁHow can I proactively search for Indicators of Compromise (IoC) across my endpoint?

ÁWhat other endpoints have a similar behavior?

ÁDid I already investigated a similar phenomenon?
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Mining Endpoint Snapshots
Exploratory Analysis

what

In the context of an investigation, an 
analyst wants to find endpoints that 
have similar behavior. 

how

Collect endpoint information and look for 
òsimilaró elements.

how -how

Use rastrea2r to collect endpoint snapshots, 
transform to set, use Jaccard similarity.



6SANS Tactical Detection & Data Analytics Summit

Mining Rastrea2r Endpoint Snapshots

ÅSnapshot 

collection

ÅJsonstorage

Data Extraction

ÅArtifacts 

ÅIOC

ÅHashes

Data 
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Deploying Rastrea2r ON endpoints

TOOLS

Read-only shared folder

DATA

Write-only 

shared folder

Triage tools YARA scan output

SMB HTTP

YARA rules

Rastrea2r 

Deployment 

(SSCM, ePO, Ansible...)

rastrea2r 

RESTful Flask Server
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www.rastrea2r.io
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Rastrea2r Output
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Mining Rastrea2r Endpoint Snapshots

ÅSnapshot 

collection

ÅJsonstorage

Data Extraction

ÅArtifacts 
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ÅHashes

Data 
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Elements in Rastrea2r

Process

Åname

Åpath

Åuser

Åtime

Ådlls

Services

Åname

Åowner

Åtime

Åports

DNS Query

Åurl

Åfrecuency

Åreputation

Autostart entries

Åcommand

Åmethod

Åpath

ÅregistryKey

1. choose artifacts to use.
2. extract them from endpoints
3. store results on json files

Sets in json
with selected
artifacts

Endpoint 
txt files

https:// tomassetti.me/parsing-in-python/

https:// realpython.com/python -json/
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Jaccard Similarity
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Source

Intuitive Definition

A B BA

Jaccard(A,B)=0 0<Jaccard(A,B)<1
Jaccard(A,B)=1 
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Computing Jaccard Similarity
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List[( Int,Set [String])] List[( Int , Int ), Float)]

List of Sets List of pairsof sets
with similarity
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(1,2): 3/5
(1,3): 3/4
(2,3): 2/5

symmetric

reflexive

https:// github.com/ekzhu/datasketch
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Mining Rastrea2r Endpoint Snapshots

ÅRastrea2r 

collection

ÅJsonstorage

Data Extraction

ÅArtifacts 

ÅIOC

ÅHashes

Data 

Preprocessing

Jaccard 

Computation
Mining
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URLs Endpoints visiting similar websites.

Processes, DLLs Machines that have processes loading 
similar DLLs.

Endpoints having similar file hashesHashesCollection of json documents
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The Hive
Tracking Investigations

https:// thehive -project.org
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how -how

Mining The Hive Cases
Exploratory Analysis

how

Mine TheHivecases looking for similar ones

Extract data from Hive, transform to sets, 
and use jaccard to find similarities.

what

In the context of TheHive investigation, 
an analyst needs similar cases that were 
already investigated.
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Mining Endpoint Snapshots

ÅAPI calls

ÅJsonstorage
Data Extraction

ÅArtifacts 

ÅNL 

Descriptions

Data 

Preprocessing ÅJaccard 

Computation

Mining API callsData Pushing
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Extracting Data from the Hive

Case

Åtitle

Ådescription

Åseverity

Åstart date

Åowner

ÅGET /api /case

Alert

Åtitle

Ådescription

Åseverity

Åtags

ÅGET /api /case/task/: taskId

Task

Åtitle

Åstatus

Åtags

ÅGET /api/tasks

Observable

Ådata

Åattachment

Åmessage

Åstart date

Å/api/case/artifact/: artifactId
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1. choose artifacts to use.
2. restful api calls to TheHive
3. store results on  json files

Sets in json
with selected
artifacts

List of
artifacts

https:// www.dataquest.io/blog/python -api-tutorial/
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Defining Sets
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md5

hash

message

tags

description

title

tags

import nltk

for text in descriptions:
sentences= nltk.sent_tokenize(text)
for sentence in sentences:

words= nltk.word_tokenize(sentence)
tagged_words= nltk.pos_tag(words)
ne_tagged_words= nltk.ne_chunk(tagged_words)
print ne_tagged_words
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Defining Sets
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md5

hash

message

tags

description

title

standard NLP pipeline,
most of them, dictionary based.

tags

Investigation cases that 
have been assigned similar 
tags.
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Defining Sets
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md5

hash

message

tags

description

title

standard NLP pipeline,
most of them, dictionary based.

tags

Investigation cases with 
similar descriptions given 
by the analysts. 
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Pushing results back to TheHive
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PATCH /api/case/_bulk

1. Push back similarity relation to TheHive(use patch and case links)
2. Relations are shown in related cases. 
3. Computation can be made off -line in batches.
4. All analysts see similarities.


