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A 3-IN-1 SECURITY INCIDENT RESPONSE PLATFORM

Finding similar endpoints Finding similar investigation cases

} Jaccard Similarity
a common tool

WE'RE BECOMING VERY SIMILAR
IN A LOT OF WAYS.
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The what , the how, and the how -how .

Analytics and the three levels of abstraction

security realm

what

Business Problem

ML realm

Example 1 Example 2

is there abnormal behavior at
this particular endpoint?

s
=== e

is this malware?
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A day in the life of a SOC analyst

When a system is reported as infected or is acting suspiciously:
A Do | have enough context to determine what to do next?
A What if the attacker can detect my response and change tactics?
Al's it possible that the system holds othe.l

A How can | collect enough information from these systems (quickly enough) to
determine the best containment and eradication strategy?

ACan they help me to profile the attacker &:¢
A How can | proactively search for Indicators of Compromise (0oC) across my endpoint?
A What other endpoints have a similar behavior? -

A Did | already investigated a similar phenomenon? -
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Mining Endpoint Snapshots

Exploratory Analysis

what

In the context of an investigation, an
analyst wants to find endpoints that
have similar behavior.
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Mining Rastrea2r Endpoint Snapshots

ASnapshot AArtifacts
Data Extraction collection Data A I0C

Preprocessing
AJsonstorage AHashes

Jaccard
Computation
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Deploying Rastrea2r ON endpoints
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8 Rastrea2r Write-only
Deployment ° shared folder

(SSCMePO, Ansible...)

e Triage tools x E E = E YARA scan output E

SMB ——
T00LS E < HITP rastrea2r
= YARA rules RESTful Flask Server

Read-only shared folder o
rrastrea r

v

WWWw.rastrea2r.io
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® @ ® B 4 ginfant@CO2TF2ZMNGTFM: /private/var/folders/0d/9hm1pcmj40jcjllot1j3yr000000gr/T/co...

CommandLine=amic process list full

Rastrea2r Output Ceser tpor-IC exe

ExecutablePath=C:\Windows\SysWOW64\Wbem\WMIC. exe
ExecutionState=
Handle=2872
HandleCount=145
InstallDate=
KernelModeTime=328125@
MaximumWorkingSetSize=1380
MinimumWorkingSetSize=200
@ @ © W 4. ginfant@CO2TF2MNGTFM: /private/ j40jcjllotj3yr000000gr/ T/com.microsoft.Outlook/Outlook Temp/triage-PC1/20170817135638 (| Name=WMI(C . exe
-rexr-xr-x@ 1 ginfant staff 685634 Aug 17 2017 OSName=Microsoft Windows 8.1 EnterpriselC:\Windows|\Device\Harddisk@\Partition2

-rwxr-xr-x@ 1 ginfant staff 124 Aug 17 2017 - _

-rwxr-xr-x@ 1 ginfont staff 635 Aug 17 2017 OtherOperationCount=302

rwxr-xr-x8 1 ginfant staff 6175 Aug 17 2017 OtherTransferCount=484

-rwxe-xr-x@ 1 ginfant staff 3078 Aug 17 2017 PageFaul ts=2230

-rwxr-xr-x@ 1 ginfant staff 1055861 Aug 17 2017 .

-rwxr-xr-x@ 1 ginfant staff 824 Aug 17 2017 PageFileUsage=2308

~rvoxr-xr-x@ gm’f:am smg Zé@;g :ug 1; ;gi; ParentProcessId=2384

-rwxr-xr-x@ 1 ginfant sta ug .

-rwxr-xr-x@ 1 ginfant staff 951967 Aug 17 2017 PeakPageFileUsage=2308

-rwxe-xr-x@ 1 ginfant staff 4426 Aug 17 2017 PeakVirtualSize=81883136

-rwxr-xr-x@ 1 ginfant staff @ Aug 17 2017 - o

rwxr-xr-x@ 1 ginfant staff 8330 Aug 17 2017 FengqulngSetSlzefsﬁlﬁ

-rwxr-xr-x@ 1 ginfant staff 181210 Aug 17 2017 Priority=6

=PwWXr-xr-x@ ginfant staff 369 Aug 17 2017 PFivatePﬂgeCDunt:2363392

-rwxr-xr-x€ 1 ginfant staff 652 Aug 17 2017

-rwxr-xr-x@ 1 ginfant staff 6188 Aug 17 2017 ProcessId=2872

-rwxr-xr-x@ 1 ginfant staff 169 Aug 17 2017 QuotaNonPagedPoolUsage=13

-rwxr-xr-x@ 1 ginfant staff 300267 Aug 17 2017 B

rwxr-xr-x@ 1 ginfant staff 98108 Aug 17 2017 QuotaPagedPoollUsage=86

—rwxr-xr-x@ 1 ginfant staff 39172 Aug 17 2017 QuotaPeakNonPagedPoolUsage=13

-rwxr-xr-x@ 1 ginfant staff 762 Aug 17 2017 -
uotaPeakPagedPoolUsage=86

-rwxr-xr-x@ 1 ginfant staff 2167 Aug 17 2017 Q ag 9

-rwxr-xr-x@ 1 ginfant staff 4724 Aug 17 2017 ReadOperationCount=2

-rwxe-xr-x@ 1 ginfant staff 1317 Aug 17 2017 ReadTransferCount=2866

-rwxr-xr-x@ 1 ginfant staff 1060 Aug 17 2017 I . Td=0

-rvxr-xr-x@ 1 ginfant staff 11292 Aug 17 2017 essionla=|

-rwxr-xr-x@ 1 ginfant staff 125230 Aug 17 2017 Status=

rwxr-xr-x@ 1 ginfant staff 6240 Aug 17 2017 . . -

-rwxr-xr-x@ 1 ginfant staff 540 Aug 17 2017 TerminationDate=

-rwxr-xr-x@ 1 ginfant staff 8 Aug 17 2017 ThreadCount=4

- 20170817135638 less 20170817135638-PC1-users.log UserModeTime=312500

- 20170817135638 less 20170817135638-P(1-startup-list.log . .

+ 2017817135638 less 20170817135638-PC1-startup-list.log VirtualSize=81854464

-+

-

20170817135638 less 20170817135638-PC1-listdlls.log WindowsVersion=6.3.9600

20170817135638 . .
1 WorkingSetSize=8122368

WriteOperationCount=0

WriteTransferCount=0

-+ 20170817135638 |
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Mining Rastrea2r Endpoint Snapshots

ASnapshot AArtifacts
Data Extraction collection Data A I0C

Preprocessing
AJsonstorage AHashes

Jaccard
Computation
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Elements in Rastrea2r

1. choose artifacts to use.
2. extract them from endpoints
3. store results on json files
2
()]
Endpoint 3 Sets in json
txt files o with selected
& artifacts
o

https:// tomassetti.me/parsing-in-python/

https:// realpython.com/python -json/

Process

Aame
Apath
Auser
Aime
Adlls

DNS Query

Aurl
Arecuency
Aeputation

Services

Aame
fowner
Aime

Aorts

Autostart entries

Acommand
Amnethod

Apath
AegistryKey
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Jaccard Similarity

Intuitive Definition

Jaccard(A,B)=0 O<Jaccard(A,B¥1 Jaccard(A,B)=1

Source
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Computing Jaccard Similarity

List of pairsof sets

List of Sets o R
with similarity

List[( Int,Set [String])] List[(Int, Int), Float)]

symmetric

@ ' - reflexive

(1,2): 3/5
(1,3): 3/4
(2,3): 2/5

https:// github.com/ekzhu/ datasketch
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Mining Rastrea2r Endpoint Snapshots

ARastrea2r AArtifacts
Data Extraction collection Data A I0C

AJsonstorage AHashes

Jaccard
Computation

Preprocessing

URLs Endpoints visiting similar websites.
Processes, DLLs Machines that have processes loading
similar DLLs.
Collection of json documents Hashes Endpoints having similar file hashes
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The Hive

Tracking Investigations

The

A 3-IN-1 SECURITY INCIDENT RESPONSE PLATFORM

A scalable, open source and free Security Incident Response Platform, tightly integrated with MISP

(Malware Information Sharing Platform), designed to make life easier for SOCs, CSIRTs, CERTs and

any information security practitioner dealing with security incidents that need to be investigated

COLLABORATE

Multiple SOC and CERT analysts can collaborate on
investigations simultaneously. Thanks to the built-in
live stream, real time information pertaining to new or
existing cases, tasks, observables and 10Cs is
available to all team members. Special notifications
allow them to handle or assign new tasks, preview
new MISP events, SIEM alerts, email reports, import
and investigate them right away.

and acted upon swiftly.

ELABORATE

Cases and associated tasks can be created using a
simple yet powerful template engine. You may add
metrics and custom fields to your templates to drive
your team's activity, identify the type of investigations
that take significant time and seek to automate
tedious tasks through dynamic dashboards. Analysts
can record their progress, attach pieces of evidence
or noteworthy files.

ANALYZE

Add one, hundreds or thousands of observables to
each case that you create or import them directly
from a MISP event or any alert sent to the platform.
Quickly triage and filter them. Hamess the power of
Cortex and its analyzers to gain precious insight and
speed up your investigation. Leverage tags, flag 10Cs,
sightings and identify previously seen observables to
feed your threat intelligence. Once investigations are
completed, export 10Cs to one or several MISP
instances.

RESPONDER

.

L/

ACTION

https:// thehive -project.org

USER

TASK

LOG

N

\_TASK GROUPS /

OBSERVABLE

ANALYSIS
REPORT

REPORT

TEMPLATE
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Mining The Hive Cases

Exploratory Analysis

what

In the context of TheHiveinvestigation,
an analyst needs similar cases that were
already investigated.
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Mining Endpoint Snapshots
AArtifacts
AAPI calls - %f:ssm ANL RJaccard Data Pushing API calls
AJsonstorage P 9 ST .
escriptions Computation
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Extracting Data from the Hive

1. choose artifacts to use.
2. restful api calls to TheHive
3. store results on json files

List of
artifacts

=
e
3]
a
=
X
L
(&
5]
(@]

https:// www.dataquest.io/blog/python -api-tutorial/

Sets in json

with selected

artifacts

restful API

Case

Atitle
Adescription
Aseverity

Astart date
Aowner

AGET /api/case

Task

Atitle

Astatus

Atags

AGET épiltasks

Alert

Asitle
Adescription
Aseverity
Atags

AGET /api/case/task/: taskld

Observable
Adata
Aattachment

Amessage
Astart date

A apilcase/artifact/: artifactld
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Defining Sets

***

title
description

tags

md5
hash
message
tags

description

title
tags

tokenization
lemmatization
filtering

shingles

import nltk

for text in descriptions
sentences- nltk.sent_tokenizéext)
for sentencen sentences
words = nltk.word_tokenizésentence
tagged_words- nltk.pos_tagwords)

ne_tagged_words nltk.ne_chunktagged word$

print ne_taggedwords
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Defining Sets

title
description

md5
hash
message

description

title

***

tokenization
lemmatization
filtering

standard NLP pipeline,
most of them, dictionary based.

shingles
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Defining Sets

- 5
title I§ g 2

c © 3

o S =

3 £ =

= Q
tags
md5 Y
hash standard NLP pipeline,
message most of them, dictionary based.
tags

title
tags

***
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Pushing results back to TheHive

PATCH /api/case/ bulk

Push back similarity relation to TheHive (use patch and case links)
Relations are shown in related cases.

Computation can be made off-line in batches.

All analysts see similarities.

SN S
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