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Serverless: Who’”s Respons|
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Application
Owner
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aSOdzNA G &
cloud
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Cloud Provider

Responsible for
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cloud

ClientSide Data in Cloud

Applications (Functions)

P Identity & Access Management§ Cloud Services configuration

Operating System + Virtual Machines + Containers
a 2 Availability Zones Edge Locations
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Serverl|l essPAtntasgk “Entry

2. Operation
HTTP/S, File, DB, Streangyant oo 4 _— \
SMS, Email, Queue etc. / -
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Malicious code deployment : o
wpaﬂy library 11 1. Injection attacks
2. Auth. bypass
3. Data compromise
> . 3. Interaction 4. Sensitive app secrets leakage
. 5. Business logic manipulation
Compromised component 6. DOS
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The Problem With Existing Security Solutions

Traditional Security Serverless
Focuses on protecting The application owner doesn't
applications by securing the have any control over the
network and servers Infrastructure
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Traditional security solutions have become irrelevant
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Malicious Network
Traffic Inspection
with IPS/IDS
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Traditional Security Solutions
Cannot Be Deployed on

e IeRraered  Serverless Architectures
Detection withEPP

Outbound Web
Traffic Inspection
with WSG

Serverless

Functions

Inbound App Layer
Inspection withWAF

Inbound Traffic
Inspection withFW



Serverless Top 10 Most Common Weaknesses Guide

https://qgithub.com/puresec/sagop-10
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https://github.com/puresec/sas-top-10

Serverless Architectures Security Top 2018
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Function Event-Data Injection
Broken Authentication

Insecure Serverless Deployment Configuration
Over-Privileged Function Permissions & Roles
Inadequate Function Monitoring and Logging

Insecure 3rd Party Dependencies

Insecure Application Secrets Storage
Denial of Service & Denial of Wallet
Functions Execution Flow Manipulation

Improper Exception Handling and Verbose Error Messages

A



SASTaccurate data flow analysis in a
distributed (cloud) platform such as
serverless is extremely hard. Current state
of SAST technology is lagging behind
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support invoking serverless functions,
unless they consume HTTP triggers

. requires an instrumentation agent.
Currently, impossible in pubtedoud
serverless architectures
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SERVERLESS
HACKING DEMC



Attack Demo: Job Candidate CV Handling System
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AWS SES
/’ AWS Lambda
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Candidate
! /
Candidate sends CV as PDF in email
SES receives email, creates SNS message /

SNS invokes the function

Function converts PDF to text + stores results in

DynamoDB

Function sends receipt to candidate
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O Get your serverless secure CI/CD program right
Regain your security visibility
) C2tf2¢ -QKBIWE SHERQ 02y OS LI

Scar3'd party OSS dependencies

Follow app & cloud security beptactices

K Deploy a serverless security platform
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Serverless Application Security Strategy

The Serverless Application Security
model was created to help organizations
formulate and implement a strategy for
serverless security that is tailored to the
specific risks related to clouagative
serverless applications.

-=== Serverless Security Top 10========

: + Remediating controls

I SASL: Function Event Data Injectid® @ @

| L

| SAS2: Broken Authenticatiord® @

| ,

| SAS3: Insecure Serverless Deployment Configura @)

: SAS4: OverPrivileged Function Permissions & Rol() @

: SASE! Inadequate Function Monitoring and Logging @

I SAS6G: Insecure 3rd Party Dependenci@® @ @
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| SAST: Insecure Application Secrets Store@@

: SASS: Denial of Service & Financial Resource Exhau@hd®h

: SAS9: Serverless Function Execution Flow Manipula@®r@

: SAS10: Improper Exception Handling & Verbose Error Mess@eéld
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Cloud
Configuration
Best
Practices

Secure Code:
Custom & ®
Party

CloudNative Function
| Event Behavior
nspection Enforcement

(serverless app firewall)

Resilient Design



https://github.com/puresec/sas-top-10

Open Source / Free Tools To Help You Get Started

ALambdaProxy:https://github.com/puresec/lambdaproxy C
Lambdanative SQLtesting withSQLMap

AAuto-generate leasprivilege IAM for AWS Lambda:
https://www.npmjs.com/package/serverlegsureseccli

AFunctionShieldhttps://www.puresec.io/functionshieldC Free
library for hardening AWS Lambda functions

AServerlessrtillery: https://github.com/Nordstrom/serverless
artillery C Stress test serverless applications
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https://github.com/puresec/lambda-proxy
https://www.npmjs.com/package/serverless-puresec-cli
https://www.puresec.io/function-shield
https://github.com/Nordstrom/serverless-artillery

Thank You!
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