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Automation System

Ingestion Analysis

The better the tool output, the better the analysis

The better the analysis, the better the report



Tool and Output

| WORRY WHAT YOU HEARD W\AS“'G“,E Cha”enge
MEALOT OF THE ARTIFACTS - The Forensic tool has to give us all the artifact!

Ir |  Output for People
Linear

Easy to read

‘ Output for Analysi
WIIA'I' I~§AII]|WAS "GIVE ME ALL OF |iartiteitthan

Nested

THEAHTIFAGJ j |, = Difficult to read with the human eye

More data for analysis




Lots of Artifacts

Prefetch

Link File
Jump List
Shim Cache
Event Logs



Lots of Correlation

Parent
Reference Ram
Numbers

Shell Bag

Update

Frefetch  pme=gq Sequence
Number

Link File

Reference
Numbers

Jump List

/

Snim Cache
Object IDs

Event Logs




Navigating the data

Searching the data

Analysis

Chalienges Correlating the data

Formatting the data

Automation of it all




Why ArangoDB?

Multi-Model Database
Document Store (JSON)

Graph Database
KeyValue store

A great query language [Arango Query Languaig@L |
Efficient relational queries on nested documents

Written in C! AKA NO JAVA!
Jake Williams
Maintains a scalable environme e @MalwareJake m v

JavaScript microservices Java needs to die a painful death.

11:53 AM - 2 May 2018

40 Retweets 200 Likes (@@ vos 8 8 8 L QW

Ships with a great interface




ArangoDB
Example

Analysis Points

o= Correlations

wValue based

wRange based

== Custom Functions

wDecoding on the fly

am Pattern Based Searching

wGrouping Artifacts




ShellBag Difficulties
Does not contain volume information

Correlatlng Path based
Sh@”BagS with Same Volume?

DesktopE\\testfolder002

VO I u m eS DesktopE\\stufficopy_test

*NOTE: This is easily identified if on File System is NTFS and the other is not, but, you
auAtt R2yQu 3ASuU @2t dzyYS AyF20
[Sequence NumbeisNTFS has them, others don't]



ShellBag Data

JSON Data

Important identifiers:
Entry Number> MFTEntry
Sequence Number MFTSequenceNumbe
Folder Name> Value

v

" BagPath ": "
"Slot": 3,
"NodeSlot ": 22,
"MRUPosition ": 0,

" AbsolutePath  ": "Desktop
" ShellType ": "Directory",
"Value ": "testfolder001",

" ChildBags ": 0,

" CreatedOn ": "10/13/2016 9:25:30 PM +01:00",

" ModifiedOn ™: "10/13/2016 9:25:32 PM +01:00",

" AccessedOn ": "10/13/2016 9:25:32 PM +01:00",

" LastWriteTime " "10/13/2016 9:26:59 PM +01:00",
"MFTEntry ": 35,

" MFTSequenceNumber": 1,

" ExtensionBlockCount "1,

" FirstExplored " "10/13/2016 9:26:59 PM +01:00",
" LastExplored " "10/13/2016 9:26:59 PM +01:00",
"Miscellaneous": "NTFS file system"

BagMRUW\ 4",

\\ E:\\\\ testfolder001",




Link Data

Nested JSON Data

Important identifiers:
Full name> LocalPath
Volume Serial NumbeP DriveSerialNumbe

Extension Block ldentifiers:

LnkTrgData.FileEntries.ExtentionBlocks.SeqNum
LnkTrgData.FileEntries.ExtentionBlocks.EntryNum
LnkTrgData.FileEntries.ExtentionBlocks.LongName

v

"VolumeLabel ": "RFMF",

" BaseName": "testfile054.html",
"LocalPath ":"E:
" DriveType ":"DRIVE_REMOVABLE;",
" DriveSerialNumber
"LnkTrgData ":{

\ \ testfolder001 \'\ testfile054.html",

" "d2df - bl1f3",

" FileEntries "l
{
" ExtentionBlocks "l

{
" SeqNum’: 1,
" EntryNum ": 35,
" LongName": "testfolder001",

}
1,
12
{
" iExtentionBIocks "
{
" SeqNuni: 1,

"EntryNum ": 78,
" LongName": "testfile054.html",




AQL Query (Value Correlation)

FORINK IN LnkFiles
FILTERhK.LnkTrgData.FileEntridss NULL
FILTERK.DriveType== "DRIVE_REMOVABLE;"
FORentry IN Ink.LnkTrgData.FileEntries
FORextention IN entry.ExtentionBlocks
FILTERXtention.LongNamé=NULL
FORshellbagIN ShellBags
FILTERShellbag.Value==extention.LongName&&
TO_NUMBERbellbag.MFTEnty==extention.EntryNumé&&
TO_NUMBERbellbag.MFTSequenceNumber=extention.SegNun)

RETURMISTINCY

"Ink.VolumeLabé!: Ink.VolumeLabel
"Ink.DriveSerialNumbeét. Ink.DriveSerialNumber
"shellbag.AbsolutePath shellbag.AbsolutePath
"extention.LongNamé& extention.LongName
"extention.RefNuni: extention.RefNum

}



ArangoDB Result

B 12elements @ 4815ms

Ink.VolumeLabel Ink.DriveSerialMumber shellbag.AbsolutePath

STORE N GO Beha-Bd18 Desktop\D:\\stuff

STORE N GO Beba-8d18 Desktop\D:\\stuff\some docs

STORE N GO Beba-8d18 Desktop\D:\\stuff\some docs\papers
MACFILES d47c-d3e2 Desktop\E:\\events-1-11

MACFILES d47c-d3e2 Desktop\E:\\stuff

MACFILES d47c-d3e2 Desktop\E:\\stuff\copy_test
MACFILES da7c-d3e2 Desktop\E:\\stuff\fsevent_files_2
RFMF d2df-b1f3 Desktop\E:\\testfolder001

RFMF d2df-b1f3 Desktop\E:\\testfolder002

STORE N GO Beha-8d18 Desktop\My Computer\D:\stuff
STORE N GO Beha-Bd18 Desktop\My Computer\D:\stuff\testfolder001

RFMF d2df-b1f3 Desktop\My Computer\E:\testfolder001




ShellBags data powered by:
ShellBag&xplorer-> https://ericzimmerman.qgithub.io/

TOOI ShOUt Thank you Eric Zimmerman!
OUtS I Link data powered by:

GcLinkParses https://github.com/devgc/GceLinkParser
Thank you & Partners, LLC



https://ericzimmerman.github.io/
https://github.com/devgc/GcLinkParser

Complex
Question

Did a wiper run?
If so, what files were wiped?

Two artifacts of interest:
Execution Artifacts

File history artifacts

Two artifacts can be utilized
Prefetch (Execution)
USN Journal (Historic File Activity)



{

P refe tC h D ata "h(?'?]g:'i:{2830930213,

"version": 30,
"filename " "ERASER.EXE",
"signature": 1094927187,

v

Nested JSON Data

Important identifiers: }ﬂ NP
The filename> header.filename e Coun't{ -
Multiple run times "last_run_time "]

"2018- 04- 26 18:41:07.313 ",
_ _ "2018- 04- 26 18:39:43.454 ",
*its an array of timestamps "1601 - 01- 01 00:00:00.000",

fileinfo.last_run_time

2

"metrics™: [

|

"volumes": [

]




USN Record Data

Nested JSON Data

Important identifiers:
The filename>file_name

Change reasofr reason
Time of change> timestamp

v

"usn": 1439852224,

“'major_version ": 2,
“'minor_version " 0,
" file_reference_number " {

"entry": 54986,
"reference": "562949953476298",
"sequence": 2

b

" parent_file reference_number "
"entry": 54985,
"reference": "562949953476297",
"sequence™: 2

b

"file_name " "2)]0h1WCbu+[uEiwQ7KH}",

"reason ":"USN_REASON_RENAME_NEW_NAME",
"timestamp ":"2018 -04- 26 18:41:08.626",
" file_attributes " 8192,




AQL Query (Range Correlation)

FORrecordIN Prefetch
FILTERecord.header.filenameLIKE'ERASER.EXE
FORrun_time IN record.fileinfo.last_run_time
FILTERUN_time !'="1601-01-01 00:00:00.000"
LETend_range= DATE_FORMAT(DATE_ADD(time, 10, "seconds"), "%yyy-%omm%dd %thh:%ii:¥ss %dff")
FORusn_recordiN Usn
FILTERSN_record.timestamp>run_time ANDusn_record.timestamp<end_range
RETURN
usn_timestamp usn_record.timestamp
entry: usn_record.file_reference_number.entry
file_name usn_record.file_name
reason:usn_record.reason

}




ArangoDB Result

@ 1000 elements @ 35934ms v — = Truncated records for better visibility
usn_timestamp entry file_name reason

2018-04-26 18:41:08.532 54986 applypatch-msg.sample USM_REASOMN_DATA_OVERWRITE

2018-04-26 18:41:08.626 54986 applypatch-msg.sample USN_REASON_BASIC_INFO_CHANGE | USN_REASON_CLOSE

2018-04-26 18:41:08.626 54986 applypatch-msg.sample USM_REASOM_RENAME_OLD_MAME

2018-04-26 18:41:08.626 54986 2)]0h1WCbu+[uEiwQ7KH} USN_REASON_RENAME_NEW_NAME

2018-04-26 18:41:08.641 54986 2)]0h1WCbu+[uEiwQ7KH} USN_REASOMN_RENAME_OLD_NAME

2018-04-26 18:41:08.641 54986 ATADoaleDAShPoO4qn5f USN_REASOMN_RENAME_MNEW_MNAME

2018-04-26 18:41:08.641 54986 ATAOoaleDAShPoO4qn5f USN_REASON_RENAME_OLD_MAME

2018-04-26 18:41:08.641 54986 PZujnVtcelm BT~=4Deb USN_REASOMN_RENAME_MEW_MNAME

2018-04-26 18:41:08.641 54986 PZujnVtcelm BT~=4Deb USN_REASOMN_CLOSE | USN_REASON_RENAME_NEW_NAME

2018-04-26 18:41:08.641 54986 PZ,ujnVtcelm BT~=4Deb USN_REASON_CLOSE IUSN_REASDN_FILE_DELETE I




Prefetch data powered by:

RustyPrefetck
https://qithub.com/forensicmatt/RustyPrefetch

It turns prefetch into JSON!
TOOI ShOUt Written in Rust
OUtSI USN data powered by:

RustyUsn> https://github.com/forensicmatt/RustyUsn
It turns the USN Journal into JSON!
Written in Rust



https://github.com/forensicmatt/RustyPrefetch
https://github.com/forensicmatt/RustyUsn

On the fly Decoding

Use Custom JavaScript Functions

Extends ability to decode and correlate more
data
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version="1.8" encoding="UTF-8"2>

Name="'Microsoft-Windows-Partition’
Guid="{412BDFF2-ABC4-4760-8F33-63FEBDBC2BE2}" />

4 »1886< ) >

‘ ProcessID="4" ThreadID="548"/>

‘ »Microsoft-Windows-Partition/Diagnostic< >

>
£ ame="Capacity'>123815854888¢</ >
£ ame="SerialNumber’ >89788216568B8</ »
4 ame="Location'>Integrated : Adapter @ : Port B¢/
. me="ParentId’>USB\VID 13FE&amp;PID_6868'\87815B5438279826</ »

Name="Mbr" >EB52984E544653208202826000202800000000000000F 200083 FEBFFOBE0BE0
7BB166852111668898066536653665516161668B88166618E67CD1A33CEEFOA13BOF6BCE

8800806000000000000000000008AP1ATE1EFO1888855AA< /Data>

£ Name="VbréBytes '>512</ >

Name="Vbre' >EB52984E5446532028202880020800000000008008F B0OE
6 D



Registering Custom
Function

Usingarangosh
var aglfunctions= require("@rangodidaglfunctions");
varfunc = require("C:/acf/VolumeParser.js");
aglfunctions.registq'WINEVENT::PARSEV3Wic¢, true);




AQL Query (User Defined Functions)

FORevent IN WinEvents
FILTERvent.System.Provider.NamelKE'Microsoft-Windows-Partition"
LETvolume_serial_ numberss WINEVENT::PARSE\(é\ent.EventData.Datp
FILTERolume_serial numberd=NULL

L ETkeys =event.EventData.Datg]. Name
L ETvalues =event.EventData.Datg]. #text’
LETkv =ZIKkeys, values)

FORvsnIN volume_serial_numbers
RETURN
vsn vsn,
SerialNumber kv.SerialNumber
Model: kv.Model,
Parentld kv.Parentld
Capacitykv.Capacity



ArangoDB Result

50N [ 13 elements

vsn

BE3A-B754

0000-0000

BE3A-8754

344F-9A73

344F-9A73

0000-0000

780C-84DC

B203-E772

SerialNumber

4C531001510923112041

WD-WMCSHODZFSEX

4C531001510923112041

097802165080

097802165080

WD-WMCS5HOD2FSEX,

9E0606017020

BTJR446300G5480BGN

® 8.019ms

Model

Cruzer Glide

WDC
WD2003FZEX-0

Cruzer Glide

null

null

WDC
WDZ003FZEX-0

USB DISK 2.0

INTEL
S5DSC2EP48

Parentld

USB\VID_0781&PID_5575\4C531001510923112041

PCINWVEN_1000&DEV_0058&5UBSYS_021D1028&REV_DB
\4&3df0be&0&00ED

USB\WID_0781&PID_5575\4C531001510923112041

USB\WID_13FE&PID_6000407015B5430279826

USB\VID_13FE&PID_6000407015B5430279826

PCINVEN_1000&DEV_0058&SUBSYS_021D1028&REV_08
\4&3df0be&0&00ED

USB\VID_13FE&PID_4200\90007282E57FE661

PCINWVEN_1000&DEV_0058&5UBSYS_021D1028&REV_DB
\4&3df0be&0&00ED

JSON

Capacity

31394922496

2000398934016

31394922496
123815854080

123815854080

2000398934016

3880779776

480103981056




TOOI ShOUt Windows Event data powered by:

events2jsont> https://qithub.com/devgc/events2jsonl

OUtSI Thank you & Partners, LLC



https://github.com/devgc/events2jsonl

Pattern Searching Example

Grouping artifacts by attributes

Looking for sequential events




FORusn_recordIN Usn
COLLECT
reference =usn_record.file_reference_number.reference
file_name=usn_record.file_name
INTOrecords = {
"timestamp": usn_record.timestamp
"reason": usn_record.reason
"usn': usn_record.usn
}
LETmin_timestamp= MIN(records[*].timestamp)
LETmin_usn= MIN(records[*]usn)

AQI_ Query SORMIn_usnASC
(G ro u pl n g) C(r)eLfle_:rEe(r:l-cI:-eZ = reference

INTOrecords_by name= {
"name": file_name
"count": LENGTH(records),
"min_timestampg'. min_timestamp
"records": records

}

RETURN
"reference": reference2,
"records_by namé& records by name

} COLLEdS similar to
GROUP B SQL




ArangoDB Result
Wiped Files!

The Pattern:
Minimum of 8 filenames to a reference

Original name with min 3 actions
USN_REASON_DATA_ OVERWRITE

USN_REASON_RENAME_OLD NA

6 sequential renames
5 operations each

7t sequential rename
3 operations
USN_REASON_RENAME_NEW_NA
USN_REASON_FILE_DELETE

[{ "reference™: "56254595347T762587,
"records by name™: [{

"name™: "applypatch-msg.sample™,

"count™: 11,

"min timestamp": "2018-04-26 18:41:08.532",

"records™: [{

"timestamp™: "2015-04-2& 185:41:03.532",
"reason™: "USN_REASCN DATA CVERWRITE"™,

"usn™: 1435351030
}o

-

{

"timestamp™: "2015-04-26 15:41:03.626",
"reason”: "USHN _REASCHN RENAME OLD NAME™,

141:08.626",

P

i41:083.641",

"usn™: 14359352120
H
bed
"name": "2} | 0hlWChu+[wEiwQTEH}",
Toount™: =,
"min timestamp": "2018-04-2& 18
"records™:
bed
"mame": "ATAOoa [eDAShPol4gnSfj"™
"count™: 5,
"min timestamp": "2018-04-2& 18
"records™:
bed

REPEATS < MORE TIMES WITH DIFFERENT HAMES

bed
"nmame™: "PZ,ujnVtcelIm' BT~=4Desb"™
"ocount™: 32,
"min timestamp™: "2018-04-26 18
"records": [{
"timestamp™: "2013-04-26 18

r

:41:08.641",

:41:08.641",

"reason": "USN REASON RENAME NEW NAME",

"usn™: 1439355424

bed
"timestamp™: "2013-04-26 18
"reason™: "USHN REASCON CLOSE
"usn™: 1439355523

e d
"timestamp™: "2013-04-26 13
"reaszon™: "USHN REASON CLOSE
"usn™: 1439355632

:41:08.641",
| USN_REASON RENAME NEW NAME",

:41:08.641",
| USH_REASON FILE DELETE",



Pattern Based Query



FORusn_recordiN Usn
COLLECT
reference =usn_record.file_reference_number.reference
file_name=usn_record.file_name
INTOrecords = { "timestamp"usn_record.timestamp
“reason":usn_record.reason
"usn': usn_record.usr}

LETmin_timestamp= MIN(records[*].timestamp)
LETmin_usn= MIN(records[*]usn)
SORMIin_usnASC

LETSignature= |
{record_count ["ge€", 3], reasons_contain|
"USN_REASON_DATA OVERWRITE
"USN_REASON_ RENAME_OLD_NAME
%
{record_count ["eq", 5], reasons_contain[]},
{record_count ["eq", 5], reasons_contain[]},
{record_count ["eq", 5], reasons_contain[]},
{record_count ["eq", 5], reasons_contain[]},
{record_count ["eq", 5], reasons_contain[]},
{record_count ["eq", 5], reasons_contain[]},
{record_count ["eq", 3], reasons_contain|

COLLECT
reference2 = reference
INTOrecords_by name= { "name":file_name,
"count": LENGTH(records),
"min_timestamp': min_timestam
“records"; records }

LETgroup = { "reference": reference2,
"records_by namé& records_by n

FILTERJSN::PATTERNSER &fobb,signature ==true "USN_REASON_RENAME_NEW_NAME
RETURN "USN_REASON_FILE_DEHNETE
“timestamp": group.records_by namfe8].min_timestamp, }
"orignal_file": group.records_by namje8].name, ]

"last_wiped_namé: group.records_by namlel].name

}




ArangoDB Result

B 138elements @ 7504s v

timestamp

2018-04-26 18:41:11.954

2018-04-26 18:41:15.626

2018-04-26 18:41:14.345

2018-04-26 18:41:16.220

2018-04-26 18:41:09.392

2018-04-26 18:41:10.595

2018-04-26 18:41:16.548

original_file

commit-msg.sample
45695673349e3947e8e5ae42332d0ac3164cd7
7b8b1e5c9d0984ef362991b5b02de6e53600ed
aaf43278567996a93d40e0de1bd26762e7911f
d1a0740484a17cfd6bd7ba5912f54601d407¢7
index

description

last_wiped_name

+xd'zYuYDR}A7YyWh_
cnKR3JdIGHewxII'gZYM'aVE hllcRbeRx_ygT
Lp_4NI~7(CyoVgB60]3u_5g63~P5ctV_)Kc]A)
s7),_udch0yVg3iwZ5v7qd)Q(c2+HMQIOBE 56w
5dZ-0L{tI8o50}ukYa_1J)HW4,14jgx9j]V,B

_0j+l

pLApzc7Ffuu




Automation Demo Video

Putting it all together!

Ingestion AVEWAIS




