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Automation System

The better the tool output, the better the analysis

The better the analysis, the better the report

Tool Output Ingestion Analysis Report



Tool and Output 
Challenge
The Forensic tool has to give us all the artifact!

Output for People
Linear

Easy to read

Output for Analysis
Nested

Difficult to read with the human eye

More data for analysis



Lots of Artifacts

MFT

Shell Bag

Shim Cache

Link File
Jump List

Prefetch

Event Logs

USN

LogFile



Lots of Correlation
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Analysis 
Challenges

Navigating the data

Searching the data

Correlating the data

Formatting the data

Automation of it all



Why ArangoDB?
Multi-Model Database

Document Store (JSON)

Graph Database

Key-Value store

A great query language [Arango Query Language - AQL]

Efficient relational queries on nested documents

Written in C! AKA NO JAVA!

Maintains a scalable environment

JavaScript microservices

Ships with a great interface



ArangoDB 
Example 
Analysis Points

ωValue based

ωRange based

Correlations

ωDecoding on the fly

Custom Functions

ωGrouping Artifacts

Pattern Based Searching



Correlating 
ShellBags with 
Volumes

ShellBag Difficulties
Does not contain volume information

Path based
Same Volume?

Desktop\E:\ \ testfolder002

Desktop\E:\ \stuff\copy_test

*NOTE: This is easily identified if on File System is NTFS and the other is not, but, you 
ǎǘƛƭƭ ŘƻƴΩǘ ƎŜǘ ǾƻƭǳƳŜ ƛƴŦƻΦ
[Sequence Numbers ςNTFS has them, others don't]



ShellBag Data
JSON Data 

Important identifiers:
Entry Number-> MFTEntry

Sequence Number -> MFTSequenceNumber

Folder Name -> Value

{

" BagPath ": " BagMRU\ \ 4",

"Slot": 3,

" NodeSlot ": 22,

" MRUPosition ": 0,

" AbsolutePath ": "Desktop \ \ E: \ \ \ \ testfolder001",

" ShellType ": "Directory",

" Value ": "testfolder001",

" ChildBags ": 0,

" CreatedOn ": "10/13/2016 9:25:30 PM +01:00",

" ModifiedOn ": "10/13/2016 9:25:32 PM +01:00",

" AccessedOn ": "10/13/2016 9:25:32 PM +01:00",

" LastWriteTime ": "10/13/2016 9:26:59 PM +01:00",

" MFTEntry ": 35,

" MFTSequenceNumber": 1,

" ExtensionBlockCount ": 1,

" FirstExplored ": "10/13/2016 9:26:59 PM +01:00",

" LastExplored ": "10/13/2016 9:26:59 PM +01:00",

"Miscellaneous": "NTFS file system"

}



Link Data
Nested JSON Data 

Important identifiers:
Full name -> LocalPath

Volume Serial Number -> DriveSerialNumber

Extension Block Identifiers:
LnkTrgData.FileEntries.ExtentionBlocks.SeqNum

LnkTrgData.FileEntries.ExtentionBlocks.EntryNum

LnkTrgData.FileEntries.ExtentionBlocks.LongName

{

" VolumeLabel ": "RFMF",

" BaseName": "testfile054.html",

" LocalPath ": "E: \ \ testfolder001 \ \ testfile054.html",

" DriveType ": "DRIVE_REMOVABLE;",

" DriveSerialNumber ": "d2df - b1f3",

" LnkTrgData ": {

" FileEntries ": [

...

{

...

" ExtentionBlocks ": [

{

" SeqNum": 1,

" EntryNum ": 35,

" LongName": "testfolder001",

...

}

],

...

},

{

...

" ExtentionBlocks ": [

{

" SeqNum": 1,

" EntryNum ": 78,

" LongName": "testfile054.html",

...

...



AQL Query (Value Correlation)
FORlnk IN LnkFiles
FILTERlnk.LnkTrgData.FileEntries!= NULL
FILTERlnk.DriveType== "DRIVE_REMOVABLE;"
FORentry IN lnk.LnkTrgData.FileEntries
FORextention IN entry.ExtentionBlocks
FILTERextention.LongName!= NULL
FORshellbagIN ShellBags
FILTER(shellbag.Value== extention.LongName&& 

TO_NUMBER(shellbag.MFTEntry) == extention.EntryNum&& 
TO_NUMBER(shellbag.MFTSequenceNumber) == extention.SeqNum)

RETURNDISTINCT{
"lnk.VolumeLabel": lnk.VolumeLabel,
"lnk.DriveSerialNumber": lnk.DriveSerialNumber,
"shellbag.AbsolutePath": shellbag.AbsolutePath,
"extention.LongName": extention.LongName, 
"extention.RefNum": extention.RefNum

}



ArangoDB Result



Tool Shout 
Outs!

ShellBags data powered by:

ShellBagsExplorer -> https://ericzimmerman.github.io/

Thank you Eric Zimmerman!

Link data powered by:

GcLinkParser-> https://github.com/devgc/GcLinkParser

Thank you G-C Partners, LLC

https://ericzimmerman.github.io/
https://github.com/devgc/GcLinkParser


Complex 
Question

Did a wiper run?

If so, what files were wiped?

Two artifacts of interest:
Execution Artifacts

File history artifacts

Two artifacts can be utilized
Prefetch (Execution)

USN Journal (Historic File Activity)



Prefetch Data
Nested JSON Data 

Important identifiers:
The filename -> header.filename

Multiple run times
fileinfo.last_run_time

*its an array of timestamps

{

"header": {

"hash": 2830930213,

"version": 30,

" filename ": "ERASER.EXE",

"signature": 1094927187,

...

},

" fileinfo ": {

" run_count ": 2,

" last_run_time ": [

" 2018 - 04- 26 18:41:07.313 ",

" 2018 - 04- 26 18:39:43.454 ",

"1601 - 01- 01 00:00:00.000",

...

],

...

},

"metrics": [

...

],

"volumes": [

...

]

}



USN Record Data
Nested JSON Data 

Important identifiers:
The filename -> file_name

Change reason -> reason

Time of change -> timestamp

{

" usn ": 1439852224,

" major_version ": 2,

" minor_version ": 0,

" file_reference_number ": {

"entry": 54986,

"reference": "562949953476298",

"sequence": 2

},

" parent_file_reference_number ": {

"entry": 54985,

"reference": "562949953476297",

"sequence": 2

},

" file_name ": "2)]0h1WCbu+[uEiwQ7KH}",

" reason ": "USN_REASON_RENAME_NEW_NAME",

" timestamp ": "2018 - 04- 26 18:41:08.626",

" file_attributes ": 8192,

...

}



AQL Query (Range Correlation)
FORrecord IN Prefetch

FILTERrecord.header.filenameLIKE"ERASER.EXE"
FORrun_time IN record.fileinfo.last_run_time

FILTERrun_time != "1601-01-01 00:00:00.000"
LETend_range= DATE_FORMAT(DATE_ADD(run_time, 10, "seconds"), "%yyyy-%mm-%dd %hh:%ii:%ss.%fff ")
FORusn_recordINUsn

FILTERusn_record.timestamp> run_time ANDusn_record.timestamp< end_range
RETURN{

usn_timestamp: usn_record.timestamp,
entry: usn_record.file_reference_number.entry,
file_name: usn_record.file_name,
reason: usn_record.reason

}



ArangoDB Result
= Truncated records for better visibility



Tool Shout 
Outs!

Prefetch data powered by:

RustyPrefetch-> 
https://github.com/forensicmatt/RustyPrefetch

It turns prefetch into JSON!

Written in Rust

USN data powered by:

RustyUsn-> https://github.com/forensicmatt/RustyUsn

It turns the USN Journal into JSON!

Written in Rust

https://github.com/forensicmatt/RustyPrefetch
https://github.com/forensicmatt/RustyUsn


On the fly Decoding
Use Custom JavaScript Functions

Extends ability to decode and correlate more 
data



Registering Custom 
Function
Using arangosh

varaqlfunctions= require("@arangodb/aql/functions");

var func= require("C:/acf/VolumeParser.js");

aqlfunctions.register("WINEVENT::PARSEVSN", func, true);



AQL Query (User Defined Functions)
FORevent IN WinEvents

FILTERevent.System.Provider.NameLIKE"Microsoft-Windows-Partition"
LETvolume_serial_numbers= WINEVENT::PARSEVSN(event.EventData.Data)
FILTERvolume_serial_numbers!= NULL

LETkeys = event.EventData.Data[*].Name
LETvalues = event.EventData.Data[*].`#text`
LETkv = ZIP(keys, values)

FORvsnIN volume_serial_numbers
RETURN{

vsn: vsn,
SerialNumber: kv.SerialNumber,
Model: kv.Model, 
ParentId: kv.ParentId,
Capacity: kv.Capacity

}



ArangoDB Result



Tool Shout 
Outs!

Windows Event data powered by:

events2jsonl -> https://github.com/devgc/events2jsonl

Thank you G-C Partners, LLC

https://github.com/devgc/events2jsonl


Pattern Searching Example
Grouping artifacts by attributes

Looking for sequential events



AQL Query 
(Grouping)

FORusn_recordIN Usn
COLLECT

reference = usn_record.file_reference_number.reference,
file_name= usn_record.file_name
INTOrecords = {

"timestamp": usn_record.timestamp,
"reason": usn_record.reason,
"usn": usn_record.usn

} 
LETmin_timestamp= MIN(records[*].timestamp)
LETmin_usn= MIN(records[*].usn)
SORTmin_usnASC

COLLECT
reference2 = reference 
INTOrecords_by_name= {

"name": file_name,
"count": LENGTH(records),
"min_timestamp": min_timestamp,
"records": records

}

RETURN{
"reference": reference2,
"records_by_name": records_by_name

} COLLECTis similar to 
GROUP BY in SQL



ArangoDB Result
Wiped Files!

The Pattern:

Å Minimum of 8 filenames to a reference

Å Original name with min 3 actions

Å USN_REASON_DATA_OVERWRITE

Å USN_REASON_RENAME_OLD_NAME

Å 6 sequential renames
Å 5 operations each

Å 7th sequential rename
Å 3 operations

Å USN_REASON_RENAME_NEW_NAME

Å USN_REASON_FILE_DELETE



Pattern Based Query



FORusn_recordIN Usn
COLLECT

reference = usn_record.file_reference_number.reference,
file_name= usn_record.file_name
INTOrecords = { "timestamp": usn_record.timestamp,

"reason": usn_record.reason,
"usn": usn_record.usn}

LETmin_timestamp= MIN(records[*].timestamp)
LETmin_usn= MIN(records[*].usn)
SORTmin_usnASC

COLLECT
reference2 = reference 
INTOrecords_by_name= { "name": file_name,

"count": LENGTH(records),
"min_timestamp": min_timestamp,
"records": records }

LETgroup = { "reference": reference2,
"records_by_name": records_by_name}

FILTERUSN::PATTERNSERACH(group, signature) == true

RETURN{
"timestamp": group.records_by_name[-8].min_timestamp,
"orignal_file": group.records_by_name[-8].name,
"last_wiped_name": group.records_by_name[-1].name

}

LETsignature= [
{record_count: ["ge", 3], reasons_contain: [

"USN_REASON_DATA_OVERWRITE", 
"USN_REASON_RENAME_OLD_NAME"]

},
{record_count: ["eq", 5], reasons_contain: []},
{record_count: ["eq", 5], reasons_contain: []},
{record_count: ["eq", 5], reasons_contain: []},
{record_count: ["eq", 5], reasons_contain: []},
{record_count: ["eq", 5], reasons_contain: []},
{record_count: ["eq", 5], reasons_contain: []},
{record_count: ["eq", 3], reasons_contain: [

"USN_REASON_RENAME_NEW_NAME", 
"USN_REASON_FILE_DELETE"]

}
]



ArangoDB Result



Automation Demo Video
Putting it all together!

Tool Output Ingestion Analysis Report


