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Who We Are

Rob Shein
A >20 years of cybersecurity experience
A Long-time white hat with the Malicious Bit set to "1"
A Strong industrial control systems experience
A Now focused on IoT
Phil Swarbrick
A 12 years cybersecurity experience

A Cyber strategy focus for power and utilities, automotive,
and media/technology industries

A Dabbled in web application pen testing but removed the
Ahat 0 many years ago

We want to share what we know while we entertain you; our
intent is to make this fun
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Basic Premise:

Cybersecurity iIn connected and
autonomous vehicles does not require
creation of a whole new raft of processes
and capabilities. Most of what Is needed
can be gained by leveraging existing
capability.



Use the Lumber in the Lumberyard

( 1 ) Automotive manufacturers and ( 3 5 Just as defects can be reported by
suppliers typically have defect customers or uncovered by the
management processes manufacturer, so it is with
vulnerabilities
< 2 5 All vulngrabilities are, by their very <4\ The key to reducing/preventing
~ nature, just defects ~ defects is in setting good
- These kinds of defects differ slightly in requirementseand preven

< 5 ) Think of it this way:

A fit and finish problem where a body panel is correctly aligned coming off
the production line, but which a hostile passerby could misalign with a
simple tug

Instead of service calls being the primary source of defect detection, rely upon
security testers (ones hired by you as well as independent security
researchers)
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Having Lumber on Hand

Doesndot Mean Youore Da _ _ _
A Any time you gather information,

The impact of the defect only affects how many resources you mak_e sure you _fi”d the right place to
task with resolving it; this, too, is managed by a mature putit, and th_e V'th way to make
defect management system decisions using it

This information will come from both
internal and external'sources; and

|

e will need to be consumed by multiple
internal processes, some of which
have public-facing outputs

You will need to create some of these
linkages/outcomes
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Requirements

Defects stem from one of three requirement
based failures:

A Failure to adhere to a requirement

A A poorly-developed requirement (ambiguous,
incomplete, etc.)

A No requirement whatsoever

Nearly all security issues in
connected/autonomous vehicles are non -exotic
and have been addressed/fixed elsewhere

A No network segmentation

A Lack of proper authentication
A Failures of input validation

A Excessive access/rights
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Requirements (Continued)

Security requirements are like
commandments in that there are two

types:
A Positive (thou shall)
A Negative (thou shall not)

...but unlike commandments,
requirements should not be written in

stone
A As time goes on, they can change
Aéand should change

A You will get smarter about requirements and
security
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Requirements (Continued)
A Take care to produce good requirements

AThis seems obvious,
happen

A Requirements should be:
A Simple
A Actionable
A Testable
A Unambiguous

A Legally enforceable
A Relevant

A Your testing processes will help you find the
requirements that you missed
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Remember:

You get what you ask for.




Defect Management

A In most ways, vulnerabilities are like other
defects

A In a few ways, they are not

A These kinds of defects will be far less
obvious

A Anyone can see a fading paint job, a

poorly -fitted panel, or leaking ol

A You cannot see a remote code execution
vulnerability

A ...until your car starts driving itself
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Third -Party Risk Management

When it comes to connected vehicles, supply chain

doesndot stop when the parts a

Par t of t he car I'S now i n the i

eor as some <call i
AnOt her peopleds comput

Third -party solutions with hosted back -ends

influence/control cars from afar

Conversely, those cars can, under some
conditions, reverse the flow control if the end -
to -end solution is not architected properly
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Lumber Youol |

A Bug Bounty

A Researchers WILL test your products

A Benefit from their efforts

A Demonstrate that you are serious about
security

A Incident Response/Vulnerability Management

A As logical security defects (vulnerabilities)
differ in some ways from physical defects, so
do the methods of addressing them

A Event Detection

A Not all misoperations/malfunctions that are
security related will be visible as such
A This will eventually be VERY important

PwC|Dondt Rei nventusetlthe Wheel; Re

13



