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Email is the Gateway

Corporate boundaries are a thing of the pasté



Most Common Attack - Phishing

242 Phishing Attacks in Q4

Average 5 emails received per case ïmany 100+ email cases
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Phishing Attack by Type

Credential Theft Link

Spam

Social Engineering

Malicious Link

Wire Fraud Attempt

Credential Theft Attachment

Malicious PDF

Macro Enabled Document

Encrypted Attachment

False Positive



Metrics are only from the ones that make it through



Itôs not Just Emails from Phishers to Worry About

ÅExchange OWA / O365 password spraying

ÅTargeted mail scraping and extraction

ÅMalicious rule creation

ÅPassive account monitoring

ÅAuto Forwarding

ÅEmail Spoofing

ÅVoIP and SMS Spoofing

ÅData leakage

ÅGeneral Malware

Åé



ÅOffice 365 Provides great PowerShell Integration Options!

ÅYou can scrape message trace logs, extract / quarantine mail, block senders, 
and more.

ÅOne problem ïthe default use cases are Slow and Cumbersome!

Traditional PowerShell Email Quarantine Process



https://github.com/LogRhythm -Labs/PIE







Å Extract email from specific users

Å Extract email from all affected users

Å Block senders

Å Unblock senders

Å Reset Office 365 credentials

Å Evaluate Message Forwarding rules

Å Create and update LogRhythm Cases

Å And moreé



Story Time!


