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Email is the Gateway
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Corporate boundaries are a thin 0



Phishing Attacks - Last 90 Days sod prior to 01/01/2018
Incident Mon-ncident Open Closed




Credential Theft Link

B Spam

B Social Engineering

m Malicious Link

m Wire Fraud Attempt

m Credential Theft Attachment
Malicious PDF

Macro Enabled Document

Encrypted Attachment

False Positive




Metrics are only from the ones that make it through

N

".‘.. T




| t s not Just Emai |l s from Phi s haet s

A Exchange OWA / 0365 password spraying
A Targeted mail scraping and extraction
A Malicious rule creation
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A Passive account monitoring
A Auto Forwarding

A Email Spoofing

A VolP and SMS Spoofing
A Data leakage

A General Malware




Traditional PowerShell Emall Quarantine Process

A Office 365 Provides great PowerShell Integration Options!

A You can scrape message trace logs, extract / quarantine mail, block senders,
and more.

A One problem i the default use cases are Slow and Cumbersome!

2 Windows PowerShell = O X

C:\Users\greg.foss> o365Auth
WARNING: The names of some imported commands from the module '"tmp_ekrpzkgj.ulj' include unapproved verbs that might make them less discoverable. To
find the commands with unapproved verbs, run the Import-Module command again with the Verbose parameter. For a list of approved verbs, type

Get-Verb.
ModuleType Version Name ExportedCommands
Script 1.0 tmp_ekrpzkgj.ulj {Add-AvailabilityAddressSpace, Add-DistributionGroupMember, Add-MailboxFolderPermission...

and boom goes the dynamite...

C:\Users'greg.foss> Get-Mailbox unlimited | Search-Mailbox
WARNING: The Search-Mailbox cmdlet returns up to 10000 results per mailbox if a search query is specified. To return more than 10000 results, use
the New-MailboxSearch cmdlet or the In-Place eDiscovery & Hold console in the Exchange Administration Center.

Confirm
Deleting content from mailboxes
[¥] Yes [A] Yes to A11 [N] No |[L] No to AIl |[?] Help (default is "Y"): ¥

Confirm

Deleting content from mailboxes
[¥] Yes [A] Yes to A11 [N] No |[L] No to AIl [|¥] Help (default is "Y"): L

C:\Users'greg.foss> _
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Report Phishing
Message
LogRhythm

Reporting

LogRhythm SIEM

Case Management

Reporting for End Users

Get Message Trace Logs

-4—Logging and Analytics
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AIE: PHISHING: SUBJECT: New
Payroll & Benefits

AIE Alarms

Sandboxing and Analytics

RegEx checks
Subject, Sender, Content, Links
Message Tracking Open Source URI / File Analysis
Logs

Block Sender

e > | VirusTotal

FhﬁhTank " Out of the Net, into the Tank.
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Collect Evidence
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CISCO

AMP Threat Grid

And more...
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Phishing Attack Reported by: Greg.Foss@logrhythm.com
Reported on: @7/28/2017 13:10:060
Spammer: admin@sovietbank. ru
Spammer Name: Soviet Bank
Subject: Wire Transfer for Krompromat
Messages Sent: 12
Messages Delivered: 11
Case Folder: 7-20-2017_1-10-46_Sender_admin.at.sovietbank.ru
Unique Subject(s):
"Wire Transfer for Krompromat™ . .
i B B B - | 7-20-2017 1-10-46 Sender admin.at.sovietbank.ru — O ®
Recipient H
ecipient(s) Home Share
“ Ca
o ~
& This PC
[ Desktop sehe 7 TXT File
=| Documents " 7 7110 PN TXT File
ers. 7 71 h TXT File
‘; Downloads c
D Music
age-trace 3 7 [ by Mic
M es L. . .
=] Pictures recipients.txt v TAT File
Message Body: == spam-report.bd
W Wire cfer fo on (aly TS
Just a test for a demo. .. i Wire Transfer for Krompromat.msg

This message will self-destruct in 5 minutes :-)

Sincerely,
Trustworthy American Bank

Message Headers:



2 Windows PowerShell
C:\Users'greg.foss> Inwvoke-0365Ninja

Capture A Specific Email:
PS C:% Invoke-0365Ninja -getMail -targetUser “"<user.name»" -sender "<spammer>"

EXtraCt Qmadﬁﬁ@m&ﬂegrflg —ltja§§5§r "zuser.name>" -sender "<spammer=" -nuke
Available switches for targeted mail capture:

Extract emaiffrfontdffaffeeted users

Capture All Emails:
PS C:'% Inwvoke-0365Minja -scrapeMail -sender “<spammer>"

BIOCk S@Hq'e SM'I Emails Matching Defined Criteria:

> Invoke-0365Ninja -scrapeMail -sender "<spammer>" -nuke

Avai le switches for quarantine / extraction:
UanOCk Sen FS -subject, -recipient

B1ock Sender Tor specific user:
> Invoke-0365MNinja -blockSender -sender "<spammer=" -recipient "<recipient="

Reset Qﬁtlpgmaa5 Q!Qdems WARNING - Th15. may ‘take some time:

PS C:%> Invoke-0365MNinja -blockSender -sender "<spammer="

Evaluat@mm@@:ﬁbtmﬁdin@:gﬂjb%-ﬁ spammer=" -recipient "<recipient>"

Remove Sender from block Tist for the whole company - WARNING - This may take some time:

Create gr- Invo(l-;:faz 65N1 1337 ’Fé':hk9fﬁ‘r‘ secd’.easﬁgtsspa.mmer':-

asswor‘d
F‘S C “> Invoke-0365Ninja -resetPassword -targetMailbox “"User.Name"

4
(& kAuty Fo@@ar g Rules:
An d m Q vokeZ030¥Ninja -checkForwards

L e

All arguments require administrative access to Office 365, and must include the following parameters / supply them at runtime

-username, -password, -socMailbox

To take advantage of the LogRhythm SIEM integrations, the following parameters are required
-LogRhythmHost, -caseAPIToken, -caseNumber {(optional - 1T not supplied a new case will be created)

C:\Users'greg.foss> _




Story Time!




