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ÅFailsafe for the industrial 
process
ÅShould be independent of 

industrial process
ÅNot arbitrary: 
ÅHazard / Operability 

Studies
ÅProcess Hazard Analysis
ÅFMEA







ÅUnspecified gas facility in Saudi Arabia 
attacked, August 2017
ÅInfection resulted in system shut -down 

during intrusion
ÅNot assessed as shut -down due to attack

ÅAttack focused on Schneider Electric 
Triconex system, 3008 PowerPC processor 
version



ÅSIS-connected workstation compromised
ÅMalicious compiled Python moved to 

Workstation with payloads
ÅEXE handles connectivity to and interaction 

with SIS
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ÅDeliberate targeting of SIS accepts risk:
ÅPhysical damage
ÅPotential injury or loss of life

ÅNew norm established in ICS targeting and 
operations
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ÅPy2Exe executable masquerading as 
legitimate software
ÅLibrary.zip contains external python library 

dependencies 
ÅArtifact of the Py2Exe process
ÅContains attacker written libraries along 

with standard libraries









ÅSummary
1. Connects to Triconex using IP argument
2. Concatenates inject.bin to imain.bin
3. Tests for code upload
4. Uploads inject+imain , removes if necessary.

ÅϥMPACT: Provides a ɄdocumentedɅ procedure 
for uploading control programs



ÅTsLow.py ɀSocket layer implementation of 
Tristation /TCM Protocol 
ÅTsBase.py ɀTristation Network Commands
ÅTsHi.py ɀUses TsBase to provide Read/Write 

program functionality



ÅTs_cnames.py ɀEnumeration of Tristation
Code
Åcrc.py ɀProvides a variety of CRC functions 
Åsh.py ɀData dumping and changing 

endianness



ÅTristation Protocol defines the packet 
format to send network commands
ÅOptions include uploading code, reading 

controller state, etc.
ÅTCM is the wrapper packet for a Tristation

Protocol message
ÅCommunications occur over UDP/1502



MessageType LengthOfData Data CRC16

TCM Wrapper

Dir Cid Cmd MsgCount Unk Checksum LengthOfCmdData CmdData

Tristation Message



tcm_result () parses the reply



Whoops!



Åts_exec returns either a ts_result tuple or a 
Boolean
Åts_result == (error_code , reply, cmd)
Åtcm_reconnect () -> Bool

ÅTsBase.py repeatedly calls the following 
sequence:

result = ts_exec ( cmd, ex_reply )

return ts_cut_reply (result)



First line of function can cause a program crash





ÅSummary
ÅImplements both TCM and Tristation protocol 

messages
ÅIncludes ability to scan network for Triconex SIS

ÅImpact
ÅPreviously undocumented protocol now easily 

re-implemented
ÅDefenders benefit from attackerɅs investment



ÅSeries of network commands with similar 
structure

ÅɉExploitɉ ϥnteraction



ÅDocuments subset of available Tristation
network commands
ÅBuilt -in ability to upload/download 

programs and functions
ÅɉExecuteExploitɉ reveals which function the 

BIN files attempt to hook



ÅFairly involved control flow:
1. Enumerates Functions and Programs
2. Reads last program in SϥSɅs program table
3. If program contains custom TRISIS codesign, 

it will overwrite that program with argument
4. Otherwise, it will allocate a new program 

appending the TRISIS codesign
5. Runs program and checks state




