Reference Architecture for Identity and
Access Management

Role Data Pattern Distribution in AWS
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A How you can set up and use consistent user roles aonass
AWS Accounts

A Use your existing company identity store

A Deploy MultiFactorAuth (MFARs well
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Why are we looking at this
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A Using Cloud can mean itharder to do some of the same
stuff
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complex to answer
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A Our 1AM team thought this was worth looking at
A Some Patents popped out
A Sent the plaque to my mom
A Solution components were developed thaduld
solve the problem
Al F RyQi NBIffteée assy Al



s The Design
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AUsing Ephemeral Users (AWS $in8)

Aknowing what a user did or can do is powerful.
A(attribution / logging)

ASaves administration (creating 1AM users in AWS)
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A Decreases risk
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00 State of the Market

Aln the meantime, lots of work was being done to
AUse a corporate identity Storéd AD/PingOkta)
AUse MultiFactor Authentication
ALog into an AWS Account and sadzount with an
STS User
AANd log activity tied to the person who used it
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Azure Enterprise App AWS environment

4

User Logi SAML / Identity provide
ogin : :
\ integration

On premise Azure /

T
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A little PreConfig

Establishing Azure AD Group to AWS Role Mapping

Microsoft Azure «
-+ New

B Dashboard

B Al resources

W Resource groups

& App Services

¥ Function Apps

& QL databases

& Azure Cosmos DB

8 virtual machines

> | Amazon Web Services (AWS) - Users and groups L Search resources, services and docs x E? > @ @ @ ‘

Amazon Web Services (AWS) - Users and groups

Enterpase Application
) Ov

o Qu

MANAGE

g* Users and groups
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SECURITY
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N. Virginia ~  Support ~

@ CloudFormation v

cloudset-test

StackSet name:
StackSet ID:

Description:

» Template

~ Operations

Operation ID Operation type Created time Completed time Actions
CREATE

CREATE 01 17:10:18 UTC-0800

~ Stacks
Status

AWS account AWS region Stack name Status Status reason
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Step 1: Logging into your ldentity Store (O365 in this case)
IO T

e Privacy & cookies
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? i Step 2: Console Sign in

Running AD Federation Services Takes you to this Screen
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) = L Step 3: MFA (Very Important)

Here is your MultFactor Authentication Step
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oLl Step 4: Into AWS!IHI
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First look at AWS Oiigevel Account

AWS Managemant Conscle

aW§ Services v Resource Groups v * ﬂ ProdAzure-role/testuseri@ad.c... « N. Virginia v  Support ~

AWS services Helpful tips
|

Explore AWS
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@ console.aws.amazon.com. IS-ea: < 3 (¥ ] [ A

i Apps () Search | GitHub API kil Teradata Net - Home oo {3 Other Bookmarks

. Virginia = Support ~

Explore AWS

videos, 3 tutar "
https://console.aws.amazon.com/console/home?region=ws-east-1#
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9 AWS Console LogtrAudit Trall

Cloudtrailshowing STS User, Azuode and actions tied together

aws

Services v Resource Groups ~ * N el 3 - N. Virginia ~ Suppart ~

CloudTrall Event histo
Dashboard Your ever| R unt, To view a complete 16g of your

CloudTrail
| Event history

You can V|
Trails

iderArn™:

ZONAWS.com

5, 10;15:55 AM

Event ID 74503e58-1118-40¢10-bc52-6283b36 10447 Source IP addresa 141.206;246,10

Event name Consalelogin User name  tastuser) @ad,cloes.net
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11 AWS Sulfccount Logi Audit Trail

Cloudtrailshowing SukAccount User, Role and actions tied together

aws

Services ~  Resource Groups ~ * o

Claudirail ~Welcome to CloudTrail
| Dashboard
Event history

I View Event

e . s

Trails T ICTPOT I ARUR T TV T RO N E S TN 2T - T oS THS BT 1= T TOrs - e
"arn": "arn o ST YT B A et et
"accountid’
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Consuming SAML Response from Azure AD, generating STS API |

® ® ® @ Aws Management Console.  x
¢ C o [asecis] onsole.aws.ar &R
Search | GitHub AP [l Teradata Net - Home [l on [ other Bookmar

aws
~

Hide data URLs
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to build




clotd a0
security @@ 1 — -~ Audit Log on the APl Key movemer

SUMMIT & TRAINING

CloudTrailog on API Key use



