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A Chief Research Officer at Morphus Labs;
|K I A Incident Handler no SANS Internet Storm Center (ISC);
A Master and PhD candidate in Applied Informatics;
N & A 16 years+ of hands-on experience in the field;
A CISSP, CRISC e PMP;
T @ A Computer Forensics professor at Fortaleza University
(Brazil);

Marinho A Last seen at Ignite Cybersecurity Vancouver 2017;
SANSFIRE 2017; Security BSides Vienna, Delaware
and Sao Paulo; Mind the Sec 2017; WSKS Portugal
and Brazilian CSIRTs Forum.
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Impacted Company

A Multinational with HQ in India and subsidiaries in
Brazil and US;

A 9,000 employees worldwide;
A Production and selling goods;

A Network segmented in operation and
administrative zones. Operation managed by HQ
and administrative managed by each subsidiary;



Management Structure
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A Bottom-up management structure:

I BrazilianT Manager (the person that first
contactedus) BraziliahT Director, Global Security
Officer, Global VP for IPresident.



Incident Detection

A IT Director: Septemberi7had problem

oading emaills;

A IT team not operational due to the holyday;

AL¢ al yIFIASNI Syl LISNXA :
facility, confirmed the incident and reported IT
Director;




Incident Report
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A IT Director:
it28SNI 2FF |ff O2YLJ gam@ak; LY
I Contacta specialized company to help dealing with the
problem;

I ThelT Manager should communicate the problem
Internally (using g@ersonal Emailaddress as the
O2YLI yeQa ¢l a R26y0T

I After informed the criminals asked for money in return for
the data , he statedhat the company should not pay
anything, regardless of the problem.



Incident Report
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A IT Manager contacted us:
i September 7 9PM:;

I Gave us an overview of the incident and Iits Iimpac
(I found quite strange the ransomware message);

I Scheduled the incident response for the next
morning 8am.



Understanding the Incident
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A September 8 8am:

I Meeting with IT Manager and IT Team before
starting the technical activities;
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Understanding the Incident

A What we got from this meeting:

i TheGlobalVP ofiT informedthat the problemg | & v Qwith 2 dz
the Brazilian branchSubsidiaries i/S and India had als@en
Impactedand were trying to recover;

i Additionally, he oriented that thérst objective was to recover
the affectedassets establish a group of work ariichve
someone as a point of contact for all efforts in line

I The VP for Braanformedthat he tried to contact the special
policefor digital crimes, which did not respond due to the
holiday. He alsbcecommendedcontacting a specialized
attorney;



Additional Guidelines
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A The person globally in charge of the Incident
Response stated that:
I Eachsubsidiary should respond for its own incident;
I Share their findings;
i Report the incident extent;
I Recover the environment without paying tinensom.



Initlal Assessment
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A Is there a backup?

iéwdzad RIFGEFE YR y20 dzLRIF
A How other subsidiaries are dealing with the
problem?

I India: 8,5 hours time zone difference;

I They were overwhelmed trying to solve their own
LINEOESY YR RARYQU |yags



pATe * Initlal Assessment

A The odd message

Intel(R) Boot Ageat 6L v1.3.24
Apgright (©) 1997-2008, Intel Corporat ion

PE-D61: Media test fallure, check cable
PN Lxiting Intel Boot Agent,

o are Macked 1 §.3.p
e con) YOURID: 1y IV

.mur-hu..t-lq(m“s.,.




Web search: what areve dealing with?
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Google search: 1 result

Malwr - Malware Analysis by Cuckoo Sandbox
https://malwr.com/.../YzI4ZTI3NjAXY]NmNDN;ZDImZjhiMjIxM... ¥ Traduzir esta pagina
29 de ago de 2016 - File Name, 141.exe. File Size, 2415104 bytes. File Type, PE32 executable (

console) Intel 80386, for MS Windows.
Vocé visitou esta pagina 2 vezes. Ultima visita; 07/09/16



In the meantime
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A The global VP of IT:

I Reinforcedhat the main objective was recover
and prevent damage,;

I Global head of Legal oriented to not contact the
police and wait for additional guidelines before
contacting any external entity specially media



Incident Status
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A At thispoint (approx. 1PM)n summary, our situation was:

[ 2 Y LJ y &-@dil arf Activ® dirSctory servers compromised by an
unknown malware

No malware sample to analyas the binary itself was encrypted amongst the
O2YLJI yeQa RFEOGFT

It wasnot certain the backup contained all the dag@a restore procedure was
being tested in parallel;

No fast Internet connectioto use during the incident respongd was using
my 3G/4G smartphone connection;

It wasnot possible to get information from other subsidiaries
Google was not helping much;
Pressurdrom company executivel® restore the environment



Negotiating more time to investigate
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A Despite the company pressure to restore the
servers, IT Manager asked us about the next

move.
I If we restore all the environment, we will have no
chance to identify the infection vector;

I The recovered servers could be infected by the
same threat;
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Negotiating more time to investigate

A IT Manager explained the reasons to do not
restore to IT Director;

A IT Director agreed and gave us more tigwe
NEFffé R2Yy QU (1y26 AT
how much time we could have;




What arewe dealing with?
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Could it be &etya
variant?  oecotan 7o bees T

Christophe GRENIER <gren&er@cgsecurtty.org>
http://www.cgsecurtty.org

al

2 P HPFS - NTFS 7711 © 1 70264 254 32 510440640

Can't open fllesystem. Fllesystem seems damaged.

5
Bypass Ransomwsa

block: the first try

Quit this section
mount /dev/sdal /media/hd

-
B
§ bL ouit |
p Ny

a1l is already mounted or /media/hd busy
mount /dev/sda2 /media/hd

a2 is already mounted or /medla/hd busy
rootQubuntu:~# [




GParted GetpataBack
&, GetDataBack for NTES (Version 4.33)

File Recovery Tools Help
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Ing with?
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Restore process started
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A It was almost 5pm anthe news about the
encrypted data augmented the pressure to restore
the environment

A As the administrative network and systems were
down, no business could be done

A Almost at the same time, the person verifying the
backupassured us that the datak;

A Servers released to be restored.



Fully scanning the network
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A Looking for evidence on the environment;
A Contact with India again to check for AV signatures

update:
i¢2S KIFEGS + ySg '+ &AQ ElyludzN\
aSYR e&2dz (0KSé& (2fR dza 002

working well);

A 6pm: we manually applied the new signature and
started the full scan on local network:



Contacting the crook
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Computer hacked

1 4 \\ Max Wilson maxwilsonw@yandex.com 09.09.16
¢l Sez L I3 ™

Hello,

| got a message in my computer informing to contact you. | can't get my files.



Contacting the crook
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A 00:40
Good SLA!




