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INCENTIVIZED POSITIVE CHANGE
IN OUR SECURITY CULTURE
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Source: http://legendsrevealed.com/entertainment/2012/12/30/how-did-abe-lincoln-growing-a-beard-kick-start-milton-bradleys-gaming-career/
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The Problem:

Security Awareness

Pros cons

Easy Compliant D&ecure
02 Testable Not Realistic 02

Set it and Forget it Boring

04 Cheap Relationship Killer 04




The solution

Recognition

f Meaningful
f Choice
f Competence

f Progress

Source: http://iveybusinessjournal.com/publication/tHeur-intrinsicrewardsthat-drive-employeeengagement/

Relationship

¥ Fun

¥ Lifel

f Encodrage

f Competition f Mindfulness



Sources: http://www.nicolelazzaro.com/thedeysto-fun/4
http://xeodesign.com/xeodesign_whyweplaygames.pdf
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The solution

01 &

Easy Fun People Fun
Novelty Friendship
Hard Fun Serious Fun

I Challenge 5 Meaning
8




Acceptance Eating

GLOBAL OFFENSIVE

o
Wﬁ Performance Driver CCIUNTERK;TRIKE' P/A@ 172

Strong or Weak |
Curiosity Family

Never Exist in Isolation
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The solution

Honor Independence Physical Activity

Taister
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Idealism Order Power
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The solution

Romance

Social Contact

¥ WORLD ™
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Sources: http://changingminds.org/explanations/needs/reiss_16 needs.htm
https://davidmullich.com/2016/05/23/whydo-we-play-games/
http://idspublishing.com/resources/Multifaceteehature-of-intrinsicmotivation.pdf
https://explorable.com/16basicdesirestheory

Tranquility
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The games
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DEFENDERS

.\\"f/<

DENIAL OF SERVICE
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ExTRA POINT
CHALLENGE QUESTIONS

Name an
email security
risk

OF
TRICKS

CHALLENGE QUESTIONS

What is
encryption?

FIREWALL

dommiony @ @
Peanica @ @
sotnet (@ @
Nhteat @ @
Wi @ @ @
oot @
CryptoLocker @ @
Fooieei @ @
mjectian @ ' @ @
Phishing & @
Spam @ @@
o @ @ @ @

ANSWER

Phishing Scam,
Spam, Chain
Letters, Malware
attachments, Social
Engineering,
Internal Threats
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The conversion of
data into ciphertext,
a format that cannot
be easily understood

by unauthorized
people




