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ÅPriority #1 post-exploitation
ÅDomain admin is ultimate goal

ÅNearly everything in Windows is tied to an account
ÅDifficult to move without one

ÅEasy and relatively stealthy means to traverse the network
ÅAccount limitations are rare
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Do You Know Your 
Credentials?
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Common Attacks

Dumping

Cracking

Pass the Hash

Common Tools
Mimikatz

Fgdump

Gsecdump

Metasploit 

SMBshell

PWDumpX

Creddump

WCE

HASHES
The password for each user account in 
Windows is stored in multiple formats:  
LM and NT hashes are most well known



HASH DUMPING (Gsecdump)



PASS THE 
HASH

(Mimikatz)



Common Attacks
Token Stealing

Privilege Escalation

Common Tools
Mimikatz

Incognito 

Metasploit 

PowerShell

TOKENS
Delegate tokens are powerful authentication 
resources used for SSO.  They allow attackers 
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TOKEN STEALING
(Mimikatz)



Privileged Account 
Usage Matters

The Method of



CREDENTIAL AVAILABILITY

AdminAction
Logon
Type

Credentials 
on Target?

Notes

Console logon 2 Yes* *Except when Credential Guard is enabled 

Runas 2 Yes* *Except when Credential Guard is enabled 

Remote Desktop 10 Yes* *Exceptfor enabled Remote Credential Guard

Net Use 3 No Including/u: parameter

PowerShellRemoting 3 No Invoke-Command; Enter-PSSession

PsExecalternate creds 3 + 2 Yes -u <username>-p <password)

PsExecw/o explicit creds 3 No

RemoteScheduled Task 4 Yes Password saved as LSA Secret

Run asa Service 5 Yes (w/ user account) ςPW saved as LSA Secret

Remote Registry 3 No

https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/securing-privileged-access-reference-material



Common Attacks

Pass the Ticket

Over Pass the Hash

Golden Ticket

Common Tools

Mimikatz

WCE 

Kerberoast

PowerShell

TICKETS
Kerberos issues tickets to authenticated users 
that can be reused to  access computers and 
services.  Tickets are cached in memory.



PASS THE TICKET
(Mimikatz)



KERBEROS ATTACKS

Kerberoast ing

Request service ticket 
for highly privileged 
service and crack hash

Golden 
Ticket

Kerberos TGT for any 
account with no 
expiration.  Survives full 
password reset

Si lver T icket

All-access pass for a single 
service or computer

Skeleton Key

Patch LSASS on domain 
controller to add backdoor 
password that works for 
any domain account

Pass the 
Ticket

Steal ticket from 
memory and pass or 
import on other systems

Pass the 
Ticket

Overpass 
the Hash

Use NT hash to request 
a service ticket for the 
same account



Detection



As any pass-the-ticket attack, the attacker 

replays the golden ticket in a standard 

Kerberos protocol. Therefore, there is no clear 

indication of such attack in Windows logs.
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Kerberoasting
uses RC4 

encryption 
downgrade



Golden Ticket events may have 

one of these issues:

ÅThe Account Domain field 

is blank when it should 

be DOMAIN

ÅThe Account Domain field 

is DOMAIN FQDNwhen it 

should be DOMAIN.”

S e a n  M e t c a l f ,  a d s e c u r i t y . o r g





A
u
th

e
n

tic
a

tio
n

 A
u
d

iti
n
g

 

Mapping 
Admin$ Shares

PsExec

Scheduled 
Tasks

VSSAdmin

RDP/VPN 
Activity
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Random File / 
Host names

Code Injection

Crashes and 
Security Alerts
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Local Admin 
Account Use

Domain Admin 
Anomalies

Service Account 
Anomalies

Workstation-to-
Workstation 
Connections

SIMPLE DETECTS



Mitigation



Privilege Escalation

V User Access Control 
(UAC)*

Pass the Hash

V User Access Control 
(UAC)*

Kerberos Attacks

V Managed Service 
Accounts

Backporting Win8.1 Mitigations

V KB2871997



Credential Dumping

V SSP password mitigations
V Protected processes*

Remote Creds & Tickets

V Domain Protected Users
V Restricted Admin*
V LSA Cache Cleanup

Pass the Hash

V Local Account Remote 
Logon Restrictions

Token Theft

V Restricted Admin*
V Protected Users

Kerberos Attacks

V Group Managed Service 
Accounts



Credential Dumping

V Credential Guard
V Device Guard

Remote Creds & Tickets

V Remote Credential 
Guard



Mitigation

Attack Description Mitigation

Pass the Ticket Steal ticket from memoryand pass or 
import on other systems

Credential Guard, Remote Credential 
Guard

Overpass the 
Hash

UseNT hash to request a service ticket 
for the same account

Credential Guard;Protected Users 
Group; Disable RC4 authentication

Kerberoasting Request service ticket for highly 
privileged service & crack NT hash

Long and complex service account 
passwords; Managed Service Accounts

Golden Ticket Kerberos TGT forany account with no 
expiration.  Survives full password reset

Protect domain admin accounts;Change 
KRBTGT password regularly

Silver Ticket All-access pass for a single service or 
computer

Regularcomputer and service account 
password updates

SkeletonKey Patch LSASSon domain controller to 
add backdoor password to any account

Protectdomain admin accounts; Smart 
card usage for privileged accounts

KERBEROS ATTACKS



Mitigation

Attack Description Mitigation

Pass the Ticket Steal ticket from memoryand pass or 
import on other systems Prot ect T icket s

Overpass the 
Hash

UseNT hash to request a service ticket 
for the same account Prot ect H ashes

Kerberoasting Request service ticket for highly 
privileged service & crack NT hash Prot ect Service A cct s

Golden Ticket Kerberos TGT forany account with no 
expiration.  Survives full password resetProt ect D omain A dmin

Silver Ticket All-access pass for a single service or 
computer Prot ect H ashes

SkeletonKey Patch LSASSon domain controller to 
add backdoor password to any accountProt ect D omain A dmin

KERBEROS ATTACKS (Simplified)



Credential MitigationsTop



Domain Protected 
Users Group

P R O T E C T  T I C K E T S P R O T E C T  H A S H E S



Plan for Credential 
Guard (Upgrade!)

P R O T E C T  T I C K E T S P R O T E C T  H A S H E S



P R O T E C T  S E R V I C E  A C C T S

Group Managed 
Service Accounts



P R O T E C T  D O M A I N  A D M I N

Empty Domain 
Admins Group
(Tiered Admin)



BUT WAIT, THERE’S MORE!

Certificates

Smart 

Card Pins

Cached Credentials

LSA Secrets

Windows 

Hello

NTDS.DIT

Microsoft 

Cloud 

Accounts DC Sync

DPAPI

93Á
Sunny
Austin



Make Windows Great Again!
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