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CDPO, who dat???

ÅMagnetic Track Data Overview

ÅCard Data Breach Example

ÅOld Ways

ÅNew Way ςCDPO?

ÅDemo



Magnetic Track Data Overview

ÅMagnets!

ÅTrack 1
Å%B6471294619522549^DavidPany^21046721288? 

ÅTrack2
Å;6471294619522549=80096721288? 

ÅTrack 3?

http://www.generatedata.com/





Track Data Overview

ÅCool Data
ÅPAN                                                      6471294619522549 
ÅPrimary account number

ÅExpiration Date                                  2104
ÅYYMM

ÅName (Track1 only)                           DavidPany

https://en.wikipedia.org/wiki/Magnetic_stripe_card

%B6471294619522549̂DavidPanŷ21046721288? 



Track Data Overview

ÅLess Cool Data
ÅService Code                                       672
ÅRules?

ÅDiscretionary data                             128
ÅSecurity Code

ÅSwipe vs. Print

ÅLRC                                                        8

%B6471294619522549^DavidPany^21046721288? 



Payment Card Process

ÅSwipe card on card reader

ÅTrack data sent to POS 
application on cash register

ÅPOS application sends track data 
to bank for approval



Card Data Breach Example



POS Malware Scraper Overview

ÅMalware reads POS system memory
ÅAll memory?

ÅPOS application memory?

ÅMalware regexes data for track data formats

ÅMalware outputs track data to file, registry 
key, network share, etc.
ÅLikely encoded!



Output Files ςWhat to do?

1. Find

2. Decode

3. Aggregate?

4. De-duplicate

5. Validate

6. Organize

7. Statistics?

Same old

We can do better!



Output Files ςFind

ÅKnow your threat actor

ÅReverse engineer/test malware sample and 
run keyword search

ÅCheck aggregation servers

ÅIf other storage method such as registry keys, 
extract!



Output Files ςDecode

ÅAttackers be stealthin

ÅReverse engineer

ÅI have seen IR companies give up 
without a decoder
Å#NODATATHEFTCONFIRMED

ÅNot my expertise, good luck, 
#YOLO

#BeSureToDrinkYourOvaltine



Old Ways



Output Files ςAggregate

ÅDo you want to combine output files?
ÅReduce files to parse

ÅHow do you aggregate them?
ÅLocation, timeframe, etc

ÅOld method:
Åcat



Output Files ςDe-duplicate

Å5ƻƴΩǘ Ŏƻǳƴǘ ǘƘŜ ǎŀƳŜ ŎŀǊŘ ŀǎ 
multiple stolen cards!
Å/ƭƛŜƴǘ ǿƻƴΩǘ ƭƛƪŜ ǘƘŀǘ ϷϷ

ÅWhy duplicates?
ÅRepeat customers

ÅCopying output files

ÅOld method:
Åsort -u



Output Files ςValidate

ÅAre the cards real?

ÅValidation options
ÅLuhn
ÅBrand
ÅExpiration date
ÅTrack data format

ÅOld method:
ÅCustom scripts to calculate Luhn
ÅRegex format
ÅBrand and Expiration Date are 

trickier



Output Files ςOrganization

ÅKeep track of these for each, 
possibly for each location
ÅEncoded files

ÅDecoded files

ÅAggregated files

ÅDe-duplicated files

ÅValidated files

ÅOld method:
Å1 billion files!



Output Files ςStatistics 

ÅNumber of PANs

ÅNumber of PAN+Expcombos

ÅBrands

ÅValid expiration dates
ÅInvalid expiration dates?

ÅOld method:
ÅCustom scripts



New Way!



New Method ςWhy?

ÅOld methods of Linux commands and random scripts with no 
standardization
ÅDifficult to reproduce consistently

ÅDifficult for peer review

ÅDifficult to keep track of files for progress

ÅDifficult to organize, combine, de-duplicate

ÅExcel only supports about 1,048,000 rows!

ÅOLD WAY SUCKS



Introducing CDPO



CDPO Concept

ÅStandardized, repeatable, and reviewable

ÅPortable ςanyone can use anywhere
ÅPython is only dependency

ÅSecure ςencrypts data at rest

ÅFlexible ςcombine and subset data, output data for reports

ÅFast ςwaaaaayfaster than old method

ÅOrganized and EZ



CDPO Features

ÅPython script with its own terminal

ÅInput data from decodedtrack data files

ÅInput validated with regex, Luhn, simple 
brand matching

ÅData stored RC4 encrypted in SQLite DB
ÅPortable database file for convenience



CDPO Validation - Regex

([1-9][0-9]{11,18})(\^.{,30}\^| \=)([0-9]{4})

ÅGroups
Å12 to 19 numbers, starting with 1-9
Å= or ^name^
Å4 numbers for EXP date

ÅQuestions
ÅDo we care about discretionary data after EXP date?
ÅCan a PAN start with 0?



CDPO Validation - Luhn

Å#MATH algorithm to check for accidental errors
Åhttps://en.wikipedia.org/wiki/Luhn_algorithm

ÅCDPO tests first regex group (PAN) for Luhn

ÅQuestions
Åά[ƻƻƴέ ƻǊ άLunέΚ
ÅDo all brands require Luhn?
Å²Ƙŀǘ ƛŦ ƳŀƭǿŀǊŜ ŘƻŜǎƴΩǘ Luhnand accidentally grabs numbers before PAN?
ÅCDPO will test substrings! Keep this in mind!



CDPO Validation - Brands

ÅFirst 1-8 digits of PAN
ÅIIN/BIN

ÅSimple and fast table

ÅNot approved by 
academia ςprobably 
some inaccuracies!

ÅProvide recovered data to 
banks for full validation

https://en.wikipedia.org/wiki/Payment_card_number



CDPO Validation Future ςBrands

Åhttps://binlist.net/
ÅOnline database of IIN/BIN

ÅThrottled API, manual lookup, premium 
API

ÅPossible future implementation to build 
offline DB with throttled API and 
postprocess with CDPO

ÅTime consuming but more accurate??

https://binlist.net/


CDPO Troubleshooting

ÅRemoving Track Data Throwaways (RTDT)
ÅStill in development

Å{ŜǇŀǊŀǘŜ {ŎǊƛǇǘ ǘƻ ŎƻƴŦƛǊƳ ǿƘȅ ŀ ƭƛƴŜ ŘƛŘƴΩǘ ƛƳǇƻǊǘ
ÅFormatting issues

ÅLuhnfail

ÅInvalid format

ÅFind luhnsubstring?



CDPO Commands

Åimport 
ÅLoad data into CDPO collection

Åcombine
ÅCombine existing collections

Åquery
ÅCreate subset of existing collection

Åquit  or exit
ÅExit CDPO

Åshow
ÅSimple stats for all loaded data

Åstat
ÅDetailed stats for one collection

Åcsvstats
ÅCreate a CSV of all stats

Åfile
ÅWrite decrypted data to a csv file



Demo!








