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NOT David Pany

ANot Lawyer
ANot PFI (PCI Forensic Investigator)
ANot QSA

ANot responsible for any errors that ma
occur using this information or tools |
Create

ANeither is my employer!




CDPO, whdat???

AMagnetic Track Data Overview
ACard Data Breach Example
AOId Ways

ANew Wayc CDPO?

ADemo




Magnetic Track Data Overview

AMagnets!

ATrack 1
R %B6471294619522549/DavidPany”210467212887

ATrack?2
A :6471294619522549=800967212887

ATrack 3?

http://www.generatedata.com/
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Track Data Overview

%E MDavidPan®210467212887

ACool Data
APAN

A Primary account number

AExpiration Date 2104
AYYMM

AName (Trackl only) DavidPany

https://en.wikipedia.org/wiki/Magnetic_stripe_card



Track Data Overview

%B6471294619522549"DavidPany”24 041 2887?

AlLess Cool Data

AService Code
A Rules?

ADiscretionary data 128
A Security Code
A Swipe vs. Print

ALRC 8



Payment Card Process

ASwipe card on card reader

A
Q

ATrack data sent to POS
application on cash register

APOS application sends track data
to bank for approval




Card Data Breach Example



POS Malware Scraper Overview

AMalware reads POS system memory
AAIl memory?
APOS application memory?

AMalware regexes data for track data forme

AMalware outputs track data to file, registry
key, network share, etc.

ALikely encoded!



Output Filexg What to do?

1. Find
Decode

Same old

N

Aggregate?

De-duplicate

Validate We can do better!
Organize

Statistics?

N o kW



Output Fileg Find

IR e AKnow your threat actor

AReverse engineer/test malware sample and
run keyword search

ACheck aggregation servers

Alf other storage method such as registry keys,
extract!



Output Fileg Decode

e e i R

ooy ¢

1

WU1ZXOYNSInEyvhnAzUTuKSxnHigy?

AReverse engineer
ZWwM1LiksZ2x4oM]VnCDEMKzZMuKSJmE
W|thOUt a deCOder KSxnHigyNWcIMSYrMy4pImZnBSJIntE
KzMuESImEWwU1ZXQyNSInEyvhnAzUuk
MJULZxMoZwM1L1ksZ2x4oM]VnCDEmME
#YO LO ImEnBSINFDI1ImcTEGCDNS4pLGCcek

;;ZLLkLEH:F:H::Mj:LEXMDEHMlI
o}
1 - FDI1ImcTEKGCDNS4pLGCceKDI1ZwgX]
Al have seen IR companies give up RS ImZDL ZaOyNS TnByhnAzUuK et
EXMoZwM1LiksZ2x4oM]VnCDEmMEzMuk
KDI1ZwgxJiszLikiZmcFImcUM]ULE
CDEMEzMUuESImMZWwU1E2XQYNSInEyhnt

AAttackers bestealthin
1gYyNWCe IMSY rMydpImEZnBSInFDI1]
ZWwgxJiszLikiZmcFImcUM]ULiZxMos
A#NODATATH EFTCON FI RM ED BSInNFDI1ImcTEGCDNS4pLGeeKDI1E
ANot my expertise, good luck, 2K SR L gy NC TN T rMy dpTHEnE
TEeeEDT Pwoax dJ1s72T.0 k1 PmeFTmels

#BeSureToDrinkYourOvaltine



Old Ways



Output Fileg Aggregate

ADo you want to combine output files?
AReduce files to parse

AHow do you aggregate them?
A Location, timeframeetc

AOId method:
Acat




Output Fileg De-duplicate

A5 2y QU O2dzyi UKS
multiple stolen cards!
Al tASYl ¢2yQi € A}

AWnhy duplicates?
ARepeat customers
A Copying output files

AOId method:
Asort-u




Output Fileg Validate

AAre the cards real?

AValidation options
ALuhn
A Brand
A Expiration date
A Track data format

AOIld method:
A Custom scripts to calculatauhn
A Regex format

A Brand and Expiration Date are
trickier



Output Fileg Organization

AKeep track of these for each,
possibly for each location
AEncoded files
ADecoded files
AAggregated files
ADe-duplicated files
AValidated files

AOId method:
A1 billion files!




Output Fileg Statistics

ANumber of PANs
ANumber ofPAN+Exgombos | A bzi‘ N
ABrands

AValid expiration dates
Alnvalid expiration dates?

AOId method:

A Custom scripts




New Way!



New Methodg Why?

AOId methods of Linux commands and random scripts with no
standardization
ADifficult to reproduce consistently
ADifficult for peer review
ADifficult to keep track of files for progress
ADifficult to organize, combine, eguplicate
AExcel only supports about 1,048,000 rows!

AOLD WAY SUCKS



Introducing CDPO




CDPO Concept

AStandardized, repeatable, and reviewable

APortablec anyone can use anywhere
APython is only dependency

ASecure; encrypts data at rest

AFlexiblec combine and subset data, output data for reports
AFastc waaaaayfaster than old method

AOrganized and EZ



CDPO Features

APython script with its own terminal

A
A

nput data fromdecodedtrack data files
nput validated with regexX,uhn simple

prand matching

AData stored RC4 encrypted in SQLite DB

APortable database file for convenience



CDPO ValidatiorRegex

([1-9][0-9]{11,18) ([0-9]14})

AGroups
A12 to 19 numbers, starting with-Q

A4 numbers for EXP date

AQuestions

ADo we care about discretionary data after EXP date?
ACan a PAN start with 0?



CDPO ValidatiorLuhn

A#MATH algorithm to check for accidental errors
A https://en.wikipedia.org/wiki/Luhn_algorithm

1. From the rightmost digit, which is the check digit, and moving lefi, double the value of every second digit. If the result of this doubling
operation is greater than 9 (e.q., 8 = 2 = 16), then add the digits of the product (e.g., 16: 1 +6 =7, 18. 1 + 8 = 9) or alternatively subtract
9 from the product (e.g, 16:16-9=7_18.18-9=9)

2. Take the sum of all the digits.

3. If the total modulo 10 is equal to 0 (if the total ends in zero) then the number is valid according to the Luhn formula; else it is not valid.

ACDPO tests first regex group (PANLiohn

AQuestions
AG[ 2 2 yLaré ENJ 6
A Do all brands requirtuhr?
A2 KIFd AF Y fLéhhahdBaccidehtdllit gidabsinumbers before PAN?
A CDPO will test substrings! Keep this in mind!



CDPO ValidatiotBrands

AFirst 18 digits of PAN

A1IN/BIN

ASimple and fast table

ANot approved by
academia; probabl
some inaccuracies!

AProvide recovered data tc
banks for full validation

Issuing network
American Express
Bankcard!®!
China UnionPay
Diners Club Carte Blanche

Diners Club enRoute

Diners Club Internationall’l

Diners Club United States & Canadal®!

Discover Cardl!®
InterPayment
InstaPayment
JCB

Laser

Maestro
Dankort
MIR
MasterCard

Solo

Switch

Visa

UATP

\Verve

TROY

CARDGUARD EAD BG ILS

IIN ranges
34, 370
5610, 560221-560225
p2El
300-305
2014, 2149
300-305, 309, 36
38-39[F)
54. 55 (MasterCard co-branded)
6011, 622126-622925, 644-649, 65
636
53?_539[5{.‘2.‘{9:.‘ needed]
3528-35890'1
6304, 6706, 6771, 6709
50, 56-58, 6
5019
AXXX, 4175, 4571 (Visa co-branded)
2200 - 2204
2221-2720
51-55

6334, 6767

4903, 4505, 4911, 4936, 564182, 633110, 6333, 6759

4 (including related/partner brands: Dankort, Electron, etc.)

1

506099-506198, 650002-650027
979200-979289

5392

https://en.wikipedia.org/wiki/Payment_card _number

Active
Yes
No
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Nal12]
Yes
Yes
Yes
Yes
Yes 2017-14]
Yes
No
No
Yes
Yes
Yes
Yes
Yes

Length
1504

16

16-1 9[5 itation needed

14
15
14

14

16

16,19
16-19

16

16

16-19
12-19013]
16

16

16

16

16

16,18, 19
16,18, 19
13,16, 19
15
16,19
16

16

Validation
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
no validation
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm
Luhn algorithm



CDPO Validation FutugdBrands

Ahttps://binlist.net/
A Online database of IIN/BIN

AThrottled API, manual lookup, premium ——
API BINLIST.NET

—_

APossible future implementation to build
offline DB with throttled API and
pOStprocess with CDPO 4571 7360

ATime consuming but more accurate??



https://binlist.net/

CDPO Troubleshooting

ARemoving Track Data Throwaways (RTDT)
AStill in development

Al SLIF N> S {ONRLII (2 O2yFTANXY oKeé |
AFormatting issues

ALuhnfalil

Alnvalid format
AFindluhn substring?



CDPO Commands

Aimport Ashow

A Load data into CDPO collection A Simple stats for all loaded data
Acombine Astat

A Combine existing collections A Detailed stats for one collection
Aquery Acsvstats

A Create subset of existing collection A Create a CSV of all stats
Aquit or exit Afile

A Exit CDPO A Write decrypted data to a csv file



Demo!



i

e

dave@ubuntu: fmnt/hgfs/cdpo

$|python CDPO.py SANS_DB.sqlite |
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Copyright 2017 David Pany (@DavidPany)

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and
limitations under the License.
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Copyright 2017 David Pany (@DavidPany)

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
Llimitations under the License.

Do you accept the above license and terms that no person or entity
(including David Pany) is responsible for any innacuracies, bugs, errors,
etc. that result from the use of this utility? Yes/No:|[Yes







