


About Me

A Booz Allen Hamilton (2013resent)
I Cyber4SightTechINT_ead
I Malware analysis
I Threat Hunting and Network Forensics

A Georgetown University
I McDonough School of Business (2013)

A DFIRNetwarsChampion (SANS CDI 2016)

A Spoke at SANS DFIR in 2016 on YARA rules/V
T https:// www.youtube.com/watch?v=DdkLY99HgAA
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Setting the Stage
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What isthe a blockchair?

A Public, decentralized ledger
Al 2yairaidga 2F | aof 2017 ¢
I Hashed and timestamped

I New transactions broadcagt and collectedy nodes
In a block, each block holds a hash of the previous
block

I Uses include medical records, currency, DNS
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Bitcoins andhe Blockchain

A Released in 2009

A Wallet containsAddresses
I Receive moneyghangevia address
I Entire address spent on transaction
I Wallet configuration determineshangeaddress

A dwWe automatically generate a new address for you after every
transaction you mak& &at a third-party can not view all other
transactions associated with your account simply by usibigpekchain
explorerto look-up an address they know to be yo@Coinbase
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“®  Bitcoin Transaction (With Change)

Option 1

, Sends 19 BTC Back
A

Bitcoin Address 1
Holds 20 BTC Sends 20 BTC over

Man Selling Banned Books

N
7

Option 2

Bitcoin Address 2

Receives change
Now has 19 BTC

Z Sends 19 BTC back
(New address)

Bitcoin Address 1
Holds 20 BTC Sends 20 BTCover

Fd

Man Selling Banned Books
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Tracking Bitcoin Transactions
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R e S O u rC e S N e e d e d Wallet || [0008d526bc] (show wallet addresses)

A Blockchain.info -record of all DItCOIN | o i cocemmr
transactions (bottom) U s B )

(-0.00360753) fee

A A P I 2016-10-24 07:47:39 | | [13435¢bea3) +a.

100.01509122

Displaying wallet | [0008d526bc], of which part is address 12p2CcaDixL2FC. Show only address
12p2CcaDixL 2FCMBzxzfMhPwufMohDbTmH
Download as CSV
date received/sent balance transaction
0. 4ffdench1STelddTest].

-1.949935 [00003¢9416]
- 2016-10-22 08:52:09 -0.01004696 |l [10e97bc5ca 96.01509122 | fo779ed6£0dbTbe50e04.
A Search by address or by transaction
2016-10-22 06:45:23 B [814919cd41] +0.00030031 97.97568383 6af5afgsileee’n26d.
2016-10-22 03:24:07 W [1d3f1ed903] +2.5 97.97538352 B3 102a8da5bd
2016-10-22 01:04:35 [a3ffc1d7b9) +3. 95.47538352 | ensetasresbsctiatsse.
A H 2016-102121:27:14 | [ [00306639fa] +1. 92.47538352 | zssasasseateasiiiase.
Wal Iet EXpIOrer (top rlg ht) 2016-10-21 18:59:07 [002161f3b9] +3. 91.47538352
. 2016-1021 16:23:24 | | [853cc010cd) +0.0003 88.47538352
A Collects transactions eon 500 | D
2016-10-21 15:58:40 | | [853cc010cd] +1.99972691 88.47505903
A With enoug h data’ Can aSSOCiate 2016-10-21 12:24:54 | [ [01745246b0] +0.01542552 86.47533212
2016-10-21 08:51:56 [3573ac0620] +0.75 86.4599066
d d 'th I I t 2016-10-21 02:53:59 [002161369] +3. 85.7099066 sal134se10E022ma0 7S,
a re SseS WI Wa e S 2016-10-20 17:34:46 | [l [ea32f72c60] +3. 82.7099066 £57BITe0 1049 1583m9 85
69affd84d73a7bbfé44fe9defa18bab740b76487c07b636a6bb4a50689d8e8e3 2016-09-06 06:32:03

- . 17JuZi7GfgPdARPL341WUuy1gqggklLzy5AX
1Q1ifiCyTtoYsrq2MQjZagpHSFREDTteESE

18YhEbMcksabzgf2ricAUWy7fZ9TkgFNXF

12.9992882 BTC

500 BTC

-80 BTC
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“®  Start SimpleGlobe Ransomware

= IGLOBEI - |o [

Your files are encrypted!

Your documents, photos, databases, important data were encrypted.
Data recovery is required decipherer.

To get the interpreter should send an email to | frogobigens@india.com . |

Next, you need to pay for the interpreter. In a response lettar you wil receive the address of Bitcoin-wallet to which you want perform the transfer of funds in the amount of 1.5 Bitcoin .

MalwareHunterTeam [
@malwrhunterteam ‘
Replying to @struppigel
Maybe this is the new version?
Also, the email frogobigens@india.com was
Kak ynanuie? Kak paciwumgposatk? Kak BepHyTb AaHHbIe?

USEd in Xorist befO re. Mo ccobinke BoibepuTe YnpasneHue "K" MB/] Poccum M nojaiTe oHNaiH-3aaBNeHme.
@BleepinComputer @demonslay335 €. Taiore craten Vi PO

CT. 272 "HenpaBoMepHbIi AOCTYN K KOMMbIOTEPHOW MHGopMaumu”
cT. 273 "Co3paH1e, MCNonb30BaHWe M pacnpocTpaHeHWe BPenoHOCHbIX KOMMbIOTEPHBIX NporpamMM™

cy66oTa, 8 oktAGpA 2016 T.

le

 Follow | Globe, Globe2

Globe2 Ransomware

(wmndpoBanblMK-BbIMOraTenb)

frogobigens@india [.Jcom -Has been used in newer campaigns
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Tracking Globe Instance

1HyasSC2VifTZo7YKUNN33udnWXw3Ffq7T

Summary Transactions

Address 1HyasSC2VIIT Zo7YKUNN33udnWXw3Ffg7 T MNo. Transactions 434 alll
Hash 160 ba35944be5af594c8b2b07c37e789fa16063edef Total Received 67.41793 BTC al
Tools Related Tags - Unspent Outputs Final Balance 0.00011356 BTC lln

Possible Ransom Payments (Not full list):

883e0925ae31b7aef0bd790501fa825e5dd2i1351306ar3 1ich68f017191a0 2016-12-01 17:54:35
1Hb1iKSwW1ycazDVokPxemmxgjuhdesitiL » 1HyasSC2VIfTZo7YKUNN33udnWXwW3FTq7 T 15BTC

1.5 BTC
c4312ae1428a4d707209a713051650474668994c388c896a6711B5Mcbi2a6 2016-12-07 10:20:18
1CsKWraRF2yBiD7 i3 YFLjKk3EKoHCqfaGm * 1HyasSC2VITT Zo7 YKUNN33udnWHXwW3FTq7 T 1.5BTC

1.5 BTC
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Tracking Glob

Wallet . [2b875a1 640] (show wallet addresses)

date

2016-10-30 11z

2016-10-28 06:

2016-10-28 06:

2016-10-28 06:

2016-10-27 10:

2016-10-25 05:

2016-10-25 05:

2016-10-23 09:

2016-10-23 08:

2016-10-22 23:

2016-10-22 06:

2016-10-22 06:

2016-10-21 05:

2016-10-20 11

2016-10-20 11

2016-10-20 062

572

HTH

56:

08:

08:

27

30:

523

521

461

05:

00

00

33

First Previous... Page 3 / 5 Next... Last

I [3a44188852

I [48ef654alc
M [fbfdf0B37b
W [B476e2d2ee]

M [000126aaca)
I [48ef654alc
M [4bcalebdch
M [00022feh0d

W [606a1a4b86;
[ [6998301c98

[464865%1ca)
W [9717bB2649'

(total transactions: 430)

received/sent

+8.

-8.
(-0.

+8.
+8.

+8.

+8.
+8.

+8.

+8.

+8.

+8.

e17ae375

8279
0602857 )

00005087
00681

02230006

.8356
(-0.

+8.

6802871 )
82286479
08826679
01264446

88135587

.83617
(-0.

0605313)
01221423

01335392

L8357
(-0.

+1.

6802857 )

84514472

can

M [1d7b9c6187;

fee

[l [000001522
fee

[ [000001e522,
fee

W [e8c064bf%9!
fee

B LR AANTA A

bal
@.e1f

8.e2¢
8.e2¢

9.02:

@.e3:
@.e1:
@.e1:

@.e.

@.00t

9.037
@.02!

1.04

@.e4:

e (2

Total "Possible” Ransom Income
43,89

Total "Probable" Ransom Income
24

A
date received from received amount
5/26/2017 22:54 d1186b405e50afff 1
5/5/2017 20:13 9190bec8gdgd2e7e 0.8
4/23/2017 19:54 224071e098614al 2
4/20/2017 17:12 0630c746c4e64d7b 0.59
4/19/2017 20:52 008e41ad3a8678fe 1.5
4/18/201715:20 | 20195cd4ebesibbl 1.5
4/18/2017 9:47 000001e522b362b7 0.75
4/12/2017 19:59 7543255a634e11d0 04
3/25/2017 0:15 a0fdfobe68es6h22 0.5
3/16/2017 2:26 000157508216dee7 1
3/14/2017 7:44 d746e0dceelalcld 2
2/21/2017 20:47 0437adebes5055cld 12
2/21/2017 &:17 4a34875678e7433a L5
2/9/2017 15:17 ab19978551549617 0.4
2/7/2017 22:41 8d1e9d54fe571569 L5
1/30/2017 12:46 02615d4725b5585¢ 1
1/12/2017 2:11 af91bf4ea04f29ds 15
1/3/2017 14:00 1833da3fesgba7l 15
12/29/201617:01 | 0Da4e72cae9d8bcfc 1.5
12/28/2016 16:57 3ced5605201ff754 1.5
12/13/201623:25 | 1eg4fg76esfedlel 1.5
12/7/2016 17:37 32f1d5d3779c3ea9 1.5
12/7/2016 10:21 82c896452¢9020d9 15
12/1/2016 18:08 d06ae32a21a1d09l 1.5
11/29/201618:24 | fdbbee718a00661e 15
11/15/2016 21:20 897bf15b82b15760 L5
10/20/2016 11:57 46486591cabfclae 1
10/17/2016 21:19 f04ed191f21debal L5
10/11/201617:20 | 0965a6f25e56fe0a 1
10/10/201611:39 | 676695cbb73064cf 0.25
9/3/2016 7:51 31725ad7f995d30a 15
9/2/2016 15:17 0001d2e72691ea9d 1
8/30/2016 11:58 | 0d25bb944a45662a 1
8/27/2016 17:57 | 4bf8e5bcoddesaln 1
8/21/201613:47 | e52dav215bd36ael 1
8/21/2016 10:11 6f688ad3a78157ff 1
8/4/2016 18:34 25223bdc09a91dde 1

A Identify Wallet

A Export Data

A Identify Payments
A Cash outs?
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Globe Takeaways

A Actor provided BTC address via email
A Actor used same BTC address for personal
transactions

I Somewhat atypical
I Cashouts not immediately obvious
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Example 2Locky[Scale]

Transactions (Oidest First)

ter -

275937¢2c30Mdi778390chb33a1ca1236c824c26a0a89af34e540c18d692d648 2016-08-29 11:38:30

178HGMCR26dSSIFxJQah1U588p2CjgXif N\ 1Q1fICYTtoYsrq2MQjZgpHSFREDTteESE 80 BTC
4 12p2CcaDixL2F CMBzxzfMhPwuohDbTmH

0.01000307 BTC

-3 BTC

d2873345c1aecbaee3333tbab8a03ad0900cd37bbclfca1884e211de85f970db9

33YPKTPMWT

AWTTpJzT QdwzgaN27 MwHDgMWSpC

| 178HGMCIR26dSSIFxJQah1U588p2CjgXiT
37iBN9HDzzU2xcoq8ajLjFostAuDzLY2EC »
33BJXCId6XK]39BHPZIyESUBXRSKyesYTX

2016-08-29 05:49:32

3 BTC

Payment address, per Locky ransom .onion page
Locky "victim"

3 BTC

-Money Sent to d ockyaddress 178HGmMCfR26dSSiFxJQah1U588p2CjgX7f )
-Lockt RRNB&a GKSy Y2@gSa GKFG Y2ySeé G2 am
- AFIASNI 21 E€ESOK [SGQa aYlF L) 2dzi¢ Iy |
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Example 2Locky(2)

L&  bitcoinmapping.py - - oIEN|

File Edit Format Run Options Window Help

import json =
import requests

E4 0
i=0
firstpart = "https://blockchain.info/rawaddr/"

initialinput = input{"please type the 'seed' address: ")
initialreq = firstpart + initialinput

firatjson = (requests.get(initialreq)).ison()
graphvizlines = []

addresslist = []
usedaddresslist = []

addresslist.append (initialinput)
usedaddresslist.append (initialinput)

le i < 4:
if z is 1:
initialreqg = firstpart + addresslist[i]
firstjson = (requests.get(initialreq)).json()
for transaction in firstjson["txs"]:
payerlist = []
recipientlist = []

print ("\n" + transaction["hash"])

for item transaction["inputcs"]:
payerlisc.append (item["prev_out"] ["addz"])
if ictem["prev_out"]["addr"] not in addresslisc:
addresslist.append (item["prev_out"] ["addr"])

T o

for target in tramsaction["out"]:
recipientlist.append (target["addr"])
if target["addr"] not in addresslisc:
addresslist.append(target["addr"])

for payer in payerlist: =
Ln: 12|Col: 0

https://github.com/kevinperlow/SAN®FIR2017
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Example 2Locky(3)

lFEbKSCESJKﬂQEEHISKMEDﬁ:@::)

— INzED3m¥Py Ak4V o X ZHurVpaGE2 Tezg ThQ
1FHpmsGFHeCC 3 shug N d Bfvsi N TEn M 8

—

S rmnTviE R
@Tdﬁj-ﬂ‘IKJIMﬂﬂpi.-iNﬁ-I-N!.‘kiY

TN VA4 T3 c5aN: H W WU AL inpmSxGGZ5W
(ﬂmm'gngwmqmee‘nww_m\
| ConlIThE D :NOW=ibiE] dNhASQE3TNCN
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