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About Me
Å Booz Allen Hamilton (2015- Present)
ïCyber4Sight- TechINTLead
ïMalware analysis
ïThreat Hunting and Network Forensics

Å Georgetown University
ïMcDonough School of Business (2013)

Å DFIR NetwarsChampion (SANS CDI 2016)
Å Spoke at SANS DFIR in 2016 on YARA rules/VT

ï https:// www.youtube.com/watch?v=DdkLY99HgAA

https://www.youtube.com/watch?v=DdkLY99HgAA
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Setting the Stage
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What is the a blockchain?

ÅPublic, decentralized ledger

Å/ƻƴǎƛǎǘǎ ƻŦ ŀ άōƭƻŎƪέ ƘƻƭŘƛƴƎ ǘǊŀƴǎŀŎǘƛƻƴ ōŀǘŎƘŜǎ

ïHashed and timestamped

ïNew transactions broadcast to and collected by nodes 
in a block, each block holds a hash of the previous 
block

ïUses include medical records, currency, DNS 
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Bitcoins and the Blockchain

ÅReleased in 2009
ÅWallet contains Addresses
ïReceive money, changevia address
ïEntire address spent on transaction
ïWallet configuration determines changeaddress

ÅάWe automatically generate a new address for you after every 
transaction you make Χ ǎƻ that a third-party can not view all other 
transactions associated with your account simply by using ablockchain
explorerto look-up an address they know to be yoursΦέ - Coinbase
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Bitcoin Transaction (With Change)
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Tracking Bitcoin Transactions
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Resources Needed
Å Blockchain.info - record of all bitcoin 

transactions (bottom)
Å API
Å Search by address or by transaction ID

Å Wallet Explorer (top right)
Å Collects transactions
Å With enough data, can associate 

addresses with wallets
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Start Simple- Globe Ransomware

frogobigens@india [.]com - Has been used in newer campaigns
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Tracking Globe Instance
1HyasSC2VifTZo7YkUNn33udnWXw3Ffq7T 

Possible Ransom Payments (Not full list):
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Tracking Globe (2)

Å Identify Wallet
Å Export Data
Å Identify Payments
Å Cash outs?



Tracking Bitcoin Transactions on the Blockchain| Kevin Perlow

12

Globe- Takeaways

ÅActor provided BTC address via email

ÅActor used same BTC address for personal 
transactions

ïSomewhat atypical

ïCash-outs not immediately obvious
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Example 2- Locky[Scale]

-Money Sent to a Lockyaddress (178HGmCfR26dSSiFxJQah1U588p2CjgX7f )
-LockyŀŘŘǊŜǎǎ ǘƘŜƴ ƳƻǾŜǎ ǘƘŀǘ ƳƻƴŜȅ ǘƻ άмvмέ ŀƴŘ άмнǇнέ ŀŘŘǊŜǎǎŜǎ
-.ƛƎƎŜǊ ²ŀƭƭŜǘΚ [ŜǘΩǎ άƳŀǇ ƻǳǘέ ŀƴ ŀŘŘǊŜǎǎ
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Example 2- Locky(2)

https://github.com/kevinperlow/SANS-DFIR-2017
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