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Swhoami

Proud A+ certification holder
Aspiring CEH

— Hope to pass on my 3™ try next week
Took computer classes in high school

— 20 years ago - expert in QBASIC and Windows 3.1

11 yrs experience as a sandwich artist

— Gives me unique perspective on dealing with
business units who want “made to order” security

solutions
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Agenda

Motivations

What are DLL Sideloading and Hijacking
Auditing Methods

Hands on fun

Practical defenses

100% fewer shirtless photos than John
Strand’s presentation
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Why bother?

e Stealthy persistence technique for malware
since most antivirus sucks at detecting DLLs

— AV looks at the application, which is most often
whitelisted and signed

e Attackers can make your multi-million dollar
security investment obsolete

— DLL Hijacking technique has been around for

years, but AV still sucks

— Executable whitelisting bypass
REHDICIDI:!CMIVQ%E




Is anybody doing this?

* Rendition sees this technique used in most
Chinese APT compromises

— As a pentester, if you aren’t at least as good as
Chinese APT then pack up and go home

* The best way to emulate a nation state threat
is to find attackers who hack like a nation

state
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DLL Hijacking

* Import address tables don’t specify a full path
* Hijacking abuses DLL search paths

* May offer privilege escalation when combined
with weak directory permissions

— Use icacls.exe to determine if you can write to the
directory of a system process (e.g. a service)
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— Important note: | can’t see “icacls” without
thinking about the work “cankles”
* Now you’ll think of it too ©




Where’s Waldo?

 Sometimes a program may try to load a
DLL that doesn’t even exist on the
system

— Legacy code, checking for an available
plugin, who knows why

* When the DLL fails to load, the code
takes another path
— Rob Lee calls this “Ghost DLL Injection”

* If you supply your own DLL, the app
blindly loads it for you




Rules of Fight Club
e Safe DLL Search mode (on I:IEFHJ ﬂlllB

by default) moves the
current directory to the end
of the search order

— Loading DLLs from working
directory is dangerous
* Any DLL explicitly in the
KnownDLLs registry key is
not searched for since it is
“known” to be located in

the system directory HE'S ALLOWED TO TA
ABOUTIT




Registry Keys

 KnownDLLs - HKEY LOCAL MACHINE\SYSTEM
\CurrentControlSet\Control\Session Manager

\KnownDLLs

e Safe DLL Search - HKEY LOCAL MACHINE
\System\CurrentControlSet\Control\Session
Manager\SafeDIl|SearchMode

 CWDIllegallnDlISearch -
\SYSTEM\CurrentContro
Manager\CWDlllegallnD

HKEY LOCAL_MACHINE
Set\Control\Session

|ISearch E
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DLL Search Path (Unsafe)

1. The Current Directory.

2. The directory from which the application

loaded.

. System directory (C:\Windows\System32).

. The 16-bit system directory (C:\Windows
\System).

. The Windows directory (C:\Windows).

6. Directories that are listed in the PATH variables.
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Default DLL Search Path (SafeSearch)

. The directory from which the application
loaded.

2. System directory (C:\Windows\System32).

3. The 16-bit system directory (C:\Windows
\System).

4. The Windows directory (C:\Windows).
. The Current Directory.
6. Directories that are listed in the PATH variables.
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What’s the common threa(t|d)?

Either way, %PATH% is checked for the DLL if
not found in another directory

That’s why we care significantly about DLL not
found error messages seen in tool output

Indicates that the application tried to load a
DLL but it wasn’t found

Add a DLL and injection frequently follows
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WinObj Shows KnownDLLs

LA

- WinObj - Sysinternals: ww

File View Help
4N Mame ¢ Type SymLink
‘ :rcNName 40bi iiadvapiBZ.dll Section
 BaseNlamedUbjects B CFGMGR32.dII Section
. Callback e .
. W clbcatg.dll Section
, Device = ;
Driver W COMCTL32.dIl Section
| & CoMDLG32.dIl Section
. FileSystem
GLOBAL?? B CRYPT32.dII Section
KernelObjects 3 DEVOBL.dII Section
TT— B difxapi.dil Section
. NLS B gdiz2.dil Section
| ObjectTypes & ERTUTIL.AI Section
. RPC Control B IMAGEHLP.dIl Section
| Security _ MM32.d1 Section
, Seszions ikerneBZ.dIl Section
. UMDFCommunicationPorts || J kernelbase.dIl Section
; Windows [#] KnownDlIPath SymbolicLink C:AWindows\system32
W LPK.d Section
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Always know your KnownDLLs

KnownDLLs don’t use the typical search path
They are always found in the system directory

In some version of Windows, KnownDLLs are

pre-loaded at system start

KnownDLLs are not static across all versions of

Windows

The same application not vulnerable on XP

may be vulnerable on Windows 8
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KnownDLLs Strangeness

e Windows allows users to exclude some DLLs
from KnownDLLs processing

— Allows overrides of default behavior
* Don’t rely on defaults in customer
environments

— Many poorly coded applications remove (or add)
values to KnownDLLs

— Tend to be custom apps for a customer
environment
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Testing for “Ghost DLL" injection

* Ghost DLL injection is hard to audit for
completely since sometimes the DLL load

request is conditional

e Audit methods
— Run strings looking for DLLs not in IAT

— Run code with a debugger attached and set a
breakpoint on LoadLibrary

— Use gflags with loader hints
— Reverse engineer with IDA Pro

R
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Tools for Auditing DLL Injection

HDMoore’s DLL Hijack Audit Kit
Dependency Walker
SecurityXPloded DLL Hijack Auditor
Procmon ***This is what you want

Sxstrace.exe
Gflags + Windbg
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HDMoore DIY for file extensions

* HDMoore wrote an auditing kit for DLL
hijacking that generates test cases and uses
procmon to find exploitable test cases

* Runs two batch scripts, one to generate cases
and another to examine procmon output

* Note that this does not find all exploitable
conditions, only those for default file
extension handlers
REHDICIDI:!CMIVQ%E




HDMoore DIY for file extensions (2)

e Used this to successfully find some vulnerable
programs in a Windows 8.1 instance | use all

the time

* Pros:
— Very easy to use

* Cons:
— Only tests default handlers and even then may be

impacted by DLL loading delays

— Does not test plugin dependencies
REHDICIDI:!CMIVQ%E




HDMoore DIY for file extensions (3)

e Ouch...

= Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tocls Opticns Help

FH | AKBE | SASG | B | &85 | |ZENSN

Time ... Process Mame PID  Operation Path

4:44:2 . [FI\WORDPAD EXE 2544 BhQueryOpen C:AUsers\REM"Desktop D LLHijack Audit Kit-2.0°\D LLAudit \ext doc \MAP132.DLL
4:44:2 . T=|‘WO ROPAD.EXE 2hd4 B\Create File C:A\Users\REM"\Desktop D LLHijack Audit Kit-2. 040 LLAudit et "docx \MAP132.OLL

... i #svchost exe CAUsers"\REM"\Deslktop D LLHijack Audit Kit-2 0\DLLAudit et \msi*H Shield‘ehsvc dll
4:52:4 . 8 svchost.exe 532 EhCreatefile C:AUsers\REM\Desktop D LLHijack Audit Kit-2. 040 LLAudit et "msi*HShield\ehsve dll
4:52:4... 8 'svchost.exe 932 E\QueryOpen C:AUsers\REM\Desktop D LLHijack Audit Kit-2. 000 LLAudit ext "msi*Hack Shield ehsve dll
4:52:4 . W 'svchost.exe 5932 B.Create File C:UsersREM \Deslktop D LLHijack Audit Kit-Z2. 000 LLAudit et \msi* Hack Shield ehsve dll
4:52:4... 8 sychost.exe 932 BnQueryOpen C:AUsers\REM"\Desktop D LLHijack Audit Kit-2. 000 LLAudit et "msitHShield\ehgve dil
4:52:4 . W 'svchost.exe 5932 B\Cneate File C:UsersREM \Deslktop D LLHijack Audit Kit-Z2. 040 LLAudit et ‘msi*HShieldehsve dil
4:52:4. . B 'svchost.exe 5932 B\QueryOpen C:Users\REM \Desktop D LLHijack Audit Kit-2. 040 LLAudit et \msi*Hack Shield ehsve dll
4:52:4 . B 'svchost.exe 5932 B\Create File C:Users'REM \Desktop D LLHijack Audit Kit-2. 040D LLAudit et "msi*Hack Shield ehsve dll
4:54:3 . [FIWORDPAD EXE 2384 BhQueryOpen CAUsers\REM"Desktop \DLLHijack Audit Kit-2. %D LLAudit \ext odt \MAPI132.DLL
4543 . EWO ROPAD.EXE 2384 B\Create File C:AUsers\REM"Desktop \DLLHijack Audit Kit-2.0"D LLAudit \ext odt \MAPI132.DLL
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DLL Referenced != Always Loaded

 Wordpad.exe looks really bad, looking for
mapi32.dll in the local directory

— But it never loads the DLL from there

* Requires more investigation with a debugger
to see in which circumstances it is exploitable

— Beyond the scope of this presentation
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Dependency Walker

 Dependency Walker (depends.exe) recursively
walks the DLLs used by an application

* This will show you the location from which
DLLs are loaded into an application

* Perhaps the most interesting are those which
are not found

R
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Dependency Walker (2)

* Privilege Escalation
— Admin tools usually run with elevated permissions

— Check service autoruns for other auto-elevation
possibilities

* Pros
— Easily finds missing DLLs (and those not in %PATH%)

* Cons
— Does not address all runtime DLL loading scenariosz
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Dependency Walker vs. Argon.exe

e Dependency Walker - [Argon.exe] - O
W File Edit View Options Profile  Window Help [= ][4
- e

= O ARGON.EXE Pl | Ordinal » | Hint | Function | Entry Point

= ] MSCOREE.DLL
----- ] KERMEL32.DLL
—-23C] USER32.DLL v | E Ordinal * | Hint | Function | Entry Point

£ >
" | Module File Time Stamp Link Time Stamp File Size Attr. L
2@ | API-MS-WIN-CORE-KERNEL32-PRIVATE-L1-1-1.DLL Error opening file. The system cannot find the file specified (2).
g@ L H L IH U H i DR [ ] Or Ope 0] = = = 3 0 (] = ] # ] =]

2@ | API-MS-WIN-CORE-SHUTDOWRN-L1-1-1.DLL Error opening file. The system cannot find the file specified (2).
3@ API-MS-WIMN-SERVICE-PRIVATE-L1-1-1.DLL Error opening file. The system cannot find the file specified (2).
2@ | EXT-MS-WIN-NTUSER-UICONTEXT-EXT-L1-1-0.DLL Error opening file. The systemn cannot find the file specified (2).
2@ | IESHIMS.DLL Error opening file. The system cannot find the file specified (2).

B | API-MS-WIN-CORE-SYNCH-L1-1-0.DLL 08/22/201312:17a | 08/22/201312:17a 3,584 | HA 0
2E | API-MS-WIN-CORE-COM-L1-1-0.DLL 08/22/201312:14a | 08/22/2013 12:14a 5,632 | HA 0
28] | EXT-MS-WIN-ADVAPI32-PSM-APP-L1-1-0.DLL 08/22/201312:13a | 08/22/2013 12:13a 3,072 | HA 0
A IFFEr AR A A A AR PR 44 e A AR IR 44 mr 44 T AT s T
<

Warning: At least one delay-load dependency module was not found.
Warning: At least one module has an unresolved import due to a missing export function in a delay-load dependent module.
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DLL Hijack Auditor

 The DLL Hijack Auditor from SecurityXploded

offers another way to search for vulnerable
programs

e \Was found to not be as reliable as
Dependency Walker or HDMoore Audit kit
— But it’s easier to use

R
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DLL Hijack Auditor (2)

A

" DLl Hijack AUDITOR

Show Help About

Select Application: | C:'\Program Files\Windows NT\Accessories\wordpad.exe 3

Specify Extension: | .rtf

Wait Timeout(in secs): | 5 [] Do not terminate the application, wait for user to terminate application.

@ Start Audit ‘ _:v/' Exploit ‘ @ Report ‘

Audit Operation Status

Now click on 'Report’ button to get the Audit Report for App - Wordpad.exe

[Ext=.rtf] Waiting for 5 seconds before terminating the Application, Wordpad.exe ~
Application is terminated successfully

Vuln Test is Finished. Mo Vulnerable Dlls found for App - Wordpad.exe

Yuln Test is Finished. Mo Vulnerable Dlls found for App - Wordpad. exe

/ ’\X_/
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Going Native with Procmon

* Muralidharan Vadivel
(opensecurityresearch.com) has a great article
on auditing for “ghost dlls” using ProcMon

* Search for operation CreateFile and result of
“Name not found”

 The Loadlmage operation is also useful to
filter for detecting missing DLLs
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Fun With Procmon

e Let’s do a quick demo here

* Fun application called NetBalancer

— Network throttling at the granularity of individual
applications

e Extra cool because it’s not just an application,

It runs a service
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Setting Up Procmon

Process Monitor Filter

o——
- P -  —

Display entries matching these conditions:

Result - ||is w | Unknown » then |Indude -
Reset | Add I | Remove

Column Relation Value Action

@‘ Process Name is SeriousBit. NetBalancer Service exe  Include

@‘ Operation is CreateFile Include

€9 Result is not SUCCESS Include

& Path ends with i Include

6‘ Process Name is Procmon exe Exclude

Q‘ Process Name is Procexp exe Exclude

&3 Process Name is Autoruns.exe Exclude

[ OK ] | Cancel | I Apply
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Oh yeah!

| =¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
EEH | ABE | TAS | B | 485 | [Z[LSMN
Time ... Process Name PID Operation Path Result
11:52:.. @SeriousBit.NetB... 3820 B«CreateFile C:\Program FilesMNetBalancer'profapi dll MAME NOT FO ...
11:52:.. @SeriousBit.NetB... 3820 B«CreateFile C:\Program Files“MNetBalancer\RichEd20.dll MAME NOT FO ...
11:52:.. @SeriousBit.NetB... 3820 BcCreateFile C:\Program Files“MNetBalancer\CRYPTSP dll MAME NOT FO ...
11:52:.. @SeﬂousBit.NetB... 3820 5_=1CreateFiIe C:\Program Files“MNetBalancer\CRYPTBASE dll MAME NOT FO...
11:52:.. @SeﬁousBit.NetB... 3820 ElereateFiIe C:"\Program FilesMNetBalancer'ncnypt dll MAME NOT FO ...
| 11:52:... @SeﬁousBit.NetB... 3820 BhCreateFile C:“Program Files"MetBalancer‘bcrypt dll NAME NOT FO...
11:52:... @SeﬁousBit.NetB... 3820 BhCreateFile C:“Program Files"MetBalancer'|JSERENY dll NAME NOT FO...
o 1152 @SenousB'rt.NetB... 3820 r51(31'eateFile C:“Program Files"MetBalancer'\GP AP dll NAME NOT FO...
| 11:52:... @SenousB'rt.NetB... 3820 rE‘Nlnaa’[E:Fihe C:“Program Files"MetBalancer'cryptnet dll NAME NOT FO...
o 11:52:.. @SeﬁousBﬁ.NetB... 3820 E_:}CreateFile C:“Program Files"MetBalancer'.SensApi dll NAME NOT FO...

* Pick your poison

* This digitally signhed application will load any of
these DLLs for us
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What's the big deal?

 Malware can persist now by loading a
malicious DLL in the legitimate service

* This totally screws with forensics and IR
professionals who like to look for service

anomalies

R
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Gflags for the win!

* Gflagsis a tool included with the Windows
Debugging Tools

e Gflags is great for finding memory errors but is
also great for finding DLL issues

* The sls flag (show loader snaps) shows loader
data, including dllI’'s loaded, which directory
they are loaded from, SxS redirection, and

functions imported
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Finding craziness with gflags

Run glags.exe —i tested.exe +sls
Load the app in windbg
Save the data to a text file

To find attempts to load DLLs, search the

output for FindOrMapDependency

R
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Debug Output

* Look for
— LdrpFindOrMapDependency
— LdrpFindOrMapDl|
— LdrpFindKnownDI|

Oféc:0e84 @ 03538062 - LdrpFindOrMapDependency - ENTER: DLL name: m3verk.dll.

0f6c:0e84 @ 03538062 - LdrpFindOrMapDll - ENTER: DLL name: msverb.dll

Oféc:0e84 @ 03538062 - LdrpFindEnownD1ll - ENTER: DLL name: BsveIh.dll

Of6c:0e84 @ 03538062 - LdrpFindEnownDll - EREETUEN: Status: 0x00000000

O0f6c:0e84 @ 03538062 - LdrpMapViewOfSection - ENTER: DLL name: C:\Windows\system32\msyvert.dll
ModLoad: 764c0000 76583000 C:\Windows\system32\msvert.dll
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Sxstrace.exe

* |f you don’t want all the detailed information
from a debugger and gflags but still want data
from SxS loads, sxstrace (builtin) can help

* Tracks specific information about the versions
of DLLs loaded from the WinSxS directory

— And other locations where it may attempt to load

a DLL from
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Sxstrace in Action

:\Jjake>sxstrace trace -logfile:tracefile.etl
racing started. Trace will be saved to file tracefile.etl.
Press Enter to stop tracing...

:\jake=sxstrace parse -logfile:tracefile.et]l -outfile:tracefile.txt
Parsing log file tracefile.etl...
Parsing finished! Output saved to file tracefile.txt.

INFO: Begin assembly probing.

INFO: Did not find the assembly in WinSxS.

INFO: Attempt to probe manifest at C:‘\Windows‘\assembly\GAC 32\Microsoft.Windows.Common-Controls\6
INFO: Attempt to probe manifest at C:\Program Files\windows nt\Accessories\en-US\Microsoft.Window
INFO: Attempt to probe manifest at C:\Program Files‘\windows nt\Accessories\en-US\Microsoft.Window;
INFO: Attempt to probe manifest at C:\Program Files‘\windows nt\Accessories\en-US\Microsoft.Window]
INFO: Attempt to probe manifest at C:\Program Files\windows nt\Accessories‘\en-US\Microsoft.Window]
INFO: Did not find manifest for culture en-US.
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Practical Defenses

Audit the software you install on your machines

— Especially the stuff that your in-house “developers”
create

Don’t rely on only automated tools, they don’t
catch everything

Hire a pentester who knows more than nmap and
nessus (I think that’s everyone in this room)

— And scope the test with enough time to uncover the

same bugs determined attackers will find

RENDITION INFOSEC
Security bu any leaal means




Practical Defenses (2)

* Always check permissions on all directories in
the system %PATH% variable

— World write permissions are bad here for other
obvious reasons too

* .Net developers: be specific in your manifests

 Windows developers: call LoadLibrary with

explicit path, don’t rely on the system
— Or call SetDlIDirectory/AddDIIDirectory
REHDICIDI:!CMIVQ%E




Questions?

Jake Williams
@Malwarelake
Rendition Infosec
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